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Abstract
This article will be divided into two parts. TASK1 will introduce and analyze the advantages and disadvantages of three different security frameworks and models, and discuss the application conditions and development of these three models; TASK2 is based on CoffeeBlue, a coffee company with greater influence in the world. One scenario, starting from the three aspects of governance, risk management and compliance, using the information in TASK1 to design a security framework to meet the company's information system security, governance and compliance needs.


1、 Introduction
1.1 TASK1
Task 1 will study three different security frameworks and models. The main thing is to first introduce the three frameworks and models, analyze their advantages and disadvantages, and put forward their own views on their advantages and disadvantages. In this article, the following models will be discussed: Information Technology Infrastructure Library (ITIL), ISO 27000, IPDRR. These three frameworks and models are currently relatively popular, so studying these three models has more prominent significance for this course.
1.1.1 ABOUT ITIL
ITIL is the Information Technology Infrastructure Library, ITIL, Information Technology Infrastructure Library (IT Infrastructure Library) was developed by the Central Computing and Telecommunications Agency (CCTA) in 1986ITIL provides an objective, rigorous, quantifiable best practice standard and specification for enterprise IT service management. ITIL has its overall services framework to illustrate how IT can better support the business. On the right side of the middle section is the technical perspective, on the left side is the business perspective, and finally through the two core service process blocks: "service support" and "service delivery" to complete the IT and business departments docking. How to achieve service interconnection? In ITIL, some corresponding IT service processes are designed to ensure. ITIL we often contact should have two versions, ITIL V2 and ITIL V3. The early V2 version contains a service desk and 10 core processes, in the late ITIL V3 version absorbed the essence of ITIL V2, at the same time put forward the concept of "life cycle" IT services. The cyclical concepts of service design, service transformation, and service operation are present in ITIL V3. At different stages of the life cycle, there are different service responsibilities and service process references.
I have to say that IT service management is a boon for IT departments. Before this, THE IT department may not know what to do, whether I am responsible for the construction of information system can (before the telecom experience is such). Through ITIL, IT service departments find their department's business value description. But alone, IT seems to be difficult to implement, blame the system is too large, so there has been a pile of IT service management (ITSM) products on the market, based on these products and concepts, and a pile of IT service consulting companies and consultants, IT can be said that the industry and ecology of ITIL is still good.
The most meaningful value of ITIL is to provide a set of practical standards and specifications. Indeed, for many companies, especially a large-scale company or organization, the direction and responsibilities can be sorted out through this set of practice standards, such as CMDB, capacity management, events, continuity management, and cost management. At this time, the traditional positioning of the IT department has also changed. In addition to writing the code development system, you have other aspects of work to do.

1.1.2 ABOUT ISO27000
ISO27000 certification refers to information security management system certification. The standard was proposed by the British Standards Institute (BSI) in February 1995 and revised in May 1995. BSI revised the standard in 1999. 
ISO/TC176 proposed the "Implementation Strategy of International Quality Standards in the 1990s" at the Ninth Annual Conference in 1990. The 1994 version of the ISO9000 standard has been adopted for many years. Three quality assurance standards are usually used for external certification. On December 15, 2000, the 2000 version of the ISO9000 family of standards was officially released and implemented. There are four core standards of the 2000 version/SO9000 family of international standards. The significance of this standard: Passing 1SO certification can strengthen quality management and improve corporate efficiency; enhance the confidence of potters and expand market share. Obtained the international trade green card "pass", which eliminated international trade barriers. It saves the effort and cost of the second party audit. Being always invincible in product quality competition is conducive to international economic cooperation and technical exchanges.
1.1.3 ABOUT IPDRR
IPDRR is a cybersecurity framework provided by NIST, which mainly consists of five parts:
Identify: Assess the risk. Including: business priority determination, risk identification, impact assessment, resource prioritization.
Protect: Ensure business continuity. When under attack, limit its impact on the business. Mainly include automatic protection measures before human intervention.
Detect: Found an attack. Real-time monitoring when the attack occurs, and at the same time monitoring whether the business and protection measures are operating normally.
Respond: Respond to and handle events. The specific procedures are based on the impact of the incident to make decisions, including: incident investigation, damage assessment, evidence collection, incident reporting, and system restoration.
Recover: Recover the system and fix vulnerabilities. Restore the system to a normal state, and at the same time find the root cause of the incident, and carry out prevention and repair.
The first step to identify (Identify) is to identify which assets have different risks. For example, cash at home, gold and silver jewelry, valuable electrical appliances, real estate certificates, etc., are all assets that we want to protect. There is a risk of being stolen or destroyed by thieves. So we need to take certain measures to protect these assets. For example, cash, gold and silver jewelry, real estate certificates, etc. are placed in the safe, and the house is equipped with protective doors and anti-theft windows. These are the second step of protection (Protect), which provides basic protection for the assets that need to be protected. Is this enough? Obviously it is not enough. This is just to do passive defense. We also need to do active defense, which is the third step of detection (Detect). At this time, we can install some surveillance equipment, cameras, sensors, etc., to monitor us all the time. Depending on whether the assets to be protected are in any circumstances, you can also hire a group of security guards to patrol in real time 7*24 hours. Respond is to take response measures if you find something turbulent, such as alerting, stopping, and reporting if someone breaks in. Recovery (Recover) is the recovery of easy-to-occur losses. If someone breaks in and breaks the door, the door must be repaired or replaced with a new, higher-level and safer door.
1.2 TASK2
In this section, we will take CoffeeBlue as an example, combined with specific case scenarios to design methods to meet the needs of the company's information system security, governance and compliance. When it comes to network security, governance, risk management, and compliance are generally considered to be some of the ways to reduce security threats. However, their importance should not be underestimated. Centralized governance, risk management, and regulatory compliance (GRC) programs lay the foundation for organizations to achieve their security and regulatory compliance goals. If done well, this proactive network security approach can greatly reduce the organization's passive incident response.

A cybersecurity plan without GRC is incomplete:
Network data security as a whole consists of three elements: personnel, process, and technology. Among these three elements, technology is often the most important because it can be said to be the simplest factor. However, for organizations to successfully achieve their security goals, they need to adopt a programmatic, flexible and scalable approach to consider these three elements. The same applies to CoffeeBlue, because most of the company’s services are completed online. And mainly use cloud services to provide IT services for its employees and customers. People and processes can be regarded as technical support on the basis of cloud services.
To achieve this goal, an effective governance, risk management, and compliance (GRC) plan is essential because it can ensure that a holistic view is taken while addressing the difficult task of network data security. After all, using cutting-edge technology to automate processes does not improve the process itself or the results.
CoffeeBlue's security operations team needs to monitor and mitigate the security incidents that the company will be involved in. If there is no governance, risk management and compliance (GRC) plan, they will not be able to understand the business risk or compliance impact of the incident, which means that they can only rely on technology and processes to manage, and they may face the wrong way The least important issues are prioritized risk.

Governance, risk management and compliance (GRC) have a symbiotic relationship:
Although governance, risk, and compliance are often regarded as separate functions, from the overall perspective of these basic elements, they share a symbiotic relationship. Governance ensures that the organization's activities need to be aligned in a way that supports business goals. Identify and resolve the risks associated with any organization's activities, and deal with them in a way that supports the organization's business goals. Compliance allows all organization activities to operate in a manner that follows laws and regulations. All three aspects work together to create a way to align security architecture, engineering design, and operations with broader business goals, while effectively managing risk and meeting compliance goals.
However, as a coffee company with extensive global influence, CoffeeBlue should expand its governance, risk management and compliance (GRC) procedures and ensure that it is embedded in the organization?
  
How to expand governance, risk management and compliance (GRC) procedures:
As far as governance, risk management, and compliance (GRC) are concerned, network data security cannot be fully met, and it does not have to be the case; the depth and breadth of its applications vary from organization to organization. However, regardless of the complexity of the application, as long as the organization follows best practices, it can be transformed or expanded with cloud computing services, emerging technologies, and unknown future innovations.

Governance:
To establish basic governance, it is essential to first determine compliance requirements. This means that CoffeeBlue's security operations department must investigate and understand contractual obligations and compliance frameworks, and determine the required or selected standards that need to be implemented. Then the company needs to conduct a plan evaluation to understand the function and maturity of the current profile, determine what the target profile is, and develop a plan to achieve this goal. The organization’s strategy should consider procurement, DevSecOps, management, security, and human resource allocation, including the definition and assignment of functions, roles, and responsibilities.
Finally, the company needs to update and publish new policies, processes, and procedures to educate its employees and ensure that network data security and governance are maintained. The organization’s policies should be clearly consistent with its business objectives.

Risk Management:
The second phase of the extended governance, risk management, and compliance (GRC) strategy is to study risk management. A risk assessment is required for all aspects of CoffeeBlue and each business line and asset type. After completing this operation, the company needs to have a full understanding of its internal risks, and can implement plans to mitigate, avoid, transfer or accept risks at every level, business line, and asset.
A risk management framework would be adapted to track systems by selecting controls and risks that can be continuously monitored and adjusted as the business grows and threat posture. The final stage is to incorporate risk information into the company's leadership decisions. In short, companies should always ask "what financial, online, legal, reputational risks this decision will pose to our business." Such questions, by embedding this approach into the culture of the organization, can ensure that the organization fully understands where risks lie, makes important business decisions, and drives the company forward.

Compliance:
Compliance helps establish policies, standards, and security controls because of the direct relation with governance. In addition to controlling the reports generated by monitoring, organizations must also proactively re-evaluate basic security functions and ensure that they meet the company's business needs. This means automated application security testing and vulnerability scanning, self-assessment from control sampling, and understanding of small changes, red flags, and events that may bring significant risks.
In addition, the company must also adjust its processes in response to changes in events and risks. As threats evolve, the security posture of the organization should also evolve. For this reason, it is essential to integrate security operations with the compliance team for response management, and it is also essential to establish standard operating procedures to deal with unexpected changes.

Prioritize governance, risk management and compliance in the business:
If the company does not have effective governance, risk management, and compliance procedures, it is impossible to develop a strong cyber security strategy. As a result, if the company is to achieve its security and compliance goals, it must be the top priority. In this way, they can ensure that as their business grows and regulations change, they have the appropriate components for expansion, adjustment, and development.

2、 CONCLUSION
With the advent of the information age, data and information have gradually become the business foundation and lifeblood of all walks of life. When there is a problem with the database, the normal operation of the system can be restored in a timely and rapid manner to ensure the recoverability of the system and ensure the safety of user data. In the process of development, only to continuously improve their own security awareness and improve data protection concepts and measures In order to advance steadily in the fierce competition in the information age.
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