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[bookmark: _Toc92205475]Introduction
In order to examine the principles and practices of data security, governance and compliance, three security frameworks and models have been researched alongside a security model based on a given scenario. They have been critiqued, analysed and compared as well as discussing why it is good practice to constantly have new or updated regulations and standards.
Based on the CoffeeBlue scenario, an approach has been designed to meet the need of the company information system security, governance and compliance using the research information in the first section. The factors that have been considered are compliance, governance and strategic planning for security, security policies, risk management, security management models and practice, contingency planning, protection mechanisms and service level agreement.


[bookmark: _Toc92205476]Task 1
[bookmark: _Toc92205477]Internet Technology Infrastructure Library (ITIL)
ITIL is used in IT service management implementation methods that assist IT services to be designed, developed, controlled and constantly enhanced. ITIL is used to evaluate the productivity of IT service management implementation and their involvement with the enhanced structure advancement of cloud systems. [1]
ITIL is a collection of best methods a business may apply in order to associate IT assets and contributions to the aims of the organisation. It is presented in a set of five core publications each corresponding to a phase in the lifecycle of IT. This method creates documents of practices, responsibilities and specifications not limited to the business with an objective of being able to make a baseline from which to create controls and measure achievement. [2]
ITIL was initially used in the 1980s by the British Government Central Computer and Telecommunications Agency (CCTA) when it detailed the best practices in IT service management and published them for circulation. One of the main objectives of ITIL is to make sure that IT services align with the aims of the organisation, even as the aims change. [3]
The first version of ITIL was cumbersome and did not have direction with a collection of over 30 books. The second version of ITIL was cleared to nine books in 2000, but mainly turned around two books: service delivery and service support. The ITIL accreditations were established on these two books. ITIL version 2 launched ten processes, five each from service delivery and service support. [4]
[image: ITIL framework]
[bookmark: _Toc92205456]Figure 1: ITIL 
Figure 1 (above) demonstrates the ITIL framework [5].
The service design stage explains how to create services and processes. Processes include: [4]
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[bookmark: _Toc92205457]Figure 2: Service design stage table.
Figure 2 shows the service transition stage processes. [4]
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[bookmark: _Toc92205458]Figure 3: Service transition stage table
Figure 3 shows the service operation stage processes [4].
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[bookmark: _Toc92205459]Figure 4: Service operation stage processes.
The Continual Service Improvement (CSI) includes how to re-align IT services as an organisation’s requirements update. CSI consists of seven phases that cover what can and must be measured; collecting, handling and analysing data; and displaying and applying knowledge. [4]
ITIL is not broad, hence the possibility for additional development. Another weakness with ITIL is that some topics are enclosed in-depth while others are not included, leading to inconsistency. [6]
The latest version of ITIL concentrates on integrating IT with the overall business plan, particularly as cross-function cooperation within businesses enhances and progressively relies on technology to complete the tasks. [7]
[bookmark: _Toc92205478]ISO 27000 Series
The International Organisation for Standardisation (ISO) 27000 series of standards have been particularly reserved by the ISO for Information Security (InfoSec) issues. This collaborates with many other standards, including ISO 9000 (quality management) and ISO 14000 (environment management). [8]
The 27000 series is populated with various standards and documents. Many of these are already established and have been issued. Other standards are planned for publication, with specifics yet to be decided. [8]
ISO 27001 is a data risk management standard which offers support in the selection of sufficient controls to safeguard data. It also sets out the aims of InfoSec management and identifies the policies, processes and standards to be implemented by an organisation. [9]
By giving organisations a suitable amount of InfoSec protection, ISO 27001 accreditation gives third parties and clients certainty that the data they share with you will be secure. This is a globally established standard. [9]
ISO 27001 is well established, widely used and recognised globally, offering obligations for an information security management system (ISMS). There are 12 standards within ISO 27000. Using these allows companies of any sort to control the security of holdings such as financial data, intellectual property, staff information or materials delegated by third parties. [10]
The number of certifications has increased by more than 450% in the past decade. Executing the standard assists businesses to meet the InfoSec needs of laws such as the European Union (EU), General Data Protection Regulation as well as the Network and Information Systems Regulations, assisting with budget reduction linked with data breaches. [11]
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[bookmark: _Toc92205460]Figure 5: ISO 27000 Series
Figure 5 (above) demonstrates how the ISO 27000 series works [12].
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[bookmark: _Toc92205461]Figure 6: ISO 27001 Certification Process diagram and table
Figure 6 (above) demonstrates an illustration of the different processes of the ISO 27001 certification as well as a table demonstrating what happens in each process.  [13] [14] [15] [16] [17].
The international standards mean that clients can have confidence that their products are of good quality. Officials can depend on the ISO standards to assist to create improvements for better control, knowing they have a good, solid basis because of the participation of worldwide professionals. [18]
ISO is known for determining and preserving an ISMS. ISO includes auditors and certifying bodies. It is less technical with more importance placed upon risk-based management that offers good practice suggestions to secure all its data. The ISO provides a good quality certification option for companies that have operational experience. The ISO annex A gives fourteen control classifications with many more controls in addition to this and has 10 management items to assist businesses through their ISMS. As the ISO includes audits and accreditation, there is frequently a higher cost. ISO accreditation is applicable for three years, and organisations are required to do inspection audits for two years and in the third year, they will carry out a reaccreditation audit. [19]
[bookmark: _Toc92205479]NIST
Written by the National Institute of Standards and Technology (NIST), this cybersecurity framework (CSF) to assist the US federal agencies that focuses on the absence of standards when it comes to cybersecurity and offers a consistent set of guidelines, and standards for organisations to implement within different industries [20].
The purpose of NIST is to create and encourage measurement, standards, and expertise to improve productivity and enhanced quality of life. NIST is also accountable for determining computer and IT linked standards and guidelines for federal agencies to implement. [21]
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[bookmark: _Toc92205462]Figure 7: NIST CSF five pillars
Figure 7 (above) demonstrates the five pillars of the NIST CSF [22]. The identify pillar involves identifying an organisation’s important functions and what cybersecurity risks could hinder and obstruct those functions. The function covers a range of classifications, such as the business environment, which implies to the organisation’s goals, interests, stakeholders, asset management, the systems, information, devices, amenities, and staff required to achieve a vital function. [23]
The protect function concentrates on comprising a cybersecurity breach’s possible impact. Once the important functions are detected, organisations can prioritise them and then prioritise their cybersecurity endeavours appropriately. The protect function identifies the safety measures that an organisation must have in place to ensure that important functions along with their relevant components, such as systems and staff, are protected. [23] 
The aim of the detect function is to assess whether the systems of an organisation have been compromised so that action can be undertaken if required. The function examines how the business cybersecurity team establishes a breach has taken place. [23] 
The respond function seeks to reduce damage by encouraging a rapid response. It defines the tasks that a team should execute depending on the seriousness and type of breach. If a breach is identified, the team must act accordingly. The longer a cyberattack continues, the more harm critical functions may be subjected to. [23]
The recover function intends to retrieve any information that may have been dropped because a breach has taken place. It also deals with renovating services to vital systems that may have been harmed because of the attack. It provides an opportunity to discover what activities will support the organisation’s cybersecurity structure flexibility in the future. In addition to recovery development and deciding where improvements can be made, the recover function also involves cooperating with stakeholders about the attack. [23]
A benefit of using the NIST framework is that it assists in directing important decisions regarding risk management actions through the levels of a business from senior management to industry and development level and it executes these as well as procedures [24]. 
Bresnahan discuss why the NIST CFT is used, and he states that “superior and unbiased cybersecurity, enable long-term cybersecurity and risk management, ripple effects across supply chains and vendor lists, bridge the gap between technical and business side stakeholders, flexible, adaptable and it is built for future regulation and compliance requirements” [25]. 
Another issue with the NIST framework is cloud computing. The issue is that quite a few organisations do not secure their cloud infrastructure, they use Software as a Service – external organisations take legal liability for controlling areas of the organisation’s cloud. NIST cannot deal with shared liability. The framework assumes a more unobtrusive way of working that is becoming the standard in many businesses. [26]
The NIST framework has various control collections and five functions to modify cybersecurity mechanisms. Both, the NIST and ISO deal with InfoSec and risk management from various viewpoints and require several options. [19] 

[bookmark: _Toc92205480]Task 2
[bookmark: _Toc92205481]IDEAL model
The IDEAL model has been used for the CoffeeBlue case scenario because it can assist highlight what is the present situation with the organisation, it gives insights to the difference of where the organisation is at present and where it wants to be in the future and helps with the planning of how it gets to the final outcome.
The IDEAL model was used because it can identify relevant policies, see what the difference is to where the company is now and where they want to be, assist plan how the company is going to get there and doing what was planned as well as learning from the process. [27]
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[bookmark: _Toc92205463]Figure 8: IDEAL Model
Figure 8 (above) demonstrates the IDEAL model for the CoffeeBlue case study.


[bookmark: _Toc92205482]Compliance
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[bookmark: _Toc92205464]Figure 9: Compliance

[bookmark: _Toc92205483]Intellectual Properties
Intellectual Properties are being used for CoffeeBlue because it ensures that anything that they create, design or have in the public domain can be protected and they can apply for it to have a patent, which signifies that nobody else can use or modify it, apart from CoffeeBlue.
CoffeeBlue have their own methods of grinding coffee, they would want this protected under their copyright. They would have a logo on their website which they would not want anyone else to use. On the CoffeeBlue website, they would not be allowed to use other images from other people or companies, particularly logos and copyrighted materials. As CoffeeBlue is a globally recognised company, it would have to follow international laws as well as the U.K. 



[bookmark: _Toc92205484]Information Security Policy Maintenance
Three comprehensive policies have been written for InfoSec for users (customers, clients and staff). This will consist of a user, security, device management, and data retention policy. The policies will be reviewed regularly, and amended where necessary.
[bookmark: _Toc92205485]Planning for InfoSec
This approach has been used because it can assist with planning for the relevant InfoSec policies. The plan can be accomplished in one of two ways; top-down or bottom-up. The bottom-up approach would be used for the InfoSec plan as it is more formal than the top-down approach. It is proposed and coordinated by managers with support provided from management to give resources, assist where possible and issue the relevant policies. An advantage of using the bottom-up approach is that it is initiated by administrators and technicians, rather than top management, which is more suited for the organisation as administrators and technicians have a better understanding of InfoSec and its planning rather than higher management.



[bookmark: _Toc92205486]Governance and Strategic Planning for Security
[image: 2: PROPOSED FRAMEWORK OF INFORMATION SECURITY GOVERNANCE]
[bookmark: _Toc92205465]Figure 10: Framework of InfoSec Governance [28]
Figure `0 (above) is the framework of InfoSec governance. The InfoSec Governance Framework is going to be used for the case study and distributed. The senior executives and network managers would control InfoSec management, and all corporate executives would have their own responsibilities. This framework typically involves all employees and users. The governance would be monitored as well as evaluated and then reported to the stakeholders. After the evaluation stage, anything would be directed to the managers controlling the InfoSec governance. The stakeholders invest into the governance, so the progress made by the corporate executives are invaluable to them.



[bookmark: _Toc92205487]Security Management Models and Practices
Security Management Models and Practices.
[bookmark: _Toc92205488]Hierarchies
A organisational and planning hierarchy has been created.
Organisational Hierarchy with Roles
An organisational hierarchy has been created so that it can be identified who are network administrators, who they report back to and the IT staff responsibilities.
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[bookmark: _Toc92205466]Figure 11: Organisational Hierarchy with Roles
Planning Hierarchy
A planning hierarchy (below) is being used because. The concept shown below would be used for the CoffeeBlue case study. The main corporate strategy is shown with its three subsections (financial, IT and operations). All of these things would feed into the InfoSec strategy. The tactical planning would take place quarterly and the operational would be a day to day
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[bookmark: _Toc92205467]Figure 12: Planning Hierarchy


[bookmark: _Toc92205489]Strategic Plan (SP)
An SP shall be used because it can be used as a template to see where the company is at present and where it can be taken, it can assist evaluate what methods should be used for things such as planning and an SP is something that stakeholders can be involved with.
An SP typically includes an executive summary, the mission, vision and value statement of the organisation, the profile and history of the organisation, any strategic issues and challenges the organisation is faced with alongside the goals and objectives of the organisation and major business units. Occasionally, market analysis, surveys, budgets with research and development protection is included.
A SP shall be written and distributed. To ensure that the SP is transparent, the relevant statements will be comprehensive and meaningful, processes shall be used that fit the culture of the organisation – this would be stuck to ensure consistency and, the planning methods developed shall be consistent and repeatable – this will be done as they are adopted as part of the culture of the organisation
[image: Strategic Planning Process from Start to Finish]
[bookmark: _Toc92205468]Figure 13: Strategic Planning Cycle [29]. 
Figure 13 (above) demonstrates the strategic planning cycle.
[bookmark: _Toc92205490]Strategic planning levels
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[bookmark: _Toc92205469]Figure 14: Strategic planning levels
Figure 14 (above) demonstrates a chart for the overall strategic plan. This plan is mostly looking at divisions, for the plan for CoffeeBlue there will be 3 divisions in the following locations: Jamaica, United Kingdom and Spain. Each of the different divisions are required to communicate with each division, they could all have potentially different divisional strategic plans but they must conform to the overall strategic plan.


[bookmark: _Toc92205491]Policies
[bookmark: _Toc92205492]User Policy
A user policy has been written so then staff have an appreciation of what is acceptable. This includes what and what not to use, unsupported operating systems (OS) and using personal devices. Refer to Appendix A.

[bookmark: _Toc92205493]Device management policy
A device management policy has been created so that staff know what devices they are able to use, having an understanding that by bringing older devices into work such as Windows XP this could pose a security risk as its security wouldn’t be fully up to date due to it no longer being supported. This includes unauthorised activity, latest security and OS permitted on the network. Refer to Appendix B.

[bookmark: _Toc92205494]Security policy
A security policy has been written because it will improve the security of the company as well as improve the security of staff bringing in their own devices to the workplace. This policy includes entering passwords, login attempts and having the appropriate protection mechanisms enabled, such as firewalls. Refer to Appendix C.

[bookmark: _Toc92205495]Data Retention Policy
A data retention policy has been written because it will inform customers the rights their entitles to in terms of freedom of information as well as how long their data will be retained for. This policy includes complying to GDPR, how long data would be kept for and freedom of information. Refer to Appendix D


[bookmark: _Toc92205496]Risk Management
Risk Management has been conducted so that the company can see what could happened in the event of something happening such as servers failing, IT systems going down or being unable to access the e-mail system.
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[bookmark: _Toc92205470]Figure 15: Risk Management
The risk-rating factor is calculated by multiplying the likelihood and impact.


[bookmark: _Toc92205497]Contingencies Planning
This section includes the business impact analysis (BIA) and the business resumption plan (BRP) which includes the business continuity plan (BCP) and disaster recovery plan (DRP). A BIA, BRP AND DRP has been written because it can assist with analysing the impact of departments in the event of something happening, they provide help with planning for events and what to do if they occur.
[bookmark: _Toc92205498]BIA
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[bookmark: _Toc92205471]Figure 16: BIA
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[bookmark: _Toc92205472]Figure 17: BRP and DCP.


[bookmark: _Toc92205500]Protection Mechanisms
This section states how CoffeeBlue have mechanisms for protecting the business.
Protection mechanisms, such as authentication and firewalls, have been considered for CoffeeBlue because in term of authentication, this will assist in allowing genuine users of the network access to it either by passcode or receiving a code to their device. In terms of the fireworks, by having these checked regularly and updated often, this will ensure that its security can be as up to date as possible, and the network is secure.
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[bookmark: _Toc92205473]Figure 18: Protection Mechanisms

[bookmark: _Toc92205501]Service Level Agreement (SLA)
An SLA is the part of a contract which defines exactly what services a service provider will provide and the required level or standard of those services. An SLA should contain the business objectives, service deliverables, standards, protection mechanisms, and give the clients the right to terminate their agreement. [30]
An SLA has been written and distributed for the CoffeeBlue case scenario because it can inform its clients what services it will provide as well as the standards that they shall be delivered. 
The type of information a standard SLA would include are:
· Parties
· Services
· Terms and Conditions
· Service Level
· Performance Monitoring
· Term and Termination
· Billing Process
· Claims and damages
· Governing Law
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[bookmark: _Toc92205504]Appendix A – User Policy
· Devices brought in are for work usage only.
· Inappropriate websites are prohibited on the network.
· Social media cannot be accessed during working hours.
· Staff members are allowed to use the internet for personal use during break times
· Cameras cannot used by staff members unless permission has been granted by network administrators for job use only. 
· Devices will be able to access emails, calendars, contacts and documents. These links will be given access outside of the network as an extranet.
· Texting and sending personal emails are not allowed during working hours. These must be done after work or during breaks.
· Work-related devices must not be used outside work, unless checking emails or calendars and must be turned off after work.
· Staff members cannot use the network for playing games.
· All work must be backed up onto the staff members work computer
· Staff members are required to check their work e-mails often on their work device only.
· Staff members must not re-configure any device belonging to the company.
· Users are not allowed to leave their computer logged on unattended.
· Kali & Linux are not allowed to be a BYOT due to the security threats.

[bookmark: _Toc92205505]Appendix B – Device management policy
· The devices are owned by the staff member. These devices will be allowed to have access to the network.
· The devices the company will permit are as follows: iPhone, iOS laptop, Windows and Android.
· Any device brought in must be assessed by IT staff to make sure that there are no harmful applications, network scanning applications and viruses.
· Employees are not allowed to contact the manufacturer of the device for issues with the operating system as it is not always their responsibility as the staff member bought that specific device.
· The company will pay the staff member an allowance for the phone / data plan.
· If unauthorised activity / prohibited internet access is happening, IT staff will forbid the staff members device(s).
· Pirated software and hardware is not allowed to be downloaded.
· If the staff members device is lost or has been stolen, the employee must report it to management and IT staff straight away.
· All devices must be regularly updated to the latest security release.
· Devices must not have merged work/personal accounts on them.
· User must have the latest version of their operating system in terms of Computer PC’s. Kali, Linux and anything before or including Windows XP is not allowed to be a BYOD due to security threats.
· Devices must be encrypted.
[bookmark: _Toc92205506]Appendix C – Security policy
· Staff are given permission to access the network. To access the network, they must use their own login credentials. This confirms their identity.
· Staff are not to compromise the system
· The users are not able to gain access to sensitive information as this is confidential.
· Staff are not allowed to see the network admin areas. If they can view the admin areas, they must contact their line manager straight away.
· Doors within the venues must be locked after shifts to make sure that all devices are safe.
· If staff are using their own Computer/PC or laptop, they must have firewall enabled. This will allow their device to become more secure from being hacked.
· Any devices on the network must be protected with a minimum of a 4-digit pin, if you are using a mobile device, or password protected if you are using a laptop or Computer/PC. The password should be strong to prevent any illegal access, containing at least 1 capital letter, 1 number and a special character.
· If the staff member has 3 failed login attempts, they are locked out of their accounts for 10 minutes.
· Staff members are only allowed to download suggested mobile device apps and software packages by the organisation.
· If the device is idle or in sleep mode for more than 5 minutes, the staff member must re-enter their PIN or Password.
· Any device purchased by the member of staff must be used for work use activities only and not for anything personal.
· The device must be thoroughly tested by the network administrator before it is used, to ensure that there are no harmful applications on there. In addition, network scanning is prohibited, this can only be done by network administrators.
· Quarterly penetration and network tests must be conducted by the network administrators. This will ensure that the network is safe to use for all.
· Users must not carry out penetration tests on their own device.
· Anti-virus software must be installed on all devices before use.
· The anti-virus software must be the most up-to-date software package
· Firewalls must be up to date.
· Devices must be scanned monthly.
· Scanning / anti-virus scan must take place by IT / network administrators only.

[bookmark: _Toc92205507]Appendix D – Data retention policy
· In accordance with GDPR (UK), customers and staff have a right to know what data the company holds about them. Customers and staff can request that their details can be removed and to see what data the company holds about them.
· Membership (customers): If you do not use your membership card for 18 months, an e-mail would be sent out to the customer to notify them that they have 1 more month to use it, if they do not use it within this time their account will get deactivated.
· Any personal information shared with CoffeeBlue for products such as gift cards will be retained for up to 4 years.
· Feedback and correspondence from customers will be kept until 18 months after it has been resolved. 
· Email addresses would be held until the customer decided to unsubscribe from the company mailing list. If the customer decides to unsubscribe from the mailing list, a record would be held to ensure that no further emails were sent to the customer.
· Once a member of staff leaves the company, their details will be retained for 5 years. Same as customers, they will be entitled to see what information the company holds about them and have their data removed from the company.
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Processes

Description

Access Management

In relation to data and physical access,
regulates the rights and responsibilities
of users.

Event Management

Organises with incident and incident
management to controlling the whole
event.

Service Request Fulfilment

Controls the development of a service
application, from meaning to closing it
out.

Incident Management

Discovering and fixing of specific service
interruption incident.

Problem Management

Describes casual interactions between
cases and fixes root cause problems.
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Stage

Purpose

T Preparation and Documentation

The auditor examines the
documentation to verify that the 1SMS
has been created in agreement with the
standard, It demonstrates evidence of
allimportant elements of the ISMS but
varies on the obligations of the CB.

2 Stage 1 Audit

‘fter completing the first stage, the
auditor performs a detailed assessment.
“This requires examining the data that
encourages the implementation of the
15MS. They will examine the policies
and procedures in more detail and
examine how the ISMS works with on-
site scrutiny. The auditor vil also talk to
important employees to confirm that all
actions are accepted following the
requirements of IS0 27001.

3~ ISMS Implementation

Nebwork security staff are allowed to
use any model if the conditions are
identified and appled properly. The
security team also need to write an

15MS policy, which does not have to be

‘extensive but details what the
implementation team are aiming for.
Once the policy has been written, it
should be accepted by the board.

4= Stage 2 Audit

The auditor wil conduct a thorough on-
Site assessment to establish whether
the ISMS of the organisation complies

with IS0 27001. The auditor will review

their audit checkists and provide
feedback to the dlent regarding any
nonconformities.

5~ 15MS Management and
Improvement

This stage ensues all contrals carry on
being created and the organisation
should provide 2 risk-based internal

audit programme, including audit of all

controls. The business should also carry
out management evaluations.

6~ On-Going Audit

The process includes going through an
150 27001 certification audt, in which a
spedialist from a society which gives
‘accreditation visits an organisation to
evaluate its ISMS, f they are happy.
with the evidence presented to them,
they will issue an award.
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Recover

Recovery Planning

Communications.
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Initiating

CoffeeBlue has come under pressure to allow staff and
customers to use their own devices to access the company
network. The company is concerned about the security of the
staff and customer data as well as protecting its intellectual
properties. Information Security is a priority to the company
and there is no established policy covering their security need.

Diagnosing

At present, the company uses cloud services to deliver IT
services, does not allow personal devices to access the network,
no established policies.

In the future the company aims to allow customers and staff to
gain access to the network using personal devices, write
relevant policies. Comply with relevant Bring Your Own Devices
(BYOD) policies

Establishing

User, device management, security and data retention policies
will be written, and an overall strategy plan chart will be
created. An organisational and planning hierarchy will also be
constructed and protection mechanisms such as authentication,
firewalls, wireless networking protection and spanning and
analysis tools will be justified. A service level agreement will
also be considered.

Acting

User, device management, security and data retention policies
have been written, an overall strategy plan chart has been
created.

Network monitoring and testing will be performed as well as
intellectual properties being protected. Two hierarchies have
been created (refer to figures), one for the organisation,
another for the planning.

Strategic planning levels and its relevant levels have been
considered as well as authentication, firewalls, wireless
networking protection and scanning and analysis tools. A
service level agreement has also been written.

Learning

Ongoing training would be provided on the internal policies with
external training being provided about changes to the law,
which could affect the polices — they may have to be amended
to reflegt the changes in the law.
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Compliance

Used in Case Study

Privacy

Privacy would benefit the company because by ensuring that
sensitive information is kept private, nobody else should be seeing
this information. Privileges would be particularly beneficial to the
company as only the relevant people would see specific information.
There would be privacy applied to all customer and staff accounts.
Each account would have an account so that no one else could
unlawfully access the account and see the details of another
person. This also ensures that nobody else can access each other’s
account. For each staff member, they would have a certain number
of privileges: if they were a manager, they would be able to view all
staff details such as address and contact details. If the member of
staff was someone generally working in the café they would have
access to their own details but nobody else. They would also have
access to the point-of-sale system; however, they would not have
administration rights.

Laws

CoffeeBlue would be required to comply with United Kingdom (UK)
and EU laws such as General Data Protection Regulation (GDPR),
this would be commonly used with collecting and handling personal
information. [t would also have to comply with any laws in the
countries that the company is trading in — as the company is trading
in Jamaica, it would have to comply with their own laws.

Network
Monitoring
and Testing

Network monitoring and testing would be used because any hackers
could potentially be discovered within the early stages of an attack
taking place. If the network is being monitored, network
administrators can monitor what is happening on the network, and
whether and prohibited sites or activity is being accessed or taking
place. This would benefit the company by identify any attacks early
on.

All the security systems as well as the relevant processes will be
tested regularly to ensure that the systems are unable to be
accessed by hackers and customers / staff members who have not
go the relevant privileges. The systems and processes will be
updated regularly to ensure that they are up to date.





image11.png
Framework ofinformation
security governance

Evaluate

Monitor

Progress and achievement state of PDCA.

Information Security Management Enterprise




image12.png
Shortened role name

Full role name

CEO Chief Executive Officer

CFO Chief Financial Officer

CIo Chief Information Officer

Ccoo Chief Operating Officer

CISO Chief Information Security Officer
VP-Systems Visual Product-Systems

VP-Networks

Visual Product-Networks
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Asset Vulnerability Likelihood | Impact | Risk-
Rating
Factor

Customer E-mail disruption due to hardware 3 3 9
sends e-mail | issues
Customer Lost orders due to web server 2 5 10
order via hardware failure
SSL
Server's In the event of a natural event 3 3 9
flood / catch | occurring within the servers such as
fire flooding or damaged by fire, the

servers would fail and go down.
Systems go | If there is a fault within the IT 4 5 20
down systems, or if the servers go down,

the network could not be accessed

and vital systems would not be able

to run.
Point of If there is a fault with the point of 4 5 20
Sales down | sales within the cafes, it could go

down causing an issue with sales and

processing of orders. This means that

there could potentially be a backlog of

orders to go through, payments could

be affected, and sales would not be

able to be processed.
Data Take up a lot of staff time. Customers | 4 3 12
request have a right to either have their data

removed or view the data the
company holds about them however,
this could take up a lot of staff time
which could be used elsewhere.
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Impacts

Department Compliance Reputation Financial Mission
and
Regulatory
Human Low Medium Low Medium
Resources
T High Medium Medium High
Product Low Medium Low Medium
Development
InfoSec High Medium Medium Medium
Finance Medium High High Medium
Hospitality Medium High High High
(cafes /
venues)
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Scenario

BCP

DCP

Disaster at HQ

If an incident happened at the
headquarters of the
organisation, such as a fire,
the management team of the
company would have an
emergency meeting to discuss
the extent of the incident.

The DCP would then relocate
to an alternative site as a
temporary measure until the

ary site can be used
again. The DCR work to re-

establish at either the original

site or a new permanent site.

Disaster at Cafe

If an incident happed at one of
the cafes, the store
management would meet with
the company management
team to discuss the extent of
the incident and talk about
potential contingencies.

The DCP would then relocate
to an alternative venue as a
temporary measure until the
site can be used again. The
DCR work to re-establish at
either the original site or a
new permanent site.

Servers fail

The main server would be in
Jamaica, but because of the
company being an
international organisation,

servers will n
various countries across the
world.

The DCP would look for
methods to try to recover data
where possible from one of
the server back ups and get
the original server up and
running.
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Protection
Mechanism.

Used in Case Study

‘Authentication

When staff log onto the point-of-sale system, they would be
required to enter a passcode to verify that it is them who are
genuinely attempting to log onto the system. If they had 3 failed
login attempts, their manager would reset and authenticate their
login to prove that they are genuine staff. If this happened 3
times, the staff member would have to go to the IT department to
have their passcode reset.

Firewalls

“The firewalls on the network would be frequently checked to see
‘whether updated are available to ensure that they are always up
to date. Training would be provided to all IT networks staff. The
network staff assigned to work specifcally on the firewall, it is
their responsibiity to ensure that the firewall is constantly
maintained and updated. The firewall administrator is considered
2 fulltime job, they should ensure that the firewall is never
accessible directly on the public network and only permitted data,
such as the Simple Mail Transport Protocol (STP) data.
‘Administrators should make sure that any permitted data to the
firewall should be done through the correct procedure, such as
the SMPT should be routed to a well-configured SHTP gateway,
also known as a proxy server.

Wireless
Networking
Protection

Wireless Networking Protection would be used because, as
outlined within the case study CoffesBlug uses a wireless network.
‘There would be two separate networis, one for customers and
another for staff. This would ensure that data breaches of
customers viewing staff privileges would be contained. This also
allows the guests ot to access the safe only webpages, such as
the company intranet.

Scanning and
Analysis Tools

‘Scanning and Analysis tools il be benefiGal to the company
because it can detect potential threats to the network such as
viruses or anomalous actvity.

‘Scanning and analysis tools would be used to scan the network
and to analyse whether there are any threats on the network
which could affect how the networking is being operated. It can
also assist discover any hackers or threats on the network which
require the attention of the network administrators.

A'scanning and analysis tool would be used on the network to find
vulnerabiliies within the network itself. It would be recommended
to the network administrators to have informative websites and
online resources available and they would regularly glance
through for new vulnerabilties. Network administrators would also
be recommended to use tools that are used by attackers so that
they have an appreciation of the process attackers can access the
system and the administrators can examine the companies
defences and search out areas for vulnerabilty. Scanning tools

an collect information thak an attacker needs to succeed.

‘Security packets on employee devices would have to be Updated,
as wiell 3s system updates and anti-virus software. It would all
have to be up-to-date before joining the network and using it for
work purposes. Examples of scanning and analysis tools are
Wireshark, SolarWinds Network Performance Monitor, and
Openvas.
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Process

Description

Service Catalogue Management

Processes about managing and
supervising IT services.

Availability Management

Processes about managing and
checking IT services.

Information Security Management

Creating, managing, and evaluating of
Information Security services.

Service Level Management

Creating, managing, and critique
process for the Service Level Agreement
(SLA).

Capacity Management

Examining and enhancing the service
capabilities.

Design Coordination

Management of process and policies.

Supplier Management

Selection and supervision of suppliers
and performance monitoring.

IT Service Continuity Management

Creation, implementation, and
protection of Business Correspondent
(BC) and Disastef Recovery (DR)
services.
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Process

Description

Transition Planning and Support

Accountable for turning a new service
into fabrication.

Change Management

Accountable of change requirements
and risk management of change.

Change Evaluation

Measure the impact and performance
growth and reduction of a change.

Release and Deployment Management

Categorises the development of IT
service updates.

Service Asset and Configuration
Management

Displays the asset lifecycle of IT
services and associated hardware.

Service Validation and Testing

Analyses the effect and advantages of
an IT service before publication.

Knowledge Management

Accountable for certification and
curation of support credentials.





