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Introduction

This report explains the features and design decisions of a networked Connect 4 game and how it
adheres to best practice. The program allows two clients to play a game of Connect 4 with against
each other by connecting to a server. The code used to create this networked connect 4 game is a
combination of mine and Tim Bashford [1] code as well as code adapted from class work.

Server and client connection

The code that can be seen in Figure 1 is the main on the server. This code initializes an INet4Address
object to listen on port 50018, creates a ServerConnection object to manage the incoming
connections, and starts the server. A loop then accepts incoming client connections and starts a new
thread to handle each client with the ClientHandler function. Starting a new thread to handle each
client connection allows the server to handle multiple clients concurrently. Without this approach,
the server would have to handle one client at a time. Each thread will handle one client connection,
and the server can continue to accept new connections while existing threads handle their clients,
allowing the server to handle many clients at once.

-»AcceptClient

Figure 1: Start server code

Figure 2 displays the main function of the client. It begins by creating an INet4Address object with
the server's IP address and port number and then creates a ClientConnection object using this
address. The code then uses the ClientConnection object to connect to the server, which returns a
Connectioninstance object representing the connection between the client and the server. A
Connect4NetworkClient object is then created using the Connectioninstance object, and the
StartGame() function is called to begin the game.




*conn =

* ci = conn->ConnectToServer();
*nC =

nc->StartGame( )

system("pause”);

Figure 2: Start client code

As seen in Figure 3 the socket created uses TCP which is used as it is a reliable protocol that ensures
delivery of data. This is very important in a turn-based game such as Connect 4, this is because the
game requires real-time communication between the players, as each move affects the available
options for subsequent moves. By using TCP, the server can ensure that each player's moves are
accurately transmitted to the other player. If a packet of data is lost or corrupted during
transmission, TCP will automatically retransmit the data to ensure that it's received correctly. This
helps prevent errors and ensures the game state is consistent between both players in the game, to
avoid confusion or frustration.

sockfd = socket(address->GetSockaddrRef()->sin_family STREAM, IPPROTO_TCP);

if (sockfd <= @)

throw wsAGetLastError

Figure 3: Create socket

Starting the game

In order for the game to begin 2 players must be connected and placed into the game. This is
because Connect 4 is a two-player game one player should never be playing alone. But to allow a
client to play, an accept message must be sent to each client. For this to work once the client has
connected to the server, they are prompted to enter a username and a colour for the console. The
username and colour are then sent back to the server, which checks to see if the username is 3
characters and unique in this instance and also checking if the colours sent are valid this can be seen
in Figure 4. If any of these are true, then the server sends the client a reject message and prompts
them to enter these details again. Only once valid details are entered will an accept message be sent
allowing the client to join the game and the details will be stored in order to be used for displaying
their name and their opponents name. Also displayed in Figure 4 is if the lobby is full as two clients
are playing a reject message will be sent and the client will be disconnected from the server as a
lobby to handle more than two clients has not been implemented.




»GetPlayername( ). length

Figure 4: Detail Validation

As it is possible that a client will disconnect whilst the game is being played it is important to handle
this. As this can cause the program to crash therefore the exception is to be caught and dealt with. It
is also important as this is a two-player game, the other player must be given the win and informed
of the disconnect. As seen in Figure 5 if a client disconnects on their turn the server swaps turn.
Otherwise, the client still connected will be waiting for their turn which will never happen.

|| m->GetType() ==

tDisconnected
Handlepisconnect(opponent) ;

if (c4->GetCurrentPla

C4->SwapTurn( ) ;

turnchange.not

Figure 5: Handle disconnect

The game logic such as checking for victory and placing a counter, is held on the server rather than
the client. The reasons for this are because if it was handled on the client side it becomes possible
for users to manipulate the game state, leading to cheating or exploitation. It also ensures all clients
receive the same game state, for example, that the board is displayed the same for both players. The
game is only required to be updated once on the server rather than for each client.




Mutex

To ensure only one player can make their move at a time, mutex is used to lock and unlock access to
the turn of the game being played. As seen in Figure 6 when a player has their turn, the
lock_guard<mutex> lock(turnSync) is used to lock the mutex. This prevents other threads from
acquiring the lock and executing the code that accesses the turn of the game being played. Once a
player has made their move, the turnChange.notify_one() function is called to signal the other
thread that is waiting on the mutex that the turn has changed. This allows the other player to make
their move. This is done either when the player has disconnected or made a valid move.

» lock(turnsync

>GetNetwork

m->GetType(

GetBoard()));

»Sendietwor!

»SendNetworkMessage

Figure 6: Lock Mutex

It is important to eventually unlock the mutex or waiting threads will be stuck forever. As can be
seen in Figure 7, Once the other player has made their move or disconnected, the mutex is unlocked,
allowing the current player to make their move. This is another reason why it is important to handle

a client disconnecting.

ectionStatus() == disconnected; });

Figure 7: Unlock Mutex

Use of messages
To send and retrieve any data or instructions from both the client and the server a message class
was created which defined the different types of messages that could be sent. These include

, accept”,

"connect", "disconnect reject”, "requestupdate", "gameboard", "makemove",

"gamestate", "opponentName", and "colour" some of which have been mentioned already such as
reject message. All of these have their own class which are used to set the message and then get the




message from either side. An example is the “makemove” message which is used as seen in Figure 8
where the client sends a MakeMove to the server.

cout

col = GetIntFromCe

sendhetworkme

Figure 8: Send MakeMove

As seen in Figure 9 the server checks the message and as the type is makemove, the server then
checks to ensure the move is valid. If it is, then it sends an updated version of the board to the
player and changes turn.

m- >GetType
) -»GetCol(

pdate(c4->cetBoard

Figure 9: Server receive MakeMove
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