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[bookmark: _Toc512329338][bookmark: _Toc16499374][bookmark: _Toc26620838]Abstract –
The current demand for Adblocking techniques has increased over several years as the number of online advertisement used/implemented into the websites has also increased. 39 million adblockers were used in January 2012 worldwide but by June 2015, this number increased to 198 million worldwide. Online advertisements can come in various formats and work in different ways, which means adblocking techniques must allow finding a solution to counteract the advertisement to render them ineffective. Since the rise of adblocking has increased a survey was developed to retrieve information from users on how many of them use an adblocking solution, how many of them would recommend an adblocking solution to a friend, how many of them know how their adblocking is tackling the advertisements and how many of them believe that adblocking increases or decreases security.

The purpose of this study is to find out if software or hardware adblocking has a major difference and therefore being the better adblocking technique. A vast discovery into software adblocking solution Adblock Plus, hardware adblocking solution Pihole. The report describes how advertisements work and adblockers work. The report also describes the advantages, disadvantages and limitations of the two adblocking techniques.

The report covers a range of results created from the two solutions to find the best adblocking solution out of the two while also having results created from a survey about the current use/demand for adblocking solutions. The two experiments were configured to use default settings to allow for a fair result as no modification was done to alter the results and counteract problems if advertisements were found.
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[bookmark: _Toc26620841]1.1 Introduction –
The current problem is the number of sites implementing online advertisements is constantly growing at a rapid pace. Online advertisements can come in many forms such as banners, pop-up and video advertisements. Each causes the system to use more system resources when rendering the webpage and uses more bandwidth for the advertisement information to be downloaded and shown. The most up to date statistics for the current number of adblockers installed are 39 million adblockers were used in January 2012 worldwide but by June 2015, this number increased to 198 million worldwide. This shows that online advertisements are a problem are uses are using adblocking solutions to counter-act the advertisements. [3]

The current solutions are software and hardware-based adblockers. Software adblockers are the most used adblocking solution, they tackle advertisements by searching for keywords or certain files found in the rendering of the website, which tends to be JavaScript files. Once the adblocker finds a file or keyword it detects as an advertisement then it removes it causing it not to load/render on the webpage for the user. This method does have some advantages over hardware such as no external device is needed, and no configuration needed. The disadvantages are it can be detected and uses more system resources than a hardware adblocker. The advantages for hardware are instant adblocker for the whole network if the DHCP settings are configured to set the hardware adblocker as the primary DNS and it cannot be detected as it removes the advertisement before the user starts to render the webpage. The disadvantage would be if the advertisements used the same DNS query as the webpage traffic so the advertisements could not be blocked. [1]

The report focuses on implementing a hardware-based ad blocker into a home or company network. The report will contain research into different hardware in-which can be set up and used as a functioning and working ad blocker for the network.  These devices that will be used for the home network, will have certain factors to be looked into such as the device’s specification, CPU to process the data, Networking card speed to send and receive the data to and from the clients on the network and if it can hold around 50 devices without overloading.

The project has taken on this project to determine the best/most effective adblocking solution against online advertisements. Online Advertisements are expanding since the number of users connected to the internet is increasing and investors want to create online advertisements to promote their projects to the users. The project wants to find the best solution against online advertisements, and determine what makes that AdBlock solution better than the rest, whether it blocks online advertisements in a different way or there are more parameters to the software making to detect more online advertisements than the other one. [3] [14]

[bookmark: _GoBack]The research was conducted into different hardware devices such as a Raspberry Pi, which can act as a hardware adblocking solution. The project will research into the top adblocking solutions for software and select one to compare it to the hardware-based adblockers for comparison. The results will contain information on the number of online advertisements shown on the page, the number of advertisements blocked, benefits/limitations and the overall results shown in a graph format of the total amount of online advertisements blocked across the whole testing phase. [13]
The project expects the outcome of the project to prove which adblocking solution to be superior through a series of testing. The software-based adblocking solution should come out on top as it blocks online advertisements via JavaScript and HTML. The project also believes that the software-based adblockers will come out on top as the hardware adblocking solution relies on DNS queries which can cause problems if the site uses the same DNS queries to render important site features and it could possibly stop the webpage from loading. [15]

The report will contain a physical design of a home network using a hardware ad blocker with a bunch of devices connecting generating traffic, which will allow the researcher to gather results such as can this device withstand the amount of traffic that’s being generated on the network, can this device handle more devices attached to the on the network and if there are any other possible solutions to tackling the problems that occur.

A study on software-based ad blockers, the study will list the most popular software-based ad-blocking solutions and how they operate. Can a software-based ad blocker pose a solution to tackling the ad problem over the next decade? The software-based ad blockers are only available on the client device which means that all devices would need to install it. Adblocking software has been around for some time but hardware adblocking hasn’t which creates some competition between the two adblocking solutions. Some known popular software is Adblock, Adblock Plus and UBlock which have been compared in the years previous. [17]

A comparison of the two ad-blocking solutions (software and hardware) such as listing the advantages and disadvantages of each of the solutions. Hardware ad blocking allows for an easy solution for a company as it’s a large network and by setting up and configuring the hardware-based ad blocker all data will be filtered through removing the online advertisements, saving the company time rather than going the software-route, which requires the company to install a software-based ad blocker onto each device on the company network. 

A survey has been created for the report which will gather information from students and other areas, to better understand the amount of users that user ad-blocking technologies, which type such as software or hardware, which software out of the top 5 listed or other, did you know about hardware-based ad blocking, would you change to a hardware-based adblocker if you knew the advantages over software etc.
The hardware-based ad blocker will go through a series of trial and error steps to prevent errors on the network such as looping network traffic, sending invalid network frames / incorrect packets and making sure the device is always operational. Since the data will be tunnelled through the device, what would happen to the network if the ad blocker fails, overheats or even shutdowns? Does this render the network useless until the device is back online? These are problems that the research will be tackling through the report and detailing how they were tackled in the process. The project will use the Google Survey website to conduct the survey. 

A major concern for both solutions is the amount of security that each of them would require. The hardware-based ad-blocking solution would require automatic updates, password’s and encryption should be enabled, especially if remote desktop is enabled. The software-based ad-blocking solution would require automatic updates and correct/certain software permissions defined such as allowing the software to make changes to the browser and layout but denying it access to locally store media files because the ad-block would have no reason to go there except if it was hacked it the future and it was used to gather files from the machine if the permissions were granted to the software in the past.

The report has covered future trends in online advertisements such as other possible solutions to software-based ad blockers and hardware ad blockers that haven’t been used yet. Could these alternate methods pose a better future proof method than the current ad-blocking techniques used?

[bookmark: _Toc26620842]1.2 Aim –
· [bookmark: _Toc511303855][bookmark: _Toc511916942][bookmark: _Toc511917131][bookmark: _Toc512329343]To setup, compare and analyse hardware-based ad-blocking to the software-based ad-blocking techniques to determine the better solution.

[bookmark: _Toc26620843]1.3 Objectives –
· To research and analyse current ad-blocking solutions for both hardware and software.
· Creating a live experiment of the two solution and gathering results for comparison.
· To evaluate the two adblocking solutions against the same five websites which are a video site, news site, speed test site, Adblock detector site, mail site, which all contain different forms of advertisements for the adblockers to block.
· To analyse the results of the hardware ad-blocker and software ad-blocker by comparing the number of advertisements loaded on the webpage.
· To create a comparison of the results to find out which is more efficient against online advertisements using the data gathered from the experiment.

[bookmark: _Toc26620844]1.4 Summary –
To summarize this chapter, the project has investigated adblocking solutions, which are software and hardware-based. The project has set a series of objectives to complete along with a set aim for the project which will guide them towards a certain goal at the end of the project. The project will investigate the advantages and disadvantages of each top adblocking solution and find out what makes an adblocker work for a software or hardware layout. The research will be conducted into online advertisements and adblocking solutions to understand the concepts of how online advertisements work and how adblocking solutions work and behave when filtering/removing the online advertisement.  






[bookmark: _Toc26620845]Chapter 2 –
[bookmark: _Toc26620846]2.1 Introduction –
This section is research-based. The section will provide information on the research conducted for the project, where the research was obtained and how the project deemed relevant information to use for the project. The research was done in how online advertisements work, how adblocking solutions work such as software and hardware-based to counter online advertisements. The type of devices that can be used for this to work and will adblocking solutions fade out in the years to come. There are many different types/forms of online advertisements and adblocking solutions try to counteract them whilst trying to stay undetected to any Adblock detection the website makers have implemented.

[bookmark: _Toc26620847]2.2 Background Research –
What are Online advertisements? –
Online advertisements are surrounding more and more webpages every day as they offer companies money for placing the online advertisement on their website. This allows the online advertiser to gather more traffic to a domain/website where they offer a product which is typically an online product such as a new piece of software or some household item like a new vacuum cleaner. Online advertisements are also known as ads or online ads. An example of an online advertisement is a newspaper advertisement, or other types of advertisement that has been placed online, which makes it an online advertisement. Online advertisements have been rapidly increasing in the number of advertisements shown online over the years This could mean that there is a high demand for companies to create an online advertisement to promote their product rather than just using the standard television and newspaper method. Online Advertisements have been vastly increased in the complexity of the algorithms to avoid ad-block detection but some online advertisements prompt the user to disable their ad blocking software to allow online advertisements to be shown on the website so the company that runs the site can make money. Online advertisements can be displayed and shown in many different formats such as pop-up ads, banner ads and certain areas found around the webpage. Online advertisements could tailor to your needs, for example, if you looked up a couple of vacuum cleaners online, then chances are Third-Party Cookies would be used. Which will show you many or similar vacuum cleaners that you have been looking at on future webpages, these webpages don’t have to correlate. 
 
Do online advertisements have any positive effects? –
Website Company –
· Additional Income for the company.
· Could recommend additional products on the site.
· Expansion of the Market
· Fights Competition
· Increased Sales

User –
· Can look up additional products which are like the ones already looked at.
· Can support the company without using an actual transaction method.
· Online Advertisements can educate the user about a certain product.
· Recommend a different store and price tag for that product.


Do online advertisements have any negative effects? –
Website Company – 
· Can lose customers/consumers of the site, if the ads are overwhelming.
· Can slow the site down for the customers by running multiple advertisements.
· Offers less space for web developers to work with for the webpages.
· Technical Viewing Problems, the advertisements would have to be built to support many web browsers, so it becomes visible to the users.

User –
· Uses more CPU and RAM on the machine as the browser must utilize the additional code on the webpage to render the online advertisements.
· Uses more of the Users network bandwidth, this can have a massive disadvantage for the user if they have a limited amount of broadband limit set.
· Security concerns such as Third-Party Cookies are being used, which the advertisements create a personal account of the user’s data which can be used to tailor online advertisements to the users for similar products they have been looking for.   
· Overwhelming the user such as having the webpage more than half of just online advertisements which completely cover the page.

Additional Information –
First-Party Cookies –
First-Party Cookies are created by the website for those users who are visiting the site, the cookie will contain and store information about what information to collect from the user by using the browsers settings to determine what information is deemed allowed and not allowed to be stored. Some sites use preferences screen before the user visits the webpage, stating that can the website record this information, this information, and that information. The user can deny all of them or allow them for future reference. Typically, a First-Party Cookie is a save file of information on the preferences of information that can be gathered from a user. The First-Party Cookie will save the URL of the site too, so it can remember when to use these settings. First-Party cookies can contain information such as names and email addresses.
	
There is a big limitation to first-party cookies, which is why it’s not used for advertising data. First-party cookies are saved in a read-only format which doesn’t allow/support retargeting techniques etc to provide an adequate market purpose.

Second-Party Cookies –
Second-party cookies are first-party cookies but sold to another company or done via some sort of data partnership. This allows for ad-targeting and it provides the other sites with information about you such as names and email addresses. Many sites ask the user via the preferences when first visiting the site, to allow the company to share/sell information to other companies and sometimes this is on by default. This can be a security issue as your personal information is being spread around the web and on places/websites that you would never go to or even heard of. Second-party cookies are still widely used to this date.


Third-Party Cookies –
Third-party cookies allow for advertising, retargeting, tracking and analytics services. Third-party cookies are also known as tracking cookies and trackers. Third-party cookies are cookies in-which was not created by the website but by third-party trackers that are on the website. The trackers are displayed as online advertisements which become recommend products to you based on your previous search history. A website can contain multiple third-party trackers which collect user information such as the user’s behaviour on the website, location, and device type. Third-party cookies work by placing an ad-tracker on a site such as ad.tracker.com, which records information’s such as current product being looked at when online shopping and when the user leaves the site and visits another site which doesn’t need to have any correlation between the companies such as a shopping company and a gaming company, as long as the website uses the same ad-tracking domain, which was ad.tracker.com then an online advertisement would be displayed on the page for the product that they were previously looking at or a similar product. Third-party cookies are used for online advertisements.

What is ad blocking? –
Adblocking is a technique used by users or companies to block online advertisements on a computer, mobile device or entire network. Adblocking removes online advertisements from the website, creating a much less cluttered webpage. Adblocking has been around for more than 10 years and can be installed in many various ways with many advantages and disadvantages between each other such as the software and hardware side of ad-blocking. Adblocking removes the third-party cookies from the site. The software ad blocking techniques require an install on each device to work, this is because it removes the third-party cookies and advertisement data from the webpage by targeting keywords and certain types of line of code within the loading stages of the website whether it be JavaScript, html5, and CSS. The hardware ad blocking technique requires a separate device such as a server, which can be set up as a DNS server which blocks certain DNS queries from resolving and displaying on the device. The server would use a list of keywords or certain domain/trackers to stop resolving on the network. This method is a onetime install and is not installed on the devices within the network. Another way to look at the DNS ad blocking technique is a giant DNS filter than removes certain traffic from the network. A technique which can be used by the hardware and software design of an ad blocker is using a proxy server to filter traffic. Adblocking would create a better user experience and a less cluttered design of the site, but it stops the company getting some advertisement revenue as the advertisements were not shown to the user. Adblocking can also be set up using a recursive local VPN. [1]

Do ad-blocking technologies have any positive effects? –
Website Company –
· User satisfaction to remain on the website
· Ensure customer privacy
· The companies’ advertisements.

User –
· Less cluttered webpage
· Faster loading times
· Information Security
· Lower system resources used
· Saving bandwidth

Do ad-blocking technologies have any negative effects? –
Website Company –
· Advertisement revenue, if an advertisement isn’t blocked
· Introduces more products on the market
· Expansion of the market
· Increased Sales
· Fights competition
· Enhances good-will
· Elimination of the middleman
· Reduction in prices of newspapers etc.

User –
· More cluttered webpage
· Third-party cookies can be created
· Longer loading times of the webpage
· More system resources used
· All information will be shown from the site.

Adblocking can have one major disadvantage for the user and it’s that important website features or information on the website could be removed by mistake by the adblocking software which will provide the user with less information or features than required.

The current demand for ad-blocking technologies? –
Research gathered via google scholar shows that 39 million adblockers were used in January 2012 worldwide but by June 2015, this number increased to 198 million worldwide. 45 million adblockers of the 198 million adblockers were from the US. 25.5% in Germany, 21.1% in the UK and 16% in Spawn. Data could only be gathered from 2012 to 2015-time period, but it suggests that there was and might still be a massive demand for adblocking technologies whether it’s software or hardware-based. [3]

How big of a problem are ads? 
A research paper on the effects of online advertising shows that most people tend to not to return to sites that contain online advertisements. The paper also explains the various forms of the popular online advertisements such as In-Line advertisements which means the advertisements are displayed on the screen, pop-up advertisements which means the advertisements are displayed in an external window and pop-under advertisements which means the advertisements are hidden on the webpage. This paper was the only research paper that contained the necessary information, but it was created in the year 2007 and doesn’t cover the new types of online adblocking techniques.  The research was done against in-line, pop-up, pop-under and no-ads to see the number of users who would return to the site if one of these criteria were met. No-ads was the victor since it provides the user with a clear webpage and offers more benefits such as privacy and saving bandwidth. [14]

[bookmark: _Toc26620848]2.3 Research for devices –
· Device 1 – Beaglebone Black
Beaglebone Black is a low-cost development board which supports offers 512MB DDR3 RAM, 3D graphics accelerator, 4GB flash storage and an AM335x 1GHz ARM Cortex-A8 CPU. The device supports more than five operating systems such as Debian, Android, Ubuntu, and cloud9 Ide. The development board offers an Ethernet connection port, with a single USB connection port and the Beaglebone black offers a WIFI connection if Ethernet isn’t an option for the network. This device is £41 currently on the official site (full price). [4] [13]

[image: ]
Figure 1 – Beaglebone Black [5]
· Device 2 – Arduino Uno 
Arduino Uno is a low-cost development board which supports offers 32kb of flash memory, 16 MHz CPU. The device offers a wide range of compatible with all the top programming languages such as JavaScript and C#. Arduino has its own software, which can be installed on any operating system which can access the Arduino to program it, modify scripts or even run the script.  This device is £17 currently on the official site (full price). [6] [13]

[image: ]
Figure 2 – Arduino Uno [7]
· Device 3 – Raspberry Pi 3 Model B+
Raspberry Pi 3 Model B+ is a low-cost development board which supports Broadcom Cortex-A53 64bit 1.4GHz CPU, 1GB SDRAM, 2.4GHz and 5GHz Wireless with IEEE 802.11 b/g/n/ac support, Bluetooth compatibility, 4 USB 2.0 ports, gigabit ethernet port. The raspberry pi offers a wide range of operating system support such Linux, Windows 10 IoT, Ubuntu, and Raspbian. This device is £34 currently on the official website (full price). The raspberry pi supports a wide range of operating systems which allows more functionality. Raspberry pi can be used in a wide range of user projects such as creating an IoT server or IoT application which the user can program to do anything. The raspberry pi is a small device which can fit in the palm of the user’s hand. A major benefit of using a raspberry pi is that everything is installed onto the SD card which can be swapped and another operating system can be loaded with other applications installed, this allows the user to switch between devices easier and replacement of the pi is as easy as swapping the SD card and inserting it into another pi so no data is lost. The raspberry offers SSH and VNC Server which are both pre-installed into the default operating system which allows the user to remote access into the raspberry pi and has the desktop layout connected so they can see everything and control everything. This is great for installing the raspberry pi is places where a monitor is not available near the pi or the HDMI cable to the pi isn’t long enough. The user can update and restart the raspberry pi remotely over LAN or the internet if the ports are forwarded and a password was set.   [8] [13]
[image: ]
Figure 3 – Raspberry Pi 3 Model B+ [9]
[bookmark: _Toc26620849]2.4 Comparison of devices –
From a system specification standpoint, the raspberry pi 3 model b+ offers the best hardware overall such as a faster CPU than the Arduino and Beaglebone black, more RAM, more storage and it offers a faster wireless signal than the Beaglebone black, which the Arduino doesn’t even offer. Wireless could be handy for the device if ethernet isn’t an option or it can be used as a backup method if the ethernet connection fails after a long period of time. From a cost standpoint, the Arduino would be the one to go with since it has the lowest cost but doesn’t have half of the specifications of the raspberry pi 3 model b+. The raspberry pi has a GUI, which allows for easy modification over the Arduino. The raspberry pi has an operating system created for the device by the official makers which fully supports all the key-hardware inside the device which as the additional pins found inside the device for extra modification, this operating runs off Linux which allows the user to create and modify pretty much anything on the device, the Beaglebone black doesn’t have an official operating system so there could be some issues if certain modification were needed. 

[bookmark: _Toc26620850]2.5 Additional research for hardware –
AdTrap –
AdTrap is an adblocking hardware solution which comes pre-installed to allow the user to plug into their network and automatically self-configure. This device has 256MB RAM, 1GB Storage, and ARM cortex-A8 720 MHz. The system hardware for this device is lower than the ones previously mentioned, which could mean that this device should support fewer users than the others. AdTrap works by installing the hardware device in-between the modem and router on the network or by installing it after the modem/router if the modem/router come as one. AdTrap acts like a proxy server on the network which requires all the devices on the network including smartphones to set up a proxy connection to the AdTrap, which will then filter out advertisements on the network. AdTrap works with all devices connected to the network either by ethernet or WIFI.  [10]
[image: ]
Figure 4 – AdTrap [11]
[image: ]
Figure 5 – AdTrap [12]
Pihole –
Pihole is a hardware blocking solution which was created for the raspberry pi to act as a DNS server on the internet network to filter out online advertisements. Pihole has additional features such as a web GUI to monitor the traffic, add or remove domains from the blocked list and to act as a DHCP server encase the user cannot change the DHCP settings on the router so they could just disable it and allow Pihole to become the DHCP server and DNS server. Pihole is free software which supports the raspberry pi and users have created a forum with their own block lists to allow users to have a better experience when browsing the internet without advertisements rather than waiting for the pre-configured Pihole blocklist to update and it might not contain the blocks from external sources such as other users modified blocklists. The web GUI allows the user to gather results such as how many domains are on the blacklist, the number of times a block has been triggered and more. Pihole works over IPv4 and IPv6 connections and allows for medication from any device connected to the same network to change the settings of the blocklist etc. A major benefit of the Pihole is not all devices in the network must use it, you can set a couple or the entire network to use the Pihole. If the Pihole fails then the devices on the network will fall back onto its secondary DNS server, which could be a backup Pihole or a public DNS server to ensure no downtime of the network.  [15]
[image: ]
Figure 6 – Pihole Dashboard [16]
[bookmark: _Toc26620851]2.6 Research for software – 
· Adblock Plus – The software uses keywords and phrases to filter out Advertising tags on a webpage. Adblock plus is able to remove online advertisements which are hidden within a certain element of the webpage, for example, the website designer might add some online advertising code to a random area of the site such as an image, banner, website template to try and get around most adblockers which is known as element-hiding but AdBlock plus searches throughout the whole site’s client-side code to prevent these online advertisements from loading/functioning. Trackers are also blocked to stop most of the advertisements from rendering. [17] [18]

· CyberSec – This software changes the DNS information of the machine to filter DNS queries to an alter location than the ones previously defined by the DHCP Server or static DNS server. This can be considered unsafe as the DNS query information could be sent to a malicious server or the DNS server could be hacked in the future releasing any DNS queries that were made, A lot of information can be gathered from DNS queries such as what the user was looking at and what time they were looking at it. [17] [19]

· uBlock Plus Adblocker – uBlock user a series of tools to block online advertisements and stop them from being rendered onto the webpage, the user can modify which online advertisements are being blocked and unblock anything such as a feature on the website that’s being mistaken for an advertisement. uBlock Plus have a certain method than dealing with pop-up and malware advertisements and stop them from rendering/working. [17] [20]

[bookmark: _Toc26620852]2.7 Comparison of software –
There are many different types of software adblockers and how they deal with advertisements. These can be filtering out keywords and certain lines of code from the site’s client-side JavaScript or any other programming language that the webpage was created in. Another method can be the DNS method which filters the advertisement out from loading before it reaches the users network which can be beneficial when dealing with limited network plans but doesn’t always filter out the advertisement since advertisements can be placed on the same DNS address instead of separation them, which either causes the page not to load or the page to load with some to all advertisements. The filtering approach seems as if would filter out more advertisements but at the cost of using more system resources than the DNS approach but security-wise seems to be the better approach. 

[bookmark: _Toc26620853]2.8 Comparison between software and hardware –
Hardware
· Devices used commercially – There are two types of hardware adblockers, the type that has been setup as a proxy server which filters out online advertisements through a series of network traffic manipulation or setting up some hardware to act as a DNS server which filters out online advertisements by blocking certain DNS queries. The devices for these tend to be very expensive equipment. All data becomes tunnelled through a single point of entry such as client device to adblocker device to router unless the adblocker has been placed externally which would offer more disadvantages than advantages. 
· Advantages of using the hardware – The client device would use fewer system resources such as RAM and CPU since the removal of online advertisements is done external to the client device, not all devices support adblocking software, which means that using hardware-based adblocking can remove online advertisements on these devices. Saving bandwidth.
· Disadvantages of using the hardware – Not all online advertisements might not be removed since it relays on DNS queries and blocking them if they are known for resolving advertisements but if the site uses one DNS service that also resolves the advertisements then this could mean that the online advertisements could still load.
Software 
· Common Software – There is a lot of adblocking software on Windows OS for each browser such as AdBlock and AdBlock plus, which have been reported as the top adblocking software of 2019. These adblocking software implement changes to the page by changing the JavaScript that runs the loading of the page. AdTrap is another top adblocking software but this filters the client’s browsers traffic to filter through a proxy server.
· Advantages of using the software – The software adblocker could potentially block all online advertisements on the page if the modification of the scripts, which load the webpage was altered to remove the advertisements from appearing. Another advantage would be the user can disable the ad blocker on the device at any given time if problems occur on the page or they could modify which advertisements that the adblocker targets.
· Disadvantages of using the software –The first disadvantage of a software adblocker is that it needs to be installed on the device on the network, so if you were in a company with a large number of machines, you would need to install the adblocking software on each of them. Another disadvantage of using a software adblocker is that it uses the system resources such as RAM and CPU so the user would need to consider that if the adblocker has enough system resources on each of the systems for it to run. 

[bookmark: _Toc26620854]2.9 Research Paper 1 – 
Title – Catching free-riders: in-network Adblock detection with machine learning techniques
This report covers Adblock detection techniques which companies use and adapt to using to prevent users from using adblocking solutions on their websites. Companies use online advertisements to promote their products, earn advertisement revenue (which means displaying an external advertisement on the site to gain money) and to allow Ad Tracking features to recommend topics to the user. Adblocking techniques can be a difficult process to implement but it’s a great solution for companies to use. The AdBlock detection technique is using a machine learning technique which works in three major steps –
· A pre-classifier
· The AdBlock classifier
· A post-classifier
Pre-classifier is to determine between active and idle traffic, which can be filtered to provide accurate results. The AdBlock classifier is data that’s been separated into two categories Adblock and Non-block class by using the input values from the active pre-classifier. Post-classifier filters the output of the AdBlock classifier to calculate the probability on how likely there is an Adblock solution being used to prevent advertisements from loading, rendering the user with a message stating them to disable the Adblock to continue onto the site. [22]

[bookmark: _Toc26620855]2.10 Research Paper 2 –
Title – Filtering performance analysis and application study of advertising filtering tools
The report covers the filtering techniques used by software adblocking solutions when using a filter list. These filter lists have pre-defined rules for targeting advertisements which are –
· Filtering by Address Parts
· Filtering by Domain Name
· Filtering by Exact Address

Filtering by Address Parts – 
This technique filters out address parts information found in the URL such as –
Filters:
· http://example.com/banner/foo/img
· http://example.com/banner/foo/bar/img?param
· http://example.com/banner//img/foo
Doesn't filter:
· http://example.com/banner/img
· http://example.com/banner/foo/imgraph
· http://example.com/banner/foo/img.gif

[image: ]
Figure 7 – Filtering address parts [23]

Filtering by Domain Name –
This technique filters out domain name information found in the URL such as –
Filters:
· http://example.com!redirect/http://ads.example.com/
· http://ads.example.com!foo.gif
· https://ads.example.com:80001
[image: ]
Figure 8 – Filtering domain name [23]

Filtering by Exact Address –
This technique filters out exact address information found in the URL such as –
Filters:
· http://example.com!foo.gifhttp://example.info/redirect/http://example.com/
· http://example.com/
Doesn't filter anything, not on the domain list.
[image: ]
Figure 9 – Filtering the exact address [23]
[bookmark: _Toc26620856]2.11 Related Work – 
Research paper 1 (2015 Paper) – Adblock, Adblock plus and AdTrap currently have over 50 million users in total, Adblock claims to have over 40 million users while Adblock plus claims to have over 50 million users. Adblock plus has 20.5 million users on the Firefox browser. Adblock plus has 300,000 users on internet explorer. A report from September 2014 created by Page fair and Adobe shows that 144 million users worldwide are blocking advertisements. [1]
Findings –
[image: ]
Figure 10 – Findings for related work paper 1 [1]
Research paper 2 (2016 Paper) – Third-party results were given in the report which was 40% of third-party domains were classed as AdTrackers, 15-20% of third-party results were Analytics and Beacons. Widgets and Social both make up less than 10% whilst others made up not even close to that amount.  The graph below shows the third-party results when dealing with AdTrackers, Analytics, Beacons, Social, Widgets and Other over a period of years to demonstrate how each third-party classification was increasing or decreasing in usage. [21]

[image: ]
Figure 11 – Findings for related work paper 2 [21]
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Figure 12 – Findings for related work paper 2 [21]
The report also covered information on the number of users and market share between popular adblocking solutions for software at the time of 2016. Adblock Plus was the most used and most popular software adblocking solution back in 2016.

Research paper 3 (2018 Paper) – 
The paper covers a series of tests that were done using machine learning techniques to counter online adblocking. The results from the test were put in the table below shows that there was a 99% accuracy for the pre-classifier. The AdBlock detection rate is at 84.4% which means not all adblockers were found and filtered out but as this is a machine-learning technique there is still room for improvement. From the adblocking side, the adblocking software and hardware makers could always find new and alternative methods of getting around these sorts of detections making it impossible for Adblock detection to still be as accurate as it currently is now.  [22]
[image: ]
Figure 13 – Findings for research paper 3 [22]
Research paper 4 (2017 Paper) – 
This paper covers a series of results from two of the most popular adblocking solutions for software-based layout. This paper was published in 2017 which means these results should no longer be accurate for these websites anymore, but a series of information can be learned from the results such as the percentage of advertisements blocked on the page and the page loading time. The page loading time can be a tricky process to test as once the webpage gets loaded once it’s saved into the cache, the website provider could be using all available bandwidth during the testing phase and the user's network could be the reason for the website loading slower than usual. 
Adblock –
[image: ]
Figure 14 – Findings for research paper 4 [23]
Adblock plus –
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Figure 15 – Findings for research paper 4 [23]
[bookmark: _Toc26620857]2.12 Summary –
To summarize this chapter, the project has researched different types of low-budget hardware which can support a typical home network environment or small business if the hardware-based adblocker was used in the future. This section also lists the different software which can be installed onto the hardware to filter out advertisements on the network. There are two major elements two adblocking are they are the software element and hardware element, which both offer different solutions to the problem while offering different advantages and disadvantages when tackling the problem. This chapter contains a section which describes the differences between First-party, Second-party and Third-party cookies. It explains why third-party cookies are used by companies for ad targeting rather than the other two. This doesn’t mean that First-party and Second party aren’t used anymore, it just means they have a different purpose then what third-party cookies were created to do.
 




















[bookmark: _Toc26620858]Chapter 3 –
[bookmark: _Toc26620859]3.1 Introduction –
This chapter will cover in-depth research into adblocking technologies such as how adblockers work, what can advertisements be displayed/shown as. How filter lists work and how companies are attempting to counteract adblocking measures. This chapter will contain four research papers, which the project found the most interesting for the project. This section covers the research methodology, the processes in which the project has conducted the research. Two alternative research approaches will be taken such as using the research onion and using the waterfall method as each research methodology has its own positive effect on what it’s typically used for.

[bookmark: _Toc26620860]3.2 Research Paper 1 –
Title - Comparative Study and Evaluation of Online Ad-Blockers
This research paper explains in detail the different types of online advertisements, in-which the project of the research paper categorized them into four distinct classes.
The classes of advertisements are –
· Text Link Advertisements
· Video Advertisements 
· Picture/Graphic Advertisements 
· Pop-up Advertisements

Text Link Advertisements –
Text Link Advertisements are advertisements which are primarily displayed in text format, an example of this would be opening a website and around the edges of the site where online advertisements are typically found, a bunch of text would be displayed which offers you some kind of deal or transaction, these advertisements work because they blend in with the site’s text and a user might not be aware that they have started to read an online advertisement. These are considered online advertisements which are hidden in plain sight.

Video Advertisements –
Video Advertisements are defined into two separate criteria, these are video advertisements that playoff to the site of the webpage, which can automatically play grabbing the users attention or the middle of the video, video advertisement which stops the user from currently watching a video that were watching on the site about halfway in or multiple times throughout the video and promote some product to the user for a couple of seconds to a minute before allowing the user to continue on with their video. Video Advertisements have been used a lot, expressional when dealing with video sites such as YouTube, where video advertisements are placed from start to finish on videos.

Picture/Graphic Advertisements –
Picture/Graphic Advertisements are online advertisements which are displayed as images on the site. The image can display some text which some users might consider it being text link advertisements unless there are many of the advertisements being an image rather than being text. An example would be creating an image of a project, stating the user has won a prize or click here for the latest discounts. 


Pop-up Advertisements –
Pop-up Advertisements are split into two sections, which are pop-up windows internal and external to the user. An internal pop-up advertisement will display an overlay over the webpage and block the user from interacting with the website unless they interact with the advertisement by either watching a short video about a certain design/topic or by reading a discount on a product, the user will have to close the advertisement to continue browsing the website. An external pop-up advertisement doesn’t get displayed on the site, they target the user by opening an external browser window either by creating a new tab in the selected browser they are using or opening another instance of the browser to display the advertisement. Pop-up advertisements use a series of elements to function and work properly, these are CSS, HTML, and JavaScript. 

There are many different types of online advertisements, this report simplified them into 4 categories, which covered all the online advertisements back in the year 2015, but online advertisements keep advancing with technology, allowing for more modify and more creation of different types of advertisements to be created and used. [1]

[bookmark: _Toc26620861]3.3 Research Paper 2 –
Title – What Ad Blockers Are (and Are Not) Doing
This report covers Third-Party domain classification which many adblockers use to determine if it’s an AdTracker, Widget, and Analytics, etc.
The report has created six categories explaining each third-party domain classification and what they provide.
These six categories of third-party domain classification are –
· AdTrackers
· Analytics
· Beacons
· Social
· Widgets
· Other

AdTrackers –
AdTrackers deliver advertisements, serve ads and tracks the user’s activity across first-party sites.  AdTrackers have been around for a long period of time and they use third-party cookies which were previously mentioned in the report. An example of AdTrackers is (doubleclick.net, adnxs.com, and quantserve.com) which adblockers search for and block the element on the webpage.

Analytics –
Analytics provides data aggregation for first-party sites such as tracking and reporting the website traffic. There is a lot of information within tracking such as session duration on the website, pages per session and bounce rate (the number of users who only visit one page on the website the leave). There will also be information on the target audience such as where do many of the users connect from such as country etc. An example of Analytics is (google-analytics.com, omtrde.net, imrworldwide.com). Google tends to use analytics the most. Analytics use third-party cookies.


Beacons –
Beacons are used to track and aggregate user’s activity across the site but don’t directly serve advertisements. An example of Beacon is (googlesyndication.com and scorecardresearch.com).

Social –
Social are icon’s or link’s which connects the user’s activity to social media sites such as (facebook.com and twitter.com). These sites store information about you such life events/friends and family etc. Social media sites have advertisements displayed on their page which recommend to your products that you might have been looking at in the past or a product a friend or family might have purchased whilst keeping their name private for privacy purposes. 
 
Widgets –
Widgets provide page functionality, to allow certain functions to run correctly. These can be blocked but can cause major problems when viewing the webpage. Some of the domains for widgets are (google.com and googleapis.com).

Other –
There are more third-party services than the ones previously mentioned here but they are less used. [21]

[bookmark: _Toc26620862]3.4 Research Methodology –
The research onion was used to develop a strategy on how to approach the research in which order. Each layer of the research onion provides a detailed stage of the research process.
[image: ]
Figure 16 – Research Onion [24]

[bookmark: _Toc8150996]Philosophy –
Research Philosophy – Positivism – The project is an experiment, which allows the information to be verified. This is done by creating a body of research which can be replicated by other researchers to generate the same results.

Research Philosophy – Deduction will be used for the project; this allows the project to create a top-down approach that allows them to collect information from the observations of the experiments to address the hypothesis.  This allows the project to start with a hypothesis and set out to answer it.

Research Strategy – Experiment – The project has been done through rigorous testing which will allow a series of results to gather. From these results, changes to the experiment can be made to hopefully increase the overall project and meet the hypothesis.  The experiment must be detailed, and the same criteria of the tests must be met by the software and hardware adblocker. 

Multi-Method – This method is used when the research uses both quantitative and qualitative data, but the research has an outlook from one point of view which is the projects. The project has been written and created by one person, so multi-method has been chosen.

Cross-Sectional – This allows the research to analyse qualitative and quantitative research as they measure an aspect or behaviour from a single point in time. Cross-Sectional has been chosen as the experiments must be tested multiple times against various hardware to ensure that the results are the same.

Observation – Observation will be used when doing the experiment to gather as much information as possible to ensure that all results are correct, and the equipment is working correctly. 

Questionnaire – A questionnaire will be used to gather information on how many users use an adblocking solution.

[bookmark: _Toc8150998]Approaches –
The Rapid Application development also is known as the RAD model, will be used as the research approach into the project. The model is divided into four phases which the first is requirements planning phase which combines the elements of system planning and system analysis which will help with planning out the design on the experiment and the project scope. The second phase is the user design phase which is a combination of Join Application Development techniques and CASE tools which translates the user's needs into a working model, for example, the project would need a set up two experiments for each adblocker, this would need to be planned out and the results would need to be gathered. The third phase is the construction phase, this means that the experiment would be in the process of being built and the necessary modifications have been made. The four processes of the RAD model resemble the testing and results gathering phase which the project has used to create a comparison of the adblockers. 



[bookmark: _Toc8150999]Software/Hardware Development –
Software Development – To research and install a popular adblocking software onto a windows operating system machine, the software will be free software.
Hardware Development – To research and set up a hardware adblocking solution, which is low in cost and a suitable method for a small/home network.

[bookmark: _Toc8151000]Case Study / Experiment –
Experiment – To compare a popular software adblocking solution to a hardware adblocking solution. The experiment will be tested against ten different websites but the same ten websites will be tested on both the adblocking solutions to create a comparison on the total of online advertisements were blocked on the webpages and to create a graph, which shows the overall comparison of the two adblocking solutions. 

[bookmark: _Toc8151001]Risks & Limitations –
Software –
Compatibility between older and newer technology – This means that technology is changing at a rapid pace, causing new technology to support newer functionality features. The Ad-block must work with all the devices on the network, including smartphones and smart TVs. 
A limitation of the software adblocker – Websites can add an adblocking software detection tool, which allows them to scan the user’s browser for a series of plugins and prevent them from accessing the page unless they add the site to the whitelist of the program or disable it.

Hardware –
Configuring the network with the Ad-Blocker – Will any additional changes need to be made on each device connected to the network, for them to access the hardware ad-block and filter data through it.
If the DNS method, is approached – It would require translations of IPv4 address queries and IPv6 queries.

[bookmark: _Toc8151002][bookmark: _Toc26620863]3.5 Data Evaluation –
The data from each of the experiments will provide an answer to the hypothesis of the project, it will provide an answer into which of the two adblocking solutions offers more advantages than the other. There will be two sets of data that each adblocking solution will produce which will allow the project to evaluate data from the same ten webpages using each of the adblocking solutions and using each of the adblocking solutions for an entire data separately on a home network to create more results. The results will show, several online advertisements blocked a percentage of online advertisements blocked and a graph created by the data gathered. 







[bookmark: _Toc8151003][bookmark: _Toc26620864]3.6 Development Methods –
The Waterfall methodology will be used for software development and hardware development.
[image: ]
Figure 17 – Waterfall methodology [25]
Research – Research will be carried out on current and the most popular adblocking solutions whether it be software or hardware-based. The research must uncover a method in which a home user can use at a low-cost. The research must determine which device can be suitable to use for the hardware blocking solution. 
Planning – Planning will be carried out on what the research is required, what devices are required and how the results of data will be stored and compared.
Design – The design of the experiments will be the most second most important step after research, there will be two designs for both experiments, how the results will be recorded and how the experiments will be conducted.

Development – To develop a working model for each of the experiments, to install a popular adblocking solution onto a Windows computer operating system and testing the functionality of the adblocker and doing a comparison against the hardware adblocking solution.

Testing – The testing phase is one of the most important steps as it’s the information gathering stage and running the experiments. The two tests will be conducted against the ten same webpages to create a comparison chart on the number of online advertisements each of the adblocking solutions blocked. Additional tests will also be run, which will be putting the software and hardware adblocking on a home network, each on a separate day and comparing the data from each of them. This will allow the project to gather to sets of results from each device such as the same ten websites that were tested on the devices and the other test is a day use of the adblocking solutions. 

Feedback – Once the testing phase has been completed and the results have been gathered, a comparison of all the data from the experiments will be compared between the two adblocking solutions and offer some feedback into if additional changes can be made to the adblocking solutions to provide better results. 



[bookmark: _Toc26620865]3.7 Summary –
To summarize this chapter, the project provides additional information on the different types of online advertisements and what categories they can fall into. The project has created six categories of third-party domain classification, which at least one form of online advertisements type falls into. The six categories that were listed were AdTrackers, Analytics, Beacons, Social, Widgets and Other. The web developer would use the appropriate advertisement for the type of website they are creating, for example, a social media would have social advertisement aspects added to allow the site to keep track of the user’s family and friends and recommend them products or applications etc, that their friends and family might be trying/using. Another example of this would be a video streaming site would use analytics to track the users watch time on the videos they watch to gain a better understanding of how many users are watching a certain type of video on their platform, this is also used to allow the site to create a trending page where the most-watched video within the past 24 hours becomes number 1 on trending. Information can also be stored on the user’s location to create a trending page for each country. This section contains the project’s thought process on the project which is the research methodology and how each aspect of the project falls into one of the sections of the research onion such as research strategies and research collection methods. The waterfall method was chosen as the development method for the project, this is due to the complexity of the waterfall model as it covers all the necessary steps for the project and provides an outline of how the development of the project has taken.





















[bookmark: _Toc26620866]Chapter 4 –
[bookmark: _Toc26620867]4.1 Introduction –
This section will cover, the design, implementation and survey aspect of the project. The project will start with the design of the project, how the project will be set up such as the topology of the project and this would them to create a mental picture of what the project would look like. It would allow for a quick overview encase something was missed and needed to be added or something needed to be replaced for the project such as connection method for the devices. (ethernet to wireless) (wireless to ethernet) (extra or fewer switches/access points). The implementation is the process of the project where the project will begin the experiment and gather results. The implementation section will allow the project to document to steps/stages of which the project had taken so the reader can follow and produce the same result or make changes if they want to test additional statistics of the experiment. The implementation will be a long process as it will document not just the stages of the project but explain each of them too. This section will also cover a survey which will allow the project to gather additional information related to the project such as the number of users who take the survey who use an adblocking solution, how many use a software adblocking solution, how many use a hardware solution, how many have heard about adblockers and how many users have used adblocking solutions in the past. This will allow the project to create a baseline for how many users use an adblocking solution, which could be 9 in 10 online users. The survey will be spread out via social media sites and will not ask for any personal information such as name and age.

[bookmark: _Toc26620868]4.2 Design –
[image: ]
Topology has been created in packet tracer to show how the network for the project will be laid out and how the devices are connected to each other. There are three machines which will have different configurations such as default settings, connected to the Pi via DNS settings and Using an adblocking software. Running these tests from the same network is important as it allows nothing to be filtered out from the ISP or end-router devices such as advertisements missing or blocked pages etc. Additional tests will be conducted from a mobile device, comparing the pi adblocking solution, software solution and using the standard configuration. The adblocking software only supports certain mobile browsers, which means testing additional applications will not work for the software solution, but a comparison will be done between the standard configuration and Pi configuration to show how effective the hardware-based adblocking solution is currently. This topology was chosen as it simulates a home network design and it’s clear.

[bookmark: _Toc26620869]4.3 Implementation –
[image: ]
The project attempted to set up the previous design in the university building but came across some issues such as the network switches and the university has layers of security such as MAC address filtering enabled to only allow certain devices which the university has allowed to be active and working on the network. The wireless for the university has more blocks which were blocking some services needed for the Raspberry Pi to work rather than using an ethernet connection. The project came up with a method which allowed the project to move forward and a new topology has been laid out above. There will be two computers, one has the Pi configuration and the other was used for the software adblocker which was turned off and on to compare the impact that the software must be later compared to the hardware-based solution. Additionally, two smartphone devices were still used in the design topology to show the adblocking techniques working on a smartphone device. 

The method to get the project working in the university environment was using a computer as a hotspot to allow devices to connect to and use the internet so in the topology above where the access point is, it’s a PC using a wireless adapter to create a hotspot and then sending the traffic to the ethernet connection which is the university network. 


A screenshot of the hotspot setup page on windows 10 –
[image: ]
This allowed the project to get around the restrictions, placed on the university access points but still allow the university to track all the data going through the network since the hotspot PC was logged into the project’s account so all the traffic from any of the devices such as the Raspberry PI would be linked to the projects university login account. 

Once the hotspot was setup, devices must be connected which is what you can see above, two devices were connected at the time of that screenshot.

The raspberry PI was using the standard operating system which is known as Raspbian. Raspbian is a Linux based operating system. Once the Raspberry Pi, the installation of Pihole took place. [27]
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These two screenshots show the download and verification checks. The download is a simple stage which clones the repository from GitHub. GitHub allows users to download software which has been uploaded by users. The bottom command starts the installation file which starts the setup process.[28]

[image: ]
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The option was given to the project to select which network adapter they would like to use Pihole on. Using the topology above, wlan0 was chosen has its wireless interface 0. This would require changing the configuration files later if the project changed to the ethernet adapter. 

[image: ]
This screen shows that the project was given a chance to select which DNS server they would like to use during the setup stages of the Pihole. The reason a DNS server must be selected is that Pihole acts as a man-in-the-middle on the network which forwards and receives traffic. Pihole removes DNS queries from the site or application the project is using making the online advertisement useless. The project selected Cloudflare which is further down the list.
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A standard list of third-party lists was shown and automatically selected by default, these sites contain information such as tracking data for the Pihole to search for and block. The project could have added additional sites, but the project is using the default configuration for both ad-blocking solutions.

[image: ]
Pihole supports ipv4 and ipv6 connections and allows for seamless connectivity between both solutions on the network. This is a great feature as many users can setup internal ipv6 addressing for the internal network and still have the Pihole adblocking solution still working.
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The Pihole requires a static IP address to be set, the IP address which the Pihole currently has from the DHCP server is 192.168.105. The Pihole wants to confirm if the IP address can be used as a static IP address. This is because all network devices will need to re-direct DNS queries to the Pihole using the network IP address and if the Pihole kept changing IP address due many complications such as the IP lease expiring then the devices on the network would fail to redirect traffic but it doesn’t mean the network would fail to receive DNS queries due to there being a secondary DNS address saved on the devices which are different from the Pihole.

[image: ]
Pihole allows the user to set up a web interface for easy management of the adblocking solution. The user could open a web browser and enter the raspberry pi’s ipv4 or ipv6 address with the port number of the application to access the login page for the Pihole. The user must enter the correct credentials to access the administrative permissions of the Pihole such as add or remove blocked DNS queries, check the Pihole logs and add or remove wordlists defined by the Pihole or user in-which are used to download the new DNS queries to block. This allows for easy modification of the adblocking solution across the network as it can be accessed from any device. The user would have to remote desktop into the raspberry pi every time if the web interface was not enabled.  The web GUI is highly recommended as it can save time for modification, allows the user to access all features and can be accessed from any device at any time. The project chose to enable the web admin interface.
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The user has a choice on whether Pihole can save DNS queries from the devices into a log, this log will contain what the DNS queries were used on which device, it will also store other information such as time/date accessed and amount of times the DNS query was used. Logging DNS queries can be helpful to the network administrator as it allows them to see the DNS queries on the devices and this will allow the network administrator to keep track of which DNS queries should be added or removed from the DNS query blocked list.  The project chose to log the queries.
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If the user decides to log information about the devices such as DNS queries used, then they would need to specify the level in-which Pihole can log the data. This means that Pihole during the installation phase will ask the user to select 0 to 4 types of logging if logging was enabled on the step previous. The lower the number selected means that more logging of data will take place. The project chose to show everything.
0 – Show everything
1 – Hide domains
2 – Hide domain and clients
3 – Anonymous mode
4 – Disable statistics
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This image shows that Pihole is extracting the packages downloaded to install and configure with the parameters that were defined earlier by the user.
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This screenshot shows that Pihole is checking for dependencies needed for the application to work on the system, these dependencies tend to be pre-installed with Raspbian OS. It’s also recommended to update the Raspbian OS before installing Pihole as using the latest dependencies would fix problems with newer versions of Pihole if any occurred.


[image: ]
This screenshot shows more information of what Pihole does when installing/configuring the software to work on the system, some applications such as web services installed on the system will be restarted so Pihole can be activated. By restarting the services on the system for the applications, this means that the system itself doesn’t have to be restarted/rebooted causing longer downtime. This will cause no downtime if the system is only being used for Pihole, and this downtime only occurs during the installing and updating Pihole.
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Pihole comes with a couple of preconfigured online advertisement filters which are downloaded from well-known domains, which are updated with different filters to block on the network. It’s recommended to add custom or build upon the lists by blocking any advertisements that sneaky through the network unfiltered due to new DNS queries that recently came online. Another reason to add custom URL filter lists is because if these preconfigured URL’s aren’t regularly updated then newer advertisements can come through the network, these filter lists from the URL’s could go offline causing problems for the user trying to download the newer filter list and the user might want more types of traffic/advertisements blocked than what Pihole’s preconfigured lists are blocking.
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Once the installation of the software onto the device has finished, a detailed information screen will appear showing information on, the IP addresses configured for the Pihole for both IPV4 and IPV6, the installation log location, the link/URL on how to access the webpage remotely to configure the Pihole and the generated password that Pihole has created for the admin account. This password can be changed once the user logs into the Pihole website. If the user didn’t save the password or has forgotten it, then using the command in the terminal (on the physical device where Pihole is installed), Pihole -a -p would allow them to override the password and changing it.

Software Installation with the browser used for testing –
Adblock Plus Software –
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This screenshot is of the Adblock Plus general settings page, which allows the user to block additional tracking and block social media icons tracking which are both disabled by default. Blocking additional tracking means that it will attempt to block sites from tracking which sites you visit. The program has an option which is on by default, that allows acceptable ads to be shown to the user that doesn’t use an excessive amount of computer resources, block interaction on the webpage and doesn’t cover certain areas of the webpage.

[image: ]
This screenshot is of the Adblock Plus whitelisted website settings page, which the user can add website domains too, which the extension will stop removing advertisements from. This can be useful if the extension removes content from the webpage such as information etc or if the user doesn’t want to block advertisements on that site.
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This screenshot is of the Adblock Plus advanced settings page, which allows the user to add or remove filter lists, which define what advertisements are blocked or not. 

[bookmark: _Toc26620870]4.4 Survey Information  –
The survey will be conducted using google surveys, which the users can fill out online and is accessible on every device. The survey will contain eight questions, which allow the project to gather additional information on the current demand for adblocking solutions. The questions for the survey are as follows –
1. Have you heard of an ad-blocking solution such as AdBlock Plus or Pihole?
2. Have you used an ad-blocking solution?
3. Which popular ad-blocking solution software do you use?
4. Which popular ad-blocking solution hardware do you use?
5. Would you recommend an ad-blocker to a friend?
6. Do you think the number of people using ad-blocking solutions is increasing over the years?
7. Do you know how the software/hardware ad-blocking solution that you are using is blocking the advertisements?
8. Do you believe ad-blocking solutions increase or decrease the security of the network/device?

The survey will not collect any personal information about the users who fill it out. 






[bookmark: _Toc26620871]4.5 Conclusion –
To summarize this chapter, the initial setup of Pihole was screenshotted and the project explained which was chosen for the experiment for the reader to be able to replicate or understand what the configuration of the software was used. The project shows additional screenshots of the settings pages of which Pihole contains, which allows more modification if an advertisement isn’t blocked such as adding the advertisement to the blocked list, configuring a DHCP server and choosing which server the DNS queries are forwards to. The project has provided some screenshots of the installation and settings page of the software, which will go against the Pihole, which is known as Adblock Plus. Adblock Plus is widely used and uses a different method to block advertisements than Pihole. Adblock Plus works on a range of browsers for several operating systems such as Windows and Mac OS but doesn’t the support of Linux OS while Pihole covers every OS connected to the network and DNS settings configured to the Pihole. Both methods have filter lists which contain different information so using Pihole’s filter list in Adblock Plus would not work and visa-versa. Both experiments will be using the Google Chrome browser. The survey is to collect some additional information about the current demand for ad-blocking. Both experiments will have the default settings such as filter lists and more except for setting the device as a static IP address etc. Each time something was selected such as the installation of Pihole where options were asked, the project wrote which was one chosen for the experiment.

























[bookmark: _Toc26620872]Chapter 5 –
[bookmark: _Toc26620873]5.1 Introduction –
This section covers the results from the experiments and survey. The project has noticed that comparing the statistics of both experiments will become tricky as one value will state the number of DNS queries that were blocked and the other will state the number of JavaScript advertisements that were blocked. 

[bookmark: _Toc26620874]5.2 results from the experiment –
Five websites will be tested. Since the methods of adblocking are massively different and cannot be directly compared. The method of comparison will be the number of advertisements that were displayed per webpage since comparing the number of DNS queries blocked to the number of JavaScript files removed would not render a viable comparison. The results will show an image of the default view of the site, Adblock Plus view and Pihole view. The results will also cover the number of DNS queries and JavaScript files that were removed for additional information.

Default View (Speedtest.net) – [30]
[image: ]

Adblock Plus View (Speedtest.net) –
[image: ]

Pihole View (Speedtest.net) –
[image: ]
Pihole provided the best experience as no online advertisements were rendered/shown on the website creating a wonderful online advertisement experience. Adblock Plus did remove two of the five advertisements on the site but didn’t quite remove the other three which means this method of adblocking didn’t filter out those three advertisements.  

Adblock Plus Blocks and Pihole Query List (Speedtest.net) –
[image: ]
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11 items were blocked on the speedtest.net site but there were still some adverts comes through. 22 DNS queries in total and 6 were blocked. The top few DNS queries were from the speed test website attempting to find the best server for the user to do a speed test from.




Default View (forbes.com) – [31]
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Adblock Plus View (forbes.com) –
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Pihole View (forbes.com) –
[image: ]
An overview of the site shows that Pihole blocked more advertisements and offered a better ad-free experience, there were some blank areas around the page such as the top area where the banner should be and that black box which another advertisement showed by. The site loaded but Pihole blocked the advertainment DNS queries so they could not load on the site. Adblock Plus could not access the site unless it was disabled, this is due to the site having adblocking detection enabled. 

Adblock Plus Blocks and Pihole Query List (Forbes.com) –
[image: ]
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Adblock Plus blocked 17 items on the page. One method of Adblock detection is where the site owner adds a fake advertisement to the site’s code and once removed, it triggered the Adblock detection warning. Since Pihole doesn’t remove code/scripts from the site, the warning was never triggered. Since Adblock Plus doesn’t work on this website, Pihole was the better choice for this website.


















Default View (youtube.com) – [32]
[image: ]



Adblock Plus View (youtube.com) –
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Pihole View (youtube.com) –
[image: ]
Pihole could not prevent the advertisement from loading onto the video, this could be due to the data coming from the same DNS query so some medication was taken for additional tests and if the video advertisement was blocked via DNS query then the whole video would not load, which makes Adblock plus the superior blocking method in this situation. Some additional videos were loaded on YouTube and Adblock Plus blocked them all, while Pihole blocked none of them.


Adblock Plus Blocks and Pihole Query List (Youtube.com) –
[image: ]
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Additional testing was done on Pihole to find out if it was possible to block the video advertisement on YouTube. Since only four DNS queries were allowed, blocked one at a time and testing the site allowed the project to gather additional information on what that DNS query was used for. The first allowed DNS query brought the advertisement and video but if blocked neither the advertisement nor video would load. The bottom three are google/YouTube account and thumbnails for videos. Adblock Plus removed the advertisement.


















Default View (detectadblock.com) – [33]
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Adblock Plus View (detectadblock.com) –
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Pihole View (detectadblock.com) –
[image: ]
More and more websites implement Adblock detection techniques, to prompt the user to disable the Adblocker to continue onto the website, such as what Forbes did. This website ran a series of detection methods and Adblock Plus was detected but Pihole was not. Reading the steps on the website explains how the detection method works. It works by creating a fake advertisement such as ads.js which acts as a JavaScript file to display a fake advertisement If the advertisement is blocked/doesn’t load then another script is triggered to display a warning to the user. The website forwards the information to google analytics which processes the request and displays the message onto the site. Pihole doesn’t receive the Adblock detected message as it doesn’t remove ad.js.


Adblock Plus Blocks and Pihole Query List (detectadblock.com) –
[image: ]
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Since Google analytics was blocked by Pihole, the website didn’t receive any prompt which would state that adblocking methods were being used. Pihole was not detected but Adblock plus was. 

Default View (yahoo.com) – [34]
[image: ]



Adblock Plus View (yahoo.com) –
[image: ]


Pihole View (yahoo.com) –
[image: ]
Adblock Plus removed all the advertisements from the site and so did Pihole but there was a noticeable difference on the website, which was how the website was displayed. Pihole removed the advertisements from the website but left an empty space, such created gaps onto the website, whilst Adblock Plus removed the advertisements and shifted everything closer together leaving no gaps. Both solutions worked well but Adblock Plus was displayed much better.


Adblock Plus Blocks and Pihole Query List (yahoo.com) –
[image: ]
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3 items were blocked on forbes.com using Adblock Plus which provided an advertisement-free experience, and the software shifted areas around the site, where the advertisements would have been displayed to remove the gaps on the website. Pihole did also remove all the advertisements on the webpage but didn’t remove the gaps, which made the page look like it was fully loaded. From the Pihole query results, you can see that google tracking, geo.yahoo tracking and google analytics were blocked. Forbes has a Facebook element, which is why facebook.com DNS query was used.








Statistics of the experiment  –
	
	Number of Items blocked (Adblock Plus)
	DNS Queries Blocked (Pihole)
	Total DNS Queries (Pihole)
	Which adblocker blocked more advertisements (based on comparison of websites)

	Speedtest
	11
	6
	22
	Pihole

	Forbes
	17
	3
	7
	Pihole

	YouTube
	2
	8
	12
	Adblock Plus

	Detectadblock
	2
	2
	3
	Pihole

	Yahoo
	3
	10
	20
	Adblock Plus




[bookmark: _Hlk24413504]Conclusion of the experiment  –
Five websites were tested with both solutions and Pihole came out with a better experience. It seems that Pihole cannot remove video advertisements but is harder to detect while Adblock can remove video advertisements but is currently detected by two of the five websites that were tested. The project recommends Pihole would be the better adblocker as it allows the project to block advertisements across the network, while Adblock Plus does not. If the company had a BYOD policy or uses a lot of wireless access points, then Pihole would be the best solution for removing the advertisements for these users. 




















[bookmark: _Toc26620875]5.3 Results from the survey –
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There is a bigger demand for adblocking techniques as there are more online advertisements being used. Since there are new types of advertisements coming out which force the user to interact with such as pop-up advertisements, it’s no wonder why there is a bigger demand for adblocking techniques. [3]


[image: ]
Majority of users have used a software-based ad-blocking solution which is very common, free and easy to install while eight percentage use a hardware-based solution for ad-blocking. 20% have never used an ad-blocking solution which could be because of a couple of reasons, more system resources are used, doesn’t trust third-party programs etc.

[image: ]
36% went for Adblock Plus as the most used adblocking solution. Adblock Plus was also used in the experiment. The other major two values are 28%  of users chose none while 20% chose Adblock.
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Majority of users do not use hardware-based adblocking solutions and this could be down to a number of reasons such as, they didn’t know it was possible, there is some cost for the device or they use a small network which makes hardware-based ad-blocking not needed but 8% did say they use Pihole.

[image: ]
Seventy-two percentage of responses would recommend an ad-blocker to a friend while 28% would not.
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64% of responses believe that the number of people using ad-blocking techniques will increase over the years while 36% do not.


[image: ]
64% of responses know how ad-blocking techniques work such as how they block/remove the online advertisements on the webpage. Since there are many different ad-blocking techniques. They might only know one not all of them.
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60% of users believe that adblocking software/hardware can increase security and this could be due to the tracking data etc being blocking/removed from the site, stopping your information from being shared to third-parties etc while 32% of responses believe that decreases the security and this might be because you are installing a third-party application onto your system.






[bookmark: _Toc26620876]5.4 Conclusion –
To summarize this chapter, five websites were chosen, that offered different types of internet sites such as a widely-used video streaming platform, an adblocking detection site, a news site, a speed test site and mail/news site. Both adblocking solutions were tested against each of the websites to determine which adblocking solution offered a better ad-free experience. Comparing the solutions was a done by searching the page for advertisements and documenting them (screenshots) into results on the number of advertisements are still on the page compared to the total amount of advertisements there should be on the page which was done by disabling the adblocking solution. This allowed data collection for the experiment, but it was clear on all the websites that each solution had major differences as one could block them all while the other could not block any due to being detected.  Adblock Plus was detected by Forbes and Detectadblock. If Adblock Plus gets detected by the website, the user must disable the ad blocker to continue and have access on the site. Some additional data was gathered such as the number of DNS queries that were blocked via Pihole and number of JavaScript/items removed via Adblock plus since these two methods are very different, it’s impossible to compare them this way. Both solutions were using the latest and update pre-installed blocklists for the experiment with all the default settings. It seems both adblocking techniques both come with flaws for Pihole it was websites that use a single DNS query or implement the advertisements into the DNS query with the website data, which is how video advertisements were not blocked when YouTube was tested. For Adblock Plus the flaw is how it is detected, the website developer would add a fake advertisement onto the site, so it blocked or cannot load the advertisement then the user would be prompted to disable Adblock Plus. The website developer would create a script so if advertisement loads then nothing if advertisement fails then prompt user. There are ways around this by disabling the adblocking solution on the website and then manually blocking the advertisements on the website and then re-testing. Pihole was the better solution overall but isn’t recommended for users who use video streaming sites all the time otherwise Adblock plus would be the better alternative. The user can use both solutions at the same time to ensure no advertisements are visible on any sites and when Adblock Plus is detected on a site, it’s two simple clicks to disable and re-enable. A survey was created to gather additional information such as the number of users who use adblocking techniques such as Adblock Plus or Pihole. The survey contained eight questions. Over a third of respondents claim they know adblocking techniques. Adblock Plus was the most used solution gathered from this survey. They would recommend Adblock Plus to a friend and believe the number of adblocking users will increase over the next couple of years. More users believe that adblockers increase security and this could be because it removes ad trackers and more. To summarize the survey, majority of the users use adblocking techniques and would recommend it to users who don’t currently use one. The users could use Pihole and Adblock Plus the same time to counteract the Adblock Plus detection and the Pihole DNS limitations. 






[bookmark: _Toc26620877]Chapter 6 –
[bookmark: _Toc26620878]6.1 Introduction –
This section will cover future work that can be done on the project, such as testing on additional software or hardware devices. Planning out future work, allows the project to come back to progress/test for more information on the project and it will also allow the reader to do so as well. 

[bookmark: _Toc26620879]6.2 Conclusion –
To summarize this chapter, the project has investigated adblocking solutions, which are software and hardware-based. The project has set a series of objectives to complete along with a set aim for the project which will guide them towards a certain goal at the end of the project. The project has investigated the advantages and disadvantages of each top adblocking solution and find out what makes an adblocker work for a software or hardware layout. The research has been conducted into online advertisements and adblocking solutions to understand the concepts of how online advertisements work and how adblocking solutions work and behave when filtering/removing the online advertisement.  The project has researched different types of low-budget hardware which can support a typical home network environment or small business if the hardware-based adblocker was used in the future. There is a list of different software which can be installed onto the hardware to filter out advertisements on the network. There are two major elements two adblocking are they are the software element and hardware element, which both offer different solutions to the problem while offering different advantages and disadvantages when tackling the problem. The differences between First-party, Second-party and Third-party cookies were explained. It explains why third-party cookies are used by companies for ad targeting rather than the other two. This doesn’t mean that First-party and Second party aren’t used anymore, it just means they have a different purpose then what third-party cookies were created to do. the project provides additional information on the different types of online advertisements and what categories they can fall into. The project has created six categories of third-party domain classification, which at least one form of online advertisements type falls into. The six categories that were listed were AdTrackers, Analytics, Beacons, Social, Widgets and Other. The web developer would use the appropriate advertisement for the type of website they are creating, for example, a social media would have social advertisement aspects added to allow the site to keep track of the user’s family and friends and recommend them products or applications etc, that their friends and family might be trying/using. Another example of this would be a video streaming site would use analytics to track the users watch time on the videos they watch to gain a better understanding of how many users are watching a certain type of video on their platform, this is also used to allow the site to create a trending page where the most-watched video within the past 24 hours becomes number 1 on trending. Information can also be stored on the user’s location to create a trending page for each country. The project’s methodology process on the project which is the research methodology and how each aspect of the project falls into one of the sections of the research onion such as research strategies and research collection methods. The waterfall method was chosen as the development method for the project, this is due to the complexity of the waterfall model as it covers all the necessary steps for the project and provides an outline of how the development of the project has taken. the initial setup of Pihole was screenshotted and the project explained which was chosen for the experiment for the reader to be able to replicate or understand what the configuration of the software was used. The project shows additional screenshots of the settings pages of which Pihole contains, which allows more modification if an advertisement isn’t blocked such as adding the advertisement to the blocked list, configuring a DHCP server and choosing which server the DNS queries are forwards to. The project has provided some screenshots of the installation and settings page of the software, which will go against the Pihole, which is known as Adblock Plus. Adblock Plus is widely used and uses a different method to block advertisements than Pihole. Adblock Plus works on a range of browsers for several operating systems such as Windows and Mac OS but doesn’t the support of Linux OS while Pihole covers every OS connected to the network and DNS settings configured to the Pihole. Both methods have filter lists which contain different information so using Pihole’s filter list in Adblock Plus would not work and visa-versa. Both experiments will be using the Google Chrome browser. The survey is to collect some additional information about the current demand for ad-blocking. Both experiments will have the default settings such as filter lists and more except for setting the device as a static IP address etc. Each time something was selected such as the installation of Pihole where options were asked, the project wrote which was one chosen for the experiment. five websites were chosen, that offered different types of internet sites such as a widely-used video streaming platform, an adblocking detection site, a news site, a speed test site and mail/news site. Both adblocking solutions were tested against each of the websites to determine which adblocking solution offered a better ad-free experience. Comparing the solutions was a done by searching the page for advertisements and documenting them (screenshots) into results on the number of advertisements are still on the page compared to the total amount of advertisements there should be on the page which was done by disabling the adblocking solution. This allowed data collection for the experiment, but it was clear on all the websites that each solution had major differences as one could block them all while the other could not block any due to being detected.  Adblock Plus was detected by Forbes and Detectadblock. If Adblock Plus gets detected by the website, the user must disable the ad blocker to continue and have access on the site. Some additional data was gathered such as the number of DNS queries that were blocked via Pihole and number of JavaScript/items removed via Adblock plus since these two methods are very different, it’s impossible to compare them this way. Both solutions were using the latest and update pre-installed blocklists for the experiment with all the default settings. It seems both adblocking techniques both come with flaws for Pihole it was websites that use a single DNS query or implement the advertisements into the DNS query with the website data, which is how video advertisements were not blocked when YouTube was tested. For Adblock Plus the flaw is how it is detected, the website developer would add a fake advertisement onto the site, so it blocked or cannot load the advertisement then the user would be prompted to disable Adblock Plus. The website developer would create a script so if advertisement loads then nothing if advertisement fails then prompt user. There are ways around this by disabling the adblocking solution on the website and then manually blocking the advertisements on the website and then re-testing. Pihole was the better solution overall but isn’t recommended for users who use video streaming sites all the time otherwise Adblock plus would be the better alternative. The user can use both solutions at the same time to ensure no advertisements are visible on any sites and when Adblock Plus is detected on a site, it’s two simple clicks to disable and re-enable. A survey was created to gather additional information such as the number of users who use adblocking techniques such as Adblock Plus or Pihole. The survey contained eight questions. Over a third of respondents claim they know adblocking techniques. Adblock Plus was the most used solution gathered from this survey. They would recommend Adblock Plus to a friend and believe the number of adblocking users will increase over the next couple of years. More users believe that adblockers increase security and this could be because it removes ad trackers and more. To summarize the survey, majority of the users use adblocking techniques and would recommend it to users who don’t currently use one. The users could use Pihole and Adblock Plus the same time to counteract the Adblock Plus delectation and the Pihole DNS limitations.

[bookmark: _Toc26620880][bookmark: _Hlk26618811]6.3 Future Work –
The Raspberry Pi 4 – This device recently came out and offers faster processing power and has a faster networking interface, this could potentially increase the number of users that Pihole can manage or change the way the application works such as adding more features that could remove video advertisements.

Different adblocking software – This experiment the project used Adblock Plus but if more adblocking software was used then maybe the data would have shown different results, The user could test a second or even third adblocking software solution against Pihole and Adblock Plus to see if the results change/shift.

Different adblocking hardware – Testing different adblocking hardware methods alternative to Pihole would allow for more results/data to be gathered, and it would possibly allow the project and reader to find out if there are any alternate ways of blocking advertisements rather than just blocking DNS queries.

Configuration – Instead of using the default configuration for Pihole and Adblock Plus, the project/reader could modify the application to provide a better blocking experience and attempt to overcome the issues that the applications had such as Pihole failing to block YouTube video advertisements and Adblock Plus being detected by two websites.

Comparison – Creating alternative methods in-which the project/reader can record the data between the adblocking solutions and create a comparison, rather than comparing the number of advertisements shown on the site.

[bookmark: _Toc26620881]6.4 Refection –
I have learnt the different types of online advertisements such as AdTrackers and Analytics, which has allowed me to determine the differences in-which the advertisement behaves on a website. I have also learnt the differences between first-party, second-party and third-party cookies and how they relate to advertisements. The experiment showed the positive and negative areas for each adblocking technique such as Adblock Plus can be detected as it’s removing JavaScript files/code from the webpage while Pihole isn’t being detected as it’s rendered DNS queries unresolvable. The project could be done differently by modifying the software and hardware adblockers to try/attempt to overcome the problems that were faced during the experiment which were Adblock detection for Adblock Plus and video advertisements for Pihole. Another way the experiment could have been done differently if there were more websites tested against the two solutions or using alternative solutions and comparing them to the original project’s results to create a better understanding of software and hardware adblocking.

Personal skills learnt from the project –
Problem Solving – During the experiment phase, the initial setup of the experiment for the hardware-based adblocker would not work as the university has firewalls which block certain features such as updating the Linux operating system via the WIFI. Since the ethernet connection has different security measures and blocks than the WIFI connection. The solution to the problem was to turn an ethernet connected PC into a wireless access point for the project to work.

Time management – Time management was important for the project as it allowed me to allocate a certain amount of time to each section and to allocate time if a section overrun. The research aspect ran throughout the entire project. Time management allowed for an increase in efficiency, productivity and effectiveness. Time management allowed for a reduction in time spent on certain sections.  

Critical Thinking – To analyse information objectively and make a reasoned judgment. This allows for evaluation of data, facts and research findings. Allows for reasonable conclusions from a set of information and discriminate between useful and less useful details to solve problems or make decisions which were used during the experiment and results phase of the project.
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Additional screenshots of Pihole – 
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Using a web browser on any device such as computer and smartphone can access the Pihole web dashboard. This screenshot is the first page the user will be prompted with when attempting to access the Pihole’s web administration. The user will have to enter the correct password to continue otherwise no access will be granted. The user can reset the password by going on the physical device where the Pihole is installed and entering Pihole -a  -p into a Linux terminal. Without logging into the dashboard, the user can see the memory usage and temperature of the device. 

[image: ]
Once the user has logged into the Pihole web administration portal, this screen comes up, displaying the total amount of queries generated from the network, the number of queries that were blocked from the network, percentage of queries blocked on the network and the number of domains added onto the blocklist. Once the network is active and devices are connected, a graph of the network activity will be generated, towards the bottom of the dashboard are two graphs which one provides information of the type of queries used on the network such as A (IPV4) and AAAA (IPV6). The other graph shows the number of times, the queries were answered by a certain action such as the blocklist, DNS forwarded to and cached. If the same query was used multiple times, then it would be cached onto the device.
[image: ][image: ]
Pihole allows the user to gather information on the number of clients connected, the number of DNS queries blocked, the total amount of DNS queries from each device or entire network over a series of days etc. Which would all be displayed in a graph format, allowing the user to gather more information into what types of DNS queries are being used. The second image shows that Pihole has a disable feature which allows the user to disable the blocking aspect of Pihole and allow all DNS queries to be allowed for a short or long period of time, this could be helpful if problems were occurring on the network such as connection problems to a site and the user wanted to test if Pihole was the cause of the problem, which then they could check the DNS queries from that device which attempted to access that site and remove that blocked DNS queries from the blocklist.
[image: ]
The image above shows the query logs, it records the time and date accessed, the type of query that was used, the domain, the client which attempt to use that domain, the status of the query and the option to allow or remove that domain from the blocklist. This page allows for easy troubleshooting for connection problems for devices such as device 1 could find YouTube would not load as DNS queries might be blocked on the Pihole. They could check the Pihole query logs, look at the client (to work out which queries came from that device) and check the status of those queries to remove that certain query from the blocklist.

[image: ]
This screenshot shows the settings page/system page which allows the user to disable/enable query logging, enable/disable query logging and flush logs, restart DNS resolver, flush logs and power off/restart the system. Some additional information such as interface, local IP address and hostname of the device are shown. 
[image: ]
This screenshot shows the pre-installed blocklists for Pihole. The user can enable and disable the pre-installed blocklists. The user could add additional domains to the list which store filter information etc for Pihole to download and enable.

[image: ]
The user can add additional DNS servers from the pre-defined ones so they can have more control over where the DNS queries are forwarded too. They can change the DNS server settings for both IPV4 and IPV6. The user must enable two DNS servers for that type of interface for IPV4 or IPV6. This is because if the primary DNS server fails there is a failback also known as a secondary DNS server. There are more advanced DNS settings such as DNSSEC.
[image: ]
If the user could not change the DHCP settings on the router, to forward the DNS queries to the Pihole, then the user can disable the DHCP settings on the router and enable it on the Pihole. Pihole can act as a DHCP server and an adblocking solution at the same time. It’s recommended that the user disables the DHCP on the router before enabling DHCP on Pihole. 

[image: ]
During the installation of Pihole, the user was asked on the level of logging they wanted for the network such as logging everything such as DNS queries from which devices etc to logging nothing. This page allows the user to change that setting at any time, encase the company’s policies change on the amount of logging they can hold on their employees etc.

[image: ]
Pihole can keep track of the devices connected to the local network. Pihole allows the user to see which devices are using Pihole as a DNS server and the number of queries that the device has sent to Pihole. The connection method, IP address and interface address are also listed.

[image: ]
This screenshot shows a new device connected to the network, which is a smartphone.
[image: ]
Once the smartphone changed their DNS settings since DHCP was not setup correctly issuing the DNS server automatically, the client was requested using Pihole’s services and query data has starting to be gathered.

Adblock Plus installation page for chrome –
[image: ][18]
The installation page for Adblock Plus. The user will have to install the extension to the browser that they are using. For this experiment, the browser that will be used is Google Chrome.[29] Once the extension has been installed, no configuration is necessary unless the user wants to modify the types of advertisements the extensions blocks. The extension removes the advertisement code from the webpage, once the client receives the data for it to be removed. If the user wanted to use this software for the company, they would need to install it on every machine rather than using Pihole.
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@ Yes - Software
@ Yes - Hardware
® None
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Which popular ad-blocking solution software do you use?
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Which popular ad-blocking solution hardware do you use?
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Would you recommend an ad-blocker to a friend?
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Do you think the number of people using ad-blocking solutions is increasing over the years?
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Do you know how any ad-blocking solution are blocking the advertisements?
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Do you believe ad-blocking solutions increase or decrease the security of the
network/device?
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