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Evaluate the disruption options available to target criminal activity on the road network. (2000 words)

Within this assignment I will evaluate the disruptive options available to target criminal activity on the road network. I will look at different tactics and approaches that forces across the UK implement and how it ensures the safety and security of the roads. HMICFRS (2020) said that the Police hold the responsibility for ensuring that the road network in England & Wales is Policed to maximise safety and security. Between 2015 and 2018 there were an average of 1,610 people involved in fatal road traffic accidents. Despite these high numbers, no UK Police force had roads Policing as a priority. In turn this leads to a decline with working with partner agencies and exchanging information and intelligence about dangerous road users. In one force it was found that traffic officers were using personal mobile phones to pass intelligence due to them being severely unequipped and under skilled. 
Brake (2019) a road safety charity explained that the purpose of roads Policing is to detect and to deter criminality on the road network. Brake revealed statistics that 83% of people believed that a visible Police presence deters people from breaking road traffic law and that 79% of people believe that the there has not been a notable change in the number of Police vehicles on the road network in the last 5 years. Chief Constable Bangham of the National Police Chief’s Council (2019) and the National lead for roads Policing set out a 3-year roads Policing strategy. Bangham said, he wanted British roads to be among the safest in the world and the new strategy that he was implementing would look to improve road safety and security by improving Police officer’s knowledge and equipment. The plan consists of the 5 headings: safe roads; safe speeds; safe vehicles; safe road users; & post- crash response. When looking at the heading “safe roads” Bangham explained that they would improve this by utilising automatic number plate recognition (ANPR) and the use of developing technology. 
Police UK (2021) explained that ANPR is used to assist with disrupting criminal activity at a local and national level. The technology also helps to track travelling criminals that pass through different counties. It works by scanning the number plates of passing vehicles and storing the data regarding the vehicle and the driver. ANPR has been proven to detect crime and to help with the discovery of missing people, stolen vehicles, witnesses and solving major crimes. Approximately 60 million number plated are read daily and date from individual forces is stored on a national database. ANPR cameras can be placed covertly or overtly and are routinely placed at strategic locations. When Police forces install additional cameras, they must illustrate that there is a need under counter terrorism, serious organised crime and local crime. Reg Locker (2021) said that ANPR was designed in 1976 by the Police Scientific Development Branch but was later used in the 1980s and has been used more frequently in the last 20 years due to advances in the technology. 
Farrier (2013) disagrees with the use of ANPR and believes that ANPR poses a threat to our civil liberties. He explained that in the 1980s, secret government tests were carried out to use ANPR to detect stolen vehicles along the M1 motorway. However, the details of other vehicles were also collected such as vehicles of interest to the Police. It was also said the ANPR would not be used to track the movement of vehicles, but this has now become common practice and that ANPR has been “mis sold” to the public. ANPR was introduced into operation by the Police without any government or public debate and now operates as automated checkpoints that analyse passing vehicles. There appears to be little reporting on the use of ANPR and that the indiscriminate use of storing vehicle registration numbers for 2 years which can be searched for at any time by the Police for any offence. 
There have also been other negative reviews of ANPR regarding a data leak that took place in Sheffield in 2020. Sharma (2020) said that the Sheffield ANPR system leaked over 8.6 million driver records. The system that is responsible for managing the ANPR data had been left unsecure and data such as vehicle images, driver information and vehicle locations were left exposed. South Yorkshire council said that no data had been stolen but this was claim has not been proven. If any data had been stolen it could lead to it being sold on places such as the dark web. It could take some time to find out if any harm has been caused. 
The Police are also afforded powers under the Road Traffic Act to stop vehicles, seize, and search if applicable. Section 163 of the Road Traffic Act allows a Police officer in uniform to stop any vehicle that is being driven on a highway. Whilst vehicles are stopped the Police can then establish that the driver is doing so legally and with the correct licence and insurance (College of Policing, 2022). Gould (2021) said that in other countries such as America, the Police must have a reason or probable cause in order to stop a vehicle but in the England & Wales Section 163 of the Road Traffic Act allows Police officers to stop any vehicle without having any reasonable grounds to do so. Noncompliance to stop the vehicle can result in an offence of failing to stop being committed (Legislation.Gov.UK). 
The National Police improvement agency (2007) explained that effectively Policing the road network can help to deny criminals freedom of movement and prevent them committing criminality. The College of Policing (2019) explain that Police officers have a power to search persons and vehicles under section 23 of the Misuse of Drugs Act 1971. This power can be used when an officer suspects that they may find an illegal drug in either a vehicle or in someone’s possession. Hampshire Constabulary (2022) explained that they conducted a proactive vehicle stop and effected an arrest after searching a vehicle and its occupants under Section 23 of the Misuse of Drugs Act. Following the search, a quantity of class B drugs were discovered which prevented the supply of drugs being carried out. This illustrates the importance and effectiveness of such powers to stop vehicles and search them when certain factors exist. The UK Government (2021) published statistics regarding searches connected to drugs. Between 2019-2020 475,000 people were searched for drugs. Based on this information, I believe that the Misuse of Drugs Act is an important and vital tool in tackling criminality and the supply of illegal drugs on the road network. Although stop search is an affective tool in tackling crime, there are also concerns that have been raised by the Equality & Human Rights Commission (2010) regarding the stop search powers being used disproportionately against Asian & Black members of the public. For a Police officer to search someone, they must possess reasonable grounds and hold suspicion that that person is in possession of illegal drugs. Stop searching people based on their ethnic background is unlawful and discriminatory. Forces with high levels of disproportionality appear to be increasing. The Metropolitan Police Service is working to ensure that the use of stop search is being used proportionately and ensuring that all searches are lawful and non-discriminatory.
Road related Anti- Social behaviour also makes up part of criminality on the road network. The Metropolitan Police (2022) explain that the most common symptom of road related anti-social behaviour is noise pollution which emanates from loud vehicles and motorcycles. Street racing is a common problem in in England & Wales this type of behaviour disrupts communities and puts other road users at risk. Drivers also perform to large crowds that gather on the roadside to watch people perform stunts & tricks in their vehicles, this high-risk behaviour can result in serious road traffic accidents and can cause significant injury or death to the bystanders. To help Police this type of behaviour the Police have a power under Section 59 of the Police reform Act 2002 to seize and vehicle that is being driven in an anti-social manner and that is likely to cause harassment alarm or distress to the public (Legislation.Gov.uk, 2002) The Guardian (2021) said that Police have blamed “boy racers” for a rise in road fatalities during the recent Covid-19 lockdowns as young people leased high performance vehicles despite traffic volume being at an all time low. 
Cheshire Constabulary (2022) explain that that figures show that more than double the number of people died in road traffic accidents on Cheshire’s roads between 2017-2018. They say that a number of these deaths could have been avoided. Following collision investigations, 5 common factors emerge known as the “fatal 5” which are; speeding; using a mobile phone; drink/drug driving, careless driving & not wearing a seatbelt. Drinkdriving.org (2021) said that around 85,000 people are convicted of drink driving each year in England & Wales. Olroyd (2018) said the police tackle drink driving by asking you to provide a specimen of breath if they suspect you have been consuming alcohol and driving. If you fail the test and provide a specimen over 35 micrograms of alcohol per 100 millilitres of breath, then you will be arrested and taken to a police station where an evidential sample will be taken. Offenders then face at least a 12-month driving disqualification a fine and or points on their licence. Dyfed Powys Police (2021) explained that during the festive season the 4 Welsh Police forces began their annual drink & drug drive campaign in order to Police criminal activity on the road network. The Police target strategic locations and require breath samples from drivers who have committed moving traffic offences such as going through a red light. This campaign hopes to reduce the number of casualties and fatalities as a result of drink & drug driving. 
Throughout this assignment I have evaluated the disruption techniques available to disrupt criminal activity on the road network. I have looked at road traffic accident statistics and discovered that there aren’t any Police forces who consider roads Policing to be a priority. This came as a surprise to me, as I have discussed in this assignment a lot of criminals use the road network and in order to successfully Police other types of criminality, the roads must be comprehensively Policed. I have looked at the NPCC 3-year roads policing strategy which contained the use of ANPR and how it can help to tackle criminality. I have looked at the history of ANPR and discovered that it was first used in the UK in the 1980’s. After evaluating the use of ANPR and how it assists the Police, I have also explained that there appear to be negative points surrounding the use of it. 
I have also looked at other powers that the Police have available to them such as Section 1 of the Police & Criminal Evidence Act, Section 23 of the misuse of drugs act & section 165 of the road traffic act. Such powers allow the Police to disrupt criminality such as drug supply, using vehicles illegally and without having insurance and searching for objects that may have been stolen within vehicles. I have looked at other road related crime such as using vehicles anti-socially and looked at powers that the Police have in order to tackle this. Finally, I have looked at drink driving and provided statistics surrounding road casualties and annual campaigns that the Police use to prosecute drink drivers and to keep the roads safe for all to use. 
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Review complex types of internet-dependent crimes. (2000 words)

Within this assignment I will review complex internet dependant crimes. Europol (2017) defined internet dependant crime as any type of crime that is committed by using computers or other internet equipment. Activities such as hacking to steal personal or industry data, spreading malware and denial of service for profit or reputational damage. The National Crime agency (2022) said that there has been a significant increase in cybercrime particularly in the form of ransomware. Recent data leaks have put lives at risk and have caused severe disruption to organisations such as the NHS. Current targets appear to be commercial rather than individuals due to people becoming more cyber aware and having knowledge of the threats. Attributing cybercrime is sometimes difficult, Russian speaking cyber criminals often threaten UK interests but criminals in the UK are also raising the threat levels. Young home-grown cyber criminals often commit their acts for recognition whereas organised criminals commit crime for profit or to destroy infrastructure. The range of cyber-attacks is wide ranging and evolving technology only increase the capabilities of the attackers.
O’driscoll (2022) has published statistics relating to cyber related crime and said that over 85% of British organisations fell victim to cyber-attacks between 2020-2021 & that 11.2% of UK IT budgets are spent on cyber security. It has been found that 13% of British companies paid the ransom that was demanded by cyber criminals with the average cost being around £1.96 Million. In 2016, the National Cyber Security Centre (NCSC) was created to help protect critical organisations, the public sector & the general public. When a harmful incident occurs the, the NCSC helps protect them from further harm and to learn lessons from attacks. The NCSC also works with the Intelligence services such as Government Communication Head Quarters (GCHQ). GCHQ help to protect the British public in several ways and one of their key roles is protecting us from terrorism. Their work they work is constantly changing as they adapt to terrorism threats and evolving technology. GCHQ have been able to prevent the online recruitment of terrorists and prevented attacks on military personnel working over-seas.
Action Fraud (2022) explained how online fraud works and how it is carried out. They described fraud as when deception is used in order to make a financial or other type of gain. Cybercrime can be classed as any crime that uses a computer or internet network. Between April 2018 & March 2019 there were 741,123 crimes reported to action fraud and that £2.2bn was lost by victims of cybercrime. Doffman (2020) Said that hackers stole 267m Facebook profiles and sold the via the dark web. The profiles contained names, dates of birth, places of birth and other personal information. This data can then be used to phishing attacks where hackers attempt to lure people to enter their information into what appear to be genuine websites in order to access things such as online banking accounts. Palmer (2021) looked at the 2017 hacking of the NHS. In 2017 there was a ransomware attack which disrupted Hospitals across the UK. This attack was one of the most high-profile attacks in recent time. The “WannaCry” ransomware attack hit organisations around the world and caused Hospital appointments to be cancelled and affected Ambulances. The attack was allegedly launched by North Korea and disrupted vulnerable Windows systems that had no been updated with the latest security systems. This attack caused other organisations concern as to how easy they could also be affected by it. Ransomware remains a concern of the NHS and National Cyber Security Director McCormack (2017) said that ransomware packages are becoming more advanced and more of a challenge to disrupt.
The dark web was created by the United States Department of Defence (US Department of Defence, 2022) as an encrypted network that they could use as to protect sensitive content. At the time of its creation, it was a secret network that was inaccessible to ordinary internet users. As the dark web was designed to create anonymity, it is now being used to favour criminality and facilitates arms trading, child pornography, stolen identities and untraceable crypto currencies. Cyber criminals and other types of hackers use platforms such as the dark web. Kaspersky (2022) defined the dark web as a secretive platform which contains internet sites that can only be accessed via a special web browser. 
The dark web keeps people anonymous and is commonly used for highly illegal activity. There appear to be 3 different levels of internet access, the surface web which we access via search engines such as Google. The dark web and the deep web. The deep web potentially consists of 90% of all websites an example of the websites on the deep web are legal sites such as internal databases and intranets that belong to Government agencies. The dark web is a small proportion of the deep web and is used for criminality and purchasing illegal items such as weapons and drugs. Although cybercrime can be committed via the dark web, it is not illegal to access it only becomes illegal when people engage with illegal activity. 
Although hacking is seen as a negative it also comes with a positive perspective. Rosencrance, Cobb & Kranz (2022) said in the hacking community, some illegal hackers transfer their skills to do good and to help, these hackers are known as white hats. White hats go on to become ethical hackers and live by ethical standards and help organisations protect themselves from being hacked. Ethical hackers also test cyber security and are sometimes asked to try to get past fire walls and other cyber security measures in order to find weak spots in security systems. Most organisations are unprepared for cyber attacks and so ethical hackers help them to prepare and to strengthen their security. White hats can also help to trace people responsible for committing these types of crimes. 
On the other side of internet dependant crime is online child grooming, as defined by the NSPCC (2022) as a person who build a relationship trust and an emotional connection with a young person for them to manipulate, exploit & abuse them. Any one can be a groomer no matter their age sex or position in society. When online grooming takes place, the abuser may send pictures of other people I order to hide their real identity and to lure their victim into believing that they are talking to someone their own age. The abusers may send out several messages or attempts to engage with children and await their responses. Children can be groomed on platforms such as social media networks, email, phone calls, games and apps. Abusers use tactics to build trust and to develop the relationship. They use tactics such as buying gifts, giving them attention and pretending to be younger. Groomers may also try to turn them against their family and friends and make the child feel dependant on them. Children are naïve and as such may not realise that they have been the victim of grooming. 
Grooming can have long-term affects on children such as them going on to develop mental health conditions, post traumatic stress disorder, drug & alcohol dependency and having lasting impacts on their relationships with family and friends. Seyoum (2021) explained that over the 42 UK Police forces 5,441 offences of engaging in sexual communication with a child had risen by 69% following on m=from previous years. In the Metropolitan Police area 551 offences were recorded which is a rise of 280% in just over 3 years. Engaging is sexual communication with a child is a criminal offence under Section 67 of the Serious Crime Act 2015 which came into place in 2017 following a campaign by the NSPCC. It is believed that Covid-19 lockdown is to blame for the steep increase in online abuse due to people spending more time online. Statista (2022) said that Facebook growth increased by 8.7% throughout the Covid-19 pandemic and that TikTok usage increased by 85.3%. 
Humberside Police (2022) said as online child abuse is growing this has seen the creation of vigilante groups known as “paedophile hunters” these groups are made up of concerned members of the public who want to catch child sex offenders and bring them to justice. Humberside Police explain that these groups can disrupt ongoing investigations and that they can cause more harm than good due to the way that they operate. It has been advised that the groups who have obtained evidence pass this onto the police for them to investigate rather than arranging meetings and confronting them. The vigilantes can also go onto to commit offences such as assault or public order offences due to the way in which they conduct themselves. Being a vigilante group, they are not regulated or face no consequences from their group if they act disproportionate. 
Throughout this assignment I have looked at complex types of internet dependant crime. I have looked at the definition of internet crime and discovered that ransomware attacks are becoming more prominent and sophisticated. I have learned that there appear to be two main types of hackers. There are those who commit crime for notoriety and those who do it to cause disruption and for profit. I have found that 85% of UK organisations have been the victim of some form of hacking and that around 13% of company budgets are spent on IT security. I have discovered that the National Cyber Security Centre exists to protect the most important infrastructure and supports British security services against things such as terrorism. Action fraud reported that around 2.2bn has been lost to online fraud crimes and that in 2017 the social media platform Facebook was hacked leading to millions of personal details being sold on the dark web. I have then looked at the dark web and discovered that it has a role to play in cyber-crime. The dark web is a hidden platform where anything is for sale including people, drugs, weapons and data such as fraudulent passports and bank account information. The dark web is a largely unpoliced platform which is alarming. Anyone can access the dark web via their phones or laptops and browse black market websites that replicate eBay. Drugs can be purchased in a few clicks and be delivered to your door in a few days with complete anonymity. The US government created something which is now uncontrollable and is being used to sidestep law enforcement and evade prosecution. Currently, there aren’t any solutions to fight the dark web and the drug purchasing, human trafficking and child sexual exploitation continue. The NSPCC explained how child grooming online is increasing and how it’s becoming worse in society. All UK Police forces have reported an increase in online child grooming and members of the public feels it is that out of control they are now taking the law into their own hands and creating vigilant “paedophile hunter” groups to do the work of Government departments. 
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