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Blockchain
A decentralized transactional digital ledger 
technology managing highly-secured
transactions validation across participants 
without intermediaries (aka nodes).

Transactions bundled into encrypted blocks. 
A block link to the previous block. These 
links form the blockchain.

In business, blockchain increases data 
management efficiency & transparency 
among trusted partners. 
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Decentralization
Data is distributed among several 
nodes or participants in P2P network

Consensus
Transactions are validated with 
consensus & transparently processed

Immutability
Data is encrypted, secured, tamper-
proof, unchangeable, irreversible

Key attributes of blockchain



A party start requesting 
for a transaction 
(buy/sell/trade)  

How does blockchain work? 

Request created as a 
block & broadcast to 
every participants (or 
nodes) in P2P network 

Each node received 
the request & validate 
transaction using an 
algorithm

Approved 
transaction is 
encrypted as a 
verified block

Verified block is added 
to the public ledger in 

existing blockchainTransaction is completed 
& permanently updated in 

the ledger



Types of blockchain network

Permissionless. 
No central authority. 
Open environment, anyone can participate. 
Fully secured decentralized ledger 
Anonymous transactions but fully transparent

PUBLIC

Permissioned
Influenced by many authorized organizations

Decentralized and scalable
Regulations preserve security & privacy 

CONSORTIUM

Permissioned & permissionless
Control by a central authorize organization
Some authoritative, some public elements
Decentralized, regulated & highly scalable

HYBRID

Permissioned
Control by a central authority from one organization
Privacy from closed network & ledger
Efficient data handling performance 

PRIVATE



Blockchain vs Database



Cryptography is a method of using codes to protect
information and only the people whom information is
intended can access, read and process it.

Blockchain employs key cryptography to protect the
information by encrypting information into ciphertext
which then can be decrypted back as cleartext.

Cryptography In Blockchain

The fundamental components of 
blockchain technology are digital 

encryption techniques, which 
emphasize the importance of 

blockchain cryptography.

• Symmetric-key or Single-key
Same secret key shared by the sender 
and the recipient

• Public-key or Asymmetric-key
Public key using by sender, recipient 
use associated private key to decrypt

Roles of cryptography In blockchain

• Security : Cryptography is mainly 
used for protecting user privacy, 
transactional information, and 
data consistency.

• Scalability : Cryptography hash 
functions can support several 
transactions within a single hash, 
provide endless scalability.

• Reliability : Hashed transactions 
are irreversible, secretly 
encrypted, temper-alteration. So
participants can ensure the 
accuracy & reliability of data 
within the ledger.



All monetary transactions can be conducted & stored instantly within 
blockchain decentralized network without any intermediaries e.g. 
government agencies, financial institutions or banks.

A form of digital asset protected 
by highly secured unique 
cryptographic algorithms

Cryptocurrency 
New paradigm of money within blockchain



Integration of Cryptocurrencies in business
Bitcoin is the very first cryptocurrency invented by Satoshi Nakamoto in 2009.
Now there are more than 4,000 cryptocurrencies using in blockchains.

Timestamp saved in each block indicates the time a block is validated and
uploaded into blockchain ledger. Cryptocurrencies use this system for
verification without any intermediary.

Unlike fiat payments such as a credit card or bank account, cryptocurrency
don't associate with any personal information. A cryptocurrency transaction
relies on cryptography keys which individuals can use and store in a crypto
wallet.

A wallet stores and transferring cryptocurrency within blockchain, while a
payment gateway facilitates crypto payments or exchange crypto for a fiat
currency.

Cryptocurrencies e.g. Etherium are used as virtual digital money in industries
for trading, lending, borrowing, cross-border payments and remittances,
facilitated by smart contracts.

By bypassing traditional banking systems, cryptocurrencies can reduce
transaction costs and times, eliminating the need for currency conversions
and facilitating quicker settlements.



Smart contract is designed to digitally facilitate, verify, or enforce the performance of an agreement without 3rd party involvement. 
Key characteristics are : Self-enforcement, self-verification and tamper-proof with trackable and irreversible transactions.

Ethereum is the world's first and one of the best smart contract platforms running on application that enable all parties to carry out
their part of a transaction, referred to as “decentralized applications” or “dapps”.

Smart Contract
A self-executing agreement with the pre-defined contract terms directly written into codes. When contract’s terms & conditions are 
met, the program triggers predefined actions and data confirming the transaction is automatically recorded into blockchain ledger.



Steps needed for the functioning of 
smart contracts

Contract agreement

Contract creation & deploymentContract creation & deployment

Conditions monitoring 

Execution

Recording

Contract’s terms and conditions set up 
and concurred among participants

Coding the contract and publish on the  
blockchain as regular transactions

Tracking the blockchain transactions if 
predetermined conditions are matched 
with predefined conditions

Predefined actions activated once the 
trigger parameters are met

Results of executions are promptly 
published on the blockchain



Blockchain meets ERP

Track the processes in real-time in every part of the supply 
chain processes, especially with the obscured upstream.

Enhance transparency to end-to-end visibility

Every information in the system is visible for everyone 
without any human interference in data processing 

Promoting trustworthy information

Once the pre-defined rules are met, the contract will 
initiate itself automatically and process the transactions.

Enable smart contract for payments automation

Cryptography prevent data leakage, detect security threats 
or loopholes, and detect unauthorized activities in real-time.

Real-time data security



Supply Chain Management
Smart contracts
Supply chain visibility
Product traceability

Marketing
Customer data privacy
Digital rights management

Entertainment
Copyright infringement
Intellectual property protection 
Play-to-earn gaming

Healthcare
medical records

Pharmaceutical authenticity
Medical supply tracking

Government
Election voting

Charity fundraising transparency
Personal identity safety

Financial Services
Fund & asset management

Decentralized finance
Insurance claim assessment 

Useages of blockchain 



Challenges in supply chain management

Transferring money internationally, 
currency fluctuations, paper-base 

documentations are increasingly complex 
when dealing with global supply chain 

PAYMENT

Narrower delivery window requirement, 
Shorter time-to-market to compete with 
global competitiveness require supply 
chain to keep up with faster lead time at 
every stages of the supply chain  

SPEED

Increasing parties means increasing 
hand-overs, impact both material flow 

& information flow. Keeping track of 
every stages is more challenging.

TRACEABILITY

More direct & indirect parties involving 
in supply chain, lead to more logistics 
complexity, inefficient communication 
& end-to-end visibility

MULTI-PLAYERS

Many supply chains are facing trust 
issue and limited collaboration impact 

to information reliability & transparency 
for efficient planning.

TRUST



Inventory Management
Enables the complete 
traceability of inventory

Managing procurement
Capturing data from all 
the purchased vendors 

Product provenance
Enable tracing back to 
original source of materials

Fraud protection
Fraudulent attemps can 
be detected effectively

Real-time transactions
Enable real-time ledger 

of digital transactions

Smart contract
Synchronize digital contract 

closing payment gaps in 
supply chain

Blockchain as a part of SCM



Supply chain 
with & without 

blockchain



Expected Benefits of Blockchains 
in Supply Chains



Different systems & applications using across the supply chain participants. It is a 
challenge to make them interoperable & link with blockchain network effectively.

Interoperability

Limitations 
of 
blockchain 
supply chain

Blockchain has limitation to scale as the more participants, the 
chances of slowing down is more from larger consensus mechanism.

Scalability

Blockchain may not be compliance with the legislation of 
some countries.

Legal & regulation compliance

Despite many open sources, there are also costs 
associated with hiring developers, licensing 
costs & the associated maintenance cost.

High implementation cost



SCM 
BLOCKCHAIN
READINESS

Supply chain parties need to 
evaluate whether the 
blockchain technique is 
really required to apply in 
the supply chain. 

The more lists are true, the 
more likely applicable the 
blockchain is

Blockchain readiness checklist



1

2 4

3 5

Blockchain implementation

Determine 
Blockchain’s 

use case

Find the right 
blockchain 

partners

Choosing the Right 
Platform such as 
Ethereum, EOS or 

Hyperledger Fabric

Developing 
Smart Contracts

Design proof of 
concept & 
analyse to 

incorporate 
with blockchain 

features

Application 
development

6



Blockchain-as-a-Service providers 
BaaS is the development & management of
cloud-base networks by 3rd party providers for
firms can utilize to host & develop blockchain
decentralized apps or smart contracts. These
providers manage the back-end infrastructure
operations for blockchain apps or platforms.

BAAS Vendors 
and Popular 
Platforms

Enterprise blockchain platforms
Refer to decentralized platforms bound by
corporate smart contracts, enabling participants
to interact directly without trusted governance
intermediary. Blockchain platform for business
is built on a shared, immutable ledger that is
permissioned to increase efficiency among
trusted partners.



SCM 
BLOCKCHAIN

How blockchain 
transform supply chain 
& Logistics processes



BaaS for food/beverage provenance
BANQU : 



Provenance & Recall management

Example: 
Complete trusted food 
system blockchain 
solution from data 
entry to manage 
certifications

IBM Food Trust solution provides authorized users with immediate access to actionable food 
supply chain data, from farm to store and ultimately the consumer.

Complete history and current location of any food item along with its accompanying information 
(i.e. certifications, test data, temperature data) can be readily available in seconds.

The project currently includes Nestle, Unilever, Walmarts and Tyson



Provenance & Recall management

Example: 
Enable provenance of 
raw materials 
Tamper-proof of 
recording data on the 
documents that verify 
their origin and quality

Problem: incomplete trials up to the growers, 
it’s also impossible to minimize the recall or 
impact range of product batches/lots results 

in excessive waste, ineffective recalls and 
reputational costs.

By using blockchain distributed ledger to track & 
trace product since origin, the upstream parties 
can benefit from the real-time status & ensure 

smooth logistics. Downstream parties can 
access to end-to-end visibility & make better 

buying decision to ensure quality of product’s 
origin & safety food processing



Transparency and visibility

Example: 
Visibility across the 
supply chain

Record trail and audit
every  product-trade  
transaction

OEMs working with EMS providers can 
spend a large amount of time trying to track 
& determine exactly what are the status of 
their products as EMS providers can make 

shipments to many stakeholders

By using blockchain distributed ledger to track & 
trace product all the way from EMS’s production 

line to each possible shipping destinations

Blockchain can provide information at any point & anytime
►Blockchain provides an immutable, trusted and shared record of transaction data with 

timestamp & all relevant details.
►With its verifiable and decentralized nature, everyone can track the origin and location of a product at 

any point along the supply chain at any given time.



Tracking and traceability

Example: 
Real-time tracking of 
in-transit shipments 
between ports

Blockchain can improving ability to manage inventory while it's in transit including 
whether it's on a truck sitting at customs or physically on a ship crossing an ocean.



Other examples usage of blockchain in SCM

Ford
Logistics 
providers

Walmart 
Canada Diamond

Use blockchain to 
trace supplies of 

cobalt — a key 
ingredient for 

electric car 
batteries

Use blockchain 
for automated 

system for 
managing 
invoices & 

payments to its 
70 freight carriers

Use the 
blockchain for 

proving the gem’s 
authenticity & 
traceability of 

diamond sourcing

Use blockchain for 
anti-counterfeit 

solution to 
guarantee food 
safety & luxury 

products 
authenticity

Use blockchain to 
track the 

movement of 
packages & 

shipments. Also in 
their customs 
brokerage & 

invoicing
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