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Section 1. [bookmark: _Toc70693436]Overview
1.1 [bookmark: _Toc70693437]General
This task involves two parts, one includes routing and remote access services and the other is in regard to Failover Clustering. In part 1, the role of ARP, Routing Tables and Routing Protocols is demonstrated. This will also require the deployment of example core TCP/IP services. Then the role of Firewalls (software) through IP Packet Filtering is utilised to show how inbound and outbound traffic to the network can be filtered for enhanced security.  The second part of the assessment requires an independent research element into the role of Failover Clustering in enterprise networks. This will provide a more detailed understanding, by attempting to configure the role and detailing the necessary ‘prerequisite’ technologies and resources for successfully implementing a high availability solution. 
This report details the outcomes of implementing the routing tables, protocols, firewalls and packet filtering and provides some research into Failover Clustering.  
1.2 [bookmark: _Toc70693438]Purpose
The tasks mentioned above comprise of Practical work and Observational tasks.
This document is laid out with the following structure:
· Section 1: is this overview.
· Section 2: Covers ARP, Routing Tables, Protocols Firewalls and IP packet filtering.
· Section 3: FTP Server
· Section 4: Routing Tables
· Section 5: IP packet Filtering
· Section 6: Failover Clustering.
· Section 7: Network Policy
Section 2. [bookmark: _Toc70693439]ARP and Routing Tables
Following the worksheets provides the following screenshots:
.
2.1 [bookmark: _Toc70693440]ARP
Arp is an abbreviation for Address Resolution Protocol and it is a protocol for mapping an IP address to a physical MAC address. [1] It is a program that can be run from command line (in MS Windows) that provides the ARP table for any NICs on that system.
Our Virtual Machines have two NICs installed and running the command provides the output below:
On Server 1 check ARP table using arp -a:
 [image: ]
The above displays the client PC1 on 192.168.100.2.

Attempting to PING Server 2 on 192.168.1.101 is successful and the arp table updates as below:
[image: ]
However, attempting to PING devices on the private network from 2nd Server’s 2nd NIC on 192.168.101.x provides the following failure report:
[image: ]
This is not expected and using the command ipconfig displayed a random IP address having been assigned and then a secondary IP address with the word (Duplicate) after it.
At the end of worksheets 1 and 2 these IP addresses were correct and Server 2 and Client2 were able to communicate. These machines have not been run since and the author cannot explain how these random IP addresses have occurred. Research online mentions a VirtualBox anomaly where these IP addresses are created, however, checking the adapters for duplicate IP addresses does not provide answers, the IP addresses in the adapters remain static and setup as originally intended. On some forums, there is mention of re-building the VMs and the network connections, however, in this instance time restrictions mean that this is not possible. 



2.2 [bookmark: _Toc70693441]Route Print
The command ‘Route print’ is another command line entry that displays the routing table on a MS Windows computer. The same output can be achieved with the command ‘netstat -r’, however the route command contains options to filter the output. [2]
Using the route print command provides the following table:
[image: ]

The above table shows the two interfaces one with IP address 192.168.1.100 and the other with 192.168.100.1. 

Section 3. [bookmark: _Toc70693442]FTP server
This section concerns the building of an FTP server within the Server 2 system. It utilises Server Manager to add the feature or role of FTP server to Server2’s capabilities. FTP is an abbreviation of File Transfer Protocol, which provides the mechanism to transfer files between computers. Modern browsers are able to login in to an FTP server to send or receive files. The commands for sending and receiving are ‘put’ and ‘get’, respectively. [3]
3.1 [bookmark: _Toc70693443]Create FTP Server 
Use Server Manager to Add Roles and Features:
[image: ]   
Select Role-based or feature-based installation:
[image: ]
Select Server:
[image: ]







Add Web Server IIS features:
[image: ]

Select FTP server and ensure FTP service is on:
[image: ]

Features installed correctly:
[image: ]

3.1.1 [bookmark: _Toc70693444] Create FTP user
Create ftpuser:
[image: ]


3.1.2 [bookmark: _Toc70693445] Add FTP site to IIS manager
Open the IIS manager, expand the Server, right click on Sites and select Add FTP site:
[image: ]

Complete FTP site details:
[image: ]

Configure the Bindings and SSL settings:
[image: ]

Set authentication and authorisation settings:
[image: ]

And finish:
[image: ]

Set a banner:
[image: ]

3.1.3 [bookmark: _Toc70693446] Enable permissions
Enable permissions within the filesystem:
[image: ]



3.1.4 [bookmark: _Toc70693447] Test
The next section of the worksheets did not work as Client 2 and Server 2 are not communicating across the network. This is not expected as they could communicate at the end of worksheets 1 and 2 and have not been opened since.
However, after setting up the routing and remote access in the next section, some success was observed as below:
[image: ]

Although when the ‘dir’ command is issued the contents of the ftpserver directory are listed. The folder named ‘FTPUploads’ is shown. The notes mention that the text-file should be listed. This does not seem to have occurred and the put command says successful but then reports that access is denied. Due to time constraints and the remote nature of working currently the author was unable to diagnose what had been the issue at this point.


Section 4. [bookmark: _Toc70693448]Routing tables

Routing tables consist of data relating to the network such as subnet and netmask, metrics for the path which the packet will take and next hop or gateway which is the address of the next station to which the packet will be sent on the way to its final destination as below: 
[image: ] [4]
The table is stored within the router or the device acting as a router.

4.1 [bookmark: _Toc70693449]Server-based Routing and Remote Access Service

Add roles and Features within Server Manager and select Remote Access:
[image: ]

Select ‘Direct Access and VPN’ and ‘Routing’:
[image: ]
Review and install:
[image: ]
Installation successful:
[image: ]
Configure Remote Access:

[image: ]
Complete setup:

[image: ]
As per screenshots in worksheet Enable and Configure Routing and Remote access, Custom Configuration and choose LAN Routing. Then start service. 
This was successfully perfomed as can be seen by the green arrow in the following screenshots.

Open server and expand IPv4 section:
[image: ]

Choose new routing Protocol RIP v2 and finish:
[image: ]
Add New interfaces to the RIP, two are listed:
[image: ]

Which provides this screen:
[image: ]
Which has no description in the worksheets… click OK? Do for both networks:
[image: ]

Repeat the steps above for Server 2:

These complete successfully up to the point of starting the service. The error message is given below:
[image: ]

However, windows Firewall is off as setup earlier in the worksheets. As proven below:
[image: ]

[image: ]

The service seems to go on and start however.

Additional notes required for worksheets below:
[image: ]
Altered network adapters to the above on both Clients.
[image: ]
And client 2:
[image: ]
Ping from Server 1 to Server 2 – unsuccessful
[image: ]
Ping from Server 2 to server 1 – successful:
[image: ]

I was unable to run all 4 VMs on the Labstats machine, and so could not test for connectivity between the clients.

However, since setting up the default gateway or the routing and remote access, I can now ping server 2 from client 2. This means that I can now run the FTP test from earlier. This has been described in the previous section.


4.2 [bookmark: _Toc70693450]Task 3a
How do Routers reference which networks they are able to connect to?

Routers contain tables in RAM that store the information of what interfaces are available and where they are, these are directly connected routes. The tables also contain the details of remote connections via gateways and these can be statically configured or dynamically learned through dynamic routing protocols. A better description is given below by CISCO:

The Routing Table (1.3.1.1)
The routing table of a router stores information about the following:
· Directly connected routes—These routes come from the active router interfaces. Routers add a directly connected route when an interface is configured with an IP address and is activated.
· Remote routes—These are remote networks connected to other routers. Routes to these networks can be either statically configured or dynamically learned through dynamic routing protocols.
Specifically, a routing table is a data file in RAM that stores route information about directly connected and remote networks. The routing table contains network or next-hop associations. These associations tell a router that a particular destination can be optimally reached by sending the packet to a specific router that represents the next hop on the way to the final destination. The next-hop association can also be the outgoing or exit interface to the next destination.
Figure 1-33 identifies the directly connected networks and remote networks of router R1.
[image: Figure 1-33]
Figure 1-33 Directly Connected and Remote Network Routes [5]

Section 5. [bookmark: _Toc70693451]IP Packet Filtering
Unfortunately, the previous exercise crashed the remote computer and subsequent access was unavailable within the timescales of this document. The author will revisit this aspect in the future and provide an update to this document.
Section 6. [bookmark: _Toc70693452]Task 5 Failover Clustering
5 a) Give a detailed explanation of the concepts that need careful consideration when considering the usage of such a system. Also show one possible role within the Window Server OS environment that could provision these requirements. You should breakdown the aspects that need consideration when attempting to deploy this role/service
Failover Clustering is defined by Microsoft as below:
‘A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles (formerly called clustered applications and services). The clustered servers (called nodes) are connected by physical cables and by software. If one or more of the cluster nodes fail, other nodes begin to provide service (a process known as failover). In addition, the clustered roles are proactively monitored to verify that they are working properly. If they are not working, they are restarted or moved to another node.
Failover clusters also provide Cluster Shared Volume (CSV) functionality that provides a consistent, distributed namespace that clustered roles can use to access shared storage from all nodes. With the Failover Clustering feature, users experience a minimum of disruptions in service.’ [6]
At a hardware level the following aspects need to be considered:
· Matching Server computers that have the same/similar hardware.
· Network adapters and cables; each network adapter should be dedicated to either network communication or iSCSI, not both.
· Avoid network topology that could have a single point of failure, use multiple distinct networks.
· Implement redundant hardware in the network in case of hardware failure.
· Appropriate Device controllers for the storage iSCSI or Fibre Channel
· Storage
· RAID or Storage Spaces thereon.
· Compatibility of storage solution
· Isolate Storage devices – one cluster per storage device
· Multipath I/O software
· Clustered Storage Spaces [7]
Within the software configuration of a failover cluster the following have to be considered:
· User account with the correct privileges to create cluster
· Cluster Name Account
· Create a unique cluster computer name that gets added to the Computers Container
· All nodes must be in the same AD domain
The following permissions are listed by Microsoft for the accounts:
	Account
	Details about permissions

	Account used to create the cluster
	Requires administrative permissions on the servers that will become cluster nodes. Also requires Create Computer objects and Read All Properties permissions in the container that is used for computer accounts in the domain.

	Cluster name account (computer account of the cluster itself)
	When the Create Cluster wizard is run, it creates the cluster name account in the default container that is used for computer accounts in the domain. By default, the cluster name account (like other computer accounts) can create up to ten computer accounts in the domain.
If you create the cluster name account (cluster name object) before creating the cluster—that is, prestage the account—you must give it the Create Computer objects and Read All Properties permissions in the container that is used for computer accounts in the domain. You must also disable the account, and give Full Control of it to the account that will be used by the administrator who installs the cluster. For more information, see Steps for prestaging the cluster name account, later in this guide.

	Computer account of a clustered service or application
	When the High Availability wizard is run (to create a new clustered service or application), in most cases a computer account for the clustered service or application is created in Active Directory. The cluster name account is granted the necessary permissions to control this account. The exception is a clustered Hyper-V virtual machine: no computer account is created for this.
If you prestage the computer account for a clustered service or application, you must configure it with the necessary permissions. For more information, see Steps for prestaging an account for a clustered service or application, later in this guide.


[8]
Server Manager software is used within Windows to install Failover Clustering as a service. The pre-requisites above have to be met to complete the successful implementation.
Section 7. [bookmark: _Toc70693453]Task 6 Network Policy
6 a) Assume that you are the Head - Network Administrator of an Enterprise Network which operates in multiple locations nationwide. Draft a network policy, Critical business applications high availability practices and security practices for your network. State all assumptions made.

This is an extremely wide ranging question without parameters to define the type of business. The network policy would be dependent on the business itself.
A Network Policy is defined by Cisco as :
‘Network policy is a collection of rules that govern the behaviors of network devices. Just as a federal or central government may lay down policies for state or districts to follow to achieve national objectives, network administrators define policies for network devices to follow to achieve business objectives.’ [9] 
The considerations listed by Cisco that would be made for the creation of the business policy are as follows:
What do policies govern?
Policies don't exist in a vacuum. All network devices, users, and applications should be governed by those policies.
· Users - Effective policies need to recognize all types of users. Clearly, an admin user should have different rights and be able to do a wider array of tasks on the network than a guest user. Likewise, a financial user needs access to business-critical financial data, while a security guard does not.
· User and IoT devices - Access privileges provided to devices form key policies, especially as IoT expands. A policy could enable people to perform more tasks and access more types of information than a connected temperature sensor or printer. In fact, policies should expressly prohibit a moisture sensor from accessing a financial database.
· Applications - Not all applications are equal, and policies should reflect that. Bandwidth is always limited, so polices should prioritize traffic from business-critical applications over traffic from social media, for example.
· Data Type - Similarly, not all data types are of equal importance. Critical financial data demands a more restrictive policy. Video traffic may demand a specific quality-of-service (QoS) policy to help optimize performance levels.
· Location - Location can be an important policy attribute. As telecommuting becomes more widespread, users' locations may affect their security profiles and what applications and data they can access. For example, a user may access a human resources data base from the privacy of their home office, but not while working from a public coffee shop. [9]
There are different types of Network Policy and these are listed below:
[bookmark: _Toc70693454]Access and security
These govern whether a given user or thing will become part of the network and what resources the person or device can access. Access and security policies might be the most important types of policies, since the security of data and applications depends on them.

[bookmark: _Toc70693455]Application and QoS
These define the relative importance of various applications and how the traffic for each should be prioritized.

[bookmark: _Toc70693456]Traffic routing and service insertion
These govern how traffic from certain types of users should be routed, such as guest traffic through a firewall.

[bookmark: _Toc70693457]IP-based versus group- or role-based
Policies can be defined on an IP-address level or by role. Role-based policies are dynamic, offer more flexibility, are easier to automate, and support user and device mobility. IP-based policies are static, do not scale, and are best suited for an environment that doesn't change much. [9]

There can be difficulties with enforcing Network Policies, which stem from Ad-Hoc growth where the networks evolve over time, new sections and requirements are addressed by different companies or managers, acquisitions and mergers can also affect Policies as differing technologies are patched together.
To make effective policies, Cisco list the following to be taken into account to help:
1. Identify - Figure out who and what is on the network. Users may have brought their own devices, and departments may have plugged in IoT devices without administrator knowledge. Without an inventory of devices, and their security postures (locations, operating systems, latest software patches and updates, etc.), it's difficult to set policies that govern their uses and places in the network.
2. Visualize - Understand how users and devices communicate. If you're starting from scratch, you can preplan, but you don't always have that luxury.
3. Define - Once you have a solid idea of how your network is being used, you can start to define policies that will permit, deny, or modify those flows.
4. Model - After visualizing and defining your policies but before putting them in place, do a "dry run" to determine what effects the policies will have on users, traffic, and performance.
5. Activate - Here, you activate network devices to enforce policies as per the functions they perform.
6. Extend - Sometimes, activating policies in just one network isn't enough. In this age of connectedness, consistent policies must permeate all networks within the enterprise – campus, branch, WAN, and data center, as well as the ecosystem, such as ITSM. Extending policies would make all networks collaborate to fulfill business intent.
7. Assure - It's not enough to define, model, and activate policies. You need to help ensure that they're being followed and getting the job done. Here, you analyze the network and evaluate whether it is enforcing the policies and identify any fine-tuning you may need to do. [9]
Also, group policy settings for the users are imperative to creating a secure network, a list of 10 group policy settings have been provided by  D.Murphy which are considered important to network security, these have been mentioned on the last worksheet. They include Restricting access to control panel/command prompt, storing LAN manager hashes, stopping access to external storage devices. [10]
It is also important to remember that as well as IP packet filtering, that unused ports are shutdown as these have been implemented within certain malware, especially ransomware which has been prevalent in recent years.
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C:\Users\Administrator>ping 192.168.1.161
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C:\Users\Administrator>
C:\Users\Administrator>ping 192.168.161.1

Pinging 192.168.161.1 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.101.1
Packets: Sent = 4, Received = ©, Lost = 4 (106% loss),

C:\Users\Administrator>ping 192.168.161.2

Pinging 192.168.161.2 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.101.2
Packets: Sent = 4, Received = O, Lost = 4 (106% loss),

C:\Users\Administrators,
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The routing table consists of at least three information fields:
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route will go in the direction of the gateway with the lowest metric.
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packet is to be sent on the way to its final destination
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