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Abstract 
Ransomware investigations frequently depend on volatile evidence that may disappear or change as a system continues to operate. This research investigates how the timing of volatile-memory acquisition influences the recovery and interpretation of ransomware-related artefacts within a Windows 10 environment. The study focuses specifically on whether different acquisition points provide different levels of investigator-readable evidence and evaluates the effectiveness of Volatility 3 and supporting forensic techniques for analysing these artefacts.
A controlled experimental methodology was implemented within an isolated virtualised environment consisting of a Windows 10 victim system, SIFT Workstation and a supporting Kali Linux virtual machine. Rather than deploying live ransomware, a benign PowerShell-based ransomware-behaviour simulation was used to generate controlled file-renaming and related artefacts without introducing malicious software. Memory images were acquired using WinPmem at different experimental stages, including a structured PRE, MID and POST sequence during T2. SHA-256 hashing supported post-acquisition evidence integrity, while Volatility 3 plugins and string examination were used to identify and correlate process, command-line, memory-region and textual artefacts.
The results demonstrated that acquisition timing influenced artefact visibility under the tested conditions. The T2 MID acquisition produced the richest combination of simulation-related evidence, including PowerShell activity and references to Rename-Item and .locked, while some of these artefacts were not identified in the corresponding PRE and POST examinations. T3 additionally demonstrated the presence of the WinPmem acquisition footprint within captured memory. The findings also showed that no individual forensic technique provided sufficient context independently.
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[bookmark: _Toc240914019][bookmark: _Toc241003465]Chapter 1: Introduction 
[bookmark: _Toc240914020][bookmark: _Toc241003466]1.1 Background and Context
Ransomware has become a significant cybersecurity challenge because of its ability to encrypt valuable data, disrupt normal operations and restrict access to critical systems. Consequently, ransomware is increasingly examined not only as a prevention and detection problem but also from a digital forensic perspective. Following an incident, investigators may need to reconstruct the processes, commands and system activities associated with suspicious behaviour rather than relying solely on persistent artefacts such as encrypted files.
Within this context, Hamid and Rahman [1] highlight the importance of volatile-memory forensics for examining temporary information held within a running system. Their review demonstrates that memory analysis can reveal transient evidence that may not remain available through storage-based investigation alone, including active processes, process relationships and execution-related information. Ransomware-focused research has similarly shown that memory-derived characteristics can support the identification of ransomware activity, reinforcing the value of RAM as an investigative evidence source [2].
However, the forensic value of volatile memory is accompanied by an important limitation: memory continues to change while a system is operating. Rzepka et al. [3] demonstrated through Windows 10 experiments using WinPmem that inconsistencies can occur during live memory acquisition, challenging the assumption that a captured image represents a perfectly static system state. Acquisition timing introduces a related problem. Hirano and Kobayashi [4], through their FIMAR approach, demonstrated the value of acquiring memory across multiple temporal points when reconstructing ransomware-related activity. Considered together, these studies suggest that the evidence recovered from volatile memory can be influenced both by the acquisition process and by when acquisition takes place.
Building on this issue, the present study investigates ransomware-related artefacts in Windows 10 volatile memory using a controlled benign ransomware-behaviour simulation. Memory is acquired at different experimental stages using WinPmem and subsequently analysed within SIFT Workstation using Volatility 3 and supporting forensic techniques. By comparing the resulting process, command-line and string-based evidence across acquisition stages, the study examines how acquisition timing influences the availability and interpretation of ransomware-related forensic artefacts.
[bookmark: _Toc240914021][bookmark: _Toc241003467]1.2 Problem Statement
Although volatile memory can provide valuable evidence during ransomware investigations, its transient nature creates an important forensic problem. Artefacts visible during execution may change or disappear as processes terminate and memory is reused [1]. This problem is complicated further by the acquisition process itself, as live memory capture occurs while the target system continues to operate and may therefore contain inconsistencies [3]. Temporal approaches such as FIMAR further indicate that evidence availability can differ across acquisition points [4].
A practical question therefore remains concerning how acquisition timing affects the recovery and interpretation of ransomware-related artefacts in a controlled Windows environment. This study addresses that question experimentally by comparing Windows 10 volatile-memory evidence acquired at different stages of a benign ransomware-behaviour simulation using WinPmem, SIFT Workstation and Volatility 3.
[bookmark: _Toc240914022][bookmark: _Toc241003468]1.3 Research Aim
The primary aim of this research is to investigate how the timing of volatile-memory acquisition influences the recovery and interpretation of ransomware-related artefacts within a Windows 10 environment. Through a controlled ransomware-behaviour simulation, memory is acquired at different experimental stages using WinPmem and subsequently examined within SIFT Workstation using Volatility 3 and supporting forensic techniques.
[bookmark: _Toc240914023][bookmark: _Toc241003469]1.4 Research Objectives
To achieve the research aim, the study is guided by three objectives:
RO1: To critically examine contemporary literature concerning ransomware behaviour, volatile-memory forensics, memory acquisition and forensic analysis techniques, with particular attention to the challenges associated with recovering transient evidence.
RO2: To design and conduct a controlled ransomware-behaviour simulation within a Windows 10 virtual environment, acquiring volatile-memory evidence using WinPmem at different experimental stages to represent changes in system activity over time.
RO3: To analyse and compare the acquired memory evidence within SIFT Workstation using Volatility 3 and supporting forensic techniques, including process, command-line, memory-region and string analysis, to evaluate how acquisition timing influences the identification and interpretation of ransomware-related artefacts.
Together, these objectives establish a progression from reviewing existing research, through controlled experimentation, to the comparative evaluation of the resulting forensic evidence.
[bookmark: _Toc240914024][bookmark: _Toc241003470]1.5 Research Questions
Based on the research aim and objectives outlined above, the study addresses the following research questions:
RQ1: What ransomware-related artefacts can be identified within Windows 10 volatile memory following a controlled ransomware-behaviour simulation?
RQ2: How does the timing of volatile-memory acquisition affect the ransomware-related artefacts recoverable from Windows 10 memory?
RQ3: How effectively can Volatility 3 and supporting forensic techniques identify and correlate ransomware-related activity across different memory-acquisition stages?
These questions provide a clear direction for the experimental investigation. RQ1 focuses on identifying the forensic artefacts present within the acquired memory, while RQ2 examines whether those artefacts differ according to the point of acquisition. RQ3 evaluates the usefulness of the forensic analysis techniques employed in identifying and correlating evidence across the different experimental stages. Together, the questions connect the existing literature, experimental design and subsequent evaluation of the findings.
[bookmark: _Toc240914025][bookmark: _Toc241003471]1.6 Significance of the Research
Rather than proposing a new ransomware-detection method or memory-acquisition tool, this study contributes a controlled experimental examination of how investigator-readable volatile-memory artefacts vary across different acquisition stages when conventional software-based live acquisition is used. By combining WinPmem acquisition with Volatility 3 process, relationship, command-line and memory-region analysis alongside string examination, the research connects three issues that are often considered separately in existing work: ransomware-related memory evidence, acquisition timing and the limitations of live memory capture. The contribution therefore lies not only in demonstrating that ransomware-related artefacts can be recovered from memory, but in examining how their visibility and interpretative value change across a known experimental timeline. This provides practical insight into why the timing and context of acquisition should be considered when reconstructing ransomware-related activity. The principal project deliverable is therefore an experimental evaluation of acquisition timing in Windows 10 memory forensics, supported by a documented and reproducible workflow for memory acquisition, integrity verification, artefact analysis and cross-stage comparison.
[bookmark: _Toc240914026][bookmark: _Toc241003472]1.7 Scope and Limitations
This research is limited to the forensic examination of volatile memory within a controlled, virtualised Windows 10 environment. A benign ransomware-behaviour simulation is used rather than live ransomware, allowing relevant activity to be reproduced without introducing unnecessary security risks. Memory acquisition is performed using WinPmem, while SIFT Workstation, Volatility 3 and selected supporting techniques are used for forensic analysis. Although this approach provides a controlled environment for comparing evidence across different acquisition stages, it does not reproduce every aspect of a real-world ransomware incident. Consequently, the findings should not be generalised to all ransomware families, Windows versions, acquisition tools or operational environments.
[bookmark: _Toc240914027][bookmark: _Toc241003473]1.8 Dissertation Structure
The remainder of this dissertation is organised into seven chapters, progressing from the theoretical basis of the research through the experimental investigation, analysis of findings, conclusions and reflection.
Chapter 2: Critical Literature Review
This chapter critically reviews existing research relating to ransomware, volatile-memory forensics, memory acquisition and temporal analysis. It compares relevant approaches and limitations in previous studies before identifying the research gap addressed by the present investigation.
Chapter 3: Research Methodology
This chapter explains the methodological approach adopted for the study and justifies the use of controlled experimental research. It describes the research approach, data collection and analysis methods, validity and reliability considerations, ethical and safety measures, and methodological limitations.
Chapter 4: Experimental Design
This chapter presents the design of the controlled virtualised environment used to investigate Windows 10 volatile memory. It describes the experimental architecture, forensic tools, benign ransomware-behaviour simulation and the T0–T3 experimental stages, with particular emphasis on the T2 PRE, MID and POST acquisition sequence.
Chapter 5: Experimental Implementation
This chapter describes how the experimental design was implemented in practice. It documents the preparation of the environment, execution of the controlled experimental stages, memory acquisition using WinPmem, integrity verification and subsequent forensic analysis using Volatility 3 and supporting techniques.
Chapter 6: Results, Evaluation and Discussion
This chapter presents, compares and critically discusses the forensic evidence recovered from the experimental memory images. Particular attention is given to differences between the T2 PRE, MID and POST acquisitions, with T1 and T3 providing supporting observations, before the findings are interpreted against the research questions and existing literature.
Chapter 7: Conclusions and Recommendations
This chapter summarises the principal findings and evaluates the extent to which the research aim and objectives were achieved. It also identifies the limitations of the study, provides recommendations for forensic practice and proposes areas for future research.
Chapter 8: Reflection
This chapter reflects on the planning, practical implementation and challenges encountered during the research project. It considers the technical and research skills developed during the study and identifies improvements that could be made if the investigation were repeated.



[bookmark: _Toc240914028][bookmark: _Toc241003474]Chapter 2: Critical Literature Review 
[bookmark: _Toc240914029][bookmark: _Toc241003475]2.1 Introduction
This chapter critically reviews research relevant to ransomware investigation and volatile-memory forensics, establishing the theoretical and technical basis for the experimental study. The review focuses on ransomware behaviour, the evidential value of volatile memory, live-memory acquisition, acquisition timing and the interpretation of memory-resident artefacts. Particular attention is given to the tension between the value of RAM as a source of transient evidence and the difficulty of obtaining a stable representation of a system that remains active during acquisition.
Rather than treating previous studies independently, the literature is compared according to its purpose, experimental approach and limitations. This is important because existing work ranges from investigator-led memory analysis to automated ransomware detection and specialised acquisition architectures. The chapter therefore distinguishes findings that directly inform the present experiment from broader research that demonstrates the developing capabilities of memory forensics. The final sections identify the research gap addressed by the controlled Windows 10 experiment.
[bookmark: _Toc240914030][bookmark: _Toc241003476]2.2 Ransomware Behaviour and the Need for Memory Forensics
Volatile-memory forensics has developed into an important component of digital investigation because RAM can preserve information associated with a system's current or recent activity. Hamid and Rahman's review [1] identifies processes and other transient information among the evidence that memory analysis can expose. This complements persistent-storage examination because some execution-related information may change or disappear once processes terminate or memory is reused.
Ransomware provides a particularly relevant context for this problem. Aljabri et al. [2] demonstrated that memory-derived features can distinguish ransomware activity using machine-learning techniques. Their results support the evidential value of RAM, although automated classification differs from the investigator-led interpretation undertaken in this research. The distinction is important: demonstrating that a classifier can recognise ransomware-related patterns does not necessarily explain which individual artefacts remain visible to an investigator at different points in time.
The reliability of the captured memory also requires consideration. In experiments involving more than 180 Windows 10 memory dumps, Rzepka et al. [3] found inconsistencies during WinPmem-based live acquisition. Their findings challenge the convenient assumption that a software-acquired memory image represents one perfectly static instant. Hirano and Kobayashi [4] approach the temporal problem differently through FIMAR, which enables memory to be considered across multiple acquisition points. Together, these studies establish two closely related issues for forensic interpretation: memory changes over time, while the acquisition process itself may also affect the state being captured.
Ransomware-specific memory research reinforces the need for contextual interpretation. Oh et al. [5] investigated ransomware-process triage across memory dumps from five ransomware families and highlighted process masquerading as a difficulty when separating ransomware from legitimate activity. Consequently, process names alone provide weak evidence. Jakobsen [6] similarly presents running processes and transient system information as important memory-forensic sources, supporting the use of multiple artefact categories rather than a single indicator.
Memory may also retain material with direct investigative significance. Fernandez de Loaysa Babiano et al. [7] examined live forensic techniques against Salsa20-based cryptographic ransomware and recovered encryption-related material from volatile memory, with high recovery rates under some tested conditions. Their work illustrates the potential value of acquisition during execution, although cryptographic-material recovery is a narrower objective than reconstructing process and command activity. Block [8] further demonstrates that modifications within Windows memory-mapped executable images can be examined forensically, while also showing why suspicious memory behaviour requires cautious interpretation. These studies collectively support memory analysis, but they also show that the meaning of an artefact depends heavily on context.
[bookmark: _Toc240914031][bookmark: _Toc241003477]2.3 Windows Volatile Memory as a Source of Forensic Evidence
The method used to acquire RAM is inseparable from the evidence subsequently analysed. Rzepka et al. [9] extend their earlier work through a scenario-based assessment of acquisition tools, showing that weaknesses in acquisition can have different investigative consequences depending on the analysis being performed. This is significant because acquisition quality should not be evaluated only by whether a dump is successfully produced; its suitability also depends on what investigators intend to recover from it.
Ransomware-oriented work demonstrates the practical interest in this evidence source. Thaseen et al. [10] examine memory forensics specifically in relation to ransomware analysis, while Hirano and Kobayashi's RanSMAP dataset [11] approaches ransomware through storage- and memory-access patterns intended to support deep-learning detection. These studies operate at different analytical levels, but both reinforce the importance of runtime behaviour. RanSMAP is particularly useful in demonstrating that ransomware can leave measurable memory-access patterns, although such datasets do not directly answer how investigator-readable artefacts vary between individual live acquisitions.
The broader ransomware literature also places memory evidence within a larger behavioural problem. Begovic et al. [12] survey cryptographic ransomware encryption detection, while Zhao et al. [13] examine evasive ransomware and defensive approaches. Both demonstrate that ransomware investigation cannot be reduced to identifying encrypted files after the event. However, their broad detection and defence focus leaves a more specific forensic question concerning what transient evidence remains observable during different stages of execution.
This question reflects wider challenges within digital forensics. Breitinger et al. [14], in their review of a decade of DFRWS EU research, illustrate the continuing development and diversification of digital-forensic methods. Within memory forensics specifically, Fernández-Álvarez and Rodríguez [15] show that evidence distributed across single or multiple memory dumps can assist module extraction and DLL-hijacking detection. Although their research is not ransomware-focused, it supports the principle underlying temporal comparison: separate captures may preserve different information.
Interpretation also matters as much as extraction. Khalid et al. [16] propose an explainable-AI direction for digital-forensic investigations, reflecting a broader concern that analytical outputs need to be understandable and defensible. This is relevant to the present research even though it does not employ XAI. Process listings, command lines, memory regions and strings are useful only when investigators can relate them to activity and explain the basis for their conclusions.
[bookmark: _Toc240914032][bookmark: _Toc241003478]2.4 Memory Acquisition Techniques and Forensic Integrity
Research outside ransomware demonstrates how varied the evidential contents of memory can be. Baier et al. [17] examine the identification and extraction of TLS key material, while Hilgert et al. [18] investigate the applicability of memory forensics to Apache2 web servers. These studies address different systems and artefacts, yet both illustrate that volatile memory can expose information that is difficult to obtain from persistent evidence alone.
Database research provides another example. Nissan et al. [19] use machine learning to reverse-engineer query activity from database memory, whereas Wagner et al. [20] investigate cache patterns for log verification. The significance of these studies to ransomware forensics is indirect but useful: they demonstrate that residual runtime structures can support reconstruction even when the investigator's target activity has already interacted with a complex application environment.
The same principle extends to programming runtimes and malware analysis. Ali, Case and Ahmed [21] investigate the Python runtime environment from a memory-forensic perspective and subsequently examine automated detection and analysis of Go malware [22]. Their work illustrates both the increasing complexity of memory evidence and the movement towards specialised analytical methods. However, such specialisation also limits direct transferability; techniques designed for runtime reconstruction or Go malware do not necessarily explain the visibility of PowerShell-based ransomware-related activity in Windows 10.
Acquisition technology is likewise evolving. Turicu and Oniga [23] investigate FPGA-assisted volatile-memory forensics for bare-metal malware analysis, representing a substantially different approach from conventional software acquisition. Mystakidis et al. [24] instead use explainable AI and ensemble classification for malware detection from memory artefacts. These approaches demonstrate the breadth of contemporary research but also reveal a practical divide: advanced hardware or AI-based techniques may improve acquisition or classification, while many investigations still depend on accessible software tools and investigator interpretation.
[bookmark: _Toc240914033][bookmark: _Toc241003479]2.5 Acquisition Timing and Artefact Persistence
Memory evidence should not be treated as a replacement for persistent forensic sources. Nayak et al. [25] consider ransomware investigation and recovery using the Autopsy digital-forensics platform, while Dafoe et al. [26] explore per-file recovery through file-system forensics and flash-translation-layer data extraction. These approaches demonstrate that ransomware can be investigated at multiple layers. Memory contributes runtime context; disk and lower-level storage examination may preserve evidence or recovery opportunities after volatile artefacts have disappeared.
Machine-learning research adds another perspective. Alraizza and Algarni [27] survey ransomware detection using machine learning, illustrating the growing emphasis on automated behavioural classification. When considered alongside memory-feature approaches [2], [11], this work shows considerable progress in ransomware detection. However, detection accuracy and forensic reconstruction are different objectives. An automated model may indicate ransomware-like behaviour without showing an investigator how process relationships, commands or readable strings changed between acquisition stages.
[bookmark: _Toc240914034][bookmark: _Toc241003480]2.6 Memory Analysis Using Volatility 3
The present research adopts conventional, accessible forensic tooling rather than developing a new detector. The Volatility Foundation's parity release [28] reflects the maturation of Volatility 3, while the framework documentation [29] establishes its role in extracting forensic information from memory images. The Windows documentation [30] provides the basis for the plugins used in this study, including windows.pslist, windows.pstree, windows.cmdline and windows.malfind.
These plugins provide complementary perspectives. Process enumeration can identify activity present in a memory image; process-tree examination adds parent-child context; command-line recovery may reveal how a process was invoked; and malfind can identify memory regions warranting further investigation [30]. None should independently be treated as proof of ransomware. Block's findings [8] are particularly relevant here because executable-memory behaviour can have legitimate as well as suspicious explanations. Correlation is therefore preferable to interpreting isolated plugin output.
SIFT Workstation provides the forensic environment used for this analysis [31], while WinPmem provides the Windows memory-acquisition capability [32]. Their roles should be distinguished: WinPmem collects the live memory image, whereas SIFT hosts the subsequent analysis workflow. This separation does not remove acquisition effects, because WinPmem must execute on the target system. The acquisition process can therefore become part of the captured activity, an issue directly consistent with the acquisition-reliability concerns raised by Rzepka et al. [3], [9].
Operational ransomware guidance provides additional context. The joint StopRansomware guidance [33] presents ransomware as an incident requiring coordinated detection, response and evidence preservation. MITRE ATT&CK characterises data encryption for impact as technique T1486 [34], while PowerShell is represented under Command and Scripting Interpreter as T1059.001 [35]. These sources provide useful behavioural terminology for the experiment, but they do not establish that the presence of PowerShell or a file-renaming action independently proves ransomware. In this research, those behaviours are known components of a controlled benign simulation and are interpreted alongside the experimental timeline.
[bookmark: _Toc240914035][bookmark: _Toc241003481]2.7 Ransomware Artefact Identification in Volatile Memory
The reviewed literature reveals three related but only partly connected research directions. First, ransomware studies demonstrate that volatile memory can support process triage, feature-based detection and recovery of encryption-related material [2], [5], [7], [10], [11]. Their strength lies in demonstrating that RAM contains useful ransomware-related evidence, but their principal objectives are generally detection, triage or recovery rather than comparison of investigator-readable artefacts across conventional live-acquisition stages.
Second, temporal and acquisition-quality studies expose limitations in treating memory as a stable evidence source. FIMAR demonstrates the value of examining memory over time [4], while Rzepka et al. show that software-based Windows memory acquisition may itself contain inconsistencies [3], [9]. FIMAR's specialised thin-hypervisor architecture, however, differs substantially from a practical WinPmem workflow. The results therefore establish the importance of temporal analysis without directly resolving what an investigator should expect when using conventional live acquisition.
Third, broader memory-forensics research demonstrates increasingly sophisticated extraction, reconstruction and automated analysis across executable images, encryption material, databases, programming runtimes and malware [8], [17]–[24]. This breadth confirms the forensic potential of memory but also highlights growing methodological specialisation. Much of this work answers questions different from those encountered when an investigator compares straightforward process, command-line, memory-region and string evidence across a known ransomware-related timeline.
A narrower gap therefore remains at the intersection of acquisition timing, conventional live-memory capture and investigator-led interpretation of ransomware-related artefacts. Existing work establishes that memory is valuable, temporal change matters and acquisition can introduce inconsistencies but these issues are less often examined together using an accessible Windows forensic workflow.
The present study addresses this gap through a controlled benign ransomware-behaviour simulation in Windows 10. WinPmem is used to acquire memory at different experimental stages, with the structured PRE, MID and POST sequence providing the principal temporal comparison. Volatility 3 and string examination are then used to correlate process, parent-child, command-line, memory-region and textual evidence. The design does not claim to reproduce the complexity of genuine ransomware, nor does it assume that every difference between captures is caused solely by timing. Instead, it examines artefact visibility against a known experimental sequence while retaining live-acquisition inconsistency as an alternative explanation.
[bookmark: _Toc240914036][bookmark: _Toc241003482]2.8 Critical Comparison of Existing Experimental Approaches
The literature demonstrates that volatile memory can preserve valuable evidence of ransomware and other runtime activity, but its forensic interpretation is complicated by continuous system change and the effects of live acquisition. Ransomware research establishes the value of memory-derived evidence, while temporal and acquisition-quality studies show why the point and method of capture matter. Broader memory-forensic research further demonstrates the importance of contextual and increasingly specialised analysis.
The principal gap concerns how investigator-readable ransomware-related artefacts vary across acquisition stages when conventional software-based live acquisition is used. The experimental methodology developed in the following chapter addresses this gap by combining controlled ransomware-like activity, staged WinPmem acquisition and correlated Volatility 3 and string analysis.
Table 2.1: Comparative analysis of selected approaches relevant to ransomware memory forensics and acquisition timing
[bookmark: _Toc240982980]Table 1Comparative analysis of selected approaches
	Study
	Main Focus
	Approach / tools
	Key contribution
	Limitation relevant to this study

	Rzepka et al. [3]
	Reliability of Windows memory acquisition
	Windows 10 memory dumps; WinPmem
	Demonstrated inconsistencies during live memory acquisition
	Focuses on acquisition consistency rather than ransomware-related temporal artefact comparison

	Hirano and Kobayashi [4]
	Temporal memory forensics
	FIMAR; incremental memory acquisition
	Demonstrated value of examining memory across multiple temporal points
	Uses a specialised thin-hypervisor architecture rather than conventional software-based live acquisition

	Oh et al. [5]
	Ransomware process triage
	Memory dumps; LLM-based analysis
	Demonstrated usefulness of memory evidence for identifying ransomware processes
	Focuses on process triage rather than changes in investigator-readable artefacts across acquisition stages

	Fernandez de Loaysa Babiano et al. [7]
	Ransomware cryptographic evidence
	Live forensic techniques; Salsa20 ransomware
	Demonstrated that volatile memory can preserve encryption-related evidence
	Focuses primarily on cryptographic-material recovery rather than broader temporal artefact comparison

	Rzepka et al. [9]
	Quality of memory-acquisition tools
	Scenario-based acquisition assessment
	Showed that acquisition quality can affect subsequent forensic investigation
	Primary focus is acquisition reliability rather than temporal ransomware reconstruction

	Aljabri et al. [2]
	Ransomware detection
	Machine learning using memory features
	Demonstrated that memory-derived features can support ransomware classification
	Automated classification does not directly explain how investigator-readable evidence changes over time

	Present study
	Acquisition timing and ransomware-related artefact visibility
	WinPmem, SIFT Workstation, Volatility 3, strings
	Compares investigator-readable artefacts across controlled acquisition stages, particularly T2 PRE/MID/POST
	Controlled benign simulation, virtualised Windows 10 environment and limited non-identical experimental trials



Table 2.1 demonstrates that existing studies address several important aspects of volatile-memory forensics, including acquisition reliability, temporal analysis, ransomware detection and artefact recovery. However, these approaches generally examine these issues separately or employ specialised acquisition and automated analytical techniques. Comparatively limited attention has been given to how investigator-readable ransomware-related artefacts vary across defined acquisition stages when conventional software-based live-memory acquisition is used. The present study addresses this narrower gap through controlled WinPmem acquisition and correlated Volatility 3 and string analysis within a Windows 10 environment.
[bookmark: _Toc240914037][bookmark: _Toc241003483]2.9 Research Limitations, Gaps and Positioning of This Study
A specific gap emerges at the intersection of acquisition timing, practical live-memory capture and investigator-led artefact interpretation. FIMAR [4] demonstrates the value of temporal memory acquisition but relies on a specialised thin-hypervisor architecture. Ransomware-focused studies such as Oh et al. [5] and Aljabri et al. [2] establish the value of memory-derived evidence but primarily address process triage or automated classification. Conversely, Rzepka et al. [3], [9] demonstrate that software-based live acquisition can introduce inconsistencies, although their principal concern is acquisition reliability rather than temporal changes in ransomware-related artefacts. These studies therefore address related aspects of the problem but leave comparatively limited experimental investigation of how investigator-readable ransomware-related artefacts vary across acquisition stages when conventional live-memory acquisition is used.
The present study addresses this narrower gap through a controlled benign ransomware-behaviour simulation in Windows 10. Memory acquired with WinPmem at different experimental stages is examined using Volatility 3 and string analysis to compare process, parent-child, command-line, memory-region and textual evidence. The study does not attempt to reproduce the full behavioural complexity of genuine ransomware or assume that differences between memory images result exclusively from acquisition timing. Instead, artefact visibility is examined against a known experimental timeline while live-acquisition inconsistency is retained as an alternative explanation for observed variations. This positions the study between temporal memory analysis and practical live-memory forensics and provides a focused basis for examining how acquisition timing affects forensic interpretation.
[bookmark: _Toc240914038][bookmark: _Toc241003484]2.10 Chapter Summary
This chapter critically reviewed research concerning ransomware behaviour, volatile-memory forensics, memory acquisition and artefact analysis. Existing studies demonstrate that RAM can preserve valuable runtime evidence while also showing that its forensic value is affected by temporal change and the limitations of live acquisition [3], [4], [9]. Ransomware-focused research further demonstrates the usefulness of memory-derived evidence for process identification, behavioural analysis and automated detection [2], [5], [11].
The review identified comparatively limited research combining practical software-based live-memory acquisition with temporal comparison of investigator-readable ransomware-related artefacts. This gap provides the basis for the experimental approach adopted in this study. The following chapter therefore presents the methodology used to investigate how acquisition timing influences the recovery and interpretation of ransomware-related volatile-memory evidence.


[bookmark: _Toc240914039][bookmark: _Toc241003485]Chapter 3: Research Methodology 
[bookmark: _Toc240914040][bookmark: _Toc241003486]3.1 Introduction
This chapter explains the methodology used to investigate how the timing of volatile-memory acquisition influences the recovery and interpretation of ransomware-related artefacts. A controlled experimental approach was adopted in which Windows 10 memory was acquired at different stages of a benign ransomware-behaviour simulation and subsequently analysed and compared.
The chapter describes the research philosophy, approach and experimental strategy, followed by the methods used for data collection and analysis. Measures supporting validity, reliability and reproducibility are also considered, together with the ethical, safety and methodological limitations of the research.
[bookmark: _Toc240914041][bookmark: _Toc241003487]3.2 Research Philosophy
The study adopts a pragmatic and empirical research philosophy because it investigates an observable forensic problem through practical experimentation. The research questions require evidence obtained from Windows 10 volatile memory to be examined across different acquisition stages rather than addressed through theoretical analysis alone.
A pragmatic position allows methods to be selected according to their usefulness in answering these questions. Process information, parent-child relationships, command-line activity, memory regions and recoverable strings are therefore examined as complementary evidence. Interpretation is grounded in the experimental results while recognising the limitations associated with live-memory acquisition.
Alternative philosophical positions were considered but were less suitable for the present investigation. A strictly positivist position could support objective measurement of observable artefacts, but the interpretation of volatile-memory evidence also requires contextual judgement because an identified process, string or memory region does not independently establish its forensic significance. Conversely, an interpretivist philosophy would be more appropriate for research concerned primarily with human experiences, perceptions or meanings and was therefore less applicable to the technical evidence examined in this study. Pragmatism was consequently adopted because it allowed empirical evidence to be examined systematically while retaining the contextual interpretation required in digital-forensic analysis.

[bookmark: _Toc240914042][bookmark: _Toc241003488]3.3 Research Approach
An empirical, experimental and comparative approach was adopted. Technical evidence was generated directly within a controlled Windows 10 environment, with the acquired memory images and extracted artefacts forming the primary research data.
The experimental component involved a controlled benign ransomware-behaviour simulation followed by volatile-memory acquisition at defined stages. Comparative analysis was then used to establish whether relevant artefacts appeared, persisted, changed or were no longer identified between acquisition points. The analysis focused on process information, parent-child relationships, command-line activity, potentially suspicious memory regions and readable strings.
Statistical significance testing was not applied because the experiment was not designed to estimate a population-level effect from a large sample. Instead, it provided an artefact-level comparison within defined experimental conditions. Individual indicators were therefore interpreted alongside other recovered evidence and the known experimental timeline rather than being treated as independent confirmation of ransomware-related activity.
Similarly, qualitative methods such as interviews, questionnaires and case-study accounts would not directly answer the research questions, which concern artefacts recovered from volatile memory. The investigation therefore used an experimental and comparative approach in which observable technical artefacts were identified and compared across defined acquisition stages. This allowed the analysis to focus on whether evidence appeared, persisted, changed or was no longer identified, while forensic significance was established through correlation with other artefacts and the known experimental timeline.
[bookmark: _Toc240914043][bookmark: _Toc241003489]3.4 Research Strategy
A controlled laboratory experiment was selected because it enabled ransomware-related behaviour and memory acquisition to be examined under predefined conditions. The virtualised laboratory consisted primarily of a Windows 10 victim system, SIFT Workstation and a supporting Kali Linux virtual machine. Rather than deploying live ransomware, a benign PowerShell-based ransomware-behaviour simulation reproduced selected activities, including modification and renaming of researcher-created test files. This provided control over the experimental activity without introducing functional ransomware.
A clean baseline acquisition, T0, established a reference state. Subsequent trials T1, T2 and T3 examined memory around the controlled activity, with T2 providing the principal PRE, MID and POST temporal comparison. This design was informed by temporal memory-forensics research demonstrating that different acquisition points can preserve different investigative information [4].
VirtualBox snapshots were created at key experimental checkpoints to preserve known states and support controlled restoration where required. Recovered evidence was interpreted against the documented experimental timeline rather than assuming that every difference between memory images resulted from the simulation.
[bookmark: _Toc240914044][bookmark: _Toc241003490]3.5 Data Collection
WinPmem was used consistently to acquire Windows volatile memory throughout the experiment. Software-based live acquisition occurs while the operating system remains active, meaning that the resulting image cannot automatically be regarded as a perfectly static representation of one instant. Previous Windows memory-acquisition research has demonstrated the possibility of inconsistencies during this process [3], [9].
Collection began with the T0 clean baseline. Further memory images were obtained during T1, T2 and T3. T2 generated the principal temporal dataset through PRE, MID and POST acquisition stages, while T1 and T3 provided supporting experimental observations rather than identical replications.
Following acquisition, SHA-256 hashes were calculated and recorded for the memory images. Hashing was used to verify post-acquisition integrity and was not interpreted as evidence that the system had remained static during live capture. The memory images, Volatility 3 outputs and relevant string-analysis results were retained as the experimental dataset.
[bookmark: _Toc240914045][bookmark: _Toc241003491]3.6 Data Analysis
Memory images were analysed within SIFT Workstation using Volatility 3 and supporting string examination. Multiple artefact categories were used because an isolated process or memory indicator may have legitimate explanations and should not independently be interpreted as evidence of ransomware-related activity [5], [8].
windows.pslist was used to examine process information, while windows.pstree provided parent-child relationships. windows.cmdline was used to recover available command-line context, and windows.malfind was used to identify memory regions warranting further examination. malfind output was treated as an investigative indicator rather than proof of malicious activity. String examination was used to search for relevant textual artefacts, including command references, file paths, the .locked extension and the predefined simulation marker.
Cross-stage comparison formed the principal analytical method. Artefacts from the acquired images were compared to determine whether relevant evidence appeared, persisted, changed or was no longer identified. Particular emphasis was placed on T2 PRE, MID and POST because these stages formed the most structured temporal comparison.
Finally, recovered evidence was interpreted against the known experimental timeline. This enabled simulation-related evidence to be distinguished cautiously from normal Windows activity and investigator-generated artefacts, including the WinPmem acquisition footprint.
[bookmark: _Toc240914046][bookmark: _Toc241003492]3.7 Validity, Reliability and Reproducibility
Validity was supported through a controlled simulation with predefined actions and a documented experimental timeline. This allowed recovered evidence to be compared with known activity and reduced the likelihood of unrelated Windows behaviour being attributed incorrectly to the simulation.
Reliability was supported by maintaining a controlled virtualised environment and consistently using WinPmem for acquisition. Nevertheless, exact replication of volatile-memory contents cannot be expected because the target system continues to operate during live capture. The acquisition-related inconsistencies identified in previous research [3], [9] were therefore considered when interpreting differences between images.
Reproducibility was supported by documenting experimental stages, acquisition commands and analytical procedures. VirtualBox snapshots preserved key system states, while acquired images and analytical outputs were retained. SHA-256 hashes provided additional verification that memory images remained unchanged after acquisition. These measures provide an auditable experimental record, although exact memory contents may differ if the experiment is repeated.
[bookmark: _Toc240914047][bookmark: _Toc241003493]3.8 Ethical and Safety Considerations
The ransomware-related nature of the research required appropriate safety controls. Live ransomware was not executed. Instead, a controlled benign PowerShell-based simulation reproduced selected ransomware-like behaviour on designated researcher-created test files. This generated relevant forensic artefacts without introducing functional ransomware into the laboratory environment.
The experiment was conducted within a controlled VirtualBox environment. Researcher-created test data were used, and the study involved no human participants, personal information or unauthorised access to third-party systems. These measures provided a proportionate approach to research risk while allowing the required forensic activity to be examined.
Ethical approval was obtained prior to the experimental study, and the approved ethics documentation is provided in Appendix A.
[bookmark: _Toc240914048][bookmark: _Toc241003494]3.9 Methodological Limitations
Several limitations affect the interpretation of the findings. First, the benign ransomware-behaviour simulation does not reproduce the full technical and behavioural complexity of genuine ransomware. The results therefore concern the forensic artefacts generated by the controlled activity rather than every artefact that could be expected during a real ransomware incident.
Second, experimentation was conducted within a virtualised Windows 10 environment. Behaviour and artefact availability may differ on physical systems, other Windows versions or alternative configurations. Software-based live acquisition also introduces uncertainty because memory continues to change while it is being captured [3], [9]. Differences between acquired images therefore cannot automatically be attributed solely to the simulation timeline.
Finally, T1, T2 and T3 were not identical experimental repetitions. T2 provided the principal structured PRE, MID and POST comparison, while T1 and T3 supplied supporting observations. Cross-trial differences are therefore interpreted cautiously, and the findings should not be generalised to all ransomware families, acquisition tools or operational forensic environments.
[bookmark: _Toc240914049][bookmark: _Toc241003495]Chapter 4: Experimental Design 
The experimental design was selected to provide controlled temporal comparison rather than to reproduce a complete real-world ransomware incident. A virtualised architecture was therefore used to support repeatable system states and isolation, while a benign PowerShell-based simulation provided known activity against which recovered memory artefacts could be interpreted. The staged acquisition design was intended to examine changes in artefact visibility across time, with T2 PRE, MID and POST forming the principal controlled comparison.
[bookmark: _Toc240914050][bookmark: _Toc241003496]4.1 Experimental Architecture
[image: ]
[bookmark: _Toc240982571]Figure 1 Experimental Architecture
Figure 4.1: Virtualised experimental architecture used for Windows 10 memory acquisition and forensic analysis.
The experimental architecture was designed to provide a controlled environment in which Windows volatile-memory evidence could be generated, acquired and analysed. Oracle VirtualBox hosted three principal virtual machines: a Windows 10 victim system, SIFT Workstation and a supporting Kali Linux environment. Each system was assigned a distinct role to separate experimental activity from subsequent forensic examination.
The Windows 10 virtual machine hosted the controlled benign ransomware-behaviour simulation and was the source of the volatile-memory evidence. WinPmem was used to acquire memory at predefined experimental stages. The resulting images were analysed primarily within SIFT Workstation using Volatility 3 and supporting string examination. Kali Linux provided supporting laboratory functions but was not used as the primary source of the final memory-analysis results.
This architecture established a workflow from controlled activity generation through memory acquisition to forensic analysis while maintaining logical separation between the victim and analysis environments.
[bookmark: _Toc240914051][bookmark: _Toc241003497]4.2 VirtualBox and Network Isolation
Oracle VirtualBox provided the virtualised laboratory and enabled system states to be preserved through snapshots. This was important because known states could be retained or restored at key experimental checkpoints without unnecessarily repeating earlier stages.
Network configuration balanced experimental isolation with the connectivity required for laboratory preparation. The Windows 10 victim primarily used Host-only networking, while SIFT used NAT and Host-only adapters. Kali Linux also used Host-only connectivity for laboratory communication and NAT when external access was required for supporting tasks.
These arrangements limited unnecessary external exposure of the victim environment while allowing communication between relevant laboratory systems. Network connectivity and adapter configuration were verified before formal evidence acquisition.
[bookmark: _Toc240914052][bookmark: _Toc241003498]4.3 Windows 10 Victim Environment
The Windows 10 virtual machine acted as the experimental target and primary source of volatile-memory evidence. Windows 10 was also relevant to previous research examining the reliability and investigative implications of software-based memory acquisition [3], [9].
Researcher-created test files were placed within a designated directory. The controlled PowerShell simulation operated only on these files, performing predefined file operations, including renaming selected files with the .locked extension and introducing the marker T1_SIMULATED_ENCRYPTED_DATA. These known actions provided reference points against which subsequently recovered memory artefacts could be interpreted.
WinPmem was executed on the victim system to acquire physical memory at the required experimental stages. Named VirtualBox snapshots were created at key checkpoints to preserve relevant system states.
[bookmark: _Toc240914053][bookmark: _Toc241003499]4.4 SIFT Workstation
SIFT Workstation served as the primary forensic-analysis environment. SIFT is a dedicated digital-forensics and incident-response environment maintained by the SANS Institute [31]. Its use separated the analysis process from activity occurring on the Windows victim.
Acquired .raw memory images were made available within SIFT for analysis. Volatility 3 provided structured memory examination, while string-searching techniques were used to identify relevant readable artefacts. This environment supported consistent analysis of process information, process relationships, command-line activity, memory regions and textual evidence across the acquired images.
[bookmark: _Toc240914054][bookmark: _Toc241003500]4.5 Kali Linux Supporting Environment
Kali Linux had a supporting rather than primary analytical role. It assisted with laboratory preparation, connectivity testing and supporting forensic activities during development of the experimental environment.
The final structured examination of the Windows memory images was performed primarily within SIFT Workstation. Kali was therefore not treated as a competing forensic platform or an independent source of experimental results. This distinction is important because the study evaluates memory artefacts rather than comparing the performance of SIFT and Kali.
[bookmark: _Toc240914055][bookmark: _Toc241003501]4.6 Forensic Tools: WinPmem and Volatility 3
WinPmem and Volatility 3 performed the principal acquisition and analytical functions respectively. WinPmem was selected as a software-based method for acquiring physical memory from the running Windows victim [32]. Previous studies using live Windows acquisition demonstrate that this process is not completely passive because the operating system continues to execute while memory is captured [3], [9]. The WinPmem acquisition footprint was therefore considered when interpreting the resulting evidence.
Volatility 3 was used as the principal memory-analysis framework [29], [30]. windows.pslist examined process information, windows.pstree provided parent-child relationships and windows.cmdline supplied available command-line context. windows.malfind was used to identify memory regions warranting further examination, but its output was treated as an investigative indicator rather than proof of malicious activity. String examination complemented these plugins by identifying relevant textual artefacts.
The role of each acquisition, analysis and integrity-verification technique within the experimental workflow is summarised in Table 4.1.
Table 4.1: Forensic tools and techniques used within the experimental workflow
[bookmark: _Toc240982981]Table 2 Forensic tools and techniques used
	Tool or technique
	Purpose in this study
	Evidence examined

	WinPmem
	Live volatile-memory acquisition
	Windows physical-memory images

	windows.pslist
	Process examination
	Process information within acquired memory

	windows.pstree
	Process relationship analysis
	Parent-child process relationships

	windows.cmdline
	Command-line examination
	Process execution context and commands

	windows.malfind
	Memory-region examination
	Potentially suspicious executable memory regions

	Strings analysis
	Textual artefact examination
	Rename-Item, .locked, simulator references and marker strings

	SHA-256
	Post-acquisition integrity verification
	Cryptographic hash values of acquired memory images



Using a consistent acquisition tool and analytical framework across the main experimental stages supported systematic comparison between memory images.
[bookmark: _Toc240914056][bookmark: _Toc241003502]4.7 Controlled Ransomware-Behaviour Simulation
A controlled benign ransomware-behaviour simulation was developed in PowerShell to generate selected ransomware-like artefacts without executing genuine malicious software. The purpose was not to reproduce a specific ransomware family but to create known activity suitable for investigating the temporal visibility of volatile-memory evidence.
The script operated exclusively on researcher-created test files within a designated directory. It performed controlled file operations, including renaming selected files with the .locked extension, and introduced the predefined T1_SIMULATED_ENCRYPTED_DATA marker. These actions generated known process, command and textual reference points that could subsequently be searched for within acquired memory.
The known sequence of the simulation strengthened forensic interpretation because recovered artefacts could be compared with documented experimental activity. However, the simulation did not reproduce the full behaviour of genuine ransomware, which may include encryption routines, persistence, privilege manipulation, network communication and defensive evasion. The design therefore prioritised experimental control and safety over complete real-world realism.
[bookmark: _Toc240914057][bookmark: _Toc241003503]4.8 Experimental Stages: T0, T1, T2 and T3
The practical investigation was organised into T0, T1, T2 and T3. The staged design was informed by temporal memory-forensics research demonstrating that evidence availability can vary according to the point of acquisition [4].
T0 established the clean baseline before the ransomware-behaviour experiments. It provided a reference memory state against which later activity could be considered.
T1 introduced the controlled simulation and included EARLY and POST acquisitions. It established the practical workflow and provided initial observations of simulation-related process, command-line and textual evidence.
T2 formed the principal temporal experiment and consisted of PRE, MID and POST acquisitions. PRE represented the state before the relevant simulated activity, MID captured memory during experimental activity, and POST represented the later state following execution. This sequence enabled direct comparison of whether relevant artefacts appeared, persisted or were no longer identified across acquisition stages.
T3 provided an additional POST acquisition as supporting experimental evidence. It also provided evidence relevant to identifying acquisition-generated activity, including the observable WinPmem footprint.
T1, T2 and T3 were not treated as identical experimental repetitions. Their sequences and purposes differed, with T2 providing the principal controlled PRE/MID/POST comparison. Cross-trial observations were therefore used as supporting evidence rather than assuming direct experimental equivalence.
The purpose and evidential role of each experimental stage are summarised in Table 4.2.
Table 4.2: Summary of experimental stages and their purpose
[bookmark: _Toc240982982]Table 3 Summary of experimental stages and purpose
	Stage
	System state
	Memory acquisition
	Main purpose

	T0
	Clean Windows 10 baseline
	Baseline
	Establish a reference state before experimental activity

	T1 EARLY
	Early experimental activity
	EARLY
	Examine initial recoverability of simulation-related artefacts

	T1 POST
	Following simulated activity
	POST
	Examine artefact visibility after the T1 simulation

	T2 PRE
	Before controlled activity
	PRE
	Establish the reference state for the principal temporal comparison

	T2 MID
	During controlled activity
	MID
	Examine artefacts while simulation-related activity was occurring

	T2 POST
	Following controlled activity
	POST
	Examine artefact visibility after the activity had completed

	T3 POST
	Supporting experimental run
	POST
	Examine recurring artefact categories and the observable acquisition footprint



Within this structure, T2 provided the principal temporal comparison because memory was acquired at defined PRE, MID and POST stages surrounding the controlled simulation. The relationship between these acquisition points and the simulated activity is illustrated in Figure 4.2.
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[bookmark: _Toc240982572]Figure 2 T2 Controlled ransomware-behaviour simulation
Figure 4.2: Temporal relationship between the T2 PRE, MID and POST memory-acquisition stages and the controlled ransomware-behaviour simulation.
[bookmark: _Toc240914058][bookmark: _Toc241003504]4.9 Experimental Variables and Controls
The principal independent variable was the stage of volatile-memory acquisition, particularly the PRE, MID and POST conditions used in T2. The dependent variables were the observable forensic artefacts recovered from each image, including process information, parent-child relationships, command-line information, relevant memory regions and readable strings.
Several elements were kept consistent to support comparison, including the Windows 10 victim environment, controlled PowerShell simulation, WinPmem acquisition method and Volatility 3 analytical framework. VirtualBox snapshots were also used at key checkpoints to preserve known system states.
Complete experimental equivalence was not assumed. Normal Windows activity and the acquisition process itself could modify volatile memory, while T1, T2 and T3 followed different acquisition sequences. Previous research demonstrates that software-based live acquisition can contain inconsistencies [3], [9]. Observed differences were therefore interpreted against the known experimental timeline rather than automatically attributed to the simulation.
[bookmark: _Toc240914059][bookmark: _Toc241003505]4.10 Evidence Integrity and Snapshot Strategy
Evidence preservation was incorporated throughout the experimental workflow. Following WinPmem acquisition, SHA-256 hashes were calculated and recorded for the memory images. These hashes provided post-acquisition integrity verification by allowing subsequent copies or analyses to be checked against the recorded values. They were not treated as proof that the original live acquisition represented a perfectly static memory state.
A structured VirtualBox snapshot strategy was also maintained throughout T0–T3. Named snapshots were created at important checkpoints before and after simulation, acquisition and analytical activities. This supported restoration to known states where required and documented progression through the practical workflow.
Memory images, hash records and analytical outputs were retained as experimental evidence. Together, the documented acquisition stages, SHA-256 records and named snapshots created an auditable connection between experimental activity, memory acquisition and subsequent analysis.


[bookmark: _Toc240914060][bookmark: _Toc241003506]Chapter 5: Experimental Implementation
This chapter describes the practical implementation of the experimental design presented in Chapter 4. It documents how the virtual forensic environment was prepared, how the controlled benign ransomware-behaviour simulation was executed across the T0–T3 experimental stages, and how volatile memory was acquired and preserved for analysis. The chapter also explains the practical use of WinPmem, SHA-256 verification, Volatility 3 and supporting string examination, together with the technical challenges encountered and the adjustments made during implementation. Detailed evaluation and interpretation of the resulting forensic evidence is reserved for Chapter 6.
[bookmark: _Toc240914061][bookmark: _Toc241003507]5.1 Environment Preparation
Before beginning memory acquisition, the virtual laboratory was prepared and tested to ensure that the experimental systems could communicate as required while keeping the victim environment controlled. Three virtual machines were configured in Oracle VirtualBox: Windows 10 as the victim system, SIFT Workstation as the primary forensic workstation, and Kali Linux as a supporting environment. Network adapters were configured using Host-only and NAT connections according to the role of each system. Connectivity between the required laboratory machines was verified before experimental activity began.
[image: ]
Figure 5.1: Oracle VirtualBox environment used to manage the virtual machines and experimental snapshots during the practical investigation.
The forensic tools were then prepared. WinPmem was made available to the Windows 10 victim for live memory acquisition, while Volatility 3 was configured within SIFT for analysis of the resulting memory images. Supporting Linux utilities, including strings and hashing tools, were also verified before the main experiments.
Dedicated evidence locations were established for transferring and storing the .raw memory images and analytical outputs. Test directories and files were prepared on Windows for the controlled ransomware-behaviour simulation. Clean VirtualBox snapshots were then created before experimental activity, providing recoverable checkpoints and helping to maintain separation between the different stages of the practical investigation.
[bookmark: _Toc240914062][bookmark: _Toc241003508]5.2 T0 Clean Baseline
The practical investigation began with T0, which established a clean memory baseline before any controlled ransomware-related activity was introduced. The Windows 10 victim was prepared in its normal operating state and checked to confirm that the ransomware-behaviour simulation had not been executed. This baseline provided a reference point for distinguishing ordinary Windows activity from artefacts observed during later experimental stages.
A complete volatile-memory image was acquired from the running Windows 10 system using WinPmem. The resulting .raw image was transferred to the designated evidence location, and a SHA-256 hash was calculated to provide a post-acquisition integrity reference. The successful acquisition and hash verification are shown in Figure 5.2.
[image: ]
Figure 5.2: WinPmem acquisition and SHA-256 integrity verification of the T0 clean-baseline Windows 10 memory image.
Once the baseline evidence had been preserved, a VirtualBox snapshot named T0_CLEAN_BASELINE_COMPLETE was created. A corresponding Kali forensic baseline was preserved as KALI_FORENSIC_BASELINE. These checkpoints established the initial experimental state before proceeding to T1 and provided a controlled reference for later comparison.
[bookmark: _Toc240914063][bookmark: _Toc241003509]5.3 T1 Experiment
Following completion of the clean baseline, T1 introduced the controlled ransomware-behaviour simulation and the first timing-based comparison. Before beginning the experiment, the Windows 10 victim was preserved using the snapshot T1_PRE_EXPERIMENT, providing a recoverable state before the main T1 activity. An early memory acquisition was then performed using WinPmem and preserved as WIN10_T1_EARLY.raw, producing an approximately 4.5 GB memory image. Its SHA-256 hash was recorded before analysis.
The benign PowerShell simulation, stored as C:\T1_Simulator.ps1, was subsequently executed against the designated test directory. The script performed controlled file operations and produced .locked test files containing the predefined marker T1_SIMULATED_ENCRYPTED_DATA. These known actions created reference artefacts that could later be compared with evidence recovered from memory.
Following execution, the predefined files within C:\T1_Test were successfully renamed with the .locked extension. Figure 5.3 provides implementation evidence of the resulting controlled file artefacts and confirms that the intended observable behaviour was generated without deploying genuine ransomware.
[image: ]
Figure 5.3: Controlled .locked file artefacts generated within C:\T1_Test following execution of the benign ransomware-behaviour simulation during T1.
A further memory image, WIN10_T1_POST.raw, was acquired after the simulated activity and was similarly preserved and hashed.
Initial examination was conducted within SIFT Workstation using Volatility 3 and supporting techniques. Process and command-history information was examined alongside malfind output and strings. The practical evidence preserved the PowerShell execution context, including an observed PowerShell process with PID 6468 and parent PID 4984. The simulator script and .locked test files were subsequently verified within the restored Windows environment.
Snapshots were maintained throughout the experiment, including T1_EARLY_ACQUISITION_COMPLETE and T1_POST_RANSOMWARE_ACQUISITION_COMPLETE, while the SIFT analysis state was preserved as T1-Memory-Analysis-Complete. T1 therefore established the initial timing-based workflow and provided the foundation for the more structured PRE/MID/POST comparison undertaken in T2.
[bookmark: _Toc240914064][bookmark: _Toc241003510]5.4 T2 PRE/MID/POST Experiment
T2 extended the initial T1 investigation by introducing a structured temporal design based on PRE, MID and POST memory acquisitions. This provided the principal direct comparison of acquisition timing within the practical investigation. Before simulated activity began, the Windows 10 environment was returned to the required experimental state and preserved using the T2_PRE_MID_EXECUTION snapshot.
The PRE memory image was acquired using WinPmem and preserved for subsequent analysis. Its recorded SHA-256 value was:
a3fca4e12b3672b90fff1943c4d78ee7e3a7aabc25530ee25f732a6df35d47d8
The controlled PowerShell ransomware-behaviour simulation was then executed, and the MID acquisition was performed while relevant experimental activity was present. This stage was intended to capture transient evidence closer to active execution rather than relying exclusively on a later memory image. The MID image was approximately 4.5 GB and produced the SHA-256 value:
3648f54ca6d7eb534dfed5bb7e8da02743931686d61ae6e2191d3dd318e105f0
During analysis, a PowerShell process with PID 5208 was identified in the MID acquisition. String examination also recovered simulation-related material, including references to Rename-Item and the .locked extension. 
String-based examination was then used to compare simulation-related artefacts across the experimental stages. References to Rename-Item and .locked were identified within the MID acquisition, while corresponding filtered results were not identified in the PRE and POST outputs, as illustrated in Figure 5.4.
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Figure 5.4: T2 PRE/MID/POST string comparison showing Rename-Item and .locked references identified within the MID acquisition.
A third acquisition was completed at the POST stage after the relevant simulated activity had progressed. The PRE, MID and POST images were transferred to SIFT Workstation and examined using a consistent combination of windows.pslist, windows.pstree, windows.cmdline, windows.malfind and string analysis. Separate analytical outputs were retained to support comparison between the three stages.
VirtualBox snapshots were created throughout T2, including T2_POST_SIMULATION_EXECUTION, T2_POST_ACQUISITION_COMPLETE and T2_MID_ARTEFACT_VERIFICATION_COMPLETE. Corresponding SIFT checkpoints, including T2_POST_MEMORY_ANALYSIS_COMPLETE and T2_PRE_POST_COMPARISON_COMPLETE, preserved the analysis workflow. T2 therefore produced a documented sequence of memory evidence suitable for examining how observable forensic artefacts varied across PRE, MID and POST acquisition points. Detailed interpretation of these differences is presented in Chapter 6.
[bookmark: _Toc240914065][bookmark: _Toc241003511]5.5 T3 Supporting Experiment
The T3 experiment provided an additional post-simulation acquisition to support the observations obtained during the earlier experimental stages and to examine the acquisition workflow in a further controlled run. Before execution, the Windows 10 victim was prepared and preserved using the snapshots T3_PRE_EXPERIMENT and T3_PRE_SIMULATION_READY. The same benign PowerShell ransomware-behaviour simulation was then executed against the designated test data, after which the system state was preserved as T3_POST_SIMULATION_EXECUTION.
A post-simulation memory image, WIN10_T3_POST.raw, was acquired using WinPmem and transferred to the forensic environment. The image produced the SHA-256 value:
b8a509c02a181974f1e6bd67eda1708f87b3a765c948165cc37a2d43e567e9e4
This value was recorded for integrity verification, after which the Windows state was preserved as T3_POST_ACQUISITION_COMPLETE.
Analysis was conducted within SIFT Workstation using the same core techniques applied during the previous experiments. windows.pslist, windows.pstree, windows.cmdline, windows.malfind and string examination were used to generate the T3 analytical outputs. The recovered evidence included a PowerShell process with PID 6752, WinPmem with PID 1688, and command-line evidence showing WinPmem acquiring the T3 memory image. String analysis also recovered references associated with the controlled simulator and its predefined marker. 
Figure 5.5 documents the WinPmem acquisition of the T3 POST memory image following the controlled simulation.
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Figure 5.5: WinPmem acquisition of the WIN10_T3_POST.raw memory image following the controlled ransomware-behaviour simulation.
The completed analysis was preserved using T3_POST_MEMORY_ANALYSIS_COMPLETE and T3_FINAL_PRACTICAL_COMPLETE. T3 was treated as supporting experimental evidence rather than an identical repetition of T2, allowing recurring artefacts and acquisition-related activity to be considered during the cross-trial analysis presented in Chapter 6.
[bookmark: _Toc241003512]5.6 Memory Acquisition Using WinPmem
WinPmem was used consistently to acquire volatile memory from the running Windows 10 victim. Each acquisition was performed while the virtual machine remained active, allowing memory to be collected at the intended experimental stage. This was particularly important during T2, where PRE, MID and POST represented different points surrounding the controlled simulation.
The resulting .raw images were approximately 4.5 GB, corresponding to the memory allocated to the victim virtual machine. Descriptive filenames, including WIN10_T1_EARLY.raw, WIN10_T1_POST.raw and WIN10_T3_POST.raw, maintained an association between each memory image and its acquisition stage.
WinPmem-related processes and command-line artefacts were visible within some acquired images, particularly T3. These were retained as part of the evidence because they represented the acquisition-tool footprint rather than activity generated by the ransomware-behaviour simulation. This distinction is important because software-based live acquisition interacts with the target system and can influence the memory state being captured [3], [9]. 
[bookmark: _Toc241003513]5.7 SHA-256 Integrity Verification
SHA-256 hashing was used following acquisition to support evidence integrity. Hash values were calculated for the acquired .raw images and recorded against their corresponding experimental stages. These values provided reference points for verifying that the acquired evidence remained unchanged during subsequent transfer, storage and analysis.
For example, the T2 MID image produced:
3648f54ca6d7eb534dfed5bb7e8da02743931686d61ae6e2191d3dd318e105f0
while the T3 POST image produced:
b8a509c02a181974f1e6bd67eda1708f87b3a765c948165cc37a2d43e567e9e4
[image: ] Figure 5.6: SHA-256 integrity verification of the WIN10_T2_MID.raw memory image within the SIFT forensic environment.
Importantly, hash verification demonstrates post-acquisition integrity rather than proving that the original live capture represented a perfectly static memory state. Inconsistencies arising during live acquisition remain a separate consideration [3], [9]. SHA-256 hashing therefore supported preservation of the evidence after collection, while acquisition reliability was considered independently.
[bookmark: _Toc240914066][bookmark: _Toc241003514]5.8 Volatility 3 and Strings Analysis
Following acquisition and integrity verification, the memory images were analysed within SIFT Workstation using Volatility 3 and supporting string examination. A consistent set of plugins was applied where appropriate to generate comparable outputs. Volatility 3 provides structured plugins for examining Windows memory artefacts, including processes, process relationships and command-line information [29], [30].
The windows.pslist plugin was used to enumerate processes, while windows.pstree provided parent-child relationships and additional execution context. windows.cmdline was used to recover available command-line information associated with processes of interest. During T3, these techniques identified PowerShell activity together with the WinPmem acquisition process and the command associated with WIN10_T3_POST.raw, as illustrated in Figure 5.7.
[image: ]
Figure 5.7: Volatility 3 windows.pstree and windows.cmdline analysis showing PowerShell activity, the WinPmem acquisition process and the command used to acquire WIN10_T3_POST.raw.
The windows.malfind plugin was also applied to identify potentially suspicious executable memory regions [30]. Its output was treated as an investigative indicator rather than independent evidence of ransomware-related activity because executable-memory findings require correlation with additional forensic context [8].
Structured analysis was complemented by string searches for known experimental artefacts, including T1_Simulator.ps1, Rename-Item, .locked and T1_SIMULATED_ENCRYPTED_DATA. During T2, simulation-related strings were recovered from the MID acquisition, while their visibility differed across the PRE and POST images. These observations were retained for detailed temporal interpretation in Chapter 6.
Analytical outputs were organised according to trial and acquisition stage so that process, command-line, memory-region and string evidence could be correlated before the cross-stage and cross-trial comparisons.
[bookmark: _Toc240914067][bookmark: _Toc241003515]5.9 Practical Challenges and Resolutions
Several practical challenges were encountered during implementation and required adjustment before a stable experimental workflow was established. One initial issue concerned the virtual network configuration. The required Host-only interface was not immediately available within the forensic environment, preventing communication between the relevant virtual machines. The adapter configuration was reviewed and corrected, after which connectivity was successfully verified.
Tool availability presented a further challenge. Volatility was not initially available within the intended analysis environment, with commands such as vol.py returning errors. Volatility 3 was subsequently installed and configured, enabling the required plugins, including windows.pslist, windows.pstree, windows.cmdline and windows.malfind, to be executed successfully. SIFT Workstation was then used as the primary forensic environment because it provided a stable platform for the completed memory-analysis workflow. 
The experimental procedure also developed during the practical investigation. T1 established an initial EARLY/POST comparison, while T2 introduced the more structured PRE/MID/POST acquisition sequence. T3 provided an additional POST acquisition as supporting experimental evidence. The trials were therefore documented according to the procedures actually performed rather than presented as identical experimental repetitions.
Regular VirtualBox snapshots were maintained throughout configuration, troubleshooting and experimental activity. These checkpoints allowed stable system states to be restored following configuration changes and reduced the risk of technical problems affecting subsequent stages. Overall, these adjustments enabled the practical investigation to proceed while maintaining a documented and controlled experimental workflow.


[bookmark: _Toc240914068][bookmark: _Toc241003516]Chapter 6: Results, Evaluation and Discussion 
[bookmark: _Toc240914069][bookmark: _Toc241003517]6.1 Introduction
This chapter presents and critically evaluates the findings obtained from the T1, T2 and T3 memory-forensics experiments. The analysis focuses on evidence recovered through Volatility 3 and string examination, including process activity, parent-child relationships, command-line information, potentially suspicious memory regions and simulation-related textual artefacts. Particular attention is given to the T2 PRE, MID and POST acquisitions because these provide the clearest basis for evaluating changes in artefact visibility across acquisition stages. 
The findings are first considered individually before being compared across acquisition points and experimental trials. The effectiveness and limitations of the forensic techniques are then evaluated, followed by discussion of acquisition timing in relation to existing research. Finally, the combined evidence is used to answer the three research questions established in Chapter 1.
The evaluation focuses on the evidential significance of the recovered artefacts rather than simply whether individual tools produced output. Each result is therefore considered in relation to the acquisition stage, the known experimental timeline and other corroborating artefacts. Particular attention is given to whether evidence was identified, persisted, changed or no longer identified between acquisition points. Where an expected artefact was not identified, this is treated as a meaningful experimental observation rather than automatically interpreted as complete absence from physical memory. This approach allows both positive and negative findings to contribute to the evaluation while recognising the temporal and acquisition-related limitations of volatile-memory evidence.
[bookmark: _Toc240914070][bookmark: _Toc241003518]6.2 T1 Results
T1 provided an initial indication that the visibility of simulation-related evidence could differ according to the stage at which memory was acquired. Comparison of the EARLY and POST acquisitions showed that relevant activity could be reconstructed from several complementary artefact types rather than from a single forensic indicator.
Within the T1 evidence, PowerShell activity associated with the experimental environment was identified, including a PowerShell process with PID 6468 and parent PID 4984. Supporting examination recovered references to the controlled simulation script, C:\T1_Simulator.ps1. Following execution, the designated test directory contained files renamed with the .locked extension, while examination of the test data confirmed the predefined T1_SIMULATED_ENCRYPTED_DATA marker. String examination additionally recovered Rename-Item, .locked, simulator script and marker references, providing investigator-readable context that could be correlated with the known experimental activity.
[image: ]
Figure 6.1: T1 string-analysis evidence showing the controlled simulation marker, Rename-Item, .locked references and T1_Simulator.ps1 recovered from the T1 memory evidence.
These findings were not interpreted as demonstrating that an individual PowerShell process, recovered string or windows.malfind result independently represented ransomware-related activity. PowerShell is a legitimate Windows component, while executable or otherwise unusual memory regions require additional forensic context before their significance can be established. The evidential value instead arose from correlation between process information, recovered strings, the known simulation timeline and the controlled file-system changes. 
T1 therefore demonstrated the practical value of combining process and string-based evidence when reconstructing the controlled activity. However, because T1 used an EARLY/POST structure rather than the more controlled PRE/MID/POST sequence, it was treated as supporting evidence rather than the principal basis for evaluating acquisition timing.
[bookmark: _Toc240914071][bookmark: _Toc241003519]6.3 T2 PRE Results
The T2 PRE acquisition established the reference state immediately before the controlled ransomware-behaviour simulation. Its purpose was to identify processes and memory characteristics that were already present before the MID and POST stages. This distinction was important because artefacts observed across multiple acquisition stages could not automatically be attributed to the controlled simulation.
Analysis of the PRE image using windows.pslist showed that PowerShell activity was already observable before the relevant MID-stage activity. Consequently, the presence of PowerShell alone could not be considered evidence of ransomware-related behaviour. Interpretation required correlation with additional forensic context, including process relationships, command-line information, recovered strings and the known experimental timeline.
The string comparison provided a clearer distinction between PRE and MID. Simulation-related textual indicators subsequently identified during MID, including Rename-Item and .locked, were not identified in the corresponding filtered PRE output. This does not establish that the strings were completely absent from physical memory; rather, they were not recovered through the analysis applied to the PRE image. 
Overall, PRE provided an essential reference point by distinguishing general process activity from artefacts more directly associated with the controlled simulation. It therefore provided the basis against which the richer MID evidence and subsequent POST results were interpreted.
[bookmark: _Toc240914072][bookmark: _Toc241003520]6.4 T2 MID Results
The T2 MID acquisition produced the richest set of simulation-related artefacts within the PRE/MID/POST comparison. Because the image was acquired during the relevant stage of controlled activity, it captured evidence closer to active execution than the later POST acquisition. This observation is consistent with temporal memory-forensics research showing that volatile evidence availability can vary according to acquisition timing [4].
Process analysis identified PowerShell PID 5208 within the MID image. PowerShell presence alone was not treated as evidence of simulated ransomware behaviour because PowerShell activity was also observable during PRE. Stronger contextual evidence was provided by string analysis, which recovered Rename-Item and .locked references corresponding with known file-renaming behaviour performed by the controlled simulation.

[image: ]

Figure 6.2: Volatility 3 process analysis of the T2 MID memory acquisition showing PowerShell PID 5208 and the WinPmem acquisition process.
The MID findings demonstrate the importance of correlating multiple artefact types. Process analysis established PowerShell activity, while string evidence provided additional context linking recovered memory contents to known experimental actions. Outputs from windows.pstree, windows.cmdline and windows.malfind were also examined for supporting execution and memory-region context. Any regions identified by windows.malfind were treated as investigative indicators rather than proof of malicious activity because executable-memory behaviour requires interpretation alongside additional forensic evidence [8], [30].
Importantly, the simulation-related strings identified during MID were not identified in the same way in the corresponding filtered PRE and POST comparisons. Under the T2 experimental conditions, MID therefore provided richer investigator-readable evidence associated with the controlled activity. This does not establish MID as universally superior; it demonstrates that artefact visibility differed between acquisition stages within T2. 
[bookmark: _Toc240914073][bookmark: _Toc241003521]6.5 T2 POST Results
The T2 POST acquisition represented the later system state following the relevant controlled simulation activity. Comparison with MID showed that some previously observable artefacts were no longer identified using the same analytical techniques. In particular, the PowerShell process identified during MID was not present in the compared POST windows.pslist output.
A similar difference occurred during string examination. References to Rename-Item and .locked, which provided contextual evidence during MID, were not identified in the corresponding filtered POST comparison. This does not demonstrate that the information had been completely removed from physical memory. It establishes only that these artefacts were not recovered using the applied techniques from that POST image. Volatile-memory contents change over time, and evidence availability can depend on the point of acquisition [4]. 
Under the tested conditions, POST therefore contained less directly interpretable simulation-related evidence than MID. This does not mean that post-event acquisition lacks forensic value. Rather, the results demonstrate that different acquisition points can preserve different views of system activity. Comparison with earlier acquisitions and the known experimental timeline provided greater interpretative context than consideration of the POST image alone.
[bookmark: _Toc240914074][bookmark: _Toc241003522]6.6 T2 PRE/MID/POST Comparative Analysis
Comparison of the T2 PRE, MID and POST acquisitions provides the clearest temporal evidence produced by this study. Rather than demonstrating a simple accumulation of evidence over time, the three acquisitions provided different views of the experimental sequence. This is consistent with Hirano and Kobayashi [4], who demonstrate the forensic value of examining volatile memory across multiple temporal points.
PRE established the reference state. PowerShell activity was already observable, demonstrating that process presence alone could not be attributed to the controlled simulation. During MID, PowerShell PID 5208 was observed alongside simulation-related strings including Rename-Item and .locked. As these strings corresponded with known actions performed by the benign simulation, their correlation with process evidence provided stronger contextual information. By POST, the MID PowerShell process was no longer present in the compared windows.pslist output, while the corresponding filtered string examination did not identify the same simulation-related references.
Table 6.1: Comparison of key artefacts across the T2 acquisition stages
[bookmark: _Toc240982983]Table 4 Comparison of T2 acquisition stages
	Evidence examined
	PRE
	MID
	POST

	PowerShell activity
	Observed
	Observed, PID 5208
	MID process not observed

	Rename-Item reference
	Not identified in comparison
	Identified
	Not identified in comparison

	.locked reference
	Not identified in comparison
	Identified
	Not identified in comparison

	Simulation context
	Limited
	Stronger correlation
	Reduced direct visibility

	Evidential role
	Reference state
	Richest simulation-related evidence
	More limited than MID



The string-based differences summarised in Table 6.1 are also visible in the PRE/MID/POST comparison presented previously in Figure 5.4.
The comparison demonstrates that the relationship between acquisition timing and evidential value was not simply cumulative. A later acquisition did not necessarily provide a richer representation of earlier activity. Under the T2 experimental conditions, MID produced the richest combination of investigator-readable process and textual evidence, whereas the corresponding POST examination did not identify several of the same indicators.
Importantly, failure to identify an artefact using the applied techniques does not demonstrate that it was completely absent from physical memory. Volatile memory changes continuously, and software-based live acquisition may itself introduce inconsistencies [3], [9]. The observed differences must therefore be interpreted as differences in recoverable and observable evidence rather than proof of complete artefact disappearance. 
The findings do not establish MID as a universally superior acquisition point, nor do they demonstrate that POST acquisition is inherently less valuable. Instead, T2 provides experimental evidence that the forensic picture available to an investigator can vary according to when memory is acquired. Where operationally feasible, timely acquisition and comparison of multiple temporal acquisitions may provide complementary evidence that would not necessarily be available through reliance on a single image [4].
[bookmark: _Toc240914075][bookmark: _Toc241003523]6.7 T3 Supporting Results
T3 provided a supporting observation for findings obtained during the earlier trials. It was not designed as an identical PRE/MID/POST repetition of T2 and is therefore not treated as a direct replication.
Analysis of WIN10_T3_POST.raw identified PowerShell PID 6752 with parent PID 4832. WinPmem PID 1688 was also identified, while windows.pstree and windows.cmdline provided additional execution context. The recovered evidence included the WinPmem acquisition command associated with WIN10_T3_POST.raw, while string examination identified references associated with the controlled simulation and its predefined marker. Together, these findings demonstrated that process, command-line and textual evidence could again be correlated within the controlled environment. 
T3 also provided direct evidence of the acquisition-tool footprint. The presence of WinPmem PID 1688 and its associated acquisition command represented activity generated by evidence collection rather than by the ransomware-behaviour simulation. This observation is consistent with research demonstrating that software-based live acquisition interacts with the system being examined and may influence the captured state [3], [9]. Distinguishing acquisition-related artefacts from the activity under investigation is therefore important when interpreting live-memory evidence.
Overall, T3 provided supporting evidence that comparable categories of process, command-line and textual artefacts were recoverable during another controlled execution. Because its acquisition sequence differed from T2, however, these findings are treated as supporting observations rather than evidence of direct experimental replication.
[bookmark: _Toc240914076][bookmark: _Toc241003524]6.8 Cross-Trial T1/T2/T3 Comparison
Comparison across T1, T2 and T3 identified recurring categories of forensic evidence, although the trials were not identical in design. PowerShell activity, command-related information and simulation-associated textual artefacts were recoverable at different points across the experimental workflow. These findings demonstrate the value of correlating multiple evidence types rather than relying on a single process or memory artefact when reconstructing activity.
T1 demonstrated that PowerShell activity and simulator-related references could be recovered alongside the known .locked file changes. T2 provided the principal temporal comparison through its structured PRE, MID and POST acquisitions. MID contained the richest combination of simulation-related evidence, including PowerShell PID 5208 and references to Rename-Item and .locked, while several of these indicators were not identified in the corresponding filtered POST examination. T3 provided supporting observations through PowerShell PID 6752, simulation-related strings and evidence of the WinPmem acquisition process. The latter also demonstrated that investigator-generated acquisition activity can become part of the captured memory state.
Table 6.2: Cross-trial comparison of principal experimental observations
[bookmark: _Toc240982984]Table 5 Comparison of experimental observations
	Trial
	Main evidence recovered
	Main contribution

	T1
	PowerShell activity, simulator references and controlled .locked artefacts
	Established initial recoverability of simulation-related evidence

	T2
	PRE/MID/POST process and string evidence
	Provided the principal comparison of acquisition timing

	T3
	PowerShell, simulator strings and WinPmem process/command evidence
	Supported recurring artefact categories and demonstrated the acquisition footprint



The results demonstrate consistency in the categories of evidence recovered rather than identical artefacts across every acquisition. This distinction is important because volatile memory changes continuously and software-based live acquisition may itself influence the captured state [3], [9]. Furthermore, differences between T1, T2 and T3 cannot be attributed solely to acquisition timing because their acquisition sequences were not experimentally equivalent. 
T2 therefore provides the strongest experimental basis within this study for addressing the acquisition-timing question. T1 and T3 provide supporting observations that strengthen interpretation of the T2 findings without being treated as independent replications.
[bookmark: _Toc240914077][bookmark: _Toc241003525]6.9 Evaluation of Forensic Techniques
The experiments demonstrated that no single forensic technique provided sufficient context to reconstruct the controlled activity independently. The most informative results were obtained by correlating Volatility 3 outputs with string examination and the known experimental timeline. This reduced the risk of assigning excessive significance to an isolated process, memory region or textual artefact.
windows.pslist provided an effective starting point by identifying processes, including PowerShell instances observed during the experiments. Its principal limitation was that process presence alone provided limited information about the purpose of that activity. This was particularly evident in T2, where PowerShell was observable in both PRE and MID. windows.pstree added contextual value by exposing parent-child relationships, while windows.cmdline provided available command-line information. In T3, this included the WinPmem acquisition command, which helped distinguish acquisition-generated activity from the controlled simulation.
windows.malfind provided an additional investigative perspective by identifying memory regions warranting further examination [30]. Such findings were not interpreted independently as evidence of ransomware-related activity because executable-memory observations require correlation with process, execution and experimental context [8].
String examination was particularly useful for recovering human-readable experimental context. References including Rename-Item, .locked and the predefined simulation marker provided links between otherwise generic process activity and known actions performed during the controlled simulation. Its limitations were demonstrated by T2, where relevant strings identified during MID were not identified in the corresponding filtered PRE and POST examinations.
Overall, the techniques provided complementary forms of evidence. windows.pslist established process presence, windows.pstree provided relationship context, windows.cmdline supplied execution information where available, and windows.malfind supported examination of potentially relevant memory regions. String analysis provided some of the clearest investigator-readable links to the simulation, although its effectiveness varied between acquisition stages.
The principal analytical strength therefore came from correlation rather than any individual technique. Within this experiment, the effectiveness of Volatility 3 depended not only on extracting artefacts but also on combining complementary outputs with string evidence, acquisition timing and the known experimental sequence. 
[bookmark: _Toc240914078][bookmark: _Toc241003526]6.10 Effect of Memory Acquisition Timing
The experimental findings indicate that acquisition timing influenced the visibility and interpretability of ransomware-related artefacts within the tested Windows 10 environment. This was most clearly demonstrated during T2, where structured PRE, MID and POST acquisitions enabled evidence from different stages of the controlled simulation to be compared directly.
Among the three T2 acquisition stages, MID produced the richest combination of simulation-related evidence. PowerShell activity was identified alongside references to Rename-Item and .locked, providing stronger contextual links to the controlled ransomware-behaviour simulation. In comparison, these simulation-related strings were not identified in the corresponding filtered PRE and POST examinations. The results therefore demonstrate that artefacts observable through the applied techniques at one acquisition point may not be equally observable at another.
However, these findings do not demonstrate that MID acquisition is universally superior or represents an optimal acquisition point for ransomware investigations. Volatile memory changes continuously as processes execute, terminate and memory regions are reused. Furthermore, software-based live acquisition can introduce inconsistencies because the target continues operating during capture [3], [9]. Differences between acquisition stages may therefore reflect both genuine temporal changes and characteristics of the live-acquisition process. 
The findings instead support a more cautious conclusion: acquisition timing can influence the forensic evidence available for interpretation, but no single acquisition point can be assumed to preserve every relevant artefact. Where operationally feasible, timely acquisition and comparison of evidence from multiple temporal points may provide a more complete representation of changing system activity than reliance on a single later memory image. This interpretation is consistent with temporal memory-forensics research demonstrating the investigative value of examining volatile memory across different points in time [4].
[bookmark: _Toc240914079][bookmark: _Toc241003527]6.11 Comparison of Experimental Findings with Existing Literature
The experimental findings broadly support existing research concerning the temporal and dynamic nature of volatile-memory evidence while also highlighting important methodological differences. Hirano and Kobayashi [4] demonstrated through FIMAR that examining memory across multiple temporal points can provide evidence that may not be available from a single acquisition. A comparable pattern was observed in T2, where Rename-Item and .locked references identified during MID were not identified in the corresponding filtered PRE and POST examinations. The present findings therefore support the broader value of temporal comparison. However, FIMAR employs a specialised acquisition architecture, whereas this experiment used conventional software-based live acquisition with WinPmem. The findings should therefore be considered complementary rather than directly equivalent.
This distinction becomes particularly important when considered alongside Rzepka et al. [3], [9]. Their research demonstrates that live Windows memory acquisition can introduce inconsistencies because system execution continues during capture and because acquisition quality can affect subsequent forensic analysis. The PRE/MID/POST differences observed here are compatible with a temporal explanation, but acquisition timing cannot be treated as the only possible cause. Some variation may also have resulted from characteristics of the live-acquisition process. Recognising this alternative explanation prevents the findings from being interpreted more strongly than the methodology supports. 
The findings also complement ransomware-memory research focused on identification and detection. Oh et al. [5] demonstrate the usefulness of memory-derived information for ransomware-process triage, while Aljabri et al. [2] show that memory-derived features can support automated ransomware classification. Their objectives differ from those of the present study. Rather than determining whether ransomware can be classified or detected from memory, this investigation examines how investigator-readable evidence varies across acquisition stages and how multiple artefact types contribute to forensic interpretation.
Taken together, the literature and experimental findings identify the specific contribution of this study. Existing research demonstrates the value of temporal memory examination [4], identifies limitations associated with live-memory acquisition [3], [9], and demonstrates the analytical usefulness of memory-derived ransomware evidence [2], [5]. This study brings these concerns together within a controlled Windows 10 experiment using WinPmem and Volatility 3. Its contribution is not the identification of a universally optimal acquisition point, but experimental evidence that acquisition timing can influence the forensic picture available to an investigator while uncertainty introduced by live acquisition remains part of the interpretation.
[bookmark: _Toc240914080][bookmark: _Toc241003528]6.12 Answers to the Research Questions
The combined findings from T1, T2 and T3 provide evidence addressing the three research questions established in Chapter 1.
RQ1: What ransomware-related artefacts can be identified within Windows 10 volatile memory following a controlled ransomware-behaviour simulation?
The experiments identified several relevant artefact categories, including process information, parent-child relationships, command-line information, memory-region indicators and simulation-related strings. PowerShell processes were identified across the trials, while references including Rename-Item, .locked and the predefined simulation marker provided contextual links to known experimental activity.
The findings demonstrate that Windows 10 volatile memory can preserve multiple categories of investigator-readable evidence associated with the controlled ransomware-behaviour simulation. Importantly, these artefacts became more informative when interpreted collectively and in relation to the known experimental timeline rather than as isolated indicators.
RQ2: How does the timing of volatile-memory acquisition affect the ransomware-related artefacts recoverable from Windows 10 memory?
T2 provided the clearest evidence that acquisition timing influenced the visibility and interpretability of ransomware-related artefacts. Under the tested conditions, MID contained the richest combination of process and simulation-related textual evidence, including PowerShell activity and references to Rename-Item and .locked, while some of these indicators were not identified in the corresponding filtered PRE and POST examinations.
The findings therefore demonstrate that different acquisition stages can provide different forensic views of developing system activity rather than evidence simply accumulating over time. This supports the temporal importance of memory acquisition identified in previous research [4].
However, because Windows memory continues to change during live capture and software-based acquisition can introduce inconsistencies [3], [9], the observed differences cannot be attributed exclusively to timing. The evidence supports acquisition timing as an influential factor under the tested conditions rather than establishing a universally optimal acquisition stage. 
RQ3: How effectively can Volatility 3 and supporting forensic techniques identify and correlate ransomware-related activity across different memory-acquisition stages?
Volatility 3 was effective for extracting complementary process, relationship and command-line evidence when its plugins were used alongside supporting string examination. windows.pslist, windows.pstree and windows.cmdline provided different forms of execution context, while windows.malfind supplied investigative indicators requiring cautious interpretation. String examination further connected recovered memory contents with known simulation actions.
The strongest interpretations resulted from correlation across these evidence types rather than reliance on any single artefact or analytical technique. Within the scope of the experiment, Volatility 3 therefore provided an effective framework for identifying and correlating relevant memory artefacts, but its evidential value depended on contextual interpretation, supporting techniques and consideration of acquisition timing. 


[bookmark: _Toc240914081][bookmark: _Toc241003529]Chapter 7: Conclusions and Recommendations
[bookmark: _Toc240914082][bookmark: _Toc241003530]7.1 Research Overview
This research investigated how the timing of volatile-memory acquisition influences the recovery and interpretation of ransomware-related artefacts within Windows 10 memory. A controlled virtual laboratory was developed using Windows 10, SIFT Workstation and Kali Linux, with WinPmem used for memory acquisition and Volatility 3 and string analysis applied for forensic examination. Rather than executing live ransomware, a controlled benign PowerShell-based ransomware-behaviour simulation generated selected ransomware-like file activity within an isolated environment.
Across T1, T2 and T3, memory was examined at different stages of experimental activity, with particular emphasis on the structured T2 PRE, MID and POST acquisitions. This design enabled artefact recoverability and temporal variation to be examined while maintaining a controlled and safe experimental environment.
[bookmark: _Toc240914083][bookmark: _Toc241003531]7.2 Achievement of the Research Aim
The research aim was addressed through the controlled acquisition, analysis and comparison of Windows 10 volatile-memory evidence at different experimental stages. The T1, T2 and T3 trials demonstrated that simulation-related artefacts could be recovered using WinPmem, Volatility 3 and supporting string analysis.
More importantly, the structured T2 PRE/MID/POST comparison demonstrated that the visibility and interpretability of recovered artefacts varied between acquisition points. Under the tested conditions, MID produced the richest combination of simulation-related process and textual evidence, while some of these indicators were not identified in the corresponding filtered PRE and POST examinations.
The study therefore demonstrated that acquisition timing can influence the forensic evidence available for interpretation within the experimental conditions. However, because volatile memory continues to change during live acquisition and software-based capture can introduce inconsistencies [3], [9], the observed differences cannot be attributed exclusively to acquisition timing. This distinction is important because the study identifies a temporal influence without claiming that MID represents a universally optimal acquisition point.
[bookmark: _Toc240914084][bookmark: _Toc241003532]7.3 Achievement of the Research Objectives
The research objectives established at the beginning of the study were addressed through the literature review and experimental investigation.
RO1 was addressed through a critical review of existing research concerning ransomware behaviour, volatile-memory forensics, acquisition reliability, forensic tools and the temporal availability of memory artefacts. The review established the theoretical basis for the experimental investigation and identified comparatively limited research combining practical live-memory acquisition with temporal comparison of investigator-readable ransomware-related artefacts.
RO2 was achieved through the development of an isolated Windows 10 laboratory and implementation of a controlled benign ransomware-behaviour simulation. Memory images were acquired using WinPmem across T1, T2 and T3, with the structured T2 PRE/MID/POST sequence providing the principal temporal comparison.
RO3 was achieved through analysis and comparison of the acquired images using Volatility 3 and supporting string examination. Process information, parent-child relationships, command-line information, memory-region indicators and simulation-related textual evidence were examined across the acquired images. Together, these objectives provided the experimental evidence required to address the overall research aim.
[bookmark: _Toc240914085][bookmark: _Toc241003533]7.4 Key Findings
Several findings emerged from the experimental investigation. First, Windows 10 volatile memory preserved useful evidence associated with the controlled ransomware-behaviour simulation. This included PowerShell processes, parent-child relationships, command-line information and simulation-related strings such as Rename-Item, .locked and the predefined simulation marker. However, individual artefacts were most informative when correlated with other evidence and the known experimental timeline rather than interpreted independently.
Second, acquisition timing influenced artefact visibility within the experimental conditions. This was most clearly demonstrated by T2, where MID produced the richest combination of simulation-related process and textual evidence. Some indicators identified during MID were not identified in the corresponding filtered PRE and POST examinations. A later acquisition therefore did not necessarily provide a richer representation of earlier activity. This finding does not establish MID as universally optimal; rather, it demonstrates that the availability and interpretability of volatile artefacts can vary according to the point at which memory is captured.
A further finding was that the acquisition process itself could become part of the captured evidence. T3 contained identifiable WinPmem process and command-line activity generated by memory acquisition rather than by the controlled simulation. This demonstrates the importance of distinguishing investigator-generated acquisition artefacts from the activity under investigation.
Overall, effective interpretation depended on three related factors: the timing of acquisition, correlation between complementary artefact types, and awareness of the forensic footprint introduced by live acquisition.
The principal benefit of this research is the practical insight it provides into the interpretation of temporally sensitive volatile-memory evidence. By combining controlled acquisition timing with investigator-readable process, command-line, memory-region and textual artefacts, the study demonstrates why ransomware-related memory evidence should be interpreted through correlation and against the acquisition timeline rather than from isolated indicators. The work also highlights the importance of recognising acquisition-tool activity as part of the captured memory state. These findings provide a practical basis for more cautious and context-aware interpretation of volatile-memory evidence in ransomware-related forensic investigations.
[bookmark: _Toc240914086][bookmark: _Toc241003534]7.5 Research Limitations
Several limitations should be considered when interpreting the findings. First, the study used a controlled benign ransomware-behaviour simulation rather than live ransomware. This provided a safe and controlled method for generating known artefacts but did not reproduce the behavioural complexity, persistence mechanisms, encryption routines or variability associated with genuine ransomware families.
Second, the experiments were conducted within a virtualised Windows 10 environment. The findings may therefore differ on physical systems, newer Windows versions, alternative hardware configurations or systems operating under different workloads.
A further limitation concerns software-based live-memory acquisition. WinPmem captures memory while the operating system continues to execute, meaning that an acquired image cannot be assumed to represent a perfectly static system state. Previous research demonstrates that live Windows memory acquisition can contain inconsistencies capable of affecting subsequent forensic interpretation [3], [9]. Differences between closely timed acquisitions may therefore reflect both genuine temporal changes and characteristics of the live-acquisition process.
Finally, T1, T2 and T3 were not identical experimental repetitions. T2 provided the principal structured PRE/MID/POST comparison, while T1 and T3 supplied supporting observations. Cross-trial differences were therefore not treated as direct evidence of timing effects. The conclusions concerning acquisition timing rely principally on the within-T2 comparison, and the finding that MID produced the richest simulation-related evidence should be interpreted only within the conditions tested.
[bookmark: _Toc240914087][bookmark: _Toc241003535]7.6 Recommendations
The findings indicate that volatile-memory acquisition should be treated as a time-sensitive forensic activity rather than on the assumption that a single later image will preserve all relevant runtime evidence. Where volatile memory is relevant to a ransomware investigation, timely acquisition may preserve artefacts that could become less observable as system activity changes.
Where operationally feasible and proportionate, multiple memory acquisitions at relevant temporal points may provide complementary evidence for reconstructing changing activity. Differences between captures should nevertheless be interpreted cautiously because they may reflect both genuine temporal change and characteristics of the live-acquisition process.
Memory analysis should also rely on correlated evidence rather than a single process, plugin or indicator. Process information, parent-child relationships, command-line evidence, memory-region findings and readable strings should be interpreted collectively and against the known incident or experimental timeline. Acquisition-tool activity should be documented so that investigator-generated artefacts, such as WinPmem processes and commands, can be distinguished from activity under investigation.
Finally, acquired memory images should be hashed and accompanied by clear records of acquisition stages, commands and analytical procedures. Hashing should be understood as supporting post-acquisition integrity rather than demonstrating that the original live-memory capture represented a perfectly static system state.
[bookmark: _Toc240914088][bookmark: _Toc241003536]7.7 Future Research
Future research should extend the present study through a larger number of controlled repetitions using an identical PRE/MID/POST acquisition structure and fixed acquisition intervals. Repeating the same temporal sequence would enable the consistency of the patterns observed during T2 to be evaluated and provide a stronger basis for distinguishing recurring temporal effects from run-specific variation.
The experimental scope could also be extended to newer Windows versions, different memory configurations and alternative acquisition tools to determine whether comparable artefact-visibility patterns occur across different technical environments. Further research could employ more realistic but safely contained ransomware workloads to examine whether the patterns identified through the benign simulation remain observable when additional behaviours such as encryption, persistence, process manipulation or defensive evasion are present.
Finally, future experiments could compare conventional software-based live acquisition with approaches designed to reduce interference with the target system. Such a comparison would help distinguish genuine temporal changes in volatile evidence from inconsistencies introduced during acquisition and would directly address one of the principal limitations identified in this study.


[bookmark: _Toc240914089][bookmark: _Toc241003537]Chapter 8: Reflection
[bookmark: _Toc241003538]8.1 Project Planning and Management
Managing the project required careful organisation because each experimental stage generated multiple memory images, forensic outputs, screenshots and snapshot states. I divided the practical investigation into T0, T1, T2 and T3 stages, which made it easier to monitor progress and maintain a clear sequence of evidence. VirtualBox snapshots were created at important checkpoints so that I could return to known system states when required without unnecessarily repeating earlier work.
I also adopted consistent filenames for memory images, analytical outputs and supporting evidence. As the practical work progressed, I became more systematic in documenting acquisition stages and preserving results. This improved the organisation of the project and gave me a stronger understanding of the importance of maintaining an auditable record throughout a digital-forensics investigation.
From a time-management perspective, I learned that practical forensic work requires more contingency time than I had initially expected. Configuration problems, large memory acquisitions and repeated analysis could delay later stages even when the overall experimental plan was clear. As the project progressed, I became more effective at dividing the work into smaller stages and completing the associated evidence organisation and documentation alongside each experiment rather than leaving these tasks until the end. If undertaking a similar project again, I would allocate additional time for environment testing and troubleshooting before formal experimentation and establish clearer milestones for acquisition, analysis and writing from the beginning.
[bookmark: _Toc241003539]8.2 Technical and Research Challenges
Several technical challenges arose during the practical work and required troubleshooting before the experiments could continue. One of the main difficulties involved VirtualBox network configuration, particularly establishing reliable Host-only communication between the virtual machines. I had to review and adjust the adapter configuration before connectivity between the required systems could be confirmed.
Another challenge occurred when Volatility was not initially available in the required analysis environment, resulting in command and module errors. I resolved this by installing and configuring Volatility 3 and verifying that the required plugins operated correctly before continuing the analysis.
Although these difficulties initially slowed the practical work, resolving them became an important part of the learning process. They improved my confidence in troubleshooting virtualised forensic environments and reinforced the importance of validating tools, network configuration and system communication before formal evidence collection begins.
[bookmark: _Toc240914090][bookmark: _Toc241003540]8.3 Adaptation of the Original Methodology
The experimental methodology developed as I gained a clearer understanding of how acquisition timing could be investigated in practice. T1 helped establish the initial workflow for executing the controlled benign ransomware-behaviour simulation, acquiring memory and examining the resulting evidence. From this experience, I recognised that a more structured temporal comparison was required.
T2 was therefore organised around PRE, MID and POST acquisition stages, allowing memory evidence to be compared at defined points surrounding the simulated activity. T3 subsequently provided an additional supporting experimental stage rather than an identical replication of T2.
This refinement taught me that an experimental methodology may require adjustment during practical implementation. More importantly, I learned that such changes must be documented transparently and considered when interpreting the findings. In this project, recognising that T1, T2 and T3 were not experimentally equivalent was important in preventing the cross-trial results from being interpreted more strongly than the design supported.
[bookmark: _Toc240914091][bookmark: _Toc241003541]8.4 Skills and Professional Development
Completing this project strengthened both my technical and research skills. From a technical perspective, I developed practical experience in acquiring Windows volatile memory using WinPmem and analysing memory images with Volatility 3. I gained experience using windows.pslist, windows.pstree, windows.cmdline and windows.malfind, together with string examination and SHA-256 integrity verification.
More importantly, I developed a better understanding of forensic interpretation. Identifying an artefact is only one part of the investigative process; its significance must be established by correlating it with other evidence and the wider experimental and incident timeline. For example, the presence of PowerShell alone could not be treated as evidence of ransomware-related activity, while WinPmem artefacts had to be recognised as activity introduced by the acquisition process itself.
From a research perspective, the project strengthened my ability to organise experimental evidence, critically compare findings, recognise alternative explanations and acknowledge methodological limitations. It also reinforced the importance of avoiding conclusions that extend beyond what the experimental evidence can support.
The project also changed the way I approached independent study. Earlier in the work, I tended to focus on resolving the immediate technical task before fully documenting why a particular decision or result was important. As the investigation progressed, I became more systematic in connecting practical observations with the literature, research questions and limitations of the experimental design. I also learned that obtaining a technical output is not the same as understanding its research significance. This encouraged me to question results more critically, consider alternative explanations and maintain clearer records while the work was being completed. In future research, I would adopt this structured approach from the beginning rather than developing it gradually during the project.
[bookmark: _Toc240914092][bookmark: _Toc241003542]8.5 What Would Be Done Differently
If I were to repeat the project, I would introduce greater consistency between the experimental trials. T1, T2 and T3 produced useful evidence, but their structures were not identical, limiting the strength of direct cross-trial comparison. I would therefore apply the same PRE, MID and POST structure to every trial, use fixed acquisition intervals and conduct a larger number of repetitions. This would provide a stronger basis for determining whether observed temporal patterns were reproducible rather than specific to an individual experimental run.
I would also prepare and test the complete forensic environment before beginning formal evidence collection. In particular, VirtualBox networking, Volatility 3 installation, evidence-transfer locations and analytical commands would be verified in advance. This would reduce troubleshooting during formal experimentation and improve consistency between acquisitions.
Overall, the project demonstrated that successful digital-forensics research involves more than operating forensic tools. It requires controlled experimentation, careful evidence management, critical interpretation and recognition of uncertainty. The challenges encountered throughout the project ultimately improved my ability to approach technical forensic problems systematically and evaluate results with greater caution.
[bookmark: _Toc240914093][bookmark: _Toc241003543]
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[bookmark: _Toc241003544]Appendix A — Approved Ethics Documentation
Ethical approval was obtained using the University’s Ethical Approval Form – Computing Students Only. The approved application reflects the proposed methodology at the time of submission. During implementation, the technical configuration was refined, including the use of WinPmem for volatile-memory acquisition and SIFT Workstation as the primary forensic-analysis environment. The final experimental activity used a controlled benign ransomware-behaviour simulation. The approved ethics form is reproduced below in its original form without retrospective amendment.



[bookmark: _Toc241003545]Appendix B — Laboratory and Virtual Machine Configuration
This appendix provides supporting evidence of the virtualised laboratory environment used during the experimental investigation. Oracle VirtualBox was used to host the Windows 10 victim system and the supporting forensic virtual machines. Host-only networking was used where communication between experimental systems was required, while network access was controlled according to the role of each virtual machine. The screenshots below document key elements of the laboratory and network configuration used during the practical work.
[image: ]
Figure B.1: Oracle VirtualBox network configuration for the Windows 10 ransomware-behaviour victim VM, showing Adapter 1 configured as a Host-only Adapter.
[image: ]
Figure B.2: Oracle VirtualBox network configuration for the SIFT forensic workstation, showing Adapter 1 configured using the VirtualBox Host-only Ethernet Adapter.
[image: ]
Figure B.3: Oracle VirtualBox network configuration for the Kali Linux supporting VM, showing Adapter 1 configured for NAT connectivity.
[bookmark: _Toc241003546]Appendix C — Controlled Ransomware-Behaviour Simulator
This appendix provides supporting evidence of the benign PowerShell ransomware-behaviour simulator used during the controlled experiment. The script was designed to reproduce selected observable behaviours associated with ransomware activity without deploying genuine ransomware. It operated on designated .txt test files within C:\T1_Test, inserted the predefined T1_SIMULATED_ENCRYPTED_DATA marker and renamed the test files using the .locked extension. These controlled and identifiable actions provided known reference artefacts for subsequent volatile-memory examination.
[image: ]
Figure C.1: PowerShell source and execution evidence for the controlled ransomware-behaviour simulator, showing T1_Simulator.ps1, the predefined T1_SIMULATED_ENCRYPTED_DATA marker, controlled file modification and the Rename-Item operation used to append the .locked extension.
[image: ]
Figure C.2: String examination of the T1 memory evidence showing recovered references to C:\T1_Simulator.ps1, Rename-Item, .locked and related simulator activity.
[bookmark: _Toc241003547]Appendix D — T0 Baseline Evidence
This appendix provides supporting evidence for the T0 clean-baseline stage used as the reference state for the experimental workflow. The baseline was established before the controlled ransomware-behaviour activity, and the corresponding memory image was retained as WIN10_T0_BASELINE.raw.
[image: ]
Figure D.1: VirtualBox EXPERIMENT_CLEAN_BASELINE snapshot documenting the clean Windows 10 experimental state prior to T0 memory acquisition and subsequent controlled experimental activity.
[image: ]
Figure D.2: WinPmem acquisition of the T0 clean-baseline memory image (WIN10_T0_BASELINE.raw) and subsequent SHA-256 integrity verification.
[bookmark: _Toc241003548]Appendix E — T1 Experimental Evidence and Screenshots
This appendix provides supporting evidence from the T1 controlled experimental execution. The retained evidence demonstrates the benign PowerShell simulator, acquisition of the EARLY and POST memory images, and subsequent recovery of simulator-related artefacts during forensic analysis.
[image: ]
Figure E.1: T1 EARLY experimental evidence showing the controlled PowerShell simulator, WinPmem acquisition of WIN10_T1_EARLY.raw, and SHA-256 verification of the acquired memory image.
[image: ]
Figure E.2: T1 POST memory acquisition evidence showing WinPmem acquisition of WIN10_T1_POST.raw following the controlled simulation, with the completed memory image retained on the shared evidence drive.
[image: ]
Figure E.3: T1 EARLY string-analysis evidence on SIFT Workstation showing recovered references to Rename-Item, .locked, T1_Simulator.ps1 and the associated PowerShell execution command.
[bookmark: _Toc241003549]Appendix F — T2 PRE/MID/POST Evidence and Screenshots
This appendix provides supporting evidence from the T2 PRE/MID/POST experiment, which formed the principal temporal comparison in the study. The retained evidence supports comparison of process, memory-region and simulation-related artefacts across the three acquisition stages. Additional PRE/MID/POST comparative evidence is presented in Appendix J.
[image: ]
Figure F.1: Volatility 3 windows.malfind analysis of the T2 POST memory image showing executable memory regions associated with PowerShell. The output was treated as an investigative indicator and not as independent evidence of ransomware-related activity.
[bookmark: _Toc241003550]Appendix G — T3 Supporting Experimental Evidence and Screenshots
This appendix provides supporting evidence from the T3 experimental trial. The retained outputs document the T3 POST memory acquisition and subsequent forensic analysis using Volatility 3. The evidence provides supporting observations of PowerShell activity, process relationships, command-line artefacts and the observable WinPmem acquisition footprint within the captured memory. T3 is treated as supporting experimental evidence rather than an identical replication of the T2 PRE/MID/POST experiment.
[image: ]
Figure G.1: T3 POST memory acquisition showing successful WinPmem acquisition of WIN10_T3_POST.raw following the controlled simulation on 11 September 2026.
[image: ]
Figure G.2: T3 Volatility 3 process analysis of WIN10_T3_POST.raw showing PowerShell PID 6752 and the WinPmem acquisition process PID 1688 as its child, together with the retained WinPmem acquisition command.
[image: ]
Figure G.3: T3 Volatility 3 windows.cmdline analysis of WIN10_T3_POST.raw, showing retained references to T1_Simulator.ps1, PowerShell PID 6752 and WinPmem PID 1688, together with the command used to acquire the T3 POST memory image.

[bookmark: _Toc241003551]Appendix H — SHA-256 Integrity Verification Records
This appendix presents the SHA-256 integrity verification records retained for the memory images used throughout the experimental investigation. Hash values were generated following acquisition and recorded as part of the forensic evidence-handling process. The selected evidence covers the T0 baseline and the principal experimental acquisitions from T1, T2 and T3.
[image: ]
Figure H.1: SHA-256 verification of the T0 baseline memory image, WIN10_T0_BASELINE.raw, following acquisition with WinPmem on the Windows 10 victim system.
The T0 baseline image produced the SHA-256 value:
6F29EAE06C7DC1B46B16B046724C2D03BF86E9596FCB239EB64C54C6D06600E5
This record provides the integrity reference for the clean baseline acquisition obtained before the controlled experimental activity.

[image: ]
Figure H.2: SHA-256 integrity verification of the T1 EARLY memory image, WIN10_T1_EARLY.raw, following WinPmem acquisition on the Windows 10 victim system.
The T1 EARLY image produced the SHA-256 value:
DD3D1EEC435EE0C278A71B133929C31997304670D8D54A8609A1277AB320E008
This verification record confirms that an integrity value was retained for the T1 EARLY acquisition used during subsequent forensic analysis.

[image: ]
Figure H.3: SHA-256 integrity verification of the T2 PRE and MID memory images on the SIFT Workstation, providing integrity records for the principal temporal comparison.
The recorded SHA-256 values were:
T2 PRE — WIN10_T2_PRE.raw
a3fca4e12b3672b90fff1943c4d78ee7e3a7aabc25530ee25f732a6df35d47d8
T2 MID — WIN10_T2_MID.raw
3648f54ca6d7eb534dfed5bb7e8da02743931686d61ae6e2191d3dd318e105f0
These records support the integrity of the PRE and MID memory images used in the T2 acquisition-timing comparison.

[image: ]
Figure H.4: SHA-256 integrity verification of the T3 POST memory image, WIN10_T3_POST.raw, on the SIFT Workstation.
The T3 POST image produced the SHA-256 value:
b8a509c02a181974f1e6bd67eda1708f87b3a765c948165cc37a2d43e567e9e4
The verified T3 POST image was subsequently used for the final Volatility 3 process and command-line analysis.
Collectively, these SHA-256 records demonstrate that cryptographic integrity values were generated and retained for the principal memory images used in the investigation. The hashes provide post-acquisition integrity references for the forensic images; they do not imply that the volatile memory remained static during live acquisition.
[bookmark: _Toc241003552]Appendix I — Volatility 3 Analysis Outputs
This appendix provides supplementary Volatility 3 outputs generated during forensic analysis of the acquired memory images. The evidence supports the process, process-tree, command-line and memory-region analysis discussed in Chapters 5 and 6. Only selected outputs are included to avoid duplicating evidence already presented in the main report and other appendices.
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Figure I.1: Volatility 3 windows.malfind output for WIN10_T3_POST.raw, identifying executable writable memory regions associated with PowerShell PID 6752. The output was treated as supplementary memory-region evidence and not, by itself, as proof of malicious or ransomware activity.
The supplementary windows.malfind output complements the process, process-tree and command-line evidence presented elsewhere in the report. The identified executable writable memory regions associated with PowerShell were treated as investigative indicators requiring correlation with other artefacts and the experimental timeline, rather than as independent evidence of malicious or ransomware-related activity.
[bookmark: _Toc241003553]Appendix J — T1/T2/T3 Comparative Evidence
This appendix provides supporting evidence for the cross-trial comparison presented in Chapter 6. The retained outputs demonstrate the different categories of evidence generated across T1, T2 and T3. T2 provided the principal temporal comparison, while T1 and T3 supplied supporting observations from separate controlled executions.
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Figure J.1: Comparative T2 forensic evidence showing PowerShell-related memory observations in the PRE acquisition and simulation-related Rename-Item and .locked strings recovered from the MID acquisition.
[image: ]
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Figure J.2(a–b): Final practical evidence inventory showing retained T1, T2 and T3 memory images, integrity records and forensic-analysis outputs.
[bookmark: _Toc241003554]Appendix K — VirtualBox Snapshot Records
VirtualBox snapshots were created throughout the experimental workflow to preserve key system states and support controlled progression between acquisition and analysis stages. The snapshot records below document the experimental sequence across the Windows 10 victim system, SIFT forensic workstation and Kali Linux supporting VM. These records provide supporting evidence of the baseline, T1, T2 and T3 experimental stages.

[image: ]
Figure K.1: VirtualBox snapshot history of the Windows 10 victim VM documenting the progression of the T1, T2 and T3 experimental stages, including pre-experiment, simulation and post-acquisition states.
[image: ]
Figure K.2: VirtualBox snapshot history of the SIFT forensic workstation documenting completed analysis and verification stages across T1, T2 and T3.
[image: ]
Figure K.3: VirtualBox snapshot record of the Kali Linux supporting VM showing the preserved KALI_FORENSIC_BASELINE state.
[bookmark: _Toc241003555]
Appendix L — Commands and Additional Technical Evidence
This appendix records the principal commands used during memory acquisition, integrity verification and forensic analysis. The commands are included to support reproducibility of the experimental procedure while avoiding unnecessary technical detail in the main methodology and results chapters.
L.1 WinPmem Memory Acquisition
WinPmem was executed from the Windows 10 victim environment to acquire volatile-memory images. The following command structure was used during the experimental acquisitions:
Y:\go-winpmem_amd64_1.0-rc2_signed.exe acquire --nosparse Y:\WIN10_T0_BASELINE.raw
The same acquisition procedure was applied to the relevant T1 and T2 memory images. During T3, the acquisition was performed using:
Z:\go-winpmem_amd64_1.0-rc2_signed.exe acquire --nosparse Z:\WIN10_T3_POST.raw
L.2 SHA-256 Integrity Verification
SHA-256 hashing was used after acquisition to record the integrity value associated with the acquired memory images. On Windows, PowerShell Get-FileHash was used:
Get-FileHash -Path "Y:\WIN10_T0_BASELINE.raw" -Algorithm SHA256
Get-FileHash "Y:\WIN10_T1_EARLY.raw" -Algorithm SHA256
Within SIFT Workstation, SHA-256 verification was performed using sha256sum, for example:
sha256sum ~/cases/T2/evidence/WIN10_T2_PRE.raw
sha256sum ~/cases/T2/evidence/WIN10_T2_MID.raw
sha256sum /mnt/t3share/WIN10_T3_POST.raw
The resulting integrity records are presented separately in Appendix H.
L.3 Volatility 3 Process Analysis
Volatility 3 was used to examine processes present within the acquired memory images. The principal plugins used were windows.pslist, windows.pstree, windows.cmdline and windows.malfind.
Representative commands included:
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.pslist
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.pstree
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.cmdline
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.malfind
Outputs were redirected to case-specific evidence files where required, for example:
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.pslist > ~/cases/T3/evidence/T3_POST_pslist.txt
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.pstree > ~/cases/T3/evidence/T3_POST_pstree.txt
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.cmdline > ~/cases/T3/evidence/T3_POST_cmdline.txt
vol -f /mnt/t3share/WIN10_T3_POST.raw windows.malfind > ~/cases/T3/evidence/T3_POST_malfind.txt
L.4 Targeted Evidence Filtering
Targeted filtering was used to identify relevant processes and experimental indicators within the retained Volatility outputs. Examples included:
grep -Ei "powershell|winpmem|cmd.exe" ~/cases/T3/evidence/T3_POST_pslist.txt
grep -Ei "powershell|winpmem|cmd.exe" ~/cases/T3/evidence/T3_POST_pstree.txt
grep -Ei "powershell|winpmem|T1_Simulator|locked" ~/cases/T3/evidence/T3_POST_cmdline.txt
For malfind, filtering was used to locate output associated with PowerShell while retaining the surrounding context:
grep -i -A 15 -B 2 "powershell" ~/cases/T3/evidence/T3_POST_malfind.txt
L.5 String Analysis
String extraction and targeted searches were used alongside Volatility 3 to identify textual artefacts associated with the controlled simulation. Searches focused on indicators such as the simulator path, Rename-Item, .locked, and the experimental marker.
Representative searches included:
grep -Ei "T1_Simulator|Rename-Item|locked" <strings-output-file>
These searches supported comparison of simulation-related textual evidence between acquisition stages, particularly the T2 PRE, MID and POST images.
L.6 Reproducibility Note
The commands above represent the principal acquisition, hashing and analysis procedures used during the practical investigation. File paths and image names varied according to the experimental trial and acquisition stage. Commands were applied to genuine experimental memory images retained within the relevant case directories. Supporting screenshots, integrity records and analytical outputs are provided throughout Appendices D–K.
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ETHICS FORM — COMPUTING STUDENTS ONLY

APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically.

The University follows the OECD Frascati manual definition of research activity: “creative work
undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of
man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this
covers activities undertaken by members of staff, postgraduate research students, and both taught
postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.
This form must be completed and approved prior to undertaking any research activity.

SECTION A: About You (Principal Researcher)

1 Full Name: GOPIKA VIRAKAN VALAPPIL

2 Student Number: 2436585

3 Email address: 2436585@student.uwtsd.ac.uk

4 Programme of Study: MSC.CYBERSECURITY AND DIGITAL FORENSIC SCIENCE
5 Supervisor: DR. ALIREZA ESFAHANI

SECTION B: Internal and External Ethical Guidance Materials

Please list the core ethical guidance documents that have been referred to during the completion of
this form (including any discipline-specific codes of research ethics, location-specific dodes of
research ethics, and also any specific ethical guidance relating to the proposed methodology).
Please tick to confirm that your research proposal adheres to these codes and guidelines. You may
add rows to this table if needed.

1 UWTSD Research Ethics & Integrity Code of Practice X

2 UWTSD Research Data Management Policy X
3 UK General Data Protection Regulation (UK GDPR) & Data Protection Act 2018 X
4 NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response X

SECTION C: Details of Research Activity

Memory Forensics in Windows 10 Using HA Forensics Tool and Kali Linux for

1 Indicative title: o
Ransomware Investigation

Proposed start JUNE 2026 Proposed end

date: i SEPTEMBER 2026

Introduction to the Research (maximum 300 words in each section)

Ensure that you write for a Non-Specialist Audience when outlining your response to the three
points below:

o Purpose of Research Activity
o Proposed Research Question
o Aims of Research Activity

January 2026 1 Ethical Approval Form — Computing Students Only
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e Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain

o What the research activity will add to the body of knowledge
e How it addresses an area of importance.

Purpose of Research Activity

This research investigates how memory forensics can improve ransomware investigations on Windows 10
systems. Traditional disk forensics often fails to recover volatile evidence such as encryption keys, running
malicious processes, active network connections and command execution history because this information
exists only in RAM and disappears once the system is shut down. This study evaluates the effectiveness of live
3 memory acquisition using the HA Forensics Tool and memory analysis using Kali Linux with Volatility. The
research will be conducted entirely within an isolated virtual laboratory using Windows 10 virtual machines
infected with controlled ransomware samples. The findings aim to demonstrate how volatile memory evidence
can improve ransomware investigations while following recognised forensic principles.

(this box should expand as you type)

Research Question
How effective is memory forensics using the HA Forensics Tool and Kali Linux in identifying and recovering
4 volatile evidence from Windows 10 systems infected with ransomware?

(this box should expand as you type)

Aims of Research Activity

Number your aims and link them to your objectives

Investigate memory forensic techniques for ransomware investigations.

Evaluate live memory acquisition using the HA Forensics Tool.

Analyse Windows 10 memory images using Kali Linux and Volatility.

Identify volatile artefacts useful during ransomware investigations.

Assess the effectiveness of combining HA Forensics Tool with Kali Linux for incident response.

3
arwh =~

(this box should expand as you type)

Objectives of Research Activity

Configure a controlled Windows 10 forensic laboratory.

» Execute ransomware safely inside isolated virtual machines.

» Capture memory images using HA Forensics Tool.

» Analyse captured memory using Volatility on Kali Linux.

6 * Recover malicious processes, DLLs, network connections, encryption keys and other volatile artefacts.
» Compare findings with existing literature.

+ Evaluate strengths and limitations of the proposed approach.

(this box should expand as you type)

Proposed data collection methods (maximum 600 words)

Provide a brief summary of all the methods that may be used in the research activity to collect data,
making it clear what specific techniques may be used. If methods other than those listed in this
section are deemed appropriate later, additional ethical approval for those methods will be needed.
You do not need to justify the methods here, but should instead describe how you intend to collect the
data necessary for you to complete your project.

This should describe how you intend to collect data. It should not include a discussion of the
theoretical basis for your data collection methods. Please note, that if you intend to collect any
audio/video recordings of interviews with participants then these will be are classified as Personal
Data under GDPR/DPA2018. If you intend to use these then note this in section H.

This research does not involve questionnaires, interviews or human participants. Data will be
generated entirely from controlled laboratory experiments. A Windows 10 virtual machine will be
configured within an isolated environment where ransomware samples will be executed safely.
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Memory images will be acquired using the HA Forensics Tool before, during and after ransomware
execution. The captured memory images will then be analysed using Kali Linux and Volatility to
recover volatile artefacts including running processes, DLLs, registry information, active network
connections and encryption-related evidence. Experimental observations, screenshots, analysis logs
and recovered forensic artefacts will form the research data. No personal or confidential information
will be collected during the study.

(this box should expand as you type)

SECTION D: Scope of Research Activity

Z
o

Will the research activity include: YES

—

X

Use of a questionnaire or similar research instrument?

X

Use of interviews?

X

Use of focus groups?

Use of participant diaries?

Use of video or audio recording?

Use of computer-generated log files?

Participant observation with their knowledge?

XX O X X

Participant observation without their knowledge?

Access to personal or confidential information without the participants’ specific
consent?

Administration of any questions, test stimuli, presentation that may be
experienced as physically, mentally or emotionally harmful / offensive?

Performance of any acts which may cause embarrassment or affect self-esteem?

© | N[Ol | B~ WIDN

X

-
o

—
N

N
N

Investigation of participants involved in illegal activities?

N
w

Use of procedures that involve deception?

—_
N

Administration of any substance, agent or placebo?

N
(@)

Working with live vertebrate animals?

O/oj0jo0o|jo| 0|00 xOocg|o,|d

XX XX K| K|X

N
(o)

Procedures that may have a negative impact on the environment?

Other primary data collection methods. Please indicate the type of data collection
method(s) below.
Details of any other primary data collection method:

—
~

(this box should expand as you type)

If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip
section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been
obtained.

SECTION E: Intended Participants

Who are the intended participants:

YES NO
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1 | Students or staff at the University? O X

Adults (over the age of 18 and competent to give consent)?

X | X

Vulnerable adults?

Children and Young People under the age of 18?7 (Consent from Parent, Carer or
Guardian will be required)

X

Prisoners?

o o | WDN

X | X

Young offenders?

Those who could be considered to have a particularly dependent relationship with
the investigator or a gatekeeper?

N
X

oo /ojo|o|og|d

X

8 | People engaged in illegal activities?

Others. Please indicate the participants below, and specifically any group who
9 | may be unable to give consent.

Details of any other participant groups: O X
Complete this only if your participants cannot give consent. This includes animals

(this box should expand as you type)

Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and
how will they be recruited?

Ballpark figures are fine, but make sure that you explain how you
How many participants are will identify and contact your participants.
10 | expected?

(this box should expand as you type)

11 Who will the participants be?

(this box should expand as you type)

How will you identify the

iz participants?

(this box should expand as you type)

Information for participants:
YES NO N/A
13 Will you describe the main research procedures to participants in . .
advance, so that they are informed about what to expect? =
14 | Will you tell participants that their participation is voluntary? ] ] X
15 | Will you obtain written consent for participation? O O X
16 Will you explain to participants that refusal to participate in the N N =
research will not affect their treatment or education (if relevant)?
If the research is observational, will you ask participants for their -
17 . O O
consent to being observed?
Will you tell participants that they may withdraw from the research at
18 : [ [ X
any time and for any reason?
With questionnaires, will you give participants the option of omitting
19 . [ [ X
questions they do not want to answer?
20 Will you tell participants that their data will be treated with full . .
confidentiality and that, if published, it will not be identifiable as theirs? =
Will you debrief participants at the end of their participation, in a way
21 , [ [ X
appropriate to the type of research undertaken?
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22 | If NO to any of above questions, please give an explanation
You should be able to tick YES for all of these questions. If not, then explain why not in this box.
(this box should expand as you type)
Information for participants: YES NO N/A
24 | Will participants be paid? O O X
25 | Is specialist electrical or other equipment to be used with participants? Ol Ol X
Are there any financial or other interests to the investigator or
26 . . - , [ [ X
University arising from this study?
Will the research activity involve deliberately misleading participants in
27 . > : Ol O X
any way, or the partial or full concealment of the specific study aims?
28 | If YES to any question, please provide full details
You should be able to tick NO for most of these questions. For any cases that you have ticked YES
then provide details in this box. If you are using cameras/voice recorders to record interviews then
please state that in this box.
N/A
(this box should expand as you type)

SECTION F: Anticipated Risks

Outline any anticipated risks that may adversely affect any of the participants, the
researchers and/or the University, and the steps that will be taken to address them.

Risks to participants

For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm,
transfer of personal data, sensitive organisational information. If you have identified in section D
that there are no participants then enter N/A and go skip to question 3.

Risk to participants: How you will mitigate the risk to participants:
There are always risks. Do not write N/A unless '
you have no participants. Not applicable.

This research does not involve human

participants. Therefore, there are no direct risks
to participants (this box should expand as you type)

(this box should expand as you type)

If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity,
drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give
details of the procedures to deal with these issues, including any support/advice (e.g. helpline

2 numbers) to be offered to participants. Note that where applicable, consent procedures should
make it clear that if something potentially or actually illegal is discovered in the course of a project,
it may need to be disclosed to the proper authorities
The research does not involve human subjects or sensitive personal topics. No illegal activity will be
conducted, and all experiments will be carried out in a controlled virtual environment using safe
datasets or simulated behaviour.

(this box should expand as you type)
Risks to the investigator
3 | For example: personal health & safety, physical harm, emotional distress, risk of accusation of

harm/impropriety, conflict of interest

Risk to the investigator: How you will mitigate the risk to the investigator:

There are a|WayS risks. Do not write NA. All eXperimentS conducted inside isolated virtual
machines.
* No Internet access.
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Working with ransomware may accidentally * Host-only networking.
infect other systems if appropriate controls are * VM snapshots restored after every experiment.
not implemented. * Antivirus protection enabled on host machine.

* Malware samples securely stored.
(this box should expand as you type)

(this box should expand as you type)

University/institutional risks

N For example: adverse publicity, financial loss, data protection
Risk to the University: How you will mitigate the risk to the University:
There are always risks. Do not write NA.
Accidental malware escape could affect Experiments will be conducted only inside
university systems. isolated virtual machines without access to
university networks. Snapshots will be restored
(this box should expand as you type) after every experiment and malware samples
securely deleted after completion.
(this box should expand as you type)
5 Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems
Risk to the environment: How you will mitigate the risk to environment:
None. No environmental impact.

(this box should expand as you type)

(this box should expand as you type)

SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to
section H.
SKIP THIS SECTION — No human participants are involved in this research.

1 Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when?

You don’t need to email your participants with your final report. A good alternative is to set up an
email address that they will be able to contact for further details or results.

(this box should expand as you type)

2 Informed consent

Describe the arrangements to inform potential participants, before providing consent, of what is
involved in participating. Describe the arrangements for participants to provide full consent before
data collection begins. If gaining consent in this way is inappropriate, explain how consent will be
obtained and recorded in accordance with prevailing data protection legislation.

If you are using a paper questionnaire then you should have the participants sign an appropriate
consent form. These forms will count as personal data and should be noted as such in section J.
If you are using an online questionnaire, then you should have a screen before the questions start
that acts as a consent form, informing participants that by clicking on the NEXT button they are
providing consent.

(this box should expand as you type)

3 Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If
anonymity is not being offered, explain why this is the case.

Do not collect names unless you really need them. Do not name participants or organisations in any
research publications (including the thesis) without their explicit permission.

(this box should expand as you type)

SECTION H: Data Protection and Storage
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Does the research activity involve personal data (as defined by the General
Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 YES NO
“‘DPA")?

“Personal data” means any information relating to an identified or
identifiable natural person (‘data subject’). An identifiable natural
person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or O O
more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person. Any
video or audio recordings of participants is considered to be
personal data.

If YES, provide a description of the data and explain why this data needs to be collected:

This includes audio/video data of participants, but can also include IP addresses and usernames.
Names, addresses and emails also count, as do consent forms.

(this box should expand as you type)

Does it involve special category data (as defined by the GDPR)? YES NO

“Special category data” means sensitive personal data consisting of
information as to the data subjects’ —
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade
Union and Labour Relations (Consolidation) Act 1992), O O
(e) physical or mental health or condition,
(f) sexual life,
(9) genetics,
(h) biometric data (as used for ID purposes),

If YES, provide a description of the special category data and explain why this data needs to be
collected:

What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in
accordance with cultural norms would count as sensitive personal data.

(this box should expand as you type)

Will data from the research activity (collected data, drafts of the thesis, or | YES NO
materials for publication) be stored in any of the following ways?

Manual files (i.e. in paper form)?

University computers?

Private company computers?

Home or other personal computers?

©O© | (N || O,

Laptop computers/ CDs/ Portable disk-drives/ memory sticks?

—_
o

X X X O X| O
OO 0O X O X

“Cloud” storage or websites?

11

Other — specify: O =

12

For all stored data, explain the measures in place to ensure the security of the data collected, data
confidentiality, including details of backup procedures, password protection, encryption,
anonymisation and pseudonymisation:

If possible, save your data on computers that are secure and regularly backed up. Many cloud
services only provide GDPR-compliant storage for business customers. An example of suitable text
is given below.
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All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password
protected. All participants will be given a unique identifier to ensure confidentiality and this list will
be kept securely in the password protected folder.

All research data, including memory dumps, screenshots, logs and analysis reports, will be stored
on password-protected devices and within the University's secure OneDrive/Office 365 storage.
Access will be restricted to the researcher and supervisor. Regular backups will be maintained.
Memory images containing malware will remain inside the isolated laboratory environment.
Following successful completion of the dissertation and assessment period, all experimental

malware and memory images will be securely deleted.
(this box should expand as you type)

Data Protection

Will the research activity involve any of the following activities: YES NO
13 | Electronic transfer of data in any form? X O
14 Sharing of data with others at the University outside of the immediate research N =
team?
15 | Sharing of data with other organisations? O X
16 | Export of data outside the UK or importing of data from outside the UK? O X
17 | Use of personal addresses, postcodes, faxes, emails or telephone numbers? O X
18 | Publication of data that might allow identification of individuals? O X
19 If YES to any question, please provide full details, explaining how this will be conducted in
accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):
This includes data such as drafts of your thesis as well as experimental or survey data. An example
of suitable text is given below.
All data will be encrypted and kept in password protected cloud storage on the University Office 365
system which will not be shared. Any USB sticks used to store or transfer data will be password
protected. All data transfers will be encrypted and password protected. All participants will be given
a unique identifier to ensure confidentiality and this list will be kept securely in the password
protected folder. The data will be stored until the completion of the project and then deleted. In
accordance with the DPA2018, participants will have the right to ask to see what data is held
relating to them, and this data will be deleted immediately if the participant requests this, in which
case the data will not be used in the project.
Research files will only be shared electronically with the dissertation supervisor through secure
University storage. No personal information will be processed. All transferred files will remain
password protected where appropriate.
(this box should expand as you type)
20 | List all who will have access to the data generated by the research activity:
Normally the principal researcher, possibly also the supervisor and, if the project has an industrial
partner, a representative of that partner. Possibly also external examiner or second marker?
* Researcher
* Dissertation Supervisor
* Internal Marker
 External Examiner (if required)
(this box should expand as you type)
21 | List who will have control of, and act as custodian(s) for, data generated by the research activity:
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Usually the principal researcher.

Researcher (Principal Investigator)
(this box should expand as you type)

Give details of data storage arrangements, including security measures in place to protect the data,

22 where data will be stored, how long for, and in what form.
All data will be encrypted and kept in password protected cloud storage on the University Office 365
system which will not be shared. Any USB sticks used to store or transfer data will be password
protected, and will be reformatted at the end of the project in order to destroy the data. The data will
be stored until the completion of the project and then deleted.
All research data will be stored on password-protected computers and encrypted University cloud
storage. Memory images and logs will remain securely stored throughout the dissertation and
deleted following successful completion of the project in accordance with University data
management requirements.
(this box should expand as you type)
Confirm that you have read the UWTSD guidance on data management (see
22 https://www.uwtsd.ac.uk/library/research-data-management/) X
Confirm that you are aware that you need to keep all data until after your
23 | research has completed or the end of your funding 2
SECTION I: Use of Al tools
Use of generative Al and other Al-based tools
There are a number of ethical issues relating to the use of generative Al
and other Al-based tools, including data security, output bias, and output
errors. In general you should assume that any generative Al or other Al-
. . YES NO N/A
based tool that you pay to use is more secure and accurate than one which
is free to use.
Will the research use Al tools to do any of the following:
1 | Capture data? Ol X |
2 | Generate and/or edit text? Ol X |
3 | Generate graphics? Ol X |
4 | Generate video? Ol X |
5 | Generate sound/music? Ol X |
6 | Generate code? O X |
7 | Generate synthetic data? O O
8 | Analyse data? O O
9 | Analyse personal or sensitive data? U (|
10 | Classify data? O O
11 | Do you intend to use the free version of any Al tools? O X |

If you have answered YES to any of questions O1-O11, please provide justification detailing why this is
necessary for the research.

12

State which Al tool or tools you will be using, and where they are based (or store their data — you
may need to check their webpages or user agreement for this). If you are planning to use Copilot
then say if you're using the UWTSD version of it or the public version. You should also show how
you are complying with current UWTSD guidance/policy of the use of Al.

No Al tools will be used for data generation, analysis, or content creation in this research. All work will be conducted
manually in accordance with university guidelines
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(this box should expand as you type)

SECTION J: Declaration

The information which | have provided is correct and complete to the best of my knowledge. | have
attempted to identify any risks and issues related to the research activity and acknowledge my
obligations and the rights of the participants.

In submitting this application | hereby confirm that | undertake to ensure that the above named
research activity will meet the University’s Research Ethics and Integrity Code of Practice which is
published on the website: https://www.uwtsd.ac.uk/research/research-ethics/

Date: 07 AUGUST

1 | Signature of applicant: GOPIKA VIRAKAN VALAPPIL 2026

2 | Supervisor: Alireza Esfahani Date: 24/08/2026

3 | Signature: W
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