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Introduction
All business projects involve some form of risk factors, which can stem from different sections of the business idea or prototype. It is almost impossible to factor out risk, but there are many ways that potential hazards can be highlighted, so preparations can be made in advance to handle such challenges if they occur. Risk management is a highly important part of any organisation and can make or break a product or even liquidate companies if not handled with proper care. The following report highlights the risk management and strategies of Ddraig Coch enterprise and the creation of their prototype “The Cark-E”.
Risk Management
The process of risks management can be divided and compiled into a framework that can be implemented by each section of the team who are currently working on the project. That framework is as follows:
Risk Identification – some areas of the business  can easily identify risk concepts, but some will only be identified when that risk arises. Some risks will emerge between each individual section of the team and will be covered by that department. For Ddraig Coch , a broad possibility of risks can be identified in the list below.
Illness / Absence – If a member of the team is unwell or absent due to a family engagement this can impact on the time constraints and timetable that the company has scheduled to complete the product, which may result in the prototype missing deadlines.
Insufficient funds – If more parts are required or other problems increase the expenses that were unforeseen, this can result in the company running out of available funds and may need to seek other means of financing the product.
Lack of sales or Investment – the product may not sell to the forecast that was envisaged or shareholders may not invest enough funds due to uncertainty in the market.
Undervaluing or Overvaluing the product – The market that the protype will penetrate has to be fully scrutinised to make sure the product will be successful and not just an item the team think is good enough to do well. It is also easy to underestimate the popularity of the item, and not produce enough products.
Competition – A similar product may be available that the team were unaware of which may hamper sales.
Product Obsolete – With different and new technology appearing on the market all the time, the window of opportunity may be small, and the product may become outdated quickly.
Damages – During the build, parts may become damaged and new parts may need to be ordered, which prolongs the timetable and deadlines maybe missed.
Crime – Due to the product containing software, this may be a target for hackers to try and infiltrate the key and potentially steal personal information or the car.
Lack of demand – The product may not be popular to the consumer which may result in no sales.
Shortage of Knowledge – As the prototype becomes more sophisticated, a lack of know-how may coax its way into the build and cause risks to time frames and reduce the assurance the build will be completed.

Risk Analysis – Once the main risks have been identified , it is routine to analyse their impact and possibility of occurrence and which may cause more damage to the project over its duration. The best way to showcase this, is to create a 3x3 risk exposure matrix that delivers the following calculation :- Risk exposure = Probability x Impact

If we take the risks listed above, we can insert their number into the Risk Evaluation Matrix [fig 1.1]  to highlight the severity of the risk.
		High		8, 9,	4, 6,	1,
		Medium		7,	2,	3,
		Low		5,	10,	
	Low	Medium	High




Fig 1.1 Risk Evaluation matrix

The risks can be categorised into low, medium or high giving the team prior notice to which may require more attention and to those that demand a lesser course of action.

Risk Planning – Once the risks have been identified and their effects have been measured, action needs to be taken to deal with the implications of those risks. This can be achieved by using either:
Avoidance actions – try to prevent the risk from ever occurring
Mitigation actions – Ways to reduce the impact when a certain risk occurs
Avoidance actions can only achieve limited success and both actions should be operation, this is due to most risks remaining unforeseen and recovery from those risks that have occurred.
For Ddraig Coch to plan actions towards the risks they may endure, would be to take each one and discuss an alternative course that can be taken.
Illness or Absence – another member of the team that has similar knowledge will be placed in that job role until the absentee returns.
Insufficient funds – great planning will be put in place to make sure the prototype does not go over budget. If this does happen, a discussion will take place with the shareholders and a plan will be put in place.
Lack of sales or Investment – Marketing will be at the forefront of planning when the product is available. Any ploys to boost sales such as key fobs etc will be taken on board. Have confidence in the product and display the many features it contains to gain more investment possibilities.
Undervaluing / Overvaluing -Maintain a level of professionalism and do not become overconfident in the product. Realise it’s potential and discuss with investors price brackets and targeted consumers.
Competition – explore evidence of other companies producing a similar product to the 
Cark-E, this can be done by going online and researching or word of mouth. Products can be similar but may contain different functions, some items can still become desirable in a market that is saturated with similar products as long as its healthy competition.
Product Obsolete – the product will adapt to the ongoing changes in technology.
Damages – If any sections of the key become damaged while in manufacturing, discussions with the other team members will take place and new parts will have to be purchased. 
Crime – Anti-virus software will be installed and any other means of safe guiding the information or vehicle will be in place.
Lack of Demand – The key is a potential safety feature that all cars should have. Ddraig Coch will be Determined to make the key a mandatory feature that all car manufactures should include by law.
Shortage of Knowledge – If any problems do occur with the making of the key, shareholders or lecturers will be approached for help and guidance.

Code of Practise

Each organisation can have its very own strict set of criteria that has to be met, to keep a high standard of work and maintain safety to all the employees. To coincide with their independent regulation, there is also governmental legislation that has to be abided by.  These regulations are known as the ‘Code of Practise’.
Leading the way in the field of technology , which Ddraig Coch relates to, are the Institution of engineering and technology (IET) and the British Computer Society (BCS) which state clear intentions on the rule of ethical and legal issues. Once an application to join the BCS or the IET institute has been approved, the company will adhere to their set of responsibilities, or be subject to disciplinary action.
With regards to the protocol set by the BCS, Ddraig Coch would abide by the following:
Be Non-discriminative towards other members of the group.
Respect views given by others.
Do not misrepresent the product to consumers.
Share Technology Knowledge to others.
Key database will only require data that needs to be accessed .
Do not test on real data, only use fabricated data.
Contact other organisations if data relates to them, to prevent data breach.

Legal issues
All organisations have a legal liability, relating to their employees and to the products or services they sell to the public. If for any reason a law is broken, the results could be catastrophic and lead to the business dissolving. As shareholders in Ddraig Coch, they have legal responsibilities that need to be met, none more important than data protection. The GDPR (General Data protection Regulation) gives rights to consumers over what organisations can do with their personal data.
As Ddraig Coch aims to use consumer data to operate the key, the following guidelines would have to be followed to the letter.
Do not provide information data to other companies, unless requested by the owner of that data
Supply Reasonable protection to the data in the form of anti-virus etc.
Require consent from the owner of the data.
Abide To all privacy laws.
Supply data breach notifications to the consumer.
Regular assessments to identify any risks to data.
Provide an officer to oversee GDPR compliance.
Only acquire information that Relates to the functionality of the product
All Biometric data should remain secure.
Ddraig Coch aims to make the product globally available, tailored to fit all types of cars, but the regulations of the GDPR are only followed by EU countries and citizens there in. To enter international markets such as the USA, who currently do not have any federal data protection legislation would require research and for the countries that do have their own data protection laws, they to would need to be followed.
Besides data protection laws, there are other laws to consider such as copyright, designs and patent act. When innovative ideas are created, it would be advisable to investigate the uniqueness of the product. Ddraig Coch will also have to take into account:
is the product already available and under copyright?
is the design unique?
Can the logo be a registered trademark?
Can the Idea be patented?
It is possible to have a similar idea for a product as long it’s not a direct copy of someone else’s, and will use components that are already widely available. From research it is believed that the prototype is an original idea.



Sustainability issues
In recent years, the effects on the environment has become an integral part of how an organisation goes about it’s business. Within the realms of ICT most companies believe that the digital age has a   positive effect, due to ‘data’ taking on a virtual existence and is detached from the natural resources of the environment. Although at a glance this may seem correct, clarity to the claims need to be assessed and to identify the first, second and third order effects caused by Technology.
First Order – Direct negative effects caused due to production and the use of computers and other such hardware. Discarding outdated hardware can also have a detrimental effect on the environment.
Second Order – ICT causes effects to other activities such as traffic and impacts on their environment indirectly.  
Third Order – Highlights the changes that have been caused by the growth in ICT, whether it has had a positive or a negative effect on the environment.

Ddraig Coch can apply the order effects , and try to identify what the environmental consequences could be pre and postproduction of the Cark-E:
First Order – during prototype production, 3d printing machines will be used to create the body of the key, including computers used to create the blueprint and design of the prototype. This will have an effect on the energy footprint such as electricity. When better hardware is available, the older machinery may be replaced and disposed of.
Second Order – The key will be using components manufactured by other firms, this will result in increasing their carbon footprint and energy levels. The key may have a positive effect on traffic, as it hopes to reduce the amount of unsafe or banned drivers that would have normally been on the road.
Third Order – This will have an effect on how devices may be manufactured in the future, the key will one day be able to move from car to car giving the owner an option of needing only one key, reducing the need to make more.




Quality Assurance
Most organisations have an obligation to produce products or services to the highest standards and are required to prevent errors and defects in the creation of the products to avoid problems when delivering to customers. 
The ISO standards supply rules and regulations that it’s member businesses can follow to insure that high standards are met. Currently there are 22971 standards that cover a wide range of industries from Agriculture to Technology.
Due to the business orientation of DDraig Coch , ISO standards that will insure high quality products and services would be:

ISO 25010 – Quality Requirements  for Systems and Software.
ISO 14598 – Software Product Evaluation.
ISO 9126 – Product Quality.
ISO 33001 – Process Assessment for Information Technology.

Taking the ISO 25010, a quality matrix can be developed to highlight questions that should be asked of the product and an answer that can insure the product will be to a high standard before and after it is available to the customer.

Product Quality Standard


Reliability	Use high quality components 		Create  good after services			

Usability		Easily accessible		Easy to learn		Clear O/S	User Error Protection

Functionality	Easy to Use		Complete product with correct functions		Safe to use		Secure information





	


Efficiency	Quick response time		Able to store required information			

Maintainability	High reusability		Can be upgraded		

Portability	Small		Easy to replace		

	



	


Fig 1.2 Quality Matrix for Product Quality of the Cark-E


 




Conclusion

To make the business a success, it is wise to make sure that all regulations and laws are abided by, and all the sections in this report offer clarity that Ddraig Coch would do well to follow. Risk management shows what could go potentially wrong and ways that extreme situations can arise from nowhere. By using a risk matrix, it is possible to stay ahead of damaging problems and as a team come up with probable solutions. The code of practise will keep the business running to a certain set of rules that should be followed, and these can be supplied by the IET or the BCS institutions. Data protection is very important to Ddraig Coch as this will be a massive part of the functionality of the product, and the guidelines will be obeyed as safety of data is paramount.
    With environmental issues being high on the agenda of the business and political scene, the cark-E will hopefully be at the forefront of this agenda. By using recycled plastics and keeping the carbon footprint low, the aim would be to protect the world and its resources.
Ddraig Coch aims to keep the product to a high-quality standard by using high end components and having tested the products every step of the way. The product will be obtainable to everyone as the target is to get the key into government legislation and not a toy just for the select few that have the fortunes of being affluent.
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