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[bookmark: _Toc393737768]Abstract
Enterprise networks have become very complex, distributed, and hybrid networks which interconnects users, applications, data centers, and cloud based services within more than one geographic location. Although it offers larger scalability, flexibility, and operational efficiency, it also increases attack surface dramatically to cybercriminals and advanced persistent threat (APT) groups as well as insiders with ill intent. Creases in vulnerabilities to things like misconfigurations, lack of segmentation, weak identity enforcement, and ineffective monitoring are becoming common tools used by modern threat actors, making the traditional perimeter-based security models ineffective when it comes to securing modern enterprise environments. Consequently, organizations will be forced to deploy layered, centrally operated, and intelligence-based security architectures to the network that offer visibility, control, and resilience throughout the network lifecycle. 
 
This report records the overall end to end design, deployment, verification, and security hardening of a multi-site enterprise network using standard networking technologies and security best practices in the industry. The main goal of the assessment is to illustrate how a working enterprise network may be logically adapted into a secure, enterprise-tiered setting by employing the concepts of defense-in-depth, centralized policy implementation, and identity-conscious security measures. The paper is organized into two parts of assessment so that it is clear that there is functional network deployment versus security-oriented enhancement. 
 
Part 1 of assessment is based on the deployment and validation of critical enterprise services using an organized Capture the Flag (CTF) activity. The CTF methodology has been utilized as an empirical, practical, methodology used to evaluate technical competency in configuring and troubleshooting core network services as well as identifying typical misconfigurations that may be exploited by an attacker. The critical services that are implemented in this stage are Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Internet Information Services (IIS), perimeter and internal firewalls and a secure inter-site connectivity. The individual services are defined based on the enterprise design concepts and then checked to confirm operational correctness, service availability and inter-dependency resolution of the services. The CTF framework provides structured testing, documentation and validation, which enhances real-world operation and defense knowledge. 
 
Part 2 is a development of the functional base that was created in Part 1 as it adds more security controls, enterprise-grade, based on the Check Point GAIA security appliances. This stage deploys the network to a hardened and centrally managed security architecture as opposed to a simple working deployment. Check Point GAIA is used to enforce single policy of firewall protection, network segmentation, secure site-to-site virtual private network (VPN) connections, and sophisticated threat prevention services. The centralized management in terms of a special security management server will allow the uniform deployment of policies, easier administration and greater visibility in both enterprise locations. 
 
The enterprise network is two-site between SWANSEA.ACCA and LONDON.SWANSEA.ACCA which is a normal multi-site organizational topology. The sites have localized services in them but with secure connectivity via an encrypted site-to-site VPN tunnel, assuring confidentiality, integrity, and availability to inter-site communications. The active directory is implemented to deliver centralized identity and access control to facilitate the implementation of user-based access control policies over network access which ensures that network access is correlated with who is authenticated and who is grouped together. This identity-conscious policy goes a long way in minimizing the threat of unauthorized lateral mobility and endorses the least privilege principle. 
 
There is the application of defense-in-depth strategy during the security hardening phase which includes a number of layers of protection on both network, transport, and application layers. Firewall policies are developed with the intention of reducing the attack surface through explicitly allowed traffic that is necessary and giving out any other communication. Network segmentation is carried out to isolate critical services and restrict blast radius in case of compromise as well as minimize chances of lateral movement by attackers. The advanced threat prevention features such as intrusion prevention systems (IPS), application control, and threat intelligence are added to increase the capability of the network to prevent and detect advanced attacks in real-time. 
 
There is a key role of verification and validation in both assessment phases. Every potential configuration choice is backed by organized testing processes that aim to verify functional correctness, policy commitment and security efficacy. The demonstration that the implemented controls act as intended in both normal and adverse conditions is done through connectivity tests, authentication validation, service accessibility tests, and simulated attack scenario. The pictures taken during deployment, configuration and testing are tangible proofs of the successful implementation and can be used as audit trail that can be assessed and reviewed. 
 
This report in general illustrates the holistic nature of designing the enterprise network and implementing security measures and the fact that the three must be incorporated in the design of the network i.e. functionality, security and manageability. The project is representative of the real-life struggles of a modern organization through the combination of practical service deployment, application of adversarial testing based on a CTF exercise, and application of enterprise-grade security controls using Check Point GAIA. The result is the creation of a robust, scalable, and centrally controlled enterprise network that mirrors modern cybersecurity best practices and presents a solid base to comply with the emergent threat environments.


[bookmark: _Toc1664077804]1. Introduction
Enterprise networks are the cornerstone of the modern organizations, as they facilitate safe communication, teamwork and access to vital organizational digital resources. These networks are the ones that support a wide variety of services that are needed in day to day business functions such as authentication and identity management systems, file and database server, internal and external web applications, email services, and connections to cloud-based interdependencies. Due to the growing use of digital technologies by organizations in the name of productivity and innovation, the reliability, scalability, and security of enterprise networks have become significant determinants to the success of organizations. 
 
Over the last few years, there has been a massive change in enterprise networks with the advent of globalization, remote working patterns and the pervasive use of hybrid IT infrastructures. Organizations are presently functioning over numerous geographical sites and they tend to interlink on-premises data centers with cloud computing and third party services. Although this evolution allows achieving a higher degree of flexibility and operational performance, it also brings a lot of complexity in regards to network design, administration, and security control. Administrators are required to make sure that services are very accessible, interoperable and secure across distributed environments and usually with limited resources and time constraints. 
 
Meanwhile, cybersecurity threat environment has grown at an extremely fast rate in magnitude and complexity. The new generation cyberattacks are no longer confined to the opportunistic malware infection and simple external intrusion. Rather threat actors, such as cybercriminal organizations, advanced persistent threat (APT) groups, and malicious insiders, use multi-stage attack methods that take advantage of vulnerabilities in the enterprise environment. Credential theft, phishing, or misconfigured service exploitation is a common place starting point of these attacks, as it enables attackers to have a starting point in the network. 
 
After gaining access, attackers often work within trusted internal routes to cross-network paths, climb privileged access, and access sensitive systems and information. Such attacks can be logged over a long period, which can happen due to weak network segmentation, too many user privileges, and inadequate monitoring. Consequently, the old-fashioned model of security based on perimeters in which threats are seen as external to the network environment is not adequate any longer. The modern enterprise security should rather presuppose breach conditions and work on minimizing the movement of attackers, identifying the malicious activity at an early stage, and tight access control across the network. 
 
In solving these difficulties, organizations need to embrace security architectures, which offer extensive visibility, fine-grained policy administration, and proactive prevention of threats over all network segments. These encompass the utilization of centralized management platforms, identity aware access controls, intrusion prevention systems, secure virtual private networks (VPNs) and advanced threat intelligence capabilities. Security controls should be woven with the network infrastructure to make sure that we do not compromise protection against usability or performance. Moreover, security policies should also be actively implemented on various locations and environments to minimize configuration drift and human error. 
 
The assessment measures applied skills in the deployment, verification, and security of an enterprise network environment in a controlled laboratory environment. The laboratory step helps to simulate the scenarios of an enterprise in a realistic way and guarantee the safe environment of the experiments, misconfiguration testing, and security testing. The evaluation is focused not just on technical accuracy but also on the possibility to prove the validity of the design choices, the flaws, and the implementation of the best practices known in the industry. 
 
The article is split in two sections intertwined with each other and touching upon one specific but complementary issue in the scope of enterprise networking and security. 
 
Part 1 - Capture the Flag (CTF) is dedicated to the implementation of key enterprise network services and the verification of their proper functioning on the basis of a systematic, challenge-based approach. The CTF method is very popular in cybersecurity education and professional training because it promotes practical learning, problem-solving and logical trouble-shooting. During this stage, the key services (Active Directory Domain Services, DNS, DHCP, web services, and firewall configurations) are implemented and tested. The participants will need to confirm the functionality of the services, address configuration problems, and show that mutually supporting systems can work in the enterprise environment. This step consolidates the base of networking and system administration knowledge and points out typical vulnerabilities in settings which attackers can misconfigure in the real world. 
 
Part 2 - Securing the Enterprise Network is an expansion of the functional base of Part 1 that presents a complete security design based on Check Point GAIA appliances. This stage concerns itself with the improvement of a functional network that may be vulnerable to modification into a hardened, enterprise-grade environment. The policy that is used in enforcing firewalls is centralized and applied to regulate traffic flows within the network segments and sites. Inter-site communication between sites is safeguarded using secure site-to-site VPN connectivity to provide data confidentiality and integrity. The security functions like intrusion prevention, application control, and identity-based access policies are developed to minimise the attack surface and eliminating both external and internal threats. 
 
One of the main goals of the second stage is to prove the need of centralized security management within the large or distributed organizations. The security policies can be applied, monitored and updated uniformly through various network locations by using a unified platform of management. The methodology ensures that the administrative overhead is minimized, visibility of network activity is enhanced and security incidents are responded upon in a faster manner. Identity-aware security controls are also used to promote protection, increasing network access in accordance with authenticated users and organizational roles to ensure that access decisions are context-sensitive and in conformance with the principle of least privilege. 
 
The main goal of this work is to show how to build a realistic enterprise network, deploy and test the necessary services, find and fix misconfigurations and implement best-practice security controls that would be consistent with industry standards. With the integration of practical implementation and systematic security hardening, the evaluation indicates the reality on the culture of network and security practitioners within the contemporary organizations. The result is a robust, well documented enterprise network architecture that displays technical ability as well as awareness of modern cybersecurity concepts.
[bookmark: _Toc1768406832]2. Enterprise Network Architecture Overview
[bookmark: _Toc539193948]2.1 Network Topology
The enterprise network is created as a multi-site design with two locations geographically distributed where SWANSEA.ACCA is the main site and LONDON.SWANSEA.ACCA is the secondary site. This topology represents an organizational deployment model that is realistic and is usually utilized in medium to large enterprises that have headquarters and branch office or regional data center. The site separation provides further complexity to routing, security, and management and, thus, a more realistic simulation of the real-life enterprise networking issue. 
 
Routed network links and secure communication channels are used to interconnect the two locations whereby data can be exchanged between locations in a controlled and reliable manner. Such inter-site connectivity is used to mimic common business needs like centralized authentication, localized data replication and access to common enterprise services. There are secure communication systems used to guarantee confidentiality and integrity of the traffic going through untrusted networks including the public internet without compromising on the acceptable performance and availability. 
 
 
 
Every location will have a mixture of server systems, client machines, and supporting infrastructure services that are needed to facilitate normal enterprise operation. The main location, SWANSEA.ACCA is meant to support the basic infrastructure services which are, the Active Directory Domain Services (AD DS), DNS and other centralized services that bear authentication, authorization and directory-based administration services. These services are the foundation of the enterprise environment and are important in implementing identity-based access control and centralized administration in the two sites. 
 [image: ]
The secondary site LONDON.SWANSEA.ACCA is intended to be a dependent site that is functionally competent. It has client systems and localized services that enable users to execute even when the connectivity to the main site gets a hit. The design style is typical of enterprise design practice that places branch offices on the dependency side of central services and reserves only limited local capability to be able to continue functioning and surviving. 
 
Both sites have client machines connected to the same Active Directory domain so that they can have a central policy enforcement with the help of Group Policy Objects (GPOs), they can have the same authentication process, and they can manage the users easily. Such a domain-based architecture provides a consistency in the application of security policies, access controls and configuration standards to the enterprise environment, irrespective of physical location. 
 
The rest of the network topology is shown in Figure 1: Enterprise Network, which gives a logical representation of the separation of the sites, placement of services, domain setup, and external connections with other networks like internet. The diagram identifies the logical delimiting line between the internal networks, the external-facing services and the security enforcement points and it provides a visual reference point of the understanding of traffic flows and trust relationships. This rational perspective is necessary in the deployment planning as well as the post-deployment security analysis because it enables the administrators to determine the possible attack-paths and enforcement boundaries. 
 
The network design enables realistic enterprise topology through a well-structured multi site topology that facilitates a centralized identity management, secure inter-site communication and scalable growth. It also provides a powerful basis on the security improvements that are made in Part 2 of the assessment where central security management and enterprise firewall appliances are presented.

[bookmark: _Toc1992507854]2.2 Design Rationale
The design of the enterprise network is guided by several key principles that are widely recognized in enterprise networking and cybersecurity best practices. These principles ensure that the network is not only functional but also resilient, scalable, and capable of being effectively secured against modern threats.
[bookmark: _Toc1318181827]Segmentation
Network segmentation is a core principle of the design and plays a critical role in reducing the overall attack surface of the enterprise environment. Services and systems are deliberately separated into different network zones based on their function, sensitivity, and exposure level. For example, domain controllers, client machines, and any external-facing services are placed in logically distinct segments rather than being hosted on a flat network.
This segmentation limits the potential impact of a security breach by restricting lateral movement between systems. If an attacker compromises a client machine, segmentation helps prevent direct access to critical infrastructure components such as domain controllers or management servers. Similarly, isolating external-facing services reduces the risk that vulnerabilities in public services can be leveraged to gain unrestricted internal access.
From a security enforcement perspective, segmentation enables granular firewall policies that explicitly control which systems can communicate with each other and under what conditions. This approach aligns with the principle of least privilege and supports advanced security mechanisms such as identity-aware firewall rules and intrusion prevention systems, which are implemented in the later stages of the assessment.
[bookmark: _Toc1251056196]Redundancy
Redundancy is incorporated into the network design through the distribution of services and infrastructure across two geographically separated sites. This approach increases resilience and availability by reducing reliance on a single physical location. In real-world enterprise environments, such redundancy is essential for maintaining business continuity in the event of localized failures, such as power outages, hardware faults, or network disruptions.
By hosting services across multiple sites and ensuring secure inter-site connectivity, the design allows users at one location to continue accessing critical resources even if another site experiences partial outages. Although the laboratory environment may not implement full high-availability clustering, the architectural design reflects enterprise strategies used to mitigate downtime and improve fault tolerance.
This redundancy also supports future enhancements such as load balancing, failover mechanisms, and disaster recovery planning. The presence of multiple sites provides a realistic foundation for discussing and implementing advanced availability strategies in enterprise networks.
[bookmark: _Toc2091623488]Scalability
Scalability is a key consideration in the network topology, ensuring that the environment can grow without requiring major architectural redesigns. The use of routed network segments, hierarchical addressing, and centralized identity management allows additional users, systems, and services to be introduced in a controlled and predictable manner.
New client machines can be added to either site and automatically integrated into the domain structure, inheriting existing security policies and configurations. Similarly, additional services or network zones can be introduced without disrupting existing operations. This scalability is particularly important in enterprise environments where growth, mergers, or changes in operational requirements are common.
From a security perspective, scalable design ensures that new components can be protected using the same centralized management and policy frameworks, reducing the risk of inconsistent or ad hoc security configurations.
[bookmark: _Toc1182948189]Security by Design
Security considerations are embedded into the network architecture from the outset rather than being applied as an afterthought. The topology is deliberately structured to support enterprise firewall solutions, centralized security management, and advanced threat prevention technologies introduced in Part 2 of the assessment.
Clear trust boundaries, defined network zones, and controlled inter-site connectivity enable effective deployment of firewall policies and monitoring tools. This proactive approach ensures that the network can be systematically hardened and monitored, aligning with modern security models that emphasize defense in depth and continuous visibility.
By integrating security into the design phase, the network is better equipped to resist both external attacks and internal threats, while remaining manageable and adaptable to future requirements.
[bookmark: _Toc604456333]3. Objectives and Implementation of Part 1 – Capture the Flag (CTF)
[bookmark: _Toc1995476909]3.1 Objectives of Part 1
Part 1 of the assessment was created to test the real and practical skills in the deployment, configuration, and validation of the key enterprise network services in a controlled laboratory setting. The main goal was not just to ensure that services were functioning, but also to determine the capability to detect configuration errors, security weaknesses, and ensure that the system behaved as expected under real conditions. 
Part 1 was devoted to the evaluation of the competency in the following areas: 
Implementation of requisite enterprise network services such as authentication, name resolution, addressing controls with basic network security controls. 
 
Detection of configuration errors and possible security vulnerabilities including misconfigured services, wrong access permissions, or unenforced policy. 
Fuzzing of the proper service functioning with a formal Capture the Flag (CTF) approach, where active testing and validation were mandatory as opposed to passive monitoring. 
In contrast to conventional testing that is based mostly on theoretical knowledge or frozen screenshots of the computer configuration, CTF approach focuses on the active work with the environment. Participants will be required to learn to communicate with systems, interpret system feedback, and use troubleshooting methods to identify system indicators of proper or improper configuration. This better represents the real world task of network and security professionals that have to detect and fix problems in live systems within time limitations. 
 
The assessment also achieves this by making the participants find and remove flags within the services and configurations to test whether their knowledge is based on actual performance instead of the presumptions made. It is only on the basis of a well deployed underlying service in a manner that is available and operating as intended that a flag can be acquired which is a measurable and objective validation mechanism. 
3.2 CTF Scenario Description 
 
The participants of the CTF exercise were exposed to a group of virtual machines that evaluated a server and a client system in the enterprise network topology. These virtual machines were pre-configured to imitate the real business functions of a real enterprise, such as administrative servers, infrastructure services, and a workstation. The environment was created to mimic typical operational environment conditions of an enterprise such as domain-based authentication, network segmentation, and coercive security policy. 
Every deployed service had a flag or flags which were not visible. These flags were modeled as distinctive textual strings and were imbued in different sites, for instance: 
System configuration files 
Status messages or output of the service. 
Web application responses 
Administrative interfaces 
The configuration of flags also meant that the participants needed to check not only the availability of services but also proper configuration and access control. As an illustration, a flag, installed in an administrative interface, could be only accessed when authentication mechanisms are appropriately installed and access permissions are appropriately applied. This made sure such flags were not available by guesswork and superficial observation.
[image: ]
CTF challenge was also offered via the Moodle learning platform during a limited period of time. This temporal constraint availability added an aspect of operational realism, which is based on the limitation that IT and security practitioners typically have when it comes to maintenance window, incident response operations, or troubleshooting. The participants were thus expected to manage their time well, prioritize the investigation activities, and use effective diagnostic methods.[image: ]
The systematic form of the CTF fostered a systematic system of solving problems. The participants had to record the findings, prove assumptions, and check the behavior of service in various systems. This increased best practices of enterprise network administration where modifications should be tested and validated instead of presumed that they are correct.[image: ]

[bookmark: _Toc384880268]3.3 Core Network Services Deployed
Some fundamental enterprise network services were implemented and tested as a part of the CTF exercise. The mentioned services are the backbone of the contemporary enterprise setting and constitute an essential part of both the functionality and the security measures. The proper implementation and testing of such services is necessary to enable network reliability, manageability and attack resilience.[image: ]
The successful deployment of these services was evidenced through administrative access, service responsiveness, and the retrieval of embedded flags. Each service was tested from both administrative and client perspectives to confirm correct integration within the overall network architecture.
[bookmark: _Toc965372116]3.3.1 Evidence from Administrative Configuration
The visual evidence of successful access to the administrative environment and the firewall configuration in the enterprise environment is given in Figure 1, Figure 2, Figure 3, Figure 4, Figure 5, Figure 6, Figure 7 and Figure 8. All these numbers prove that the administrative authentication was properly set up and the security policies were actively implemented with the help of the Check Point GAIA platform.[image: ]
The following aspects are depicted by the screenshots: 
It is possible to successfully log-in to administrative interfaces with the confirmation that the correct authentication and role-based access control is in place. 
Correct firewall rule settings, so that the traffic which is allowed to pass through the firewall is limited to the desired security policy. 
Confirmation that security policies have been implemented and exercised at the right network perimeters. 
 
The administrative access is a very important line of control within an enterprise setting since when something is configured improperly on this point, privilege escalation or unauthorized policy modification may occur. Secure authentication and firewall rule management ability proves that the underlying identity infrastructure and security management elements were properly implemented. 
 
The figures are used to denote various step or aspect of the administrative arrangement process. Instead of being an exclusionary piece of evidence, the set of figures proves to be consistent and reliable in various interactions with the security platform. This recurring validation assists in confirming that the behavior observed is not due to a short lived situation or a partial setup but is a stable and properly installed security environment. 
 
The application of Firewall rules is especially relevant when using the firewall as a tool to enforce network segmentation and access control, since the firewall may serve as the fundamental implementation of the enterprise security program. The presented configurations prove that the traffic filtering policies were properly defined and implemented, which gives a basis to the further security controls presented in the following phases of the assessment.[image: ]
The evidence presented also supports the effectiveness of the CTF methodology as a verification mechanism. Flags associated with administrative access and firewall configuration could only be retrieved if the participant successfully authenticated and navigated the management interfaces, thereby confirming both functional and security requirements.

[bookmark: _Toc1512179691]4. Transition from Part 1 to Part 2
Although Part 1 established that the enterprise network was operational, it also indicated the shortcomings of the operational focus only. A number of weaknesses, including the liberal nature of firewall policies or a centralized monitoring system, became visible during the CTF game. 
Part 2 is a response to these limitations, and it proposes the use of structured security controls, centralized management, and proactive threat prevention mechanisms. 

[bookmark: _Toc35443969]5. Part 2 – Securing the Enterprise Network
[bookmark: _Toc315628502]5.1 Objectives of Part 2
The primary objectives of Part 2 were to:
· Secure the existing enterprise network.
· Implement Check Point GAIA appliances.
· Enforce enterprise-grade firewall and security policies.
· Deploy advanced security features aligned with best practices.

[bookmark: _Toc677151507]6. Security Management Architecture
[bookmark: _Toc621545329]6.1 Check Point Components Deployed
In order to have the centralized security management, the following elements were implemented: 
 
A-SMS (Security Management Server): 
Gives central policy management, tracking, recording and updates. 
A-GW (Security Gateway): 
Imposes firewall regulations and security blades on the network perimeter. 
A-GUI (Administrative Workstation): 
Hosts SmartConsole, which enables the administrators to control the security infrastructure. 
This architecture makes the policy enforcement uniform and the management easier.
[image: ]
[bookmark: _Toc1972987437]6.2 GAIA Operating System
Check Point appliances all use the GAIA OS (R81.20), a hardened operating system based on Linux developed specifically to be used in security appliances. GAIA is secure, good in logging and supports advanced security blades.

[bookmark: _Toc808281064]7. SmartConsole and GAIA Configuration
[bookmark: _Toc878587968]7.1 SmartConsole Overview
Check point environment management is mainly done through SmartConsole. With the help of SmartConsole, the administrators are able to define security policies, manage gateways, monitor events, and implement updates. Evidence is available of successful connectivity between the A-SMS and A-GW through the use of screenshot evidence. 


[bookmark: _Toc649087274]7.2 GAIA Web Interface
The GAIA Web UI provides system-level configuration and monitoring. Key parameters verified include system uptime, kernel version, software blade availability, and resource utilization. These checks confirm that the management server is stable and operational.[image: ]

[bookmark: _Toc840874520]8. Licensing Configuration
Licensing is essential for enabling Check Point security blades. Licenses were applied to both the A-SMS and A-GW, and their validity and expiration were verified. Proper licensing ensures full access to features such as IPS, Anti-Malware, and Application Control.

[bookmark: _Toc1080535224]9. Firewall Policy Design and Enforcement
[bookmark: _Toc1057859544]9.1 Firewall Policy Principles
Firewall rules were created based on the least privilege principle where allow rules were explicitly created and everything else was implicitly denied. 


[bookmark: _Toc1666487176]9.2 Implemented Firewall Rules
Implemented rules include: 
Permit DNS traffic in name resolution. 
You should permit web access on HTTP/HTTPS. 
Permission Active Directory services. 
Restrict ICMP traffic. 
Block FTP because it is not encrypted. 
Control FTP and SSH access. 
These regulations minimize exposure and still ensure business operations.

[bookmark: _Toc1929094040]10. Advanced Security Features
[bookmark: _Toc8703681]10.1 Intrusion Prevention System (IPS)
IPS inspects traffic for known attack patterns and blocks exploits targeting vulnerabilities.
[bookmark: _Toc1387138822]10.2 Anti-Virus and Anti-Malware
Malicious payloads are detected and blocked before entering the network.
[bookmark: _Toc550042138]10.3 Application Control and URL Filtering
Application Control and URL Filtering restrict access to unauthorized applications and high-risk websites, reducing attack vectors
Awareness and Access Control of Identity. 
 
Check Point is combined with the Active Directory in Identity Awareness, which allows user-based and group-based firewall rules. This practice makes security policies to be consistent with business roles as opposed to fixed IP addresses. 
Monitoring, Visibility and Logging. 
With centralized logging, the network activity becomes visible, and it can be analyzed in a forensic manner and help with compliance. SmartConsole can be used to monitor and analyze the history. 
Demonstration and Validation. 
In the live demonstration, the connectivity between components was checked, firewall rules were checked, the security blades were demonstrated in work, and identity-based policies were verified. The shots of the demonstration are evidence of the successful implementation. 
Best Practices and Standards of Security. 
The solution conforms to the established best practices such as defense in depth, least privilege, centralized control, and vendor recommended settings.
[bookmark: _Toc1690221070]10. Conclusion
This assessment successfully demonstrated the deployment, verification, and securing of a multi-site enterprise network. Through centralized management, strong firewall enforcement, advanced threat prevention, and identity-based access control, the network now achieves a high level of security suitable for real-world enterprise environments.
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DisplayGroup
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Enabled

Profile

Platform
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Name

DisplayName
Description
DisplayGroup

Group

Enabled

Profile

Platform

Direction

Action
EdgeTraversalPolicy
LooseSourceMapping
LocalOnlyMapping
Owner

PrimaryStatus

Status
EnforcementStatus
PolicyStoreSource
PolicyStoreSourceType
RemoteDynamicKeywordAddresses

Users\Administrator> Get-NetFirewallRule | Where-Object DisplayName

Allow*™

{581b57f8-af59-4889-8344-c83fb743a67c}
Allow ICMPv4 In

True

Domain, Private, Public
{3

Inbound

Allow

Block

False

False

OK

The rule was parsed successfully from the store. (65536)
NotApplicable

PersistentStore

Local

{3

{688a4fea-4561-46ab-a4bf-634a5f2c2abf}
Allow DNS TCP

True

Domain, Private, Public
{3

Inbound

Allow

Block

False

False

oK

The rule was parsed successfully from the store. (65536)
NotApplicable

PersistentStore

Local

{3}





image5.png
PS C:\Users\Administrator> ping 192.168.2.8

pinging 192.168.2.0 with 32 bytes of data
Request timed out.

B Request timed out.

WigReauest timed out.
flRequest timed out.

Ping statistics for 192.168.2.6;
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),
PS C:\Users\Administrator> ping 192.168.2.16

Pinging 192.168.2.10 with 32 bytes of data
Reply from 192.168.2.10: bytes=32 time-ims TTI
Reply from 192.168.2.10: bytes=32 time<ims TTI
Reply from 192.168.2.10: bytes=32 time<ims TTI
Reply from 192.168.2.10: bytes=32 time-2ms TTI

Ping statistics for 192.168.2.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = 2ms, Average = ems
PS C:\Users\Administrator>
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E¥ Administrator: Window:

indows Powershell
Copyright (C) Microsoft Corporation. ALL rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscores

Mindows\system32> ping S-DC
Ping request could not find host S-DC. Please check the name and try again.
+\indows\system32> ping L-CD

9ec%4] with 32 bytes of dat
time=1ms

: timecims
timecims
timecims

Ping statistics for e80::40a4:2¢97:besF:eecks:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
lapproximate round trip times in milli-seconds:
Minimum = @ms, Maximum = s, Average = @ms
P C:\windows\system32> o
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¥

Recycle Bin

¥ Select Admini

PS C:\Users\Administrator> ping 192.168.1.

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems
PS C:\Users\Administrator> ping 192.168.1.16

Pinging 192.168.1.16 with 32 bytes of data
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10: bytes=32 time<ims

Ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = Gms, Average = ems
PS C:\Users\Administrator> ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data
Request timed out.
Request timed out.I
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