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Introduction
Cybersecurity is the broad practice of securing networks, systems, devices, software, and insights against digital attacks. Network security is considered a specialised subset that focuses on securing network infrastructure, such as routers and firewalls, and protecting traffic from unauthorised intrusions and access. Cyber security and network security are both significant to safeguard digital assets, prevent operational disruptions, and ensure data privacy (Harikrishna et al. 2026). The purpose of the assessment is to propose a comprehensive data security and governance framework in order to improve the network and cybersecurity practices of HealthPlus Analytics (HPA). The assessment also addresses the key threats, sets security policies, mitigation measures, and required training for improving defence posture, compliance, and fostering a culture of security awareness among all employees in the workplace. 


[bookmark: _Toc225957592]Identification of Threats
HPA faces external threats from hackers and cyber criminals launching ransomware attacks on the company’s online servers and networks, as well as exploiting cloud vulnerabilities to access patients' insights. According to Humayun et al. (2021), a ransomware attack refers to a type of malicious software that encrypts the files of the victims, making them inaccessible, and demands payment to restore access. According to Figure 1, around 62.6% of businesses were affected by ransomware attacks in the fiscal year 2025 (Statista, 2025). This attack is increasing due to RaaS, AI-driven automation, high extortion payouts, and weak patching. Additionally, the internal threats, such as workers' negligence in data handling, poor configurations, insufficient access control, and cloud security, lead to NHS/GDPR standard violations. These are the key incidents that reduce the ability of HPA in managing its brand reputation and data privacy in its digital networks. 
[image: ]
Figure 1: annual share of businesses affected by ransomware attacks worldwide 
(Source: Statista, 2025)


Internal threat is also considered a security risk for an organisation where workers, contractors, and business partners have legitimate access to systems and misuse them or act negligently (George et al. 2024). These threats are exacerbated by social engineering, particularly voice phishing targeting the help desk of HPA to bypass MFA (Multi-factor authentication). MFA bypass and internal threats severely disrupt the healthcare operation, which causes data breaches of sensitive patients' data, GDPR fines, and loss of consumers' trust, as well as forcing the HPA to revert to manual, risky, and paper-based processes. The poor cloud configuration creates GDPR or NHS violations due to the internal threats where cyber attackers threaten to leak sensitive information of the HPA. 


[bookmark: _Toc225957593]Security Policies
Data protection and access control policy 
HPA needs to adopt a defence-in-depth practice aligning with NIST CSF 2.0, ISO 27001, and GDPR or NHS guidelines to successfully address the internal and external threats to patient information. Reportedly, the GDPR act mandated by the UK government is a post-Brexit data privacy regime governing the processing and secure personal information (UK Government, 2025). HPA must follow this act for setting a policy, such as a data protection and access control policy. According to these policies, the company requires access to patients' analytics information, which can be restricted to strictly necessary personnel only, handled through Role-based access control. This policy also includes multi-factor authentication, data classification, and handling practices. According to Said et al. (2022), multi-factor authentication refers to a security framework needed by users to verify their identity with multiple independent credentials before accessing their accounts. HPA must mandate this system for every remote access and administrative account to successfully tackle credential theft. Data classification and handling can also be considered a significant process under the GDPR act, which assists HPA to address critical assets and allows targeted protection and restricted access, decreasing ransomware spread and impact. 


Cloud and network security policy, immutable backups, patch management, and a 72-hour response Policy 
According to Humphreys (2025), ISO 27001 is an international standard for ISMS (information security management systems), offering a risk-based model to secure and protect information confidentiality, availability, and integrity. Based on this standard, HPA must set a cloud and network security policy involving cloud configuration standards, continuous monitoring, and network segmentation. Cloud configuration standard policy ensures that every cloud resource must undergo automated security posture management to successfully tackle the misconfigurations. Additionally, network segmentation may restrict movements of unauthorised access and identity during a ransomware attack by isolating analytics servers within a VPC (virtual private cloud). Continuous monitoring is a key initiative under the ISO 27001 international standard, encouraging HPA to detect unauthorised access and anomalies through real-time monitoring practices. On the other hand, NIST (National Institute of Standards and Technology) aims to promote innovation and industrial competitiveness through guidelines, comprehensive standards, and best practices (Darktrace, 2025). According to this industry standard and guidelines, HPA needs to manage immutable backups, patch management, and a 72-hour response. Immutable backups of the company’s online servers can be successfully mandated to ensure recovery without paying ransoms. Additionally, patch management is a process that must be applied by HPA within 48 hours of release. However, a 72-hour response refers to a structured incident response planning that may increase the opportunity for HPA to successfully address and report data breach incidents to the ICO within 72 hours. Hence, these are the best policies and practices under the different industry standards and guidelines, leading to increased opportunities for managing network and cybersecurity challenges in an effective manner. 


[bookmark: _Toc225957594]Mitigation Measures
HPA must implement the key measures, such as implementing Air-gapped immutable backups, deploying cybersecurity posture control, and enforcing role-based access control, to successfully mitigate identified ransomware, inside threats, and cloud-based challenges. Based on the statements of Mitra (2025), air-gapped immutable backup is an ultimate ransomware mitigation process and method, which combines logical and physical isolation with WORM (write-once-read-many) storage. It is a key method that ensures information cannot be accessed, deleted, or encrypted by cyber attackers or hackers. For instance, Microsoft made a significant investment in native security capabilities that make Microsoft Azure resilient against ransomware challenges as well as help organisations to prevent deletion and implement soft delete to protect against malicious data and access (TerryLanfear, 2024). HPA needs to collaborate with Microsoft or purchase Microsoft Azure, offering Air-gapped and immutable Backup capabilities to successfully mitigate the ransomware challenges over their networks and services. 
Cloud security Posture control (CSPC) and automated patching (AP) are the key mitigation measures and strategies that may help HPA to secure its cloud infrastructure. According to Liu et al. (2024), CSPC refers to an automated process, offering continuous visibility into the security state of cloud assets, and AP utilises software to address and deploy security updates on machines and operating systems without manual intervention. HPA must deploy a CSPC tool like Palo Alto Prisma Cloud to effectively scan digital environments against GDPR compliance benchmarks. Palo Alto Prisma Cloud will be configured to automatically alert the devices while detecting any third-party involvement. On the other hand, the IaC (infrastructure as code) review process can also be effective for HPA, which helps in detecting vulnerabilities in configurations before deployment. It is an automated patching process that may be used as cloud vulnerability mitigation, leading to mitigating ransomware and third-party threats in the online servers and networks. 


RBAC (enforcing role-based access control) combined with UBA (user behaviour analytics) refers to a secure and privacy maintenance method, restricting device access according to job roles and monitoring users' activities for anomalies to reduce inside threats. HPA can map every user's access rights to particular job functions within 90 days, as well as remove every excessive permission. For instance, Splunk Inc. developed Splunk User Behaviour Analytics (UBA), a machine-learning-driven security solution designed to detect threats, anomalies, and insider attacks across users and devices (Splunk, 2025). It needs to be used by HPA to successfully monitor for anomalies, including workers downloading patients' records, which may trigger an investigation. However, StrongDM refers to a robust tool for RBCA across servers and databases, restricting system access to users based on roles within companies (McCarthy, 2025). Hence, the combined use of these two tools can increase the opportunity for HPA in enforcing the system to successfully detect anomalies and compromised credential threats. 


[bookmark: _Toc225957595]Monitoring and Response
HPA needs to adopt a CIA-enabled security plan for developing monitoring and incident response practices to mitigate data breach threats and ransomware threats. 
Monitoring Plan 
CIA refers to a cybersecurity model that involves key factors such as confidentiality, integrity, and availability, designed to guide policies to secure sensitive information and devices (Unigwe, 2022). HPA can manage data confidentiality through implementing strict Role-based access control (RBAC), data encryption, and MFA for patient information in its cloud platforms. Additionally, the company can also integrate the FIM (file integrity monitoring) process on their online servers, detecting unauthorised modifications as well as using logging for measuring configuration changes. Lastly, HPA needs to implement real-time SIEM network monitoring and cloud backups, leading to increased opportunities to ensure quick restoration. 
[image: ]
Figure 2: Monitoring and Incident Response Plan 


Incident Response Plan 
The incident response plan must be implemented by HPA by following the key functions such as containment, eradication, recovery, and response. The company can instantly affect servers due to ransomware and disable compromised user credentials. Additionally, the company also needs to patch vulnerabilities, remove malware, enforce secure cloud configuration, and then restore the stolen data from immutable backups, ensuring data integrity. After recovery, the company can also make a response planning such as conducting employee training on data handling to identify negligence and offer reports on the respective violations. Hence, this monitoring and incident response planning can increase the ability of HPA to successfully address internal and external threats by managing data privacy, system accessibility, and accuracy. 


[bookmark: _Toc225957596]Training and Awareness
Employee training refers to a structured way of teaching workers regarding new skills, as well as supporting them to improve existing knowledge to enhance job performance. According to Willie (2023), staff training is a significant process adopted by organisations in order to increase productivity, boost workers' morale, and adapt to new technologies and decrease workplace errors. HPA needs to conduct security awareness training programs for its existing employees in order to ensure compliance with new security policies and practices. An effective security awareness-training program may decrease human errors among employees of HPA related to cyberattack incidents in the future. Success can be achieved by the company when training is engaging and tailored rather than theoretical explanations. In this context, HPA needs to implement an engaging and tailored security-first training event aiming to mitigate violations as well as combat ransomware, cloud mis-configuration, and phishing challenges. Based on the statements of Willie (2023), the necessity of developing a security-first culture by organisations is to prevent as well as efficiently mitigate cybersecurity challenges, significantly affecting the overall business practices. In this context, HPA will design a security-first training program, featuring 20-minute micro-learning modules, in order to avoid training fatigue among employees. 
The key elements need to be included by HPA for effective design security awareness training events. Role-based scenarios, Gamification, and just-in-time feedback are the necessary initiatives that increase involvement for employees to engage in this training program. Role-based scenarios mainly focus on data handling, particularly tailored for analytics employees and IT handlers to prevent patient information leakage. The training needs to use a leader-board system awarding badges, encouraging employees to be involved in addressing the threats and cyber challenges. On the other hand, HPA can also retrain the workers who face simulated attacks, which reinforce secure cloud usage and access control policies. Hence, this training program can turn workers from vulnerabilities and cyber threats into a human firewall, which helps in safeguarding reputation as well as ensuring compliance through scenario-driven and engaging learning. 



[bookmark: _Toc225957597]Conclusion
In conclusion, it can be stated that the discussed policies, frameworks, measures, and practices will be effective for HPA to successfully tackle the cybersecurity challenges across its vast operation. The HPA needs to follow the different types of industry standards, frameworks, and policies, as well as cybersecurity-related acts, in order to secure patient information by successfully preventing data breaches, avoiding heavy fines, and building trust. The frameworks and policies may also ensure proactive risk management, fostering consumer loyalty and protecting brand reputation by demonstrating responsibility to security and privacy. 
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Slide 1: Title Slide 
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Slide 2: Introduction 
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Speaker Note 
In my opinion, cybersecurity is essential for organisations like HPA in protecting sensitive information such as patients' data and records, increasing trust between the brand and its consumers. These securities also help in increasing patients' trust towards HPA and secure financial assets from evolving threats such as ransomware and cloud-attacks. These securities can also enhance the operational continuity of HPA by effectively preventing data breaches, decreasing downtime, and handling regulatory compliance, helping to avoid massive fines and reputational challenges. 


Slide 3: Identification of Threats
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Speaker Note
I think that ransomware is one of the most significant cybersecurity threats facing HPA, evolving from simple data encryption into multi-layered extortion campaigns. The increased incidents, according to the statistics reports, have occurred due to the poor cybersecurity measures and policies in the operations. According to this threat, HPA is under pressure to control its internal vulnerabilities, such as poor configuration, as well as employee negligence issues. The slow following of the industry standards and cybersecurity acts, such as GDPR, reduces the ability of HPA in managing its vast networks and patients' datasets in their online networks and servers. The cyber attackers encrypt the HPA’s confidential data through ransomware successfully, which also promotes insufficient access control and poor data privacy policies. These factors significantly decrease the capability of HPA in handling brand reputation in an environment where the brand needs to set effective policies by following the key and main industry standards and acts.  


Slide 4: Security Policies
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Speaker Note
I think that these three policies are significant for HPA, directly aligning with the NIST, ISO 27001, and GDPR acts and industry standards. HPA needs to strengthen its networking defence against the cyber threats aligned with the acts and industry standards frameworks, leading to increased ability to protect patients' data from unauthorized access. The key recommendations based on this act such as implementation of role-based access control, rigorous data classification and mandatory MFA for admin access, enhancing ransomware resilience and ensuring compliance with privacy and security standards. According to the ISO and NIST standards, HPA needs to implement a security and privacy approach, such as cloud configuration standards, continuous monitoring, and network segmentation, securing online networks and infrastructure. Additionally, the company can also adopt immutable backups, patch management, and a 72-hour incident response plan, which helps in ensuring resilience, compliance with data breach and data recovery requirements. 


Slide 5: Mitigation Measures
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Speaker Note 
In my opinion, these key mitigation measures can increase the flexibility and confidence among HPA’s employees to effectively tackle the cybersecurity threats in future. HPA may adopt air-gapped immutable backups, using WORM storage, which is supported by Microsoft Azure Platform’s security capabilities. This approach can increase the opportunity for the company to ensure data integrity, prevent unauthorized deletion and encryption through providing recovery options to the company against ransomware and insider threats. On the other hand, the implementation of CSPC can also be a significant mitigation measure, leading to a secure cloud infrastructure against ransomware and third party threats. The company can adopt IaC reviews and automated patching, helping in mitigating configuration vulnerabilities. Moreover, HPA can also use Splunk UBA and StrongDM tools, leading to increased opportunity for the brand to automate, monitor, and enforce unauthorised access in the servers and networks, directly enhancing threat detection as well as decreasing internal challenges. 


Slide 6: Monitoring and Response
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Speaker Note 
In my view, it can be stated that the CIA can help HPA to secure patients' information by successfully implementing strict RBAC, FIM, MFA, and data encryption. In addition, the company can also deploy real-time SIEM and cloud backups in order to ensure data integrity and rapid restoration. On the other hand, the implementation of the structured incident response plan leads to increased advantage to HPA in combating ransomware issues. The key practices includes disabling compromised credentials, utilizing immutable backups and patching vulnerabilities that are significant for HPA in successfully responding against the cyber threats. Enforcing secure cloud configuration, workers' training for security awareness and continuous monitoring are the key suggestions directly enhance system integrity and data privacy practices. 


Slide 7: Training and Awareness
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Speaker Note 
I think that the key elements, such as Role-based scenarios, gamification, and just-in-time feedback, need to be implemented through training and security awareness programs by HPA. Role-based scenarios can increase employee experiences to successfully gain knowledge regarding the cybersecurity policies and practices. Additionally, just-in-time feedback and gamification are two other factors that can increase engagement, enhance knowledge retention, and provide real-time skill application, which makes training efficient and memorable. 


Slide 8: Conclusion 
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Speaker Note 
I think that the implementation of the secured cyber and network security models, frameworks, practices, and policies is effective for 	HPA to effectively secure patients' information, preventing data breaches, and avoiding heavy fines. The risk management strategies can also be adopted by HPA to adhere to regulations, which enhances security, builds consumers' trust, and protects the brand’s reputation across its vast operations. 


Slide 9: Reference List 
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Slide 10: Thank You 
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