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1. A)	Spanning Tree Protocol (STP) enables switches to be aware of other switches through the advertisement and receipt of bridge protocol data units (BPDUs). STP is used to prevent layer 2 loops by blocking traffic on redundant ports. To find which redundant port should not forward traffic, STP selects a certain switch to act as the master switch. 
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Figure 1: Topology using STP

In Figure 1, when PC0 wants to send a message to PC4, PC0 will broadcast the message to switch2, which will broadcast the message to all ports except the ingress port and the blocked port, that is switch0. And PC4 will receive the message from switch1. But here switch1 will send the message to switch0 also because layer 2 devices broadcast messages to every device in the networks, which causes redundancy. To overcome this, STP is enabled to this topology, now switch2 will send the message to switch1 only as the connection to switch0 is blocked. And switch1 will send the message to PC4 only because the connection to switch0 will be disabled because it was causing redundancy.

STP helps in achieving a loop-free topology by performing the following three steps:
a. Electing a root bridge
Only one bridge can act as a root bridge, all data flows in the network from the perspective of this switch. The root bridge is chosen with an election. In STP, every switch has a unique bridge identifier (BID) that consists of; bridge priority and MAC address. The root bridge is selected depending on the lowest BID, that is if the priority in the root bridge is lower than the priority of the other switch’s configurations. If the switches have the same priority, then the switches with the lowest MAC address becomes the root bridge.
b. Locating the root port
The root port is the port with the best path to the root bridge. After the root bridge is elected, every other non-root bridge must determine where it is from the root bridge. To find root ports on a non-root bridge, path cost is used. The root port is selected using the root bridge with the lowest cost.
c. Designated port election
After root bridge and root ports have been elected, to prevent loops STP have to identify which port will forward traffic. A designated port is selected based on the lowest cost to the root bridge. On the root bridge, all other ports are designated ports. If there are two paths with the same cost to the root bridge, STP uses the following to find the designated ports; lowest root BID, lowest root path cost to root bridge, lowest sender BID, lowest sender port ID.
B)	The best suiting network topology to accommodate static route, floating static route and static null routes are given in figure 2.

Figure 2: Topology accommodating static route, floating static route and static null route.
A static route is used to have total control over the route used by the router. A floating static route is used to provide backup route connectivity for prefixes used by dynamic routing protocols. A floating route is configured with AD higher than the primary route; it is installed only when the primary route is installed. A static null route provides a method of dropping network traffic without requiring the configuration of an access list.
In this figure, the floating route on router1 and router2 will be configured similarly. The static route using ethernet link (172.16.4.0/30) has an AD set to 210, and the serial link (172.16.1.0/30) has an AD set to 10. Also, the company XYZ has acquired the 172.16.0.0/20 network range from its service provider. XYZ uses only a portion of the given addresses but keeps the larger block for future growth.
2. A) 	EIGRP – route summarization
EIGRP works well with minimal optimizations. The scalability of an EIGRP autonomous system depends on summarization. As the size of the EIGRP autonomous system increases, convergence may take longer. EIGRP automatically summarizes routes at a major network boundary by default using the pre-configured auto-summary router configuration command. EIGRP summarizes network prefixes on an interface basis.
In figure 3, without route summarization Router2 advertises 172.16.1.0/24, 172.16.3.0/24, 172.16.24.0/24 and 172.16.12.0/24 to Router3. Router2 can summarize these network prefixes to the summary aggregate 172.16.0.0/16 prefix so that only one advertisement is sent to Router3.
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Figure 3: EIGRP route summarization

C)	OSPF uses six LSA types for IPv4 routing
a) Type 1, router LSA – advertises the LSA that originate within an area
b) Type 2, network LSA – advertises a multi-access network segment attached to a DR
c) Type 3, summary LSA – advertises network prefixes originating from a different area.
d) Type 4, ABR summary LSA – advertises about ASBR
e) Type 5, ASBR summary LSA – advertises a summary LSA for a specific ASBR.
f) Type 6, AS external LSA - advertises LSAs for routes that have been redistributed.
g) Type 7, NSSA external LSA – advertises redistributed routes in NSSAs.
B)	To find the shortest path, should know the full topology. 
a) OSPF assigns the OSPF link cost for an interface by calculating using the ratio of reference bandwidth to the interface bandwidth. 
b) OSPF sends hello packets at set intervals based on the hello timer. OSPF uses a dead interval timer, which is four times the hello timer. If a router does not receive a hello before the OSPF dead interval timer reaches 0, the neighbour state is changed to down. OSPF allows modification to the hello timer interval. The dead interval timer setting must be greater than the hello timer setting to ensure that the dead interval timer does not reach 0 in between hello packets.
c) All data and routes are stored/shared using the link-state database. The main router sends hello packets and every connection replies and it is called the link state advertisement. The main router is selected so that every router does not communicate with every other router and make a mess. Using priority (0-255), the election is done to find a designated router (DR). If priority is the same, the router with the highest process ID is selected. If the main router/elected router is not available, the backup designated router is selected (BDR). 
d) To change the DR placement, have to modify the interface priority to a higher value than the existing DR. Setting an interface priority to 0 removes that interface from participating in the election. Raising the priority value above the default value (1) makes that interface more favourable compared to interfaces with the default value.
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