2





Table of Contents
Task A	1
1. Introduction	1
2. Database Design	2
3. Implementation Documentation	4
4. Stored Procedure and Transactional Scenario	10
5. Performance Tuning Enhancement	13
6. Conclusion and Reflection	15
Task B	16
Introduction	16
Overview of SQL Injection	17
Potential Vulnerable Areas in the Website	17
SQL Injection Defences Implemented	21
Testing and Evidence	24
Secure Functionality in the Admin Area	27
Conclusion	29
References	30


[bookmark: _Toc225521595]Task A
[bookmark: _Toc225521596]1. Introduction
This report presents the design and implementation of a relational database for GreenLeaf Organics, a business that sells organic food, personal care products, and eco-friendly household goods through an online platform. The purpose of the database is to support the main activities of the business, including supplier management, customer records, product listings, shopping carts, orders, inventory control, and customer reviews.
To complete this project, I designed a database structure that reflects the requirements of the GreenLeaf Organics case study. The system needed to support multiple suppliers, allow customers to browse and purchase products, and store important operational data in a consistent and organised way. A relational database was suitable for this because it allows related data to be stored across multiple linked tables while maintaining integrity through keys and constraints [1].
The database was implemented in MySQL using XAMPP and phpMyAdmin. The work included identifying entities, defining attributes and relationships, creating an Entity Relationship Diagram (ERD), and normalising the design to Third Normal Form (3NF). After the design stage, the tables were created and populated with realistic sample data. Stored procedures, triggers, and indexes were also added to meet the technical requirements of the assessment and improve the functionality of the system.
A key part of the project was developing a transactional procedure for order processing. This showed how the database can handle related actions such as creating an order, adding order items, and updating product stock while using COMMIT and ROLLBACK to protect data integrity. Audit triggers were also used to record important changes in the database.
Overall, this report explains how the GreenLeaf Database was designed, implemented, and tested [2]. It also shows how the final solution meets the requirements of the case study and supports the main business operations of GreenLeaf Organics.
[bookmark: _Toc225521597]2. Database Design
The database design for GreenLeaf Organics was based on the requirements of the case study. The business needed a system that could store and manage suppliers, customers, products, categories, shopping carts, orders, and reviews. To meet these requirements, I designed a relational database that could organise the data clearly and maintain links between related records [1], [4].
The first step was to identify the main entities needed in the system. These were suppliers, supplier_certifications, customers, products, categories, orders, order_items, shopping_carts, cart_items, reviews, product_categories, and audit_log. Each of these tables represents a different part of the GreenLeaf Organics business process. For example, suppliers provide products, customers place orders, products belong to categories, and reviews store customer feedback. The audit_log table was added to support later trigger-based auditing.
After identifying the entities, I defined the attributes for each table. Each main entity was given a primary key to uniquely identify its records, such as supplier_id, customer_id, product_id, and order_id. These keys were important because they allowed the tables to be linked using foreign keys. For example, the products table includes supplier_id to show which supplier provides each product, and the orders table includes customer_id to show which customer placed the order.
The database also included several relationship types. Some were one-to-many relationships. For example, one supplier can supply many products, one customer can place many orders, and one order can contain many order items. Others required a many-to-many structure. A product can belong to many categories, and a category can contain many products, so I used the product_categories junction table to resolve this relationship [1], [3]. In the same way, order contents were separated into the order_items table, which links orders and products in a structured way.
To match the case study more closely, I also added shopping_carts and cart_items. This was important because the scenario describes customers adding products to a cart before placing an order. The shopping_carts table stores one cart for each customer, while cart_items stores the products and quantities added to that cart. This made the design more realistic and closer to how an online shopping system would work in practice.
An Entity Relationship Diagram was then created to show the full structure of the database [13]. The ERD helped confirm that the entities, keys, and relationships were correct before and after implementation. It also made it easier to see how the database supports the full process from supplier registration and product listing to cart management, order processing, and customer reviews.
Figure 1: Entity Relationship Diagram (ERD) for the GreenLeaf Database created in phpMyAdmin Designer [image: ]

The design was then normalised to Third Normal Form (3NF) [2], [3]. This was done to reduce redundancy and improve consistency. In First Normal Form, all fields were made atomic, meaning each column stores only one value. In Second Normal Form, non-key attributes were made dependent on the full primary key. In Third Normal Form, transitive dependencies were removed so that non-key attributes depend only on the primary key. For example, supplier details were stored only in the suppliers table rather than being repeated in products, and customer details were stored only in customers rather than in orders. This reduced duplication and made updates easier to manage [3], [4].
Overall, the final database design provided a clear and organised structure for GreenLeaf Organics. It supported the main business requirements, used appropriate relationships and keys, and followed normalisation rules to improve data integrity. This design then formed the basis for the implementation stage in MySQL.
[bookmark: _Toc225521598]3. Implementation Documentation
After completing the design stage, I implemented the GreenLeaf Database in MySQL using XAMPP and phpMyAdmin. This stage focused on turning the ERD and normalised design into a working database that matched the GreenLeaf Organics case study. The assessment required evidence of table creation, constraints, sample data, and the execution of procedures and triggers, so the implementation was carried out step by step and supported with screenshots [5], [7].
I started by creating a database called greenleaf_database in phpMyAdmin. After this, I created the core tables needed for the system: suppliers, supplier_certifications, customers, categories, products, product_categories, orders, order_items, reviews, shopping_carts, cart_items, and audit_log. These tables were based directly on the structure developed in the design section. Together, they support the main operations of the GreenLeaf system, including supplier management, product storage, customer accounts, shopping cart activity, order processing, and review handling.
Figure 2: Tables created in the greenleaf_database schema in phpMyAdmin[image: ]

During table creation, I applied the main integrity constraints needed for a relational database. Each table was given a primary key, usually with AUTO_INCREMENT, so that every record could be uniquely identified. Foreign keys were then used to connect related tables [1], [4]. For example, products.supplier_id links products to suppliers, orders.customer_id links orders to customers, and order_items.order_id links each order item to its parent order. Similar relationships were created for shopping carts, reviews, and product categories. This ensured that the database worked as a connected system rather than as separate tables.
I also used NOT NULL and UNIQUE constraints where necessary. Important fields such as customer names, supplier names, emails, and product details were set as NOT NULL to prevent incomplete records. UNIQUE constraints were used on fields such as supplier email, customer email, phone numbers, SKU values, and category names to reduce the risk of duplicate data. In the shopping_carts table, customer_id was made unique so that each customer could only have one cart. These decisions helped improve data quality and supported the integrity of the final database.
Figure 3: Sample product records inserted into the products table in phpMyAdmin[image: ]
I also verified the constraints during implementation and testing. Referential integrity was checked while inserting linked records, because products could only be added with valid supplier identifiers and order items could only be inserted when valid orders and products already existed. The unique and not-null constraints also helped prevent duplicate or incomplete data during testing. This confirmed that the constraints were not only defined in the schema, but were also functioning correctly in practice. Due to compatibility limitations in the XAMPP/MySQL environment used for this project, the final implementation relied mainly on primary keys, foreign keys, NOT NULL, UNIQUE, stored procedures, and triggers to enforce integrity, rather than on CHECK constraints alone.
Once the structure was complete, I inserted realistic sample data into the tables. This included supplier records, supplier certifications, customer accounts, product categories, products, product-category links, orders, order items, reviews, shopping carts, and cart items. Adding sample data was important because it allowed me to test whether the relationships worked correctly. For example, a product could only be inserted if a valid supplier already existed, and an order item could only be created if both the related order and product were present. This confirmed that the foreign key relationships were active and working correctly.
igure 4: SQL definition of the shopping_carts table showing primary key, unique constraint, and foreign key relationship[image: ]
Figure 5: SQL join query written to display orders with related customer details[image: ]


After populating the database, I tested it using a range of SQL queries [14]. These included joins to show products with supplier names, orders with customer names, and reviews with linked customer and product information. These queries helped confirm that the schema could retrieve meaningful business data and that the relationships between tables had been implemented correctly. They also provided useful screenshots to support the report.
Figure 6: SQL trigger definition used to insert audit records into the audit_log table[image: ]

I then created stored procedures to make the database more structured and reusable [5]. The first procedures were AddCustomer and AddProduct, which allowed customer and product records to be inserted using predefined parameters. These procedures reduced repetitive SQL writing and showed how common operations could be automated. After creating them, I tested both procedures using CALL statements and confirmed that the new records appeared in the relevant tables.
To support auditing, I created triggers linked to the audit_log table [7]. These triggers recorded important changes made to the database, including new orders, product stock updates, and new reviews. After testing the triggers, I checked the audit_log table and confirmed that the expected entries had been added automatically. This showed that the database could track important actions without requiring manual logging.
Figure 7: SQL update statement used to test the product stock trigger[image: ]
Figure 8: SQL join query written to display products with their related supplier names[image: ]

Overall, the implementation stage successfully converted the database design into a working MySQL solution. The schema, constraints, sample data, stored procedures, queries, and triggers all worked together to support the requirements of the GreenLeaf Organics scenario. This provided a strong foundation for the next section, which focuses on the transaction procedure and the use of COMMIT and ROLLBACK during order processing.
Figure 9: SQL join query written to display reviews with related customer and product information[image: ]


[bookmark: _Toc225521599]4. Stored Procedure and Transactional Scenario
To support CRUD functionality, I created several stored procedures in the GreenLeaf Database [5]. The AddCustomer and AddProduct procedures were used for insert operations, UpdateProductPriceStock was created to update product information, and DeleteReview was created to remove review records. These procedures made the database more structured and reduced the need to repeat raw SQL statements for common tasks.
I tested the update and delete procedures using CALL statements. The update procedure successfully changed the price and stock quantity of a selected product, while the delete procedure removed a review record by its identifier. This extended the implementation beyond insert-only operations and improved the database’s coverage of CRUD functionality.
The most important procedure in this project was CreateOrderSimpleTransaction. This procedure was created to demonstrate transaction control during order processing. I based it on a realistic business scenario in which a customer places an order for a product. In this situation, several linked actions need to happen together. A new order must be created, an order item must be recorded, and the stock quantity of the product must be reduced. If one part fails, the whole process should fail to avoid inconsistent data.
Figure 10: Structure of the shopping_carts table showing primary key, unique constraint, and index configuration in phpMyAdmin[image: ]

Figure 11: Stored procedures created in phpMyAdmin for customer and product insertion[image: ]

Figure 12: SQL definition of the AddCustomer stored procedure in phpMyAdmin[image: ]

Figure 13: SQL query written to identify low-stock products using stock quantity and reorder level[image: ]
To achieve this, the procedure used START TRANSACTION, COMMIT, and ROLLBACK [5], [6]. When the procedure runs, it first checks the stock quantity and price of the selected product. If the product does not exist or there is not enough stock available, the transaction is rolled back. This prevents the system from creating an invalid order. If enough stock is available, the procedure inserts a new record into the orders table, inserts the matching record into order_items, updates the product stock level, and then commits the transaction.
This approach was important because it kept the database consistent. For example, it would be a serious problem if an order were created without a matching order item, or if stock were reduced without recording the purchase. Using transaction control ensured that either all related operations were completed successfully or none of them were applied [3], [6].
I tested the procedure in two ways. First, I used a valid example where a customer ordered a quantity that was available in stock. The procedure completed successfully, a new order was added, a matching order item appeared, and the stock value for the product was reduced. This showed that the COMMIT worked correctly.
I then tested the rollback behaviour by entering a quantity much higher than the available stock. In this case, no new order was added, no new order item was created, and the stock level remained unchanged. This confirmed that the ROLLBACK worked as intended and prevented invalid data from being stored.
The transaction procedure also worked well with the triggers that had already been implemented [7]. When a successful order was committed, an audit record was written to the audit_log table. Product stock changes were also recorded automatically. This showed that the stored procedure and trigger system worked together as part of the same database solution.
Overall, the stored procedures improved the functionality of the database, while the transactional procedure demonstrated how GreenLeaf Organics could process orders safely and reliably. This part of the implementation was especially important because it showed how the database can enforce business rules and protect data integrity during multi-step operations.
[bookmark: _Toc225521600]5. Performance Tuning Enhancement
To improve the efficiency of the GreenLeaf Database, I added a number of secondary indexes to columns that are likely to be used frequently in searches, joins, and filters [8], [9]. Performance tuning was important because the database is designed to support an online shopping system where users need to browse products, view orders, and access reviews quickly. Even though this project used a small sample dataset, indexing was still useful because it showed how the database could perform more efficiently as the amount of data grows.
The first step was to identify which queries were most important. In the GreenLeaf system, common operations include searching for products by name, linking products to suppliers, viewing a customer’s orders, checking stock information, and retrieving reviews. These tasks rely heavily on joins between related tables and on filtering data by specific columns. Because of this, I focused on indexing the columns most likely to be used in these queries [8], [10].
Indexes were added to several tables. In the products table, I created indexes on product_name, supplier_id, and expiry_date. The product_name index helps when searching or listing products, while the supplier_id index improves joins between products and suppliers. The expiry_date index supports stock monitoring and makes it easier to identify products approaching their expiry dates.
In the orders table, indexes were added to customer_id, order_date, and order_status. These support common queries such as retrieving a customer’s order history, sorting orders by date, and filtering orders by their current status. In the order_items table, indexes were added to order_id and product_id because this table is used to connect orders and products, making these columns important for joins and lookups.
I also added indexes to the reviews table on product_id, supplier_id, and customer_id. This improves the speed of queries that retrieve reviews for a product, ratings for a supplier, or reviews written by a particular customer. In the product_categories table, an index was added to category_id to improve category-based browsing and joins between categories and products.
These indexes help MySQL find matching rows more quickly instead of scanning entire tables [9]. In a small database, the speed difference may not always be obvious, but indexing becomes much more valuable as more products, customers, orders, and reviews are added. This means the database is better prepared for future growth and repeated use.
At the same time, I was careful not to add unnecessary indexes [3], [10]. Too many indexes can slow down insert and update operations because MySQL has to update the index each time the data changes. For this reason, I only indexed columns that were important for the most common and useful queries.
Overall, the performance tuning stage improved the quality of the final database by showing that the system was designed not only to work correctly, but also to work efficiently. The indexing strategy supports faster searching, better join performance, and more efficient retrieval of business data.
Figure 14: SQL definition of the CreateOrderSimpleTransaction stored procedure showing rollback and transaction logic[image: ]

[bookmark: _Toc225521601]6. Conclusion and Reflection
This project allowed me to design and implement a relational database that meets the main requirements of the GreenLeaf Organics case study. The final database supports suppliers, customers, products, categories, shopping carts, orders, reviews, and audit logging. By building the system in MySQL with XAMPP and phpMyAdmin, I was able to turn the original business scenario into a working database structure that reflects how an online organic retail platform could operate in practice.
One of the most important parts of the project was designing the relationships correctly and normalising the database to Third Normal Form [2], [11]. This helped reduce redundancy and made the system easier to manage. Creating separate tables for areas such as order items, product categories, shopping carts, and supplier certifications improved the overall structure and made the database more realistic.
The implementation stage also helped me develop a better understanding of practical database features. Stored procedures made repeated tasks more structured, while the transaction procedure showed how COMMIT and ROLLBACK can protect data integrity during order processing. The use of triggers and the audit_log table also demonstrated how database activity can be tracked automatically.
One challenge was making sure the design matched the case study closely while still remaining manageable to implement. Another was testing the transaction procedure carefully to confirm both successful and failed scenarios. Working through these stages improved my confidence in designing, building, and testing a relational database.
Overall, the project gave me a stronger understanding of database design, implementation, and integrity control [12]. It also showed the importance of planning the structure carefully before starting the implementation.
[bookmark: _Toc225521602]Task B
[bookmark: _Toc225521603]Introduction
This report explains the security measures implemented in the GreenLeaf Organics database-driven website developed for Part B of the portfolio. The website was created using PHP, MySQL, and PDO as a product catalogue system. It allows users to browse products, search and filter records, view detailed product information, and access an administrator area where authorised users can add, edit, and delete products. During development, attention was given not only to the appearance and functionality of the website, but also to the security of database interaction.
The homepage of the website provides access to the main user features and the admin area. It acts as the entry point to the system and introduces the purpose of the website as an organic product catalogue.

Figure 1. Homepage of the GreenLeaf Organics website. [image: ]

Because the website accepts user input through forms, search fields, login pages, and URL parameters, it was important to protect it against SQL injection. This report explains what SQL injection is, identifies the parts of the website that could be vulnerable, describes the protection methods implemented, and presents testing evidence supported by screenshots of both the interface and the source code.

[bookmark: _Toc225521604]Overview of SQL Injection
SQL injection is a web security vulnerability that happens when a user enters malicious data into an input field with the aim of changing the SQL query being sent to the database [14]. If the application does not handle the input securely, the database may treat the user’s entry as part of the SQL command rather than ordinary data [15].
For example, an attacker might type a value such as ' OR '1'='1 into a login form [18]. In an insecure system, this could change the SQL query so that it always returns a true result, allowing the attacker to bypass authentication. SQL injection can therefore lead to unauthorised access, data exposure, data modification, or deletion of records. This makes it one of the most serious threats to a database-driven website.
For the GreenLeaf Organics website, protection against SQL injection was especially important because the system contains a public-facing product search area as well as a restricted administrator area.

[bookmark: _Toc225521605]Potential Vulnerable Areas in the Website
Several parts of the website could have been vulnerable to SQL injection if secure development practices had not been used.
The first major area was the admin login page, where the system accepts a username and password from the user. Login pages are a common target for attackers because they provide direct access to restricted areas if compromised.

Figure 2. Admin login page before testing. [image: ]

Another important area was the products page, where users can search for products by name and filter them by category. Since this feature accepts user input directly from the browser, it needed to be protected carefully.

Figure 3. Products page with search and filter functionality. [image: ]

The product details page also required protection because it retrieves a product record based on an ID passed through the URL. If this value had not been validated and handled securely, it could have been used to interfere with the SQL query used to retrieve data.
In addition, the admin dashboard and the pages linked from it were security-sensitive because they gave access to CRUD operations on products.

Figure 4. Administrator dashboard with access to product management functions. [image: ]

The add product form was another area that had to be secured, because it accepts several user inputs such as product name, description, price, stock quantity, supplier, and category. Without proper protection, these fields could become entry points for malicious SQL commands.

Figure 5. Add product form used in the administrator area. [image: ]

The manage products page was also important because it provided access to editing and deleting records stored in the database.

Figure 6. Manage products page showing stored product records. [image: ]

These areas were therefore treated as the most important input points during the development of the system.
[bookmark: _Toc225521606]SQL Injection Defences Implemented
To protect the website against SQL injection, PDO prepared statements were used throughout the main areas of database interaction [16]. This included the login page, the product search page, the product details page, and the add product form. Prepared statements separate SQL logic from user input, meaning that entered values are treated as data rather than executable SQL commands [19].
The login page was implemented using a prepared statement to retrieve the matching administrator record from the database. Instead of placing the entered username directly inside the SQL query, a placeholder was used and the input was passed safely at execution time [17].
Figure 7. Login page source code showing a prepared statement used for secure authentication. [image: ]

The products page was also secured using prepared statements. The search term and category filter were added to the query only as parameter values, ensuring that input entered into the search box could not alter the structure of the SQL command.


Figure 8. Products page source code showing secure prepared statements for search and filtering. [image: ]

The product details page used a prepared statement to retrieve a single product using the product ID. In addition, the code checked that the ID existed and was numeric before processing it. This reduced the risk of malicious values being passed through the URL.

Figure 9. Product details source code showing validation and secure query handling. [image: ]

The add product form was protected using a prepared INSERT statement. This ensured that values entered into the form fields were safely inserted into the database without being treated as SQL syntax.

Figure 10. Add product source code showing a prepared INSERT statement. [image: ]

In addition to prepared statements, input validation methods such as trim() and isset() were used to clean and check form data before processing it. On pages where numeric data was required, validation such as is_numeric() was used. These checks reduced the likelihood of invalid or malicious data being accepted by the system.
The website also stored the administrator password as a hashed value rather than plain text [20]. This was checked using password_verify() during login. Although password hashing is not a direct defence against SQL injection, it improves the overall security of the authentication system.
Finally, htmlspecialchars() was used when displaying data on the page. This helped ensure that data retrieved from the database was shown safely in the browser.

[bookmark: _Toc225521607]Testing and Evidence
After the main security measures had been implemented, the website was tested using practical SQL injection attempts.
The first test was carried out on the admin login page. A normal version of the login page was first displayed.

Figure 11. Normal admin login interface before attack testing. [image: ]


Next, an attempted login was made by entering credentials into the form to test how the system handled user input.

Figure 12. Login attempt used during testing. [image: ]

A further SQL injection-style login attempt was then made using a malicious string such as ' OR '1'='1. If the login query had been insecure, this might have allowed unauthorised access. However, the system rejected the attempt and displayed an error message instead.

Figure 13. Failed login attempt showing that SQL injection did not bypass authentication. [image: ]

This result showed that the login form handled the input safely and treated it as ordinary data instead of executable SQL.
A second test was carried out on the products page. The normal products page was first opened to show the search interface and the list of product records.

Figure 14. Products page before entering search input. [image: ]
A search was then performed to confirm that the search and filtering system continued to work normally and returned only the expected result.

Figure 15. Product search result showing safe handling of user input. [image: ]

This demonstrated that the search input was processed safely and did not break the query or expose extra data from the database.
The screenshots of the source code and interface together provide evidence that the most important data entry points in the website were protected against basic SQL injection attempts.

[bookmark: _Toc225521608]Secure Functionality in the Admin Area
The administrator area was designed not only to be functional but also secure. Once authenticated, the administrator can access the dashboard, add new products, and manage existing products.
The dashboard gives controlled access to product management features.

Figure 16. Admin dashboard after successful authentication. [image: ]

The add product page shows how data is entered through structured form fields.

Figure 17. Add product page within the admin area. [image: ]

The manage products page shows that records can be viewed and managed through the interface, while the backend code ensures these actions are securely processed.

Figure 18. Manage products page within the admin area. [image: ]

These pages demonstrate that security was considered across the wider CRUD functionality of the website, not only in the login and search features.

[bookmark: _Toc225521609]Conclusion
In conclusion, SQL injection is a serious threat to any website that communicates with a database, especially where user input is accepted through forms, search fields, and URL parameters. During the development of the GreenLeaf Organics website, several potentially vulnerable areas were identified, including the admin login page, the products search feature, the product details page, and the administrator CRUD forms.
To reduce these risks, prepared statements were implemented using PDO across the main parts of the website. Input validation checks were added, numeric values were verified where necessary, passwords were securely hashed, and output was handled safely in the frontend. Testing showed that attempted SQL injection attacks on the login and search pages did not compromise the application [22].
Overall, the final website met the functional requirements of the task while also demonstrating secure database development practices [23]. The result is a system that is more reliable, more professional, and better protected against one of the most common threats faced by PHP and MySQL websites [21].
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</div>
</div>
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