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Cloud computing is a new technology that is changing the infrastructure and environment that workers and users interact with. 

Below is a definition of cloud computing from Jake Frankenfield of Investopedia [1]: 

‘Cloud computing is the delivery of different services through the Internet. These resources include tools and applications like data storage, servers, databases, networking, and software’

Some of the effects of cloud computing on the IT industry are listed below: 

1. Cloud computing has shifted data centres from being hosted in enterprises to being hosted in cloud data centres. According to Radoslav Ch. of Techjury [2], ‘82% of enterprises’ workload is stored in the cloud, 81% of enterprises have a multi-cloud strategy in the works or implemented. The rise of cloud computing has led many enterprises to shift from traditional data centres to cloud base data centres. According to  Steve Ranger of ZDNet [3], ‘Cisco have forecasted that by 2021, 94 percent of workloads and compute instances will be processed by cloud data centres and only six percent will be processed by traditional data centres.’ The shift from traditional data centres to cloud centres has meant that the IT environment has changed. According to Rick Blaisdell [4], in the past the IT environment was built by purchasing hardware, software and licences. In cloud computing there is no need to purchase hardware etc, you just simply subscribe to a cloud provider to access the IT services you need. 

2. IT staff require a new range of skills and expertise to administer and manage cloud computing. Leading IT vendors e.g. Amazon, have realised that new skills are needed for cloud computing. A lot of vendors like Microsoft and Amazon have released vendor specific IT courses and certifications to help IT professionals to acquire the skills needed for cloud computing. Ryan Day of Global Knowledge [5], provides a list of cloud certifications available in the IT market:

[image: ]

3. Cloud computing has reduced the maintenance of data and changed the way data is managed. According to ITConnectUs [6], ‘Currently 95% of the data is stored in the cloud. Companies are using SaaS (Software-as-a-Service) to store and manipulate their data. However, the critical data is still stored on local premises.’

4. Cloud technology has helped to develop a new range of IT technologies. According to James Maguire of Datamation [7], cloud computing has helped new technologies such as containers and DevOps to grow.


5. Cloud computing has led to a rise of new networking technology. Andrew Stibbards of the Sunset Learning Institute [8], states that due to rise in cloud computing and storage, enterprises are having to switch to SDN (Software Defined Networks), because the traditional networks are not suitable for managing cloud service. SDN is a new form of network technology for managing networks. We will discuss SDN in great depth later on.  

6. According to Hank Preston (a CISCO devnet engineer), when interviewed by David Bombal  (an IT trainer) [9] , cloud computing has led to rise in network programming and network automation.


7. According to Daniel Levine of TechCrunch [10], the rise in cloud computing, has led to rise in enterprises wanting to integrate their software systems with cloud systems. This has led to rise in  APIs, which is seen as the best software mechanism for integrating systems. We will discuss APIs in greater depth later on.
8. 
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The move from hosting physical data centres to cloud data centres, has led to many technological changes in the IT industry. According to Hank Preston (a CISCO Net DevOps engineer), when interviewed by David Bombal (a IT trainer) [9], the rise of cloud computing led him to develop his programing skills and qualify as a network programmer. On the Cisco Dev Site [11], Hank Preston provides a list of programming materials to help network engineers learn how to program and automate networks. A lot of other internet commentators share Hank’s views. The role of the network engineer needs to change. These commentators believe that network engineers need to learn to program in order to cope with new technological developments in networking. Empiric, a IT recruitment agency [12], stated that the role of the network engineer has changed, and employers are looking for engineers with programming skills to manage their networks and automate them. Marcos Hernandez, a virtual engineer, states on the Thinq Tank website [13], that he is devolving his programming skills to keep up with the demands of the IT industry. 
However, some commenters on the net state that network engineers do need programming skills. Some of these commentators provide SDN as an example. According to Arthur Cole [14], network engineers do not need programming skills to manage a SDN network. There are plenty of application tools that allow you to manage a SDN network. A lot of these tools allow a network engineer to manage a network without having to write a single line of code.  Although not all new network technology requires programming skills. Changes in IT technology are forcing network engineers to learn new skills. Arthur Cole does concede that network engineers will need to develop their programming skills at some point. Arthur Cole does not rule out the need to learn network programming for network administrators. 
A word of caution, those who think they can continue working in networking, or enter a career in networking without having to learn programming, may need to rethink their position, as Hank Preston stated in a series of videos on the CISCO Devnet site. In the past network engineers have been able to avoid network programming. However, the rise of virtual switches, blade switches, cloud technology, Linux bridges and containers, means network engineers can no longer avoid network programming. A lot of the leading network vendors now offer training materials and videos on network programming, which shows that network vendors see network programming as a skill that network engineers need. CISCO now dedicates a site to network programming called CISCO Devnet [15]. The site offers lots of information on programming,  including videos and labs. According to David Zomaya of CBT Nuggets [16], the CISCO course and certifications have been redesigned to include network programming. Fifteen percent of the core exam for the CCNP Enterprise Certificate is now dedicated to network automation. 
To sum up, the debate whether network engineers need programming skills, I think this argument has been settled by leading vendors like CISCO and IT recruitment agencies. By CISCO altering their course and certifications to include network programming. If you want a network qualification like the CCNP, you cannot avoid network programming, otherwise you will be depriving yourself of a network qualification. If recruitment agencies like Empiric are seeking network engineers with programming skills for their clients, then avoiding network programming means you will be depriving yourself of employment opportunities. There is no doubt that the role of the network engineer is changing and the need to learn programming to keep with the new networking technologies is needed.
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Due to changes in network technology such as cloud computing and SDN, the technology that network administrators use to manage networks has changed. API (Application Programing Interface) allows network administrators to manage new network technologies like cloud computing and SDN. According to Hank Preston [11], an API allows two pieces of software to talk to each other. According to Sami Shaiq, Sami [17] REST is one of the most popular APIs in the IT industry. The term REST means Representational State Transfer. According to Wikipedia [18] ‘Representational state transfer (REST), is a software architectural style that defines a set of constraints for creating web services.’ The REST framework is built on the HTTP protocol. Services that offer APIs in a REST framework are called REST web services. REST popularity is not confined to web development. It has expanded into other areas of IT, including networking. In networking REST has been adapted in the form of RESTCONF Protocol. REST and RESTCONF are very similar, and a lot of the functions that you can perform in REST can be duplicated in RESTCONF.

According to Joe Neville [19] at Airheads Broadcasting Channel, the REST API, allows a network engineer to program many devices, in one instance. APIs allow network engineers to automate the network. Without APIs, network engineers would have to resort to CLI( command line interfaces) which only allows them to manually configure network devices one at a time. CLIs are not suitable for network programming and automation. APIs give us a structured way to interact with software devices. Code is used to build requests and to handle responses from network devices. Once the network engineer receives the response containing the data that they requested, they can run a task on the data to automate the network. 

In network programming if an engineer needs to request data using a REST API. The network engineer sends a HTTP request or GET request. The GET request encompasses a URL which contains the location of the resource or object the user is seeking. 

The network device processes the request sent by the engineer. Then sends back a HTTP response, which contains the data that the network engineer requested. The network engineer can then run tasks on the data by sending more HTTP requests or commands. These HTTP commands are commonly referred to as HTTP methods or verbs. Below is a common list of HTTP verbs that are used in the REST API:

 [image: ]

As discussed early when using HTTP verbs in a HTTP request, they are accompanied with URL or URI. An example of the URL or URI used in HTTP requests are listed below:

http://maps.google.apis.com/maps/api/geocode/json?address=sanjose

HTTP refers to the protocol. The protocol can be open, using HTTP or secure using HTTPs.

maps.google.apis.com refers to host or server. This can be a FQDN (Fully Qualified Domain Name) or IP address. 

maps/api/geocode/json refers to the resource or object. This refers to the resource or object that the user is requesting.

?address=sanjose  is an optional  parameter and is referred to the query parameter. This is used to narrow down what the user is searching for in the object or resource.  
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According to Ciena [20] the growth in multimedia content, cloud computing, and mobile usage, combined with the pressure to keep business costs low, and flat rates of revenue, is putting pressure on enterprises to come up with innovative solutions to resolve these problems. SDN (Software Defined Networks) are seen as a solution to these business problems.

According to Techopedia [21] Software Defined Networks are a new network architecture used in current networks. A SDN separates the control plane (which manages the network) from the data plane(which forwards traffic). In the traditional network the data plane and control plane are managed and stored on the hardware device e.g. router. Whereas in SDN,  the control plane is stored in the form of software on a computer or controller, and the data plane is stored on the router. 

According to Ciena [20] and Ingram micro [22], below are some of the reasons for the popularity of SDN: 

1. Network programmability: SDN allows network administrators to use software to control the behaviour of the network. This means network administrators can write programs to  manage and automate the network.

2. Central management tool: SDN separates the control plane from the data plane.  In SDN, the data plane is stored on the  network device and the control plane is stored in the form of software on a server. The control plane on the server provides a central console for network administrators to control the network. This makes managing a large and complicated network a lot easier, than having to manage each device locally through a CLI.

3. Smarter Network Applications: Applications and services on SDN are abstracted from the hardware providing network connectivity. Applications interact through the network through APIs, instead of management interfaces. The use of APIs allow network developers to develop network applications that are more network intelligent. The network applications designed by network developers tend to be more responsive to changes in network behaviour and can automatically configure the network in response to these changes.

4. Interoperability: SDN offers multi-vendor interoperability. SDN allows vendors to develop software through APIs. As long as the network vendor adheres to the requirements or specifications of the API, this ensures that their network technology is compatible with other network vendor technology. Hank Preston [11], states in CISCO DEV, that APIs provide an industrial standard that ensures different vendors’ technology work together.


5. Cloud management: Due to the rise of cloud computing, more central mechanisms are needed to respond to change in network traffic. The data centres for cloud computing tend to be very large, and have many network devices. SDN controllers allow the whole cloud platform to be managed from a central console. According to Andrew Stibbards  [8], the rise in cloud computing has led to rise in SDNs. 
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As we discussed earlier, REST is an API which allows different software systems to communicate with each other. REST APIs provide a universal standard, which ensures that different IT vendors’ technology work together . There are many different cloud suppliers (e.g. AWS, Microsoft etc.) and SDN providers (CISCO, Palo Alto). Having a software system that makes sure that these different technologies work together is quite important in the IT industry. This ensures that customers and users are not restricted to specific vendors, this would stifle competition and slow the adoption of new IT technology, which is not good for the IT industry. The IT industry is a progressive industry that relies on the adoption of new technology.

According to BBVA API_MARKETING [23], REST APIs provide the following interoperability  between different software technologies:

Separation of the client and server: The client interface is separate from the server and data storage. This allows the client interface to be portable between different platforms. Being able to transfer the client interface between different platforms, saves network developers and engineers time and cost having to develop different interfaces for different platforms. This is quite important if an enterprise is using more than one cloud provider. 

Scalability: The separation of the client and server makes it easier for network developers to scale applications. Network engineers can migrate to different servers and alter databases when user demand changes, and this will not affect the client  interface, because the front end and back end are stored on different servers. This provides a lot of flexibility, when you need to scale up.

REST APIs are independent of platforms and languages: REST APIs can be used with any programming languages e.g.  Java, PHP, python etc. This gives network developers a lot of freedom and ensures that no matter what programming language they use, it will work with the REST API. The developers are restricted to using HTTP verbs with a URL to request data. Also developers are limited to two data exchange languages, JSON and XML. However these restrictions give developers the freedom to use different languages. 

REST APIs require an exchange language to help provide interoperability between different IT vendors.  The most popular choices are XML and JSON. JSON is regarded as the better of the two languages,  and is the most widely used in the IT industry. JSON stands for JavaScript Object Notation. 
According to Jonathan Freeman from InfoWorld [24], JSON helps REST in providing interoperability between different IT systems. A list of how JSON achieves this, is listed below: 

JSON is derived from JavaScript and is supported natively or through libraries in most programming languages. It is commonly used to exchange data between web clients and servers, but it is used in other areas of the IT industry e.g. networking. 

A lot of database vendors support JSON. PostgreSQL and MYSQL are now shipped with native support for JSON. Also Non-SQL databases like MongoDB and Neo4j come with support for JSON. 

[bookmark: _GoBack]JSON is a generic data format that supports a limited number of data types: strings, integers, floats, Booleans, lists, objects and Nulls. Although the JSON notation is a subset of JavaScript, the data types are common in all programming languages, and make JSON a perfect candidate to transmit data between different programming languages. 

JSON data is stored in a file with a JSON extension. JSON files are simply text files. All programming languages can process text files. Also text files are easy to send across the internet. This adds to JSON’s wider interoperability. 
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HTTP verb Action Description

POST CREATE Create new object / resource

READ READ Retrieves resource details

PUT UPDATE Replace/update existing
Resource

PATCH PARTIAL UPDATE Partial update to existing
resource

DELETE DELETE Remove an existing resource
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Top Cloud Computing Certifications

1. AWS Certified Solutions Architect - Associate

2. Microsoft Certified: Azure Administrator Associate

3. Google Certified Professional Cloud Architect

4. AWS Certified Developer - Associate

5. Google Certified Professional Data Engineer

6. Microsoft Certified: Microsoft Azure Fundamentals

7. AWS Certified SysOps Administrator

8. CCSP - Certified Cloud Security Professional

9. CompTIA Cloud+

10. Microsoft Certified: Azure Solutions Architect Expert





