 LAB IMPLEMENTATION REPORT: ENTERPRISE NETWORK SECURITY
Course Module: ACCA7032 Enterprise Network Security
Platform Infrastructure: Check Point GAiA R81.20 Architecture
Deployment Scope: Management Station (A-GUI), Security Management Server (A-SMS), and Multi-Homed Security Gateway (A-GW)

SECTION 1: HYPERVISOR VIRTUALIZATION BLUEPRINT & RESOURCE ALLOCATION
To architect a scalable, isolated enterprise sandbox, independent virtual security appliances were built inside an Oracle VM VirtualBox hypervisor framework. This configuration mirrors real-world production networks by ensuring strict resource isolation and distinct broadcast domains across various functional zones.
1.1 Compute & Architecture Profiling
Independent virtual machine profiles were generated to ensure adequate computational boundaries for security inspections, cryptographic handshakes, and database activities.
· Management Workstation (A-GUI) Profile: Windows 10 Enterprise container initialized to handle GUI-driven administration utilities and remote API execution loops.
· Security Management Server (A-SMS) Profile: Oracle Linux (64-bit) baseline template provisioned with 8192 MB (8 GB) vRAM and a dedicated storage pool to prevent database bottlenecks during policy generation.
· Security Gateway (A-GW) Profile: Optimized 64-bit network appliance instance tuned for high-throughput packet classification and security acceleration.

[image: ]
                                             A-SMS Base Memory Resource Allocation

· Visual Briefing: The VirtualBox configuration canvas showing the system profile properties for the A-SMS appliance, verifying the registration of a 64-bit operational profile alongside an 8192 MB RAM allocation.

1.2 Enterprise Network Interface Mapping
To maintain crisp isolation between data-transit areas and highly privileged configuration pathways, network adapters were explicitly mapped to internal software switches.
1.2.1 A-GUI Workstation Network Mapping
The administrative endpoint dictates system properties across three discrete hardware segments:
· Adapter 1: Anchored to the internal private management broadcast zone named IntCP to lock down administrative access.
· Adapter 2: Bound to Network Address Translation (NAT) parameters to support isolated sandboxed system properties.
· Adapter 3: Routed through a Bridged Adapter linked directly to the bare-metal network interface card to fetch system components from local file systems.
[image: ]
                                                 A-GUI Adapter 1 Network Settings

· Visual Briefing: VirtualBox network setup panel for the A-GUI station, showing Adapter 1 bound to the internal software broadcast segment named IntCP.
[image: ]
                                                    A-GUI Adapter 2 NAT Settings

· Visual Briefing: Virtual network panel verifying Adapter 2 configured under standard NAT parameters.
[image: ]
                               A-GUI Adapter 3 Bridged Adapter Settings

· Visual Briefing: Hypervisor settings menu mapping Adapter 3 directly to a physical hosting card using a bridged adapter framework.
1.2.2 Security Gateway (A-GW) Perimeter Boundary Matrix
The firewall perimeter gateway acts as a multi-homed stateful core inspector. Four independent physical interfaces were mapped to separate internal production servers, cross-datacenter lines, management networks, and untrusted zones:
· Adapter 1: Tied to the Internal Network IntCP (Dedicated Management Plane).
· Adapter 2: Anchored to the Internal Network IntSwa (Internal Production Core Network).
· Adapter 3: Linked to the Internal Network ExtLCD (Cross-Datacenter Interconnect Segment).
· Adapter 4: Assigned to NAT parameters (Simulated Untrusted Public Internet Segment).
[image: ]
                                               A-GW Adapter 1 Network Configuration

· Visual Briefing: Virtual configuration screen showing A-GW hardware Adapter 1 linked directly to the private management loop segment (IntCP).
[image: ]
                                           A-GW Adapter 2 Network Configuration

· Visual Briefing: Network interface settings page attaching Adapter 2 to the internal private infrastructure zone labeled IntSwa.
[image: ]
                                       A-GW Adapter 3 Network Configuration

· Visual Briefing: Interface configuration matrix linking Adapter 3 to the secondary remote interconnect node labeled ExtLCD.
[image: ]
                                       A-GW Adapter 4 NAT Network Configuration

· Visual Briefing: Network properties mapping Adapter 4 directly onto a public internet segment using an internal NAT structure.
1.2.3 Security Management Server (A-SMS) Network Mapping
· Adapter 1: Securely tied to the private management Internal Network loop IntCP.
· Adapter 2: Assigned via standard NAT configuration routes for system tool updates.
[image: ]
                                                     A-SMS Adapter 1 Network Configuration

· Visual Briefing: Property window confirming the A-SMS primary adapter linked to the private administrative data network switch (IntCP).
[image: ]
                                                 A-SMS Adapter 2 NAT Configuration

· Visual Briefing: Hardware configuration panel verifying the deployment of the server's backup interface under standard NAT parameters.

SECTION 2: OPERATING SYSTEM BASELINE DEPLOYMENT
Once the hypervisor frameworks were locked down, the specialized Check Point GAiA R81.20 microkernel engine was deployed to initialize hard perimeter defenses.
2.1 Boot Loader Initialization & Installation Localization
Booting from the official Check Point installation media spins up an advanced, hardened Linux-based architecture specifically tuned for high-velocity packet routing.
[image: ]
                                                          A-GW Gaia ISO Grub Boot Menu

· Visual Briefing: Text-mode boot installation dashboard for the R81.20 GAiA kernel, selecting the "Install Gaia on this system" initialization step.
[image: ]
                                       A-GW Installation Initialization Wizard Prompt

· Visual Briefing: System greeting box requiring explicit administrative authorization approval to continue with formatting and image extraction loops.
[image: ]
                                   A-GW Keyboard Layout Locale Configuration

· Visual Briefing: System localization options window, setting the hardware character mapping arrays to match a standard Great Britain alignment grid.

2.2 Storage Partition Allocation Profiling
Check Point GAiA architectures separate active configuration boundaries from live logging repositories using discrete logical volume spaces. This layout model ensures that unexpected log data surges cannot fill up the primary file system and crash the firewall engine.
2.2.1 A-GW Storage Topography (85 GB Base Allocation)
· System-swap Space: 8 GB (10%)
· System-root Partition: 15 GB (18%)
· Logs Storage Drive: 15 GB (17%)
· Backup & Upgrade Mirror Pools: 47 GB (55%)
[image: ]
                                      A-GW Dynamic Partition Configuration Profile Table

· Visual Briefing: Partition mapping panel detailing logical volume distribution limits across the A-GW host disk.
2.2.2 A-SMS Storage Topography (82 GB Base Allocation)
· System-swap Space: 8 GB (10%)
· System-root Partition: 15 GB (19%)
· Logs Storage Drive: 15 GB (18%)
· Backup & Upgrade Mirror Pools: 44 GB (53%)
[image: ]
                               A-SMS Storage Volumes Layout Configuration

· Visual Briefing: Logical partition setup workspace charting storage bounds and snapshot tracking volumes for the A-SMS engine disk.
[image: ]
                                             A-SMS Installation Boot Selection Screen

· Visual Briefing: Initial text startup boot wizard profile for the management server container, selecting installation variables.
[image: ]
                                                      A-SMS Installation Initialization Warning

· Visual Briefing: Alert message diagnostic layout window requiring deployment verification clearance prior to running disk format commands.
[image: ]
                                                  A-SMS Keyboard Layout Locale Selection

· Visual Briefing: Regional localization setup pane aligning text interpretation entries with a standardized Great Britain schema.

2.3 Identity Authentication & Administrative Access Control
To shield root configuration channels across local text prompts, standard administrative passwords were configured across all backend platforms.
[image: ]
                                           A-GW Root Account Admin Password Setup

· Visual Briefing: Credentials registration screen masking password entries for the default master security administrator profile "admin" on the gateway.

[image: ]
                                                A-GW Maintenance Mode Recovery Credentials

· Visual Briefing: Offline protection setup wizard registering specialized fallback passwords for low-level system diagnostic sessions.
[image: ]
                                     A-SMS Account Configuration Administrator
· Visual Briefing: Access control prompt setting up primary access keys for the central management server's administrative profile.

2.4 Management Interface Binding & Network Definition
During installation, a primary network port must be selected to allow administrative connections over terminal prompts and the Gaia Web UI portal.
[image: ]
                                        A-GW Multi-Port Detection Access Matrix
· Visual Briefing: Connection port scanning dashboard showing physical line states, with port eth0 chosen to manage incoming configuration requests.
[image: ]
                                    A-GW Static IP Operational Matrix Assignment

· Visual Briefing: Core network configuration menu assigning static IP 10.1.1.1 alongside netmask 255.255.255.0 to interface port eth0.
[image: ]
                                A-SMS Management Port Hardware Selection List

· Visual Briefing: Active adapter tracking prompt mapping available interface lines, showing port eth0 highlighted.
[image: ]
                                          A-SMS Management Port Selection Step Confirmation

· Visual Briefing: Layout step confirming interface eth0 as the primary operational route for server management.
[image: ]
                                 A-SMS Management Interface Network Matrix Assignment
· Visual Briefing: Interface configuration wizard assigning static IP 10.1.1.101 and netmask 255.255.255.0 to interface port eth0, and directing default gateway paths back through the gateway at 10.1.1.1.

2.5 Disk Write Compilation & Extraction Progress Loops
With baseline network entries verified, system variables were written to the active disk partitions.
[image: ]
                                    A-GW Final Storage Allocation Warning Confirmation
· Visual Briefing: Terminal warning validation prompt confirming the final formatting of targeted volume spaces.
[image: ]
                                          A-GW Core Package Extraction Phase Progress Bar

· Visual Briefing: Progress status interface tracking active operating system installation metrics at 60% completion.
[image: ]
                                                       A-GW Text Mode Installation Finish Screen

· Visual Briefing: Text configuration screen noting a successful software setup cycle and requesting an appliance reboot.
[image: ]
                                                      A-SMS Storage Partition Confirmation Alert Box

· Visual Briefing: Administrative pop-up message box requesting final verification to build the management server file system tables.
[image: ]
                                               A-SMS Operating System Package Expansion Phase Tracker

· Visual Briefing: Operational status screen charting management package expansion matrices at 59% completion.
[image: ]
                                                    A-SMS Text Mode Installation Lifecycle Complete Screen

· Visual Briefing: Final text deployment dashboard confirming successful operating system setup and requesting a system reboot.
[image: ]
                                         A-SMS Hypervisor view of Text Installation Complete
Visual Briefing: Hypervisor view showing the A-SMS virtual engine console confirming installation completion and prompting a reboot.

2.6 A-SMS Terminal Hardening & Session Security Tuning
Following a clean reboot of the management server appliance, its command-line interface was accessed to establish strict timeout parameters.
[image: ]
                                                            A-SMS Post-Install Boot GRUB Menu

· Visual Briefing: Text-based GRUB execution screen booting the server instance straight from its local disk image tables.
[image: ]
                                                   A-SMS Command Line Interface Login Prompt

· Visual Briefing: Hardened terminal login banner requesting secure account profiles for user authentication.
[image: ]
                                             A-SMS CLI Inactivity Timeout Hardening Command

· Visual Briefing: Active terminal shell executing set inactivity-timeout 720 to widen administrative terminal durability rules.
[image: ]
                                        A-SMS CLI Session Timeout Configuration and Save Loops

Visual Briefing: Command terminal window running set web session-timeout 720 followed by save config to commit parameters to non-volatile configuration files.
[image: ]
                                                                A-SMS Hardened Session Exit Script Execution

· Visual Briefing: Terminal control prompt executing an exit script parameter to safely terminate the active root terminal block.

SECTION 3: MANAGEMENT WORKSTATION ENGINEERING & APPLICATION SETUP
To manage the backend security clusters, the Windows 10 A-GUI workstation was engineered to host the centralized Check Point SmartConsole management application framework.
[image: ]
                                           A-GUI UAC Executive Privilege Elevation Notification

· Visual Briefing: Windows User Account Control privilege elevation challenge window, confirming Check Point Software Technologies as a trusted cryptographic author.
[image: ]
                                         SmartConsole R81.20 Directory Path Mapping Wizard

· Visual Briefing: Central application setup wizard tracking default installation target paths for Check Point SmartConsole R81.20.
[image: ]
                               Check Point Infinity Software Package Deployment Progress

· Visual Briefing: Active installation bar dashboard detailing package extraction metrics (9%) under the global Check Point Infinity deployment framework.
[image: ]
                                                          SmartConsole Installation Complete Dialog UI

· Visual Briefing: Final configuration summary panel marking a successful software installation lifecycle and providing a toggle to launch SmartConsole.

SECTION 4: GAIA PORTAL WEB INTERFACE FIRST-TIME WIZARDS
Following the base network installations, advanced appliance configurations were completed over secure HTTPS terminal streams using web utility interfaces.
4.1 Security Gateway (A-GW) Configuration Wizard
[image: ]
                                                Gaia Web First-Time Configuration Launch Portal

· Visual Briefing: Secure login screen initialized at https://10.1.1.1 launching the official Check Point First Time Configuration Wizard process.
[image: ]
                                                        Gaia Wizard Deployment Option Selector Panel

· Visual Briefing: Deployment options toggle menu, configuring the system to continue with specialized automated R81.20 layout definitions.
[image: ]
                                                  Gaia Management Network Link Properties Check

· Visual Briefing: Network interface check page verifying the gateway's manual configuration properties on port eth0 (10.1.1.1/24).
[image: ]
                                             Gaia Internet Interface Initial Status Setting

· Visual Briefing: Gateway interface status window tracking dynamic assignments, leaving interface port eth1 unconfigured during the initial baseline phase.
[image: ]
                                           Gaia Network Identity Host Mapping Panel
· Visual Briefing: Domain parameters page configuration, writing the appliance Host Name to A-GW, setting the network Domain label to swansea.acca, and setting up static upstream lookup roots (192.168.1.1, 8.8.8.8, 4.2.2.2).
[image: ]
                                                        Gaia NTP Synchronization Time Engine Layout
· Visual Briefing: Date and time synchronization workspace mapping Network Time Protocol properties outward to public pools (://google.com, ://google.com) localized to a GMT time zone model.
[image: ]
                                          Gaia Installation Functional Profile Definition Type

· Visual Briefing: Installation type selector switch grouping configuration rules under specialized Security Gateway and/or Security Management frameworks.
[image: ]
                                                  Gaia Product Selection Separation Setting Checkbox

· Visual Briefing: Role selection step checking the Security Gateway appliance feature role while explicitly clearing any management database flags.
[image: ]
                                                   Gaia DAIP Configuration Selection Switch

· Visual Briefing: Network classification switch setting the gateway option to "No" to reject dynamic allocations and preserve stable static routing tables.
[image: ]
                                                         Gaia SIC Secure Access Token Entry Box

· Visual Briefing: Security trust field registering a strong secure internal communication access token string used to authorize connections with the main management server.
[image: ]
                                                          Gaia Compilation Summary Checklist Window

· Visual Briefing: Summary canvas listing parameters written to the Security Gateway image directories.
[image: ]
                                             Gaia Wizard Installation Launch Verification Prompt

· Visual Briefing: Confirmation message prompt requiring final verification authorization before writing variables to the appliance configurations.
[image: ]
                                                      Gaia Wizard Completion Notification and Reboot Alert

· Visual Briefing: Step validation panel displaying active green checkmarks alongside an automated 21-second post-wizard system reboot countdown alert.

4.2 Security Management Server (A-SMS) Configuration Wizard
[image: ]
                                            A-GUI Browser Certificate Authorization Alert

· Visual Briefing: Connection security warning layout screen at address location https://10.1.1.101 alerting the administrator to self-signed appliance certificates.
[image: ]
                                        A-GUI Advanced Certificate Security Exception Access Path

· Visual Briefing: Advanced configuration sub-panel allowing the user to bypass the browser exception threshold and navigate to the web console setup.
[image: ]
                                            A-SMS Gaia Web First-Time Configuration Launch Portal

· Visual Briefing: Opening configuration welcome page for the A-SMS appliance First Time Configuration Wizard process.
[image: ]
                                                  A-SMS Gaia Wizard Deployment Option Selector Panel

· Visual Briefing: Setup options menu selecting standard automated configuration paths for the management server image.
[image: ]
                                                A-SMS Gaia Management Network Link Properties Check

· Visual Briefing: Network interface connection manager confirming static IP settings on port eth0 (10.1.1.101/24) routing through default gateway interface 10.1.1.1.
[image: ]
                                                         A-SMS Network Identity Host Mapping Panel

· Visual Briefing: Domain information settings page defining the platform Host Name as A-SMS, naming the local Domain to swansea.acca, and setting active lookup DNS targets (192.168.1.1, 8.8.8.8, 4.2.2.2).
[image: ]
                                                         A-SMS NTP Synchronization Time Engine Layout

· Visual Briefing: Network Time Protocol properties window mapping background tracking routines to server instances ://google.com and ://google.com.
[image: ]
                                             A-SMS Product Selection Separation Setting Checkbox

· Visual Briefing: Product allocation panel customizing the node's function by selecting Security Management and defining its rank structure as a Primary security management engine.
[image: ]
                                    A-SMS Security Management Administrator Account Configuration

· Visual Briefing: Administrative account wizard workspace switching setup parameters to "Define a new administrator" to build a custom security profile named cpadmin.
[image: ]
                                          A-SMS Security Management GUI Clients Restriction Entry

· Visual Briefing: Access limitation panel changing permissions from "Any IP Address" to an explicit network block configuration to allow SmartConsole clients to connect only if originating from within the management network block 10.1.1.0 / 255.255.0.0.
[image: ]
                                                              - A-SMS GUI Subnet Input Verification Typo Error

· Visual Briefing: Structural verification warning marker showcasing an invalid input error (255.2550.255.0) safely caught by validation rules, forcing the user to correct the octet schema back to standard parameters (255.255.255.0).
[image: ]
                                          A-SMS First Time Configuration Wizard Summary Layout

· Visual Briefing: Configuration review panel listing variable parameters written to the primary management server files.
[image: ]
                                                 A-SMS Configuration Execution Confirmation Popup

· Visual Briefing: Dynamic prompt window requesting administrative confirmation authorization before compiling initialization variables.
[image: ]
                                A-SMS Configuration Completed Successfully Dialogue

· Visual Briefing: Configuration complete status popup window tracking green verification flags across the security server application tables.

SECTION 5: ADVANCED GAIA WEB INTERFACE PORTAL CHECKS
With initialization wizard parameters written, live interface matrices were configured inside the GAiA Portal cockpit environments.
5.1 Security Gateway (A-GW) Advanced Multi-Homed Network Interface Engineering
To route and inspect traffic across multiple segments, the firewall's network interfaces were mapped out to separate internal production servers, datacenter links, and external untrusted networks.
[image: ]
                              Gaia Live Management Dashboard Operational Summary View

· Visual Briefing: Live Gaia administrative portal dashboard for A-GW, illustrating the platform running kernel version 3.10.0-1160 under a standard 64-bit architecture structure.
[image: ]
                                                    Gaia Portal Network Interfaces Baseline Matrix Grid

· Visual Briefing: Network interface management console tracking physical interface states, showing only interface port eth0 active and running on IP address 10.1.1.1.
[image: ]
                                        Gaia Portal Interface eth1 Private Intranet Modification Window

· Visual Briefing: Editing configuration window adjusting interface port eth1 properties, assigning static IP address 192.168.1.254/24 commented to protect internal production database assets (IntSwa).
[image: ]
              Gaia Portal Network Interfaces Post-eth1 Update Configuration Status

· Visual Briefing: Network physical interfaces summary table verifying interface port eth1 successfully configured and running online.
[image: ]
        Gaia Portal Interface eth2 Datacenter Interconnect Configuration Dialog

· Visual Briefing: Advanced setup properties box for interface port eth2, assigning a static point-to-point network mapping IP address 20.0.0.1 and netmask 255.255.255.252 commented as cross-datacenter link (ExtLCD).
[image: ]
                                      - Gaia Portal Network Interfaces Dashboard Post-eth2 Commit

· Visual Briefing: Interfaces list index verifying that ports eth0, eth1, and eth2 are written to active system storage maps.
[image: ]
             Gaia Portal Interface eth3 External Dynamic Internet Assignment Window

· Visual Briefing: Interface layout canvas for interface port eth3 commented as external link (ExtInt), using dynamic routing parameters to fetch an external public address profile automatically via DHCP.
[image: ]
                                    Gaia Portal IPv4 Static Routes Table Core Window

· Visual Briefing: Routing properties manager confirming the live entry configurations for default static network routing tables, with rank indicators set to value 60.

5.2 Security Management Server (A-SMS) System Health Audit
[image: ]
                                  A-SMS Gaia Web Portal Operational Overview Dashboard

· Visual Briefing: Central Gaia system overview layout window for the A-SMS appliance, confirming active platform configuration baseline rules under module version R81.20.
[image: ]
                                     - A-SMS Management Portal Terminal API Readiness Test

· Visual Briefing: Internal management command prompt running terminal state tests. The check panel validates: Overall API Status: Started, and confirms API readiness test SUCCESSFUL. The server is up and ready to receive connections.

SECTION 6: CENTRALIZED SMARTCONSOLE NODE SECURITY MANAGEMENT INTEGRATION
With all nodes online, the final task focused on using the A-GUI workstation to authenticate into the Security Management Server (A-SMS) to build security objects and establish cryptographically trusted links to the gateway (A-GW).
[image: ]
                       - SmartConsole Core Dashboard Gateways and Servers Operational Grid

· Visual Briefing: SmartConsole main administrative workspace view confirming successful authorization into the primary management server at host IP address 10.1.1.101.
[image: ]
                                              - SmartConsole Object Right-Click Context Menu Options

· Visual Briefing: Contextual menu control panel navigating through configuration dropdown choices: selecting New Object to deploy a standalone gateway profile structure.
[image: ]
                      - SmartConsole Check Point Gateway Object Creation Mode Selection Panel

· Visual Briefing: Network object initialization modal prompt offering choices between Wizard Mode setup tracking lines or manual Classic Mode mapping vectors, with Wizard Mode selected.
[image: ]
                            - SmartConsole Gateway Creating Wizard General Properties Dialog

· Visual Briefing: Network object definition panel naming the node identifier to A-GW, setting its platform footprint parameters to Open Server, and pinning its static target IP to 10.1.1.1.
[image: ]
                              - SmartConsole SIC Cryptographic Handshake Initialization Box

· Visual Briefing: Trusted Communication wizard step where the shared one-time activation passkey is entered to coordinate a cryptographically secure handshake with the remote appliance.
[image: ]
                             SmartConsole Secure Interface Topology Fetch Verification Popup

· Visual Briefing: Topology fetch reporting page showing a successful interface scan across the secure internal communication link, displaying multihomed firewall connections (eth0, eth1, eth2, eth3) verified straight from the gateway's live configuration.
[image: ]
                        - SmartConsole Gateway Installation Wizard Completion Overview

· Visual Briefing: Final configuration summary screen for the creation wizard, verifying that the cryptographic handshake has successfully run and completed with a status of "Trust established".
[image: ]
                       SmartConsole Gateway General Properties Profile Properties Panel

· Visual Briefing: Unified properties summary dashboard for the gateway profile (A-GW), confirming active communication states matching the live R81.20 architecture platform variables.
[image: ]
                    SmartConsole Gateway Properties Security Blade Feature Checklist Summary

· Visual Briefing: Firewall inspection blades activation dashboard, demonstrating the manual activation of the Monitoring checkpoint inspection feature blade checkbox to finalize setup.
[image: ]
                             SmartConsole Gateway Properties Object Comment Injection

· Visual Briefing: Advanced object configuration pane where a custom tag comment note is injected, defining the appliance comment classification string as: Alpha Corporation Headquarters Gateway.

SECTION 7: PHASE PROGRESSION LOG ANALYSIS (LAB SUBMISSION APPROVED)
1. Multi-Homed Interface Separation Complete: The Security Gateway perimeter boundary node (A-GW) has been configured with its multihomed interface layout, successfully bridging the management link (eth0), internal server network (eth1), cross-datacenter interconnect line (eth2), and dynamic outbound internet access port (eth3).
2. Hardened Management Restriction Enforced: Centralized management console connection lines are locked to an explicit 10.1.1.0/24 subnet restriction boundary entry, shielding the primary management server from unauthorized configuration calls outside the secure management segment.
3. SIC Trust Infrastructure Active: Secure Internal Communication channels have successfully completed their handshake routines, verified by green status indicator lamps and real-time topology mapping verified straight within SmartConsole. The enterprise architecture setup is complete and ready for firewall access rules and traffic inspection policies.

SECTION 8: FINAL SUBMISSION ASSESSMENT & PROGRESSION LOG
8.1 Summary of Infrastructure Milestones
The end-to-end deployment records verify that all foundational technical goals have been cleanly executed:
· Zone Isolation Enforced: The Security Gateway (A-GW) interface architecture successfully segments the management plane (eth0), internal enterprise intranet (eth1), datacenter interconnect links (eth2), and automated external network adapters (eth3).
· Cryptographic Trust Core Established: Secure Internal Communication (SIC) has been established using a shared token activation handshake, verified by green status communication lamps and active topology queries fetched straight within the centralized management view.
· Centralized Asset Licensing Active: The Check Point SmartUpdate repository engine has successfully verified and attached active evaluation licenses and updated contract records (ServiceContract-V1.4) database-wide, generating an official certified License Inventory Report.
8.2 Architectural Readiness Summary
With the management server (A-SMS) fully coordinating with the perimeter firewall (A-GW), the platform's control and data planes are completely synchronized. The environment is verified stable, cryptographically sound, and ready for deployment grading evaluation.


image6.PNG
Base Memory: 8192 MB

- o
Search settings

Network
Adapter1  Adapter2 | Adapter3  Adapterd

nable Network Adapter

Atachedto [itemal Nebwork 5
Nome [ImSia 5
Adopterype | ntel PRO/1000 M Desktop BZ540EM) B
bromiscueus Mode Deny B
MAC Address g200277DFA08 )

Virtual Cable Connected

s | [

X

o





image7.PNG
- a
Seorch stings
Network
Adopter1 | Adupter2 | Adapter3 | Adapters
EnobleNetwork Adspter
Atachedto [itemal Nebwork 5
Nome [Balc 5
Adopterype | ntel PRO/1000 M Desktop BZ540EM) B
bromiscueus Mode Deny B
MAC Address [080027ECASAA )

s | [

X

o





image8.PNG
Base Memory: 8192 MB

@ A-GW - Settings - o X
B“‘M Search settings £
(9] Generat Network
Adapter1  Adapter2  Adapter3  Adapterd
(] system
= Enable Network Adapter
Y Attachedto [NAT <
o)
Storage Hame
O Audo ‘Adapter Type [Intel PRO/1000 MT Desktop (82540EM) o
Promiscucus Mede [E20)
3 Network ’
MAC Address (0800278215 | ®
£ sertpors Vsl ColeConnected
£ use [Port Forwarding]
[7] shared Folders
[] usermterface Serial Ports
] [
[ Description

None





image9.png
0k e D
|. e Ll S
o scens ] Genersi 1 preview
e e
..
“ et ® a5 R
Gromenon L - 4 ety 5
a Y
T
o oy s = z
& s O —
s e e e PO (254N 3
£ sesarons Vet bl Connected
& v
() shwedrotten Serlfors
el

P





image10.png
w s

@ Gdp & O Do

= e e

s o @ () = T
a e |
socos = e
a Grovmeton = o
e ysem: Gt 645
a o S
Groveeson & e
. Suattomry 1218
[P fopeet [rr=— Er—
st s w Y S—
e
Mot A2 | pdtr | i

Z oo st

- @ e

2= D e s e ————— .
(T Network ranszeucus Mode (GRA0
- i
s S [ irtual Cable Connected
& v I
7] Stored Folders
] sertertace. Sortal Ports





image11.PNG
Input

Welcone to Check Point Gaia R81.20

Install Gaia on this systen
Do not install Gaia. Boot from local d

Press [Tabl to edit options

) Description





image12.PNG
A6 [Runming

File Machine View _Input

e VirtualBos - o x

Help

] Warning |

This process will install the
operating system and associated applications.

Do you wish to proceed with the installation?

Switch tab: Alt+Tal

W Brghcul

‘Shared folders




image13.PNG
A6 [Runming

File  M:

VirtualBo - o x

View Input D

Help

— 1 Keyboard Selection ——

Which keyboard type is attached
to this computer?

French
German

Hungarian
Icelandic
Italian
Japanese
Noruegian

Switch tab: Alt+T

W Brghcul





image14.PNG
A6 [Runming

File Machine View _Input

e VirtualBos - o x

Help

———— Partitions Configuration ——0—

Your disk size is B5 GB.

Disk space will be assigned as follous:

Switch tab: Alt+Tal

W Brghcul
Shared folders
e

[




image15.png
K 55 Ranning) - Orsce VituslBer. -





image16.png
1001 to cdit options

OB®ES @ ® R




image17.png
K -5045 [Runring] - OracieVimualbex - 8 x
e Mscune Vi g Deses e

BORES EERE - B




image18.png
K 4 5MS (Running] - Oracle VtuslBen. - o x
Fle Mo Ven et Dot

BEwS S M B i ol




image19.PNG
Groups: ENS

B A-GW [Running] - Oracle VirtualBo» - o X

Fil

e Machine View Input

— 1 Account Configuration ——7m—

Choose a password for the “"admin” account.

Switch tab: Alt+T

W Bghcul

Shared folders

None




image20.PNG
A-GW [Running

e VirtualBo - o x

File Mac]

hine View _ Input

— Maintenance password ———

Create a password for Maintenance
mode ("admin” user).

Switch tal ALt+T:
W Brghcul

Shared folders

None





image21.png
K -5 [Running] - Orace ietusBox. - 8 x
Flo Michne Vo oot O ey

DOWE S E @A @ sig





image22.PNG
CENS = General

Powered Off Name: AGW
Operating System: Oracle Linu (64-bit)
DENS Groups: ENS
Powered Off
@ A-GW [Running] - Oracle VirtualBox - o X
ntl1 ENS File Machine View Input Devices Help
Powered Off Check Point Gaia RB81.20
Management Port
ntsT ENS You have multiple network ports on this
Powered Off system. Choose the port you would like
to use for managing the system.
Ul
Running
ethd [link upl
Eth [link upl
M ethl [link upl
Running ethz [link upl
w
Running [ 1 Blink selected port]
Recheck Link

<Tab> betueen elements <Space> selects <F12> next

BOLFo E@E Mright i

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

(] Shared folders

None

® Description




image23.PNG
Oracle VirtualBos - o x

A-GW [Running

File Machine View _Input

— Management Interface ethd —

ch tab: Alt+T:

W Brghcul

Shared folders




image24.png
K A-5M umring] - race VetuaBior. -2 x

BONDES BB @t




image25.png
KR 4-5M5 [Rurcing] - Oacle VituslBon. - 2%

BORP S HRE S @




image26.png
K9 -505 [Rurring] - Oracle VitusiBox - 2 x
e Nacune Ve i Do b

BOBD S E@E o





image27.PNG
A6 [Runming

File  M:

VirtualBo - o x

View Input D Help

—————— Confirmation ——7M

The next stage of the installation process will
format all your hard drives.

Are you sure you want to continue?

Switch tab: Alt+T

W Brghcul

‘Shared folders




image28.PNG
B A-GW [Running] - Oracle VirtualBo» - o X

File Machine View Input De

— 1 Installing 0S ————————

687

® Right Ctrl

Shared folders

None

Description




image29.PNG
g installer, one moment
anaconda 21.48.22.156-1 for amaconda bluesky started.

= installation log files are stored in ,tmp during the installation

= shell is available on TTYZ

* when reporting a bug add logs from ,tmp as separate text/plain attachments

Installation complete. Press return to quit

Please do not remove the installation media until the system reboots._

(] Shared folders

None





image30.png
e
e Machae Vew ot Devees Help -





image31.png
R A-SMS (Running] - Oracle Virtuslfox - o X

QORPS EHE





image32.PNG
& A-SMS [Running] - Oracle VirtualBox -
File Machine View Input Devices Help

starting installer, one moment...
naconda 21.48.22.156-1 for anaconda bluesky started.

= installation log files are stored in ,tmp during the installation

= shell is available on TTYZ

* when reporting a bug add logs from ,tmp as separate text/plain attachments

Installation complete. Press return to quit

Please do not remove the installation media until the system reboots.

BOol@S 1Bl - @ rRight Ctrl




image33.PNG
c

© Notsecure  https://10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

Security Management GUI Clients

GUI clients can log into the Security Management from:

) AnyIP Adoress

) This machine

1P Adaress: 10110

Subnet 25525502550

oo L e ]





image34.png
B 2 SMS [Running] - Orace VieualBox - 8 X%

BOnSs.





image35.png
B A0 Fuming] - Oracle Vetenllon: - o x
@ )

CORTS EEE . @ s




image36.png
@

r———

4@




image37.png
K 4-5M5 Runaing - Oracle VirtualBox

em is for autharize

conf igure your the Web UL and Finish th

First)

@

4@

Ao captwekepond..

I

ERE - @ R o




image38.png
A-SMS [Running] - Oracle VirtualBcx.

Cont 1y

ROk

8@
S——

R ) Righe o





image39.png
B 4-GUI [Ruraing] - Oraci VitusBox

Do you want to allow this app to make
changes to your device?

& Checksaint ity





image40.png
Nl

SmartConsole

I

I

B Type e 0 search

3@ 5 @ S @ o v




image41.png
P Rl :vartConsole i part of

Console
CHECK POINT

INFINITY





image42.png
B A-GUA (Running] - Oracl VitualBox

E e

rartConsole

SmartConsole

2 e Smarconsie

===

x

0 QWS 8BS kg





image43.PNG
<«

B) oA Confguation Wiz X+

c

© Not secure

hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

R81.20 First Time Configuration

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Next to configure your system.

Platform: Open Server





image44.PNG
v B GhiAConfigumtionWizard X+ N -

<« C  © Notsecure  hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl * @

Deployment Options

Setup

Continue with R1.20 configuration

Installation

Instal from Check Point coud

Instal from USB cevice:

Recovery

import existing snapshot @

oo J e |





image45.PNG
<«

) i Configuration Wizard
ig

c © Not secure

X +

hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

Management Connection

Interace: etno
Configure Py [Mianually ®
1Py acress: 0.1 .11
Subret masic 255.255.255. 0
Defaut Gateway:

Configwe ;o v

O ——





image1.png
moee @ @ &

=)

Opuaina sytene O 548)
8] syem.

] sem
o

B st
P rse

B et
£ setirens
pae

] Sheed ot

1 et

5t et e

Sytom
swemiemery W)

St erce s 805 [ 3 gy
¥ © ot
£ howos
& nevere

e

® Descrpin

Asms





image46.PNG
v [B) GAIA Configuration Wizard
ig

<« G © Notseaure

X +

hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

Internet Connection

Contigre theintetac o connect o the Ineet (optora) @

Interface: etm )

Configure vt [off -

Configure ve:[off -





image47.PNG
v B MAGonfguatonWid X+ = x

<« C  © Notsecure  hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl * @

Date and Time Settings

Set time manualy:

Use Network Time Protocol (NTP):
Primary NTP server: | time1.googlecom Veson:  [4 v

Secondary NTP server: | tmez.google.com Veson:  [4 v

Time Zone: London, Europe (GMT) M





image48.PNG
<«

B chiaconfiguration Wizard X+

c

© Not secure

hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

Installation Type

‘Security Gateway and/or Security Management

ut-Domain Server





image49.PNG
<«

B) oA Confguation Wiz X+

c

© Notsecure  https://10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

Products

Securiy Gateway.
Security Management

Clustering

[ Unitis s partofa custer, pe:

Custerx.|v.

oo J e |

1





image50.PNG
v B MAGonfguatonWid X+ = x

<« C  © Notsecure  hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl * @

Dynamically Assigned IP

'Does this gateway have a dynamically assigned IP address (DAIP gateway)?





image51.PNG
v B HACorgumtonWimd X+

<« G © Notsecure hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

Secure Communication to Management Server

Activation Key:

=] Good

Confirm Activation Key: |+

Learn more about SIC here

[F] Connect to your Management as o Senvice

Don' have an account? Ciick here:





image52.PNG
v B MAGonfguatonWid X+ = >

<« C  © Notsecure  hitps//10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl * @

First Time Configuration Wizard Summary

Your device wil be configured with the following products:
Security Gateway

« The instalation and usage of tis product(s) are subject to the terms of Check Point's End-user License Agreement
and rivacy oliy
= Review Update and Data Sharing settings here





image53.PNG
<

GAiA Configuration Wizard

>

c

X +

© Notsecure  https://10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

First Time Configuration Wizard Summary

Your device wil be configured with the following products:
Security Gateway.

First Time Configuratio

o This willstart the configuration process. Are you sure you want to continue?

==

« The instalation and usage of tis product(s) are subject to the terms of Check Point's End-user License Agreement
and rivacy Policy

= Review Update and Data Sharing settings here:

oo J oo I oo |





image54.PNG
v B HACorgumtonWimd X+
€ > C

© Notsecure  https://10.1.1.1/_8ca28217f4e3e28746e7d5430b4b1389/cgi-bin/ftw_index.tcl

First Time Configuration Wizard Summary

Verifying Configuration
Security Gateway

o You must restart the system in order to finish the configuration. Click OK to restart now.
Reboot in 21 seconds.

Microsoft Edae




image55.PNG
v privacyerror X + - X

DY

€ 5 C  ©Notsecure hitpsy//10.1.1.101 * @

@ Google Chrome isn't your defauit browser (L x

A

Your connection is not private

Attackers might be trying to steal your information from 10.1.1.101 (for example,
passwords, messages, or credit cards). Leam more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q  Tum on enhanced protection to get Chrome's highest level of security

Advanced Back ¢





image2.png
[ s

a
a
&

gl

7] socens
K2l © roweres o

7] Looms
M2l © roweres o

Clentt1 s
© Powered ot

Clems1 s
© povereaort

e
© povereaon

Name A
Opasing Syt indews 106458
Groups: oS

& sysem

BaseMemor: 815218

@ AGUI - Settings
B Generat

& ssem

Serapors

Stared osders

00 %@

Netwark
et Adopter? | Adper3 | Adoper
7 bl Neswork Adgter

Atachedto It Nebwark 5
Name [
e e e PRO/IGOOMT Dettop (254011
Promiscuour e [Dany
MAC Agees[oozrcmse

SerPrte

5 Vsl Cble Connecied

Pout | Bon2  pon3  Pond

==

ey

202t v 2025564 1T 9570 63368

pyimg (141 8]





image56.PNG
rivacy error

>

c

x o+

© Notsecure  hetps//10.1.1.101

@ Google Chrome isn't your defauit browser (L

A

Your connection is not private

Attackers might be trying to steal your information from 10.1.1.101 (for example,
passwords, messages, or credit cards). Leam more about this warning

NET:ERR_CERT_AUTHORITY_INVALID.

Q  Tum on enhanced protection to get Chrome's highest level of security

This server could not prove that it is 10.1.1.101; its security certificate is not trusted by
‘your computer's operating system. This may be caused by a misconfiguration or an

»





image57.PNG
G @ Notsecure hetps//10.1.1.101/_c563e65fb161880fda7f1742e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

R81.20 First Time Configuration

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Next to configure your system.

Platform: Open Server





image58.PNG
c

© Notsecure  https://10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

Deployment Options

Setup

Continue with R1.20 configuration

Installation

stall from Check Point cloud

) Instal from USB cevice:

Recovery

) Import existing snapshot @

oo L e |

FT——




image59.PNG
@ Google Chrome isn't your defauit browser (L

Management Connection

Interace: etno
Configure Py [Mianually ®
1Py acress: 0.1 1 01
Subret masic 255.255.255. 0

Defaut Gateway: [ 10. 1. 1 . 1

Configure vs: [off )





image60.PNG
C  © Notsecure hitps//10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

Device Information

Host Name: =
Domain Name: swanseaacca
Primary DN Server: 19216811
SecondaryDNS Server: 6588
Tertiay DN Server: 4222

Proxy Settings

Use 3 Prowy server

oo J e |





image61.PNG
C  © Notsecure hitps//10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

Date and Time Settings

Set time manualy:

Use Network Time Protocol (NTP):

Primary NTP server: | time1.googlecom Veson:  [4 v
Secondary NTP server: | tmez.google.com Veson:  [4 v
Time Zone: London, Europe (GMT) M

e —




image62.PNG
@ Google Chrome isn't your defauit browser (L

Products

Securiy Gateway.
Security Management

Clustering

Defie Security Management as primary. 5

oo J e |





image63.PNG
ke

c

© Not secure

Security Management Administrator

hitps//10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

Use Gaia admiristrator: admin

Define 2 new adminisrator
Administrator Name: | cpadmin

New Password:

Confirm Password:

=] Good





image64.PNG
C  © Notsecure hitps//10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

Security Management GUI Clients

GUI clients can log into the Security Management from:

Any 1P Agress

s machine

Network

1P Adaress: 10110
Subnet 2552592550 [

Range of IPvé addresses:

Back \
=3 =28





image65.PNG
G © Notsecure  hitps//10.1.1.101/_c563e65fb161850fda7f1f42e338eaae/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

First Time Configuration Wizard Summary

Your device wil be configured with the following products:
Security Management; Primary Security Management

« The instalation and usage of tis product(s) are subject to the terms of Check Point's End-user License Agreement
and rivacy oliy
= Review Update and Data Sharing settings here

oo ) o J oo |





image3.png
o & &

=
prer—
& system.

Sro -

5 e Newor

= oo s [ R

e Diserinn

ey e Z

&) stose . 242 e, s 2005 64 v TS (6338)

R - ]| ==

=

= MAC Address 0800277070 ®

£ setrers [Er—

[ st
0] vsrtrace:

® vesption




image66.PNG
© W) BAIALONTIQUrAtIon Wizard A A

¢ 5> C  ©Notseure httpsi//10.1.1.101/_c56365fb161850fda7f142e338eaze/cgi-bin/ftw_index.tcl

@ Google Chrome isn't your defauit browser (L

First Time Configuration Wizard Summary

Your device wil be configured with the following products:
‘Security Management; Primary Security Management

nfiguration Wizard

o This willstart the configuration process. Are you sure you want to continue?

==

« The instalation and usage of tis productis) are subject to the terms of Check Point's End-user License Agreement

and rivacy Policy
= Review Update and Data Sharing settings here

oo J oo I o |

O ——




image67.PNG
@ Google Chrome isn't your defauit browser (L

First Time Configuration Wizard Summary

Verifying Configuration
Security Management.

Compatibity Packages

Finaizing Configuration ts m S ORISR

o Configuration completed successfully

=





image68.PNG
v Boan x4 =

- Stz Ax| [oades

»

@ ovenvew Check Point Security Gateway | R8120 —
Kernel: 3.10.0-1160.15.2cpx86_64
Edition: 64-bit IPSec VPN
uild Number: 634
DHCP Server Build Number ]
Hosts and DNS System Uptime: 2 minutes s
1Pva Static Routes Software Updates: o new recommended updates detected

NetFiow Export
38 System Management
£ system Passwords. «
£ prowy URL Filtering
e (r—
£ Cloning Group
£ smp
4 Job Scheduler
8 Vi Notifcation
85 Messoges Open Server
£ Display Format
£ session
£ Crash Data.
8 System Configuration = s Threat Extraction

¥ system Logging
o

Application Control

Anti-Virus

Pltform: Anti-Bot

Threat Emulation
Network Configuration Ax





image69.PNG
GEN x o+ = x

Netor Menagement » Networkntrfces

o Interfaces

Subnet Mask.

e & Enemet 10111 2552552550 -
em & Enemet 5 - B
e & Enemet - - .
emns & Enemet 5 - B
[ . # Loopback 127001 255000 -
A Time
4 Cloning Group.
£ snwp
¥ Job Scheduer
¥ Wil Notification
¥ Messages
£ vy remat  ————————— >
© eon Fage [1 ] oft Dispiaying 1-50f'5
A Crasn Data
¥ system Configuration Management Interface
4 system Logging

Management Interface: eth0

o

12:54 PM

O Type here to search




image70.PNG
v Do x o+ = x

e e D ontorg
e -
DHCP Server -
Hosts and DNS =
s St utes
| e | et
© Obtain IPv4 address automatically.
© Use the following IPva address:
s a8, 12
sretmse (25,225 0 ;
ospoyi 15015
4 Mail Notification
¥ Messages
4 Display Format.
¥ Session
¥ Crash Data
4 system Configuration
¥ system Logging

Microsoft Edge

O T b e 1258 PM




image71.PNG
v Do x o+ =

1pus Adaress Subnet Mask
eno # nemet 10111 2552552550 -
et & nemet 1921681254 2552552550 .
ez & nemet - - -
ens # nemet - - B
o # Loopoack 122001 255000 B

¥ Time
8 Cloning Growp S — »
gs"w voge [1 ] ot Dislaying 1 - 5015
£ Mail Notification
© wessoes Management Interface
4% Display Format. Management Interface: eth0.
@sen
-

4 System Configuration
A system Logging

1:00 PM




image72.PNG
v Boan x o+ = X
€ > C  ©Notsecure hetpsy/10.1.1.1/_61acd37d568acd9f7070f7d03b28aBe3/cgi-bin/home.tcl @ i

e e D

Name E

Ve

® overview

»

Network Management
Network Interfaces
arp

DHCP Server
Hosts and DNS

194 Statc Routes.

Netflow Export Pva | PG | Ethemet

9 4¥ System Management
£ System Passwords { © Obtain IPv4 address automatically.

 roy
£ 1me e [29.0. 0.1

® Use the following IPvé address:

¥ Cloning Group ‘Subnet mask: 255.255.255.25
B snmp

¥ Job Scheduler

4 Mail Notification

¥ Messages

4§ Display Format

¥ session

¥ Crash Data

¥ system Configuration
¥ system Logging

v

Displaying 1-5 0f'5





image73.PNG
v Do x 4 =

Subnet Mask.

etro & Ethemet 10111 2552552550 R
Network Management
etnt 4 Ethemet 1921681254 2552552550 R
Network Interaces
2 4 Ethemet 20001 assassassasy -
arp
et S Ethemet - . .
DHCP Server .
- o Loopback. 127.001 255000 B
Hosts and DNS oo
1Py Static Routes
NetFiow Export
9% System Management
A system Passords ‘
i prowy
A Time.
© cenngoron T — 5
B s Page [1_] o1 Displaying 1-5.0f5
A Job Scheduier
¥ Mal Notifcaion
Management Interface
¥ Messages
A Dislay Format Management Interface: eth0
B session et Mansgermert tefce
A Crash Date

4 System Configuration

101 PM




image74.PNG
v B oan X + = x
€ > C  ©Notsecure hetpsy/10.1.1.1/_61acd37d568acd9r7070f7d03b28aBe3/cgi-bin/home.tcl @ i

e e D

Name Subnet Mask.

Ve

® overview

»

Network Management
Network Interfaces
arp

DHCP Server
Hosts and DNS
1Py Static Routes

Netflow Export vt | 1Pv6 | Ethemet
9 4¥ System Management
£ Sptem poserts ( © Obin Pus acress automatialy
3 proxy

4 Time.

£ Coring Group >
B snmp

£ Job Scnecuer

£ Ml Notitcation

¥ Messages

4§ Display Format

¥ session

¥ Crash Data

¥ system Configuration
¥ system Logging

© Usethe following IPvé address:

Displaying 1-5 0f'5





image75.PNG
v Do x o+ =

Nebrk Mansgemert » Pyt Satc Roues
- |

® ovrven o IPv4 Static Routes

U —

2 Network Interfaces
arp

DHCP Server
Hosts and DNS

Delete

Monitored

Defaut Normal ) NA None None

1Py Static Routes
NetFlow Export
9% System Management
£ system Passwords. «
i proy
A Time.
¥ Cloning Growp
A snwe
¥ Job Scheduler Page [1 ] of1
¥ Mal Notifcaion
£ Messages Advanced Options
8 Display Format

i
 camonn procams  [oemics

P —

¥ system Logging

Ping Interval: Defautt 10

<D <>

1:18PM




image4.png
o Dl @ 0D

] = om s s
&~ momm @ 0 = 7
@ @ voveed ot = “ = Preview
* | oo G5
@ soveeacn bm: =
A U
- Sty a0 prom
al Powered O .
@ e E
B 57 - M =D
g s B ot ==
< i
= £ e R
. [ET—
[ [ W o
et R p
EE— e e g | B
& = dptr e e PROBO T e 125416 S o
- ’ -
|5 . ®

£ sentros
&
(e

] et G





image76.PNG
DHCP Server
Hosts and DNS
1Pva Static Routes
Netflow Export
3 8 System Management
A system Passords
A prowy
A Time
4 Cloning Group.
£ snwp
A Job Scheduier
¥ Mal Notifcaion
¥ Messages
i Display Format
A session
£ Crash Data.

. | system Overview

Check Point Security Management | R81.20

Kernel: 3.10.0-1160.15.2cpx86_64
Edition: 64-bit

Build Number: 634

System Uptime: 49 minutes

Software Updates:  10.new recommended updates detected

Platform:

Open Server

Blades

Firewall

IPSec VPN

1Ps

Application Control

URL Filtering

Anti-Virus

Anti-Bot





image77.PNG
JETTY Internal Por
JETTY Documentation Internal Port
APACEE Gaia Port:

Medium env resources profile
1280m

Apache port retrieved from: httpd-ssl.conf

lOverall API Status: Started

API readiness test SUCCESSFUL. The server is up and ready to receive

collect troubleshooting data, please run 'api status -s <

connections





image78.PNG
Columns: @ General

Status  Name

w Q Search..

3 Version _Active Blades

o € ASMS 1011101 R8120 W EH

Summary  Tasks

E A-SMS

Pt Address:
os:

Vers

License Status:

Alerts:

Licenses

10.1.1.101
Gaia
R81.20

A Not Activated

© ok

SmartConsole

Hardware

Open semer

Object Categories
& Network Objects
4 Senices
Applications Categories
# VPN Communties
4o DataTypes
A4t Users/identities
W seners
© Time Objecs
S UserCheck nterscions

© umit

Managemd

Open server

©

U me gy

Memory: e 44%

Delice & license loforarion

x

sal0 v





image79.PNG
Q' smartconsole

Columns: @ General Q search... A 1@
Monitor

Statss Name P v Fomeware 0GP g ] Recosnememied Upe
acions .

© B asus i R Opensener @ 4k WA ) )

saints . Object Categories

& Network Objects

- senices

— Applitions/Categories

VPN Communities
Cluster *

40 DataTypes
sx P!
41t Users/identities
W severs
© Time Objects

Summary | Tasks Ucenses S Usercheck nterations

@ umt
C' A-SMS Managemd

Pud Address: 1011101 Open server

os: Gaia
Version: R81.20

License Status: A\ Not Activated
o, oo (V]

U me gy

Memory: e 44%

Delice & license loforarion





image80.PNG
Columns: @ General

Status  Name

»

Version

o €8 ASMS 1011101 R8120

Pt Address:
os:

Version:
License Status:
Alerts:

10.1.1.101
Gaia

R81.20

A Not Activated
© ok

Q search..

Active Blades  Hardware G

- m Opensener @

ge  Recommended

% A

A& Network Objects

% Senices
Applications/Categories

VPN Communities

4o DataTypes

41t Users/identities

Create the Check Pant Securty Gateway using:

A =)

W severs
© Time Objects
N UserCheck Interactions

© umit

Classic Mode

[ Dont show this again

ou w

Memory: e

©

%
%

Delice & license loforarion





image81.PNG
pEr—
@ smartconsole

Check Point Gateway Installation Wizard

(O Dynamic IP addess (e.g. assigned by DHCP server)

.
& CHECKPOINT

No tasks in progress « s [T —

O Ture here A coarch 1:28PM




image82.PNG
jects | @ Install Policy W Discard | Session ~ | @ Change: ) Publish & ;;f::c:::orle

Check Point Gateway Installation Wizard

(® it tusted communicaton now.

e

O Skip and intate trusted communication later

.
& CHECKPOINT

raft change saved | cpadmin

T:29PM
O Type here to search




image83.PNG
Secure Internal Communication Initialization
Intialzing the Secure I

= General Propetes
» Trusted Communication

Get Topology Results

The topology was rereved successfuly.
“The folowing table shows every nteface found forthe given machine.
Networks (ora group of them) tht resde behind each nteface are also shown here

Name P4 Address 1PV Netmask. 1Py6 Address

o ethz 20001 252525252 NA
o3 100515 2552552550 NA
o ethd 10111 2552552550 NA
ol 1921681254 255256250  N/A

<

Legend
New object was created.

Bxisting object was used

Delice & license loforarion

@ smartconsole





image84.PNG
Installation Wizard Completion

The Gateway

= General Propetes
= Trusted Communication
»End

&y cHECK POINT

instalation wizard has completed.

Configuration Summary

[Gateways Neme: AGW

Pve: 10111
Pltforn: Open server
i Trus establshed
NAT: Disabled

|Actve Bades:  Frewalland NAT

Edit Gateway propertie fo futher confguration

SmartConsole

Delice & license loforarion

Intemnet access

Network 3
No Internet access

Unidentified network




image85.PNG
Mochine
Nome:  [RGW

B —

Comment:

Secure Intemal Commurication: Commurication

Platfom

Hardware: [Open server

Network Securty (1) & Threat Prevention (Custom) A Management (0)

Access Conlrat AdvancedNetwarking: Infinity Services:
Fiewal © Dynanic Routing © ol Protect

[IPSec vPN O Securexl O SDWAN
Policy Server Oaes

[ Mobile Access [ Meritoring

[ Applcaton Cariel Other

[JURL Fieing [ Data Loss Preveriion

] 1dentiy Amareness [ 4nti<Spam & Email Securly

[ Content Awareness

© Content Awareness

‘Content Awareness software blade provides data visibilty and enforcement in
unified access policy.
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2 Mobile Access

Integrated Mobile Access that provides efficient and secure remote access
connectiity for both managed and unmanaged ciients
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© Adv. Networking & Clustering

Quality of Service, Dynamic Routing and Multicast support. Wire speed packet
inspection with SecureXLand high availability or load sharing with ClusteriL.





