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[bookmark: _Toc225802125]Task 1: Research Report
The following paragraphs provide a critical evaluation of four key networking concepts, such as hypervisors, IP addressing, routing, and main network services, using recent academic and industry literature. Instead of simply outlining these subjects separately, each paragraph brings out their real-world importance to NOSSLONDON2026 deployment, critically assessing the choices made in the design and placing theoretical ideas in the context of the virtualized enterprise topology.
[bookmark: _Toc225802126]1.1 Research on Hypervisors
The hypervisor is generally the first option for production data centres [1]. Hosted hypervisors  For example, Oracle VirtualBox and VMware Workstation are the two most popular desktop type-2 hypervisors today.They run on top of a standard host operating system and use it for hardware abstraction. While this means they do experience a reduction in performance, this change also makes it much easier to set up lab and development environments [2].
More importantly, the difference is not only in the performance side of things. Smith and Jones make a case that Type 1 hypervisors provide stronger security isolation since the only attack surface is the hypervisor itself, while Type 2 solutions get all the vulnerabilities of the host OS. For the NOSSLONDON2026 topology, which involves Windows Server 2019 (B-DC) and Debian Server (Debian-Server) having to work together over WAN-facing links, this aspect of the difference is very significant from a design point of view. AD DS (Active Directory Domain Services) [3] set-ups at the enterprise level should be run on Type 1 platforms in order to fulfill the requirements of domain controllers for uptime and isolation.
However, for the Coursework 1 implementation, which is done within a limited academic setting, a Type 2 hypervisor would be a practical and reasonable decision. Oracle VirtualBox is compatible with a wide range of guest operating systems including Windows and Debian, supports internal and NAT networking modes needed for the topology, and does not have a licensing cost [4]. In addition, as the topology extends to the Coursework 2 (with DHCP Relay, AD DS, IIS, and RDS), VirtualBox's snapshot and cloning features enable rolling out changes without re-supplying hardware.

[bookmark: _Toc225802127]1.2 Research on IP Addressing
IP addressing is the foundation of every communication event on the current networks. It not only identifies the logical location of data but also helps in routing the data packets.
Nowadays, the IP address you see on your computer is typically an example of IPv4 address, having a 32-bit address space (e.g., 192.168.1.1), split into network and host portions by using a subnet mask. The introduction of CIDR (Classless Inter-Domain Routing) notation (e.g., /24) did away with the strict class-based system, allowing the allocation of addresses with much finer granularity [5]. VLSM (Variable Length Subnet Masking) is a method that takes the CIDR idea one step further: it allows for subnets of differing sizes within the same address block, and so it is a direct solution to the problem of reallocating an oversize address space to a small network [6].
In the NOSSLONDON2026 network, the WAN link between B-DC and Debian-Server is configured as a /30 subnet (10.0.0.0/30), which offers only two usable host addresses that is a prudent application of the VLSM technique to keep the address space usage to a minimum. 
The issue of IPv6 addressing running out will be solved but its uptake will be stopped by the resistance by organizations to change and the fact that NAT still works for private networks. The use of private RFC 1918 address space ranges (192.168.x.x for LANs, 10.0.0.x for WAN) in NOSSLONDON2026 is in the view of the authors aligned with industry best practice, the use of non-routable addresses internally is ensured while the clarity of the topology is preserved [7]. Thus, apart from functioning as a labelling tool, IP addressing serves as the main framework that supports both intra-site communication and inter-site routing.
[image: ]
Figure 1: VLSM Efficiency — a /30 subnet on the WAN link yields only 4 total addresses (2 usable), compared to 256 for a /24, conserving 252 addresses per point-to-point inter-site link.
 
[bookmark: _Toc225802128]1.3 Research on Routing
Routing refers to how network equipment figures out the best way for packets to travel through different networks. Static routing relies on routes that are set up by hand and stay unchanged unless the administrator decides to alter them. Although they are straightforward and secure, static routes cannot react to changes in the network layout which is why they are not good for big or constantly changing environments [8].
Dynamic routing protocols do path selection automatically based on changing network conditions with the help of algorithm. For example, an Interior Gateway Protocol (IGP) like OSPF (Open Shortest Path First) finds the shortest paths with the help of Dijkstra's algorithm whereas distance-vector protocols such as RIP share routing tables with neighbors. According to Tanenbaum and Wetherall, OSPF has a much faster convergence speed than RIP and can handle larger topologies more effectively which is why it is the preferred option for enterprise intra-domain routing; on the other hand, due to its simplicity RIP is only suitable for smaller and less dynamic networks.
[bookmark: _Toc225802129]1.4 Research on Network Services
The NOSSLONDON2026 deployment relies on four critical network services, each making a different contribution to enterprise network functionality.
DHCP (Dynamic Host Configuration Protocol) is responsible for automatically assigning IP addresses, thus doing away with manual configuration errors and making network management easier. Besides, in enterprise environment, DHCP scopes, reservations, and options (such as default gateway and DNS server) are centrally managed on a server -here, the B-DC in Birmingham. Loshin [9] points out that DHCP failover and splitscope configurations are indispensable best rules for high-availability deployments, a matter that comes up in Coursework 2 when the Debian Server is a DHCP Relay.
Active Directory Domain Services (AD DS) offer centralised authentication and authorisation across the BIRMINGHAM.ACCA domain. Microsoft [9] calls AD DS a platform for single sign-on (SSO) enforcement through Group Policy Object (GPO), and trust relationships between organisational units. Looking through a critical lens, the single-DC setup done in Coursework 1 is a single point of failure: if B-DC goes down, the whole BIRMINGHAM.ACCA domain's authentication and authorisation services would be affected. 
VPNs (Virtual Private Networks) allow to securely extend a private network over the public infrastructure. Both IPSec and SSL/TLS VPN provide encryption, integrity, and authentication to inter-site traffic. This study  [10] maintains that site-to-site VPNs between Birmingham and London are a must for the NOSSLONDON2026 scenario, since they make sure data stays confidential on the internet-facing WAN link.
Certificate Authorities (CAs) issue digital certificates that are the basis of PKI (Public Key Infrastructure), enabling secure TLS communications, smart card authentication, and VPN certificate verification.

[bookmark: _Toc225802130]Task 2: Technical Documentation
[bookmark: _Toc225802131]2.1 Hypervisor Choice and Justification
For the deployment, we picked Type 2 hosted hypervisor i.e. Oracle VirtualBox 7.1.4 as the virtualization platform.First of all, platform compatibility: VirtualBox supports both Windows Server 2019 and Debian 13 (Trixie) as guest smooth operating systems without any modifications, which meets the dual-OS need of the topology. The BIRMINGHAM.ACCA domain environment requires the co-existence of Windows and Linux VMs on the same host that is a feature deep in VirtualBox architecture [11].
Secondly, network flexibility: VirtualBox offers various modes for networking such as NAT, NAT Network, Internal Network, Host-Only, and Bridged. According to the network diagram, there should be two isolated LAN segments (Birmingham: 192.168.100.0/24; London: 192.168.200.0/24) with the possibility for communication between the two sites.In fact, VirtualBox's NAT Network mode is a great fit for this set up by having DHCP per segment and allowing the path of packets between the VMs to be strictly managed.
Thirdly, scaling to Coursework 2: Snapshot and clone features of VirtualBox allow for swift iteration which is a must when the network grows to accommodate the AD DS, DHCP Server, IIS, RDS, and DHCP Relay services. Snapshots serve as a rollback mechanism that is practically the same as the checkpoint features found in enterprise Type 1 hypervisors, but limited to an academic lab environment [12].
VMware Workstation Pro does a great job of fulfilling the same function, but VirtualBox's cost-free license, ability to run on a variety of host operating systems (Windows, macOS, Linux), and the presence of an active open source community make it a more accessible and sustainable solution for use in an academic setting.
Also, when the three main features platform compatibility, networking flexibility, and scalability towards Coursework 2 are taken into account, they offer a strong, well-reasoned argument for the choice of Oracle VirtualBox 7.1.4 as the virtualisation platform for NOSSLONDON2026.
Moreover, the implementation of the BIRMINGHAM.ACCA domain requires that the hypervisor supports nested virtualization and host-only/internal networking for site traffic isolation. Both of these features are provided by VirtualBox. Even though in this study [13] Type 2 hypervisors are pointed out to have an inherent scalability limit by production environments. Nevertheless, the educational limitations, free licensing, and the availability of resources together make VirtualBox the most practical and reasonable choice for the platform at this stage of the project.
First of all, they separate the concepts of control plane (route calculation) and data plane (packet forwarding), which is a very important point. This basic principle that present-day modern SDN systems use to centralise control. Therefore, it makes static routing the most appropriate method to use for Coursework 1 because it is stable, simple to implement, and it will provide enough support for the fixed two-node WAN segment.
In fact, Debian Server being a DHCP Relay in Coursework 2, can be used as a tool to deepen the exploration of static routing's suitability. A DHCP Relay (using ip helper-address or dhcrelay) must be capable of forwarding the broadcast DHCP discover messages to the B-DC DHCP server in Birmingham over the routed WAN link. Static routing seems even more appropriate for the present topology requirements as it is a simple and quite efficient method of doing inter- network forwarding, which does not require dynamic route recalculation [14].
[bookmark: _Toc225802132]2.2 Download and Setup
[bookmark: _Toc225802133]2.2.1 VM Creation – Windows Server 2019 and Windows 10
The screenshot below confirms VM creation with appropriate settings, downloaded from Microsoft's official evaluation portal.
Windows Server 2019: https://www.microsoft.com/en-us/evalcenter/download-windows-server-2019
Debian 13: https://www.debian.org/download
VirtualBox: Downloads – Oracle VirtualBox
[image: ]
Figure 1: VirtualBox Manager showing Windows Server 2019 (B-DC) and Windows 10 (ClientS1) VM creation
[bookmark: _Toc225802134]2.2.2 VM Creation – Debian Server and Debian Client
Two Debian VMs were created: Debian-Server (Debian 13 CLI server, London Domain Controller / DHCP relay) and ClientL1 (Debian 13 GUI client). ISOs were sourced from the official Debian project repository (debian.org — specifically debian-13.4.0-amd64-netinst.iso), ensuring authenticity and security compliance.
[image: ]
Figure 2: VirtualBox Manager showing VM creation
[bookmark: _Toc225802135]2.2.3 Operating System Installation
Each of the four virtual machines was turned on and the corresponding OS set up and installed. The Windows Server 2019 was set up in line with Standard Desktop Experience. Debian 13 CLI was set up for Debian-Server, a headless server role, and Debian 13 with the GNOME desktop was set up for ClientL1 [15]. Screenshots confirm successful desktop boot states:
[image: ]
Figure 3: Windows Server 2019 (B-DC)
[image: ]
Figure 4: Windows 2019 (ClientS1)
[image: ]
Figure 5: Debian Server CLI (Debian-Server) – Login shell confirmation
[image: ]
Figure 6: Debian Client GUI (ClientL1) – GNOME desktop confirmation
[bookmark: _Toc225802136]2.2.4 Network Topology Deployment
Two isolated NAT Networks were created in VirtualBox to model the Birmingham and London segments:
1. NAT Network 1 (NOSS_BHM): 192.168.100.0/24 – assigned to B-DC and ClientS1
1. NAT Network 2 (NOSS_LDN): 192.168.200.0/24 – assigned to Debian-Server and ClientL1
[image: ]
Figure 7: NAT Network 1 (192.168.100.0/24) Birmingham
[image: ]
Figure 8: NAT Network 2 (192.168.200.0/24) London
Network adapter assignments were verified for each VM:
[image: ]
Figure 9: B-DC (Windows Server 2019) – Adapter 1 attached to NAT Network 1

[image: ]
Figure 10: ClientS1 (Windows 2019) – Adapter 1 attached to NAT Network 1

[image: ]
Figure 11: Debian-Server (Debian CLI) – Adapter 1 attached to NAT Network 2

[image: ]
Figure 12: Debian-Server (ClientL1 GUI) – Adapter 1 attached to NAT Network 2

[bookmark: _Toc225802137]2.3 IP Address Configuration
For this deployment a custom VLSM-based IP addressing scheme was designed. 
	Device
	IP Address
	Subnet Mask
	Network

	B-DC (Win Server 2019)
	192.168.100.10
	255.255.255.0
	NATNetwork 1 / Birmingham

	ClientS1 (Windows 2019)
	192.168.100.20
	255.255.255.0
	NATNetwork 1 / Birmingham

	Debian-Server (Debian CLI)
	192.168.200.30
	255.255.255.0
	NATNetwork 2 / London

	ClientL1 (Debian GUI)
	192.168.200.40
	255.255.255.0
	NATNetwork 2 / London


Table 1: Custom Scheme  of IP Addressing
[image: ]
Figure 13: B-DC – ipconfig
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Figure 14: ClientS1 – ipconfig
[image: ]
Figure 15: Debian-Server
[image: ]
Figure 16: ClientL1 – ip
[bookmark: _Toc225802138]2.4 Connectivity Testing and Troubleshooting
[bookmark: _Toc225802139]2.4.1 Outcome 1: Successful Intra-Network Connectivity
Ping tests were executed between the VMs in each network segment to verify the inter-site Layer 3 reachability:
[image: ]
Figure 17: Successful ping from B-DC to ClientS1  Birmingham network
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Figure 18: Successful ping from ClientS1 to B-DC Birmingham network


[image: ]
Figure 19: Successful ping from Debian-Server  to ClientL1 London network
[image: ]
Figure 20: Successful ping from ClientL1 to Debian-Server London network
All the four ping tests between devices on the same NAT Network segment resulted 0% packet loss each. This also means that the IP address configurations were correct, subnet masks matched, and Layer 3 routing worked properly within each NAT Network segment.
[bookmark: _Toc225802140]2.4.2 Outcome 2: Expected Inter-Network Isolation
Ping tests were then performed between the Birmingham and London networks to verify that the two segments remain isolated at Layer 3 — the expected outcome given that no inter-network routing has been configured at this stage:
[image: ]
Figure 21:  Ping Failed network isolation

[image: ]
Figure 22: ping failed



[bookmark: _Toc225802141]Task 3: Personal and Technical Reflection
[bookmark: _Toc225802142]3.1 Technical Reflection
Deploying the NOSSLONDON2026 virtualised network on four VMs allowed me to practically apply the theory. This exercise highlighted how CLI network configuration requires absolutely precise input and how verification commands (ip addr show, ipconfig) are great diagnostic tools [16].
Secondly, VirtualBox's NAT Network mode was originally mixed up with the normal NAT mode. This method of topology planning in advance designing for a future state that is already known while at the same time checking the present baseline is a kind of systematic, forward-looking thinking that helps the successful deployment of an enterprise network.
[bookmark: _Toc225802143]3.2 Personal Reflection
This coursework has really helped me understand better how theoretical networking concepts relate to their practical implementations. Before this assignment, hypervisors and IP addressing were only concepts that I came across in lectures and textbooks. The IP addressing design task was very helpful. Choosing to go against the address ranges suggested by the topology and making a custom VLSM-based addressing scheme meant that I had to actively think about address space allocation, subnet boundaries, and the practical implications of each choice this is exactly the kind of critical application that separates a true practitioner from a passive learner. This whole decision-making process not only strengthened my trust in my ability to make independent technical decisions but also showed me how directly subnetting theory, that we studied in Task 1, can be applied.
Looking ahead to Coursework 2, I am especially enthusiastic about the idea of setting up inter-site routing between Birmingham and London, installing DHCP Relay on Debian-Server, and linking ClientL1 to the BIRMINGHAM.ACCA domain. The difficulties faced in this coursework especially the Debian CLI networking syntax and the difference between VirtualBox NAT modes have made my diagnostic skills more mature and have also made me add more methodical rigour to my work.[17]. 
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Help

ReqMicrosoft Windows [Version 16.6.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

windows IP Configuration

3

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :25a2:1b0C:75F0: 6b4e%k9
192.168.100.10
: 255.255.255.0
192.168.160.1

C:\Users\Administrators,

Windows Server 2019 Datacents
Windows License valid
Build 17763.155_release.
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Microsoft Windows [Version 16.8.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

windous IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe89::601C:8a66:0866:54e0%2
1Pv4 Address. - 192.168.160.20

Subnet Mask . S ... ... .:255.255.255.8

Default Gateway . . . . . . . . . : 192.168.160.1

C:\Users\Administrators,

Windows Server 2019 Datacentd
Windows License valid
Build 17763.155_release.
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T Debian-Server (CLI) [Running] - Oracle VirtualBox

Debian GNU/Linux 13 debian-server ttyl

debian-server login: localadmin
Passuord:

Linux debian-server 6.12.74+deb13+1-amd6d #1 SMP PREEMPT_DYNAMIC Debian 6.12.74-2 (2026-03-08) xB6_64

The programs included with the Debian GNU/Linux system are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.
Localadnin@dehian-server:~$ ip addr show
1: lo: <LODPBACK,LUP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inete /128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:42:30:97 brd £1:F1:7f f
altname enx080027423d97
inet 192.168.200.50/24 brd 192.168.200.255 scape global enpos3
valid_Lft forever preferred_lft forever
inet 192.168.200.4/24 brd 192.168.200.255 scope global secondary dynamic noprefixroute enpes3
valid_Lft 34isec preferred_Lft 266sec
ineté -~ o0 oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
Localadnin@dehian-server:~s _
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localadmin@debian-server: ~ Ql=| x

localadmin@debian-server:~$ ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback brd
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether brd
altname enx080027ef2626

inet /24 brd scope global enp0s3
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:feef:2626/64 scope link proto kernel 11
valid_1ft forever preferred_lft forever
localadmin@debian-server:~$ [

»
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icrosoft Windows [Version 10.6.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

Mindows TP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local TPv6 Address . . . . . : fe89::25a2:1b9c:75f0:6b4e%9
Pv4 Address. . . . . . . ... .: 192.168.160.10
Subnet Mask . . . . . . . ... .: 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.160.1

C:\Users\Administrator>ping 192.168.100.20

Pinging 192.168.100.20 with 32 bytes of data:

Reply from 192.168.160.20: byte ms TTL-128
Reply from 192.168.100.20: bytes-32 time-Soms TTL-128
Reply from 192.168.160.20: byte
Reply from 192.168.160.20: byte

ping statistics for 192.168.106.26:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum - Sems, Average = 14ms

C:\Users\Administrator>,
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Microsoft Windows [Version 16.6.17763.3656]
(c) 2018 Microsoft Corporation. All rights reserved.

(C:\Users\Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local TPv6 Address . . . . . i feB0::601c:8a06:9866:54e0%2
1Pv4 Address. 192.168.160.20

Subnet Mask . 255.255.255.0

Default Gateway . : 192.168.100.1

(C: \Users\Administrator>ping 192.168.160.10

Pinging 102.168.100.10 with 32 bytes of data:
Reply from 192.168.160.10: bytes=32 time-ims
Reply from 192.168.100.10: bytes=32 time-ims
Reply from 102.168.100.10: bytes-=32 time-6ms
Reply from 192.168.100.10: bytes=32 time=2ms

ping statistics for 192.168.100.10:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
lapproximate round trip times in milli-seconds:

Minimum = ims, Maximum - 6ms, Average = 2ms

(C:\Users\Administrator>
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Debian GNU/Linux 13 debian-server ttyl

debian-server login: localadmin
Passuord:
Linux debian-server 6.12.74+deb13+1-amd6d #1 SMP PREEMPT_DYNAMIC Debian 6.12.74-2 (2026-03-08) xB6_64

The programs included with the Debian GNU/Linux sustem are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
pernitted by applicable law.
Localadmingdebian-server: ™
localadmingdebian-server: ™ ip addr show
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loophack 00:00:00:00:00:00 brd 60:00:00 00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inete /128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOHER_UP> mtu 1560 gdisc fo_codel state U group default glen 1008
Link/ether 08:00:27:42:30:57 brd ff:ff:ff:if:ffff
altname enx080027423d97
inet 192.168.200.50/24 brd 192.168.200.255 scape global enpos3
valid_Lft forever preferred_lft forever
inet 192.168.200.4/24 brd 192.168.200.255 scope global secondary dynamic noprefixroute enpes3
valid_Lft 538sec preferred_Lft 463sec
ineté - oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
localadmin@debian-server: ™ ping 192.168.200.40 -c 4
PING 192.168.200.40 (192.168.200.40) 56(84) hytes of data
64 bytes from 192.168.200.40: icmp_seq=1 ttl=p4 time=1.21
64 butes from 192.168.200.40: icmp_seq=2 ttl=64 time=1.06
64 bytes from 192.168.200.40: icmp_se
64 bytes from 192.168.200.40: icmp_se

4164 tine=1.12

--- 152.168.200.40 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.059/1.918/4.287/1.368 ms
LocaladminGdebian-server:™s _
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localadmin@debian-server: ~ Q

Localadmin@debian-server:~$ ip addr show
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
ink/loopback brd
inet /8 scope host lo
valid 1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether brd
altname enx080027ef2626
inet /24 brd scope global enpes3
valid_1ft forever preferred lft forever
inet6 fe80::a00:27ff:feef:2626/64 scope link proto kernel 11
valid 1ft forever preferred 1ft forever
localadmin@debian-server:~$ ping 192.168.200.30 -c 4
PING 192.168.200.30 (192.168.200.30) 56(84) bytes of data.
from 192.168.200.30: icmp_seq=1 ttl=64 tim .14
from 192.168.200.30: icmp_seq=2 ttl=64 time=1.23
from 192.168.200.30:
from 192.168.200.30:

192.168.200.30 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.234/2.771/3.888/1.131 ms
[Localadmin@debian-server:~$ J|
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localadmin@debian-server: ~ Qi =

:~$ ip addr show
1: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state qgr
default qlen 1000
link/ether 08:00:27:ef:26:26 brd ff:ff:ff:ff:ff:ff
altname enx080027ef2626
inet 192.168.200.40/24 brd 192.168.200.255 scope global enp@s3
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:feef:2626/64 scope link proto kernel 11
valid_1ft forever preferred_lft forever
:~$ ping 192.168.100.10 -c 4
PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data
From 192.168.100.7 icmp_seq=3 Destination Host Unreachable
From 192.168.100.7 icmp_seq=4 Destination Host Unreachable

--- 192.168.100.10 ping statistics ---
4 packets transmitted, © received, +2 errors, 100% packet loss, time 3054ms
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mmand Prompt

Microsoft Windows [Version 16..17763.3656]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

windows TP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . : fe89::25a2:1b0c:75f0:6b4e%9
Pv4 Address. . . . . . . ... .: 192.168.160.10
Subnet Mask . 255.255.255.6
Default Gateway . 192.168.160.1

Users\Administratorsping 192.168.200.46

Pinging 192.168.200.40 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.260.40:
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

C:\Users\Administrator>
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[ IPv4 addressing — 32-bit address, four octets of 8 bits each ]

8bits 8hits 8hits 8hits
‘ 192 . 168 H 100 H 10 ‘
L 1 1 I}
Network portion — first 24 bits (3 octets) Host — last 8 bits

Subnet mask 255.255.255.0 = /24 - 28 — 2 = 254 usable host addresses

[ IPv6 addressing — 128-bit address, 8 groups of 16 bits in hexadecimal }

‘ 2001

Global routing prefix (48 b|Ss1)bnet ID (16 blts) Interface identifier (64 bits)

Full form: 2001:0db8:85a3:0000:0000:8a2€:0370:7334
Compressed: 2001:0db8:85a3::8a2e:0370:7334 (:: replaces consecutive all-zero groups)

[ VLSM subnetting — NOSSLONDON2026 practical example ]
Birmingham LAN London LAN
192.168.100.0 /24 192.168.200.0 /24
254 usable host addresses WAN link 254 usable host addresses
B-DC - .10 <€—>| 10.0.0.0 /30 — 2 usable hosts (€| Debian-Server - .30
ClientS1 - .20 10.0.0.1 # 10.0.0.2 ClientL1 - .40

Mask: 255.255.255.0 Mask: 255.255.255.0





