Task1
This homework introduces the information security management system ISO27000, the protection of information security level, Information Technology Infrastructure Library (ITIL), and analysis of their difference.

ISO27000:
	The ISO series of standards was developed by the International Organization for Standardization and is one of the most representative standards in the field of international information security [1]. As a certification standard, the most critical standard in the ISO27000 series of standards clock is ISO27001, so people are used to using ISO27001 to directly represent the series of information security management standards. According to the description of the ISO/IEC27001 standard, the process underlying the construction of an information security management system is divided into seven main steps consisting of [2].
Preliminary preparation work: collect background information of the organization, the current situation and characteristics of the information system; set up information security management team
group and formulate the information security management system construction schedule.
(1) Information security risk assessment: develop a risk assessment schedule and carry out risk identification.
(2) Information security risk analysis: Comprehensive analysis of risk assessment results and determination of risk control scope.
(3) Risk control and construction of information security system: according to the scope of risk control, establish the information security management system
(3) Risk control and construction of information security system: according to the scope of risk control, establish the information security management system framework, propose a new information security management strategy and improve the existing information security management strategy.
(4) Internal audit and management review: Conducting internal audit and timely correction and improvement of defects in the information management system.
(5) Audit and approval: Organise external review and assess and identify the information security management system of the organisation.
(6) Continuous improvement: carry out this process periodically or irregularly to continuously improve the newly generated information security management issues.

ISO27000 is an internationally renowned standard for information security management systems and applies to the entire enterprise, not just the IT department, but also the business department, finance, personnel and other departments. The introduction of an information security management system will enable all aspects of information management to be coordinated and therefore managed more effectively. Ensuring information security is not just a matter of having a firewall or finding a company that provides information security services 24 hours a day. It requires comprehensive and integrated management. It is oriented towards the organisation internally and is an inside-out information security construction effort, its ultimate goal is to ensure the organisation's business continuity, reduce business risks and get maximum return on investment, the requirements to be met are commitment to relative security, endogenous needs, additional security requirements. ISO27000 starts with a risk assessment of the enterprise, based on the assets, threats, vulnerabilities, existing Security controls are graded quantitatively or qualitatively and are classified by the organisation's own decision on the acceptable level of risk assessment, ultimately based on the internal impact of the organisation.
The 27000 series is designed to ensure the continuity of an organisation's business, minimise business risk and maximise return on investment, ensuring that the organisation's business is secure.

The Protection Of Information Security Level:
The Protection Of Information Security Level is to regulate the management of information security level protection, improve the capability and level of information security protection, safeguard national security, social stability and public interest, protect and promote the construction of information technology, according to the Regulations of the People's Republic of China on the Security Protection of Computer Information Systems and other relevant laws and regulations and The measures formulated. Information security level protection refers to the implementation of security protection for proprietary information, public information and related information systems of organizations or individuals by level, the management of information security products or equipment in information systems by level, and the response to information security incidents in information systems by level.
Information security incidents occurring in information systems are responded to and disposed of in a hierarchy [3].
Protection level of information system security table: 



	Important level
	Level
	Infringement object
	Infringement degree
	Protection level
	Supervision intensity

	General system
	Level 1
	Legitimate rights and interests
	Damage
	Autonomous protection level
	Autonomous protection level

	
	Level 2
	Legitimate rights and interests
	Serious damage
	System audit protection level
	Guidance protection level

	
	Level 2
	Social order and public interest
	Damage
	System audit protection level
	Guidance protection level

	Critical systems
	Level 3
	Social order and public interest
	Serious damage
	Security marker protection level
	Supervisory Protection Level

	
	Level 3
	National security
	Damage
	Security marker protection level
	Supervisory Protection Level

	
	Level 3
	Social order and public interest
	Particularly serious damage
	Structured protection level
	Mandatory protection level


	
	Level 4
	National security
	Serious damage
	Structured protection level
	Mandatory protection level


	Extremely important systems
	Level 5
	National security
	Particularly serious damage
	Access authentication protection level
	Proprietary protection level



It is oriented towards the outside of the organisation (national security, social order and public interest) and is an information security construction work from the outside in, its ultimate purpose is to protect national security, social order and public interest, to guide the national security work and to build the overall national security protection system, and it needs to meet compliance requirements, policy requirements and basic security requirements. Three main factors are affecting the grading: citizens, legal persons and other organisations, legitimate rights and interests social order, public interest, national security, and there are fixed levels of grade protection, ultimately based on the external influence of the organisation. It is the starting point for building a national security system in terms of national security, social order and public interest
Information Technology Infrastructure Library (ITIL):
ITIL was developed by the UK's National Computer and Telecommunications Agency in the 1980s. Since 1980, ITIL has gone through four major versions and has gradually become a globally recognized framework of best practice and de facto standard for IT operations services, a service guideline for planning, implementing and managing high-quality operations in IT departments across all industries [4]. The basic framework of the system consists of six modules that
(1) Business Management. Business is the foundation of the ITIL O&M system. This module provides university business users with insight into the ability of the campus network infrastructure to support their business processes and the role of service management in the end-to-end IT service process, thereby assisting users to better manage their relationships with service providers [5]
Networking and Communication Technologies.
(2) Service Management. This module is at the heart of the ITIL architecture and its management is targeted at the various infrastructures in the campus network. At the same time, this module highlights process-oriented IT operation and maintenance services to help universities build and operate higher quality business systems. the service management module of ITIL can be divided into two parts: service support management and service delivery management.
(3) IT infrastructure framework management. The IT infrastructure of a university is the campus of the university
network. The campus network operation and maintenance management in the traditional sense focus on the management of hardware equipment and business systems from a technical perspective, including helping business departments to analyse business needs, support and maintain the infrastructure. This module ensures the reliability of the campus network infrastructure, which can meet the various needs of university businesses and ensure its stable operation.
(4) Application Management. This module includes the support, operation and maintenance of all business systems in the campus network. The application management module guides the network centre to coordinate the development and maintenance of business systems and provide better services for university businesses together with business systems. 
(5) Security Management. The core objective of the security management module is to realize the network centre's determination of campus network security requirements, the formulation of campus network security strategies and policies, and the provision of comprehensive, unified and efficient management for the preplanning of handling security incidents [6]provider, and establish communication channels with IT suppliers and service channels with business users through service support management to ensure that high-quality services can be provided to business users. In particular, the service desk is the only channel for campus network users to report repairs to the network centre. Once the service desk receives a repair report, the incident management process classifies the problem. The objective of this module is to protect the campus network infrastructure from unauthorised access outside the campus network. The ITIL Security Management module focuses on guiding campus network security management from a macro level, from the perspective of security solutions and security assessments, without specifying the steps of security measures.
(6) IT Service Management Planning and Implementation. The IT Service Management Planning and Implementation module guide how to properly follow the processes of the above five modules in IT governance, including the integration of these processes. This module guides campus network users to establish visionary goals, analyse and evaluate the current situation, identify reasonable goals and conduct a gap analysis, prioritise tasks and review the implementation of processes.
While ITIL focuses on 10 core service management processes, ISO does not only have requirements for service management processes but also adds requirements for the service management system as a whole, such as management commitment, service objectives and continuous improvement, etc. ISO defines a series of objectives and control points for service management but does not tell the organisation how and what to do to achieve these objectives. Both ISO and ITIL have service management processes at their core, but the processes are different: ISO is based on the 10 core processes of ITIL v2, with three new processes for business relationship management and supplier management and service reporting. These three processes are also covered as separate processes in ITIL v3.、
Constantly having new or updated regulations and standards is the general trend. An intuitive example of this is the fact that self-driving cars will eventually arrive and could have a profound impact on transport. Around the world, relevant companies have been investing heavily in self-driving road tests, and now and then, a relevant company announces that it has developed new self-driving technology that will enable self-driving cars to drive on the road without a human driver shortly. At a time when technology is advancing at a rapid pace, safety is one of the most important issues and we need more updated standards to govern the technology to ensure safety.
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CoffeeBlue, a company that uses cloud services to provide IT services to its employees and customers. It is divided into three modules: database system, office network and business network, and its system functions are composed as follows.
(1) Database system
A database resource that stores personal employee and customer data, orders, patents and all other company information, allowing employees and customers to access part of the resource using their devices, with some permissions open to the public.
(2) Office network
The core network that supports the normal operation of the company, belongs to the internal network, but can also communicate with the external network to ensure the normal operation of the company's social media platform.
(3) Business network
A network that supports the external IT services provided by the company, such as online orders, vending machines and social media platform interaction, for users and access to some of the company's network resources.

Information security risk assessment and analysis:
The architecture of the company's information system must have undergone several adjustments. When the information system was first built, the information security management system was supposed to be built according to the design plan, but in the subsequent process of information system architecture, the information security system was not adjusted accordingly with the expansion and change of the system architecture. At the time when the information system was just established, the information security management could be carried out by certain technical management personnel who were highly comprehensive and involved in the construction of the information system. At this time, the information system has just been built, and as these technical managers have participated in the information system and know the information system situation very well, their experience can cope with the information security risks. However, as time goes by, the architecture of the information system gradually changes and new technologies are constantly developed, the original management approach becomes somewhat inadequate. In general, the following problems may exist in terms of information security management systems.
First, the concept of information security management is relatively backward. At the beginning of the establishment of information systems, it is sufficient for information security management to do a good job of network security protection. The network management department is responsible for the information security management of the whole bureau. However, the network management department is only responsible for the hardware and network operation and maintenance of the server room and has no understanding and management authority over the information system application and database. With the development of information technology, the issue of information system security is not simply a network security issue but has long been beyond network management to deal with, as it involves all aspects of the information system. To do a good job of information security management, multiple departments need to work together.
Secondly, there are not enough information security managers. Ordinary technical staff have little security awareness, and there is the problem of multiple people sharing an account. Information system managers may directly give the password of the system administrator account to network operation and maintenance developers for the sake of convenience; information system managers may not follow the system requirements for regular password replacement; information system managers may not follow the system requirements for timely update of operating system patches.
Thirdly, there is a lack of a sound information security management system. Lack of management systems for information system security policy configuration, applications and databases, and lack of contingency plans for information security incidents. Lack of information security education and training. No corresponding security training for information system managers and users.
Possible major problems with the fifth network security, old firewall models, unable to protect against applications; anti-virus wall, intrusion detection and intrusion prevention and other security equipment authorization expired, unable to update security rules, the system is at risk of being invaded; lack log servers and log auditing functions, unable to keep abreast of the operation of equipment and the existence of security risks, unable to trace the source of security events. The information system did not adopt technical measures to prevent terminals from outreach to the Internet privately. Lack of malicious code detection measures, unable to detect and alert in time when malicious code spreads; failure to adopt cryptographic technology for session initialisation verification, unable to confirm the legitimacy of the identity of both parties to the session.
Possible major problems with the sixth data security, lack of emergency data backup sub-centre, backup of key systems and important data are only backed up locally through the tape library, with backup tapes sent to the bank safe for storage every week. In the event of a catastrophic incident in the data centre server room, the system cannot be restored promptly; sensitive information (e.g. user name password, important business data, etc.) is not encrypted in the process of data transmission, and sensitive information is transmitted in clear text, with the possibility of data theft.

Information security risk control:
The process of information security risk control is based on the results of risk assessment, by balancing the costs and benefits, and adopting appropriate security control measures to reduce the probability of risk occurrence and risk loss, so that the risk is controlled within the acceptable range of the organisation. Therefore. Based on the analysis of the various problems that may arise in the company, it can be obtained that control should be carried out in the following areas.
(1) Cultural control
The premise of information security risk control is cultural control. Organizational culture contains the values within the organization, which constrains the behaviour of the organization and its members. Cultural control is to make information security risk management an integral part of the organisation's culture, to strengthen the attitude of the organisation and its members towards information security risk management so that the organisation and its members can actively perform their job responsibilities of ensuring the security and availability of the organisation's information systems.
(2) Technical control
The foundation of information security risk control is technical control, which can ensure that security management policies are strictly enforced and avoid malicious human attacks or misuse. From the perspective of information asset protection and organisational business objectives, technical controls are mainly divided into physical security controls, network security controls, host security controls and application security controls.
(3) Management control
Information security risk management control refers to the organization's strengthening of control and restraint during the operation of information systems and the formulation of formal information security management strategies and systems.
(4) Personnel control
Personnel control is the top priority of information security risk control work, personnel control is to enable members of the organization to properly use and handle information, information system security. If members of the organisation lack good security awareness and skills training, it will cause the implementation of other control measures to be less effective. Therefore, personnel control is the basic guarantee to safeguard information security risk control.
Specific measures are
(1) Physical security
Physical security is the process of protecting information system equipment, facilities and other media from damage caused by environmental accidents such as earthquakes, floods, fires, human error or mistakes and malicious attacks. The prerequisite for information system security is physical security. Physical security mainly includes three aspects: server room and site security, equipment security and media security. The security construction of the server room mainly considers the following aspects: temperature and humidity of the server room: the temperature and humidity of the server room environment have a great impact on computer equipment, and inappropriate temperature and humidity will accelerate equipment ageing and cause equipment failure. Therefore, it is usually necessary to control the temperature at 23±1℃ and the humidity at 40%~55%; power supply and distribution system: the power supply and distribution system of the information system needs to ensure a smooth and reliable, uninterrupted power supply for the equipment in the server room. To ensure the safety of electronic equipment in the server room, the server room should be grounded in four ways: lightning protection grounding, safety protection grounding, AC grounding of power distribution equipment and DC grounding of electronic equipment. Fire-fighting system: To ensure automatic monitoring and activation of fire-fighting and alarm systems in the event of a fire, a dedicated fire-fighting monitoring system for computer rooms should be deployed inside the server room. Access control monitoring system: an appropriate access control system can guarantee the physical security of the server room while also taking into account the improvement of the efficiency of the server room management. Therefore, the server room should adopt a safe, reliable, simple and easy to use access control system that can achieve centralised control and hierarchical management. Equipment security needs to consider equipment break-proof ring, the use of grounding protection, the use of smash-proof shell and other protective measures; equipment anti-theft, the use of video surveillance, motion detection, digital monitoring alarm and parts on the lock and other security measures; anti-electromagnetic information leakage, the use of special materials, equipment and coatings to prevent electromagnetic information leakage during the construction of the server room; power protection, to provide a stable power supply for the safe operation of equipment, namely using UPS power supplies to provide a stable, uninterrupted power supply. Media security refers to the security of information data and storage media. The main elements of media security construction are regular backup of business data, as well as regular inspection of backup media and data to ensure data integrity and recoverability; development of a media management system to strictly manage information copying, media preservation and destruction; adoption of technical means to encrypt backup data; and adoption of technical means to destroy useless data and storage media. Specific measures can be taken to re-match access rights to the server room to confirm that no suspicious personnel have access to the room, as well as reinforcing the room to prevent physical intrusion and increasing disaster response measures, such as adding water leak detection equipment, overhauling smoke alarms, etc. Grounding checks should also be carried out on machines and cabinets to prevent potential hazards such as electrical leakage.
(2) Network security
Combining the actual situation of the company and the network security threats faced by the system, the following aspects of network security protection are required: ① Deploy security gates between the internal and external networks of the information system to achieve security isolation between the internal and external networks, and information exchange between the internal and external networks must be carried out strictly by the requirements of the security management system; ② For the application systems located in the security area of the internal network, as various applications are independent of each other and there are For applications located in the intranet security area, as various applications are independent of each other and have certain business connections, they can be isolated through the division of virtual subnets for security protection between different departments, different users and other security areas. The virtual subnets can be divided according to different business types, management departments and business permissions, and security control policies can be set according to the principle of least privilege; ③ For the public online business application area located in the DMZ domain, as a security buffer for public information services and data exchange sharing between the security area and the non-security area, two layers of heterogeneous network security equipment are deployed to build a vertical security defence, and the Security devices and border routing devices are configured with port-level access control security policies to effectively defend against external network attacks and control information exchange between internal and external networks; ④ Deploy security management devices such as log collection and auditing systems, fortress machines and vulnerability scanners. The log collection and auditing system collects system logs of all devices in the information system and audits the logs; the fortress machine provides a two-factor authentication function for information system devices, and all operation and maintenance operations must be carried out through the fortress machine to achieve permission management and auditing of operation and maintenance operations and prevent over-authority abuse; regularly conducts vulnerability scanning of the information system and analyses the scanning reports to fix high-risk system vulnerabilities promptly; ⑤ Deploy terminal management systems to manage terminals within the information system and prevent private outreach to the Internet from intranet terminals.
Specific measures could be: updating firewalls and enabling QoS functions. Replace the old firewall deployed. Close all idle ports of network devices and enable MAC binding security control policy at the firewall. Deploy a new log management system to receive and store device logs in a unified manner. Restrict administrator login IPs, assign different accounts with different privileges to different O&M staff, and deploy a new bastion, so that all O&M operations must pass through the bastion. Deploying a new bastion, all O&M operations must pass through the bastion. The bastion uses a two-factor authentication method of account password + USBKey. Deploy terminal management system to manage and restrict terminal network connections and USB ports. Regular updates to the security device rule base. Independent security management roles are set for devices and security audit roles. The new deployment of the log management system
(3) Host security
To improve the stability and security of the operating system, the installation and configuration system should follow the "minimum applicability principle", and regularly check and update the operating system security patches promptly. Develop and strictly implement an operating system management system, and all operating systems must be installed and deployed with system monitoring software, and the system security management configuration should be regularly checked and updated promptly. Implement an operation audit and authority hierarchy management mechanism, assign a unique identity to each user, and monitor and record the operation process of each user in real-time. Establish a user-based audit control mechanism in the system to audit and monitor each user's operation to prevent overstepping of authority or illegal access to data. Network layer security is the advance and foundation of application-layer security. Application security is mainly to manage information system data hierarchically and control the information system access rights of different levels of users, mainly through security techniques and control strategies such as two-way identity authentication, access control policies and data encryption, and audit user access behaviour to ensure the legality and non-repudiation of user access. For external applications such as public services and email, user authentication must be implemented to guarantee the legitimacy and confidentiality of data access; data encryption at the application layer must be established using public key management and digital certificates to ensure data confidentiality and integrity; for websites, web application protection systems must be deployed and website monitoring and anti-tampering functions must be configured according to actual needs to improve the website's resistance to For websites, a web application protection system should be deployed and website monitoring and anti-tampering functions should be configured according to actual needs to improve the resistance of websites to damage. For internal applications, given the security and confidentiality of business information systems and internal OA systems, stricter identification and access control should be implemented, more detailed access control policies should be formulated, data and application system access rights should be assigned to each user with different privileges, and access to applications and data beyond their authority should be strictly prohibited. A computer virus is a set of computer instructions or program code that breaks computer functions or data, affects computer use and can reproduce itself. Computer viruses can cause data loss or even hardware failure of information systems, which can cause unpredictable negative impacts and huge economic losses. The prevention and control of computer viruses is an important part of the information security system construction process because the braking power of computer viruses in the network environment is incalculable. Due to the complex operating environment of the company and the fact that most of the wireless networks are not so secure, the number of users belonging to different units or departments and Internet public services, etc., there are many sources of virus threats, so it is necessary to build a multi-level, three-dimensional virus protection system, deploy multi-layer firewalls in the core network to open the anti-virus function and regularly update the anti-virus feature library, and deploy unified anti-virus software for all terminals and servers of the information system. The deployment of a unified anti-virus software system for all terminals and servers of the information system, centralised management of virus scanning and killing policies, automatic updating of the virus signature database to achieve comprehensive monitoring, early warning and killing of computer viruses to prevent the breakage of the loop caused by the spread of computer viruses over a large area.
Specific measures can be taken to update operating system patches promptly, enable security audit functions for the operating system, set up a user rights comparison table, and set up access control according to the user rights comparison table. The middleware sets up special auditor accounts to limit administrator permissions and ensure that permissions are formed with mutual constraints. The operating system takes measures to detect intrusion events. The operating system uses measures to protect the integrity of important programs within the system. The operating system installs anti-virus software and implements a uniformly managed virus monitoring mechanism. Deploy malicious code detection measures and regularly update the rule base system to install a functional system of sensitive markings to protect sensitive information resources and prevent the possibility of unauthorised access to important information resources by malicious users through methods such as modifying user permissions. Configure different levels of information security access control policies, configure port-level access control policies for hosts and services in the network, and configure different profile-level access control policies according to user permissions.
(4) Application security
Cryptographic technology is used for session initialisation verification to confirm the legitimacy of the identity of both parties to the session. The system encrypts sensitive information (e.g. user passwords, important business data) during data transmission to avoid sensitive information being transmitted in cleartext. 
(5) System and personnel
Establish a full-time information security management department to take full responsibility for the company's information security management; develop a comprehensive security management system, normalise and institutionalise internal information security management training, and ensure that the organisation strictly implements information system security control measures; recruit more network information security personnel, expand and revamp the section dedicated to dealing with information security issues, and have them develop and improve the relevant security management system. The relevant system needs to contain the overall policy and security strategy of the organisation's information security work, and cover various types of management contents of security management activities and the daily operating procedures of personnel.
(6) System operation and maintenance management and fault recovery security policy
Regular testing or vulnerability scanning of the system, and analysis and review of the results of the testing or scanning, the formation of security analysis reports, and take the necessary countermeasures timely installation of the latest patches for operating systems for network analysis and the formation of analysis reports, early detection and disposal of the risk of security risks. To ensure the security of able business information, data backups must be carried out regularly by regulations, so that once the information system is unavailable due to some kind of accident, the information system administrator can rebuild the information system in the shortest possible time. A reliable and secure data backup is an important guarantee for the safety and security of information system data. A reliable and secure data backup not only restores broken rings caused by the illegal intrusion, but also restores broken rings caused by information system software and hardware failure or human misoperation, and is also a data security guarantee for disaster recovery. Data backup of the information system is divided into data backup and system backup according to the content of a backup, and full backup, incremental backup, differential backup and on-demand backup according to the form of backup. According to the characteristics of the human society information system of City D, as the business data changes in real-time and is very unstable, the incremental backup strategy is adopted every day; as the stability of the business system is high, the full backup is adopted every week so that the original system can be recovered quickly regardless of the degree of damage suffered by the information system. For the local backup and off-site backup of the critical data and business systems of the HSS information system in City D, a local data backup system (tape library) and a data network backup system need to be deployed. In addition to local data backup, to ensure the business stability and continuity of the HSSIS in City D, a disaster recovery centre should be established in City D. The off-site disaster recovery system should be used to achieve off-site system and data backup and critical business redundancy. In the event of an unrecoverable disaster in the main data centre, the backup centre can carry critical services in the shortest possible time.  
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