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In the field of Cybersecurity, there are a number of soft skills that are essential for any engineer to succeed in the industry, starting with problem-solving skills. Problem solving skills[1] are required for being able to navigate complex situations, and be able to test and apply solutions in a timely manner. Additionally, attention to detail[2] is needed to be able to spot and reduce errors, both before and after they are made, and plan carefully, taking minor details into account in order to make an informed proposal. Communication skills[3] are important when working in a team. Being able to communicate efficiently will result in fewer misunderstandings, and faster turnarounds for solutions when working with others. Finally, both being an effective team-worker[4], and team-leader is required as cyber-security work is rarely done alone. Being able to work well in a team enables colleagues to learn from each other, and allows for synergy, making a sum effort that is greater than the power of the individual engineers.

On the topic of AI in cybersecurity, the increased presence and use of Large Language Models (LLMs) poses an existential threat to the cybersecurity field [5]. AI has shown to allow cyber-attacks to become more frequent and more intensive, and in addition lowers the barrier of entry to cause cyber-attacks, allowing even layman actors to be serious threats without external assistance. As corporate and state actors increasingly adopt AI systems due to large donations [6] made by AI companies and Billionaires invested in AI technology, and as AI becomes embedded within critical national infrastructure [5], this presents an increased opportunity and vulnerability for malicious actors to exploit through prompt injection and supply chain attacks. If cybersecurity systems do not develop methods to combat AI intrusions, and cease creating vulnerabilities in otherwise secure systems made exploitable by including AI systems, then this poses risk of breach of user anonymity and credential theft.
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