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TASK 1 – RESEARCH
A Comparative Evaluation of Modern Forensic Tools
[bookmark: _Toc228278242]Abstract
Digital forensics plays a key role in investigating cybercrime, intellectual property theft and corporate sabotage. The success of any investigation depends heavily on the tools chosen at each stage of the process. This paper compares four modern forensic tools: FTK Imager from Exterro, Magnet AXIOM, Autopsy from Sleuth Kit Labs, and Cellebrite UFED. The comparison looks at cost, main features, supported file systems, types of evidence that can be analysed, and reporting. Each tool is then mapped against the phases of the Computer Hacking Forensic Investigator (CHFI) methodology. The findings show that no single product covers every phase well, and that combining commercial and open-source tools gives the strongest overall result. The outcome of this research is also applied in Task 2, where the same tools are used to investigate a suspected case of sabotage and data theft at a UK design firm.
Keywords—digital forensics, CHFI, ACPO, FTK Imager, Magnet AXIOM, Autopsy, Cellebrite UFED, BitLocker, file carving, anti-forensics.
[bookmark: _Toc228278243]Task 1.1 – Introduction
In computer forensics the underlying ideas stay fairly constant, while the methods change slowly and the tools change all the time [3]. Garfinkel [9] argued more than a decade ago that the growth in storage and device variety would push investigators to keep testing new tools, and that pressure has only increased. The CHFI framework set out by EC Council [6] provides a repeatable process for this work, covering identification, preservation, acquisition, examination, analysis, reporting and presentation. Each of those phases can call for a different tool, depending on the type of device, the operating system, and whether cloud or mobile data is involved.
This paper looks at four tools that together cover the main areas a modern investigator is likely to face. FTK Imager is used for forensic imaging. Magnet AXIOM is an all-in-one commercial suite. Autopsy is the leading open-source equivalent. Cellebrite UFED is aimed at mobile devices. Picking one from each category also meets the assignment brief, which asks for both commercial and open-source options. The evaluation criteria are drawn from the practical needs of UK-based investigations and from the ACPO Good Practice Guide for Digital Evidence [1], which remains the reference document for evidence handling in the UK.
The rest of this section introduces each tool in turn. Section 4 presents a side-by-side comparison. Section 5 maps the tools to the CHFI phases, and Section 6 offers a critical discussion. Section 7 concludes.
[bookmark: _Toc228278244]Task 1.2 – Overview of Selected Forensic Tools
[bookmark: _Toc228278245]2.1 FTK Imager (Exterro)
FTK Imager is a free imaging and preview tool developed by Exterro (formerly AccessData). It has been treated as the industry default for sound disk imaging for many years [14]. The tool creates a bit for bit copy of a drive in E01, DD/Raw or AD1 format and produces MD5 and SHA-1 hashes at the same time, so the image can be verified later [7]. It supports local drives, USB storage, optical media and network drives, and can also acquire live RAM. The RAM capture option is important when dealing with full disk encryption, because the encryption keys are held in memory while the system is running [2].
In September 2025 Exterro released FTK Imager Pro at £499 per user per year. The paid version adds on the fly decryption for BitLocker, APFS and FileVault volumes, plus an iOS advanced logical collection option [8]. The free version is still widely used in UK police forces and private labs, and is usually the first tool run on any new job.
The main strengths of FTK Imager are its small footprint, portability (it runs from USB without installation) and forensic soundness. The main weakness is that it is not an analysis tool. It does not parse artefacts, index text, or produce detailed reports on its own. Those jobs are left to full suites such as FTK Forensic Toolkit, Magnet AXIOM or Autopsy [13].
[bookmark: _Toc228278246]2.2 Magnet AXIOM (Magnet Forensics)
Magnet AXIOM is a commercial all-in-one platform that recovers, analyses and reports on digital evidence from computers, mobile devices, cloud accounts, IoT devices and vehicles, all in a single case file [11]. It grew out of the earlier Internet Evidence Finder product and is now used heavily by police forces, corporate security teams and private investigators.
The feature AXIOM is best known for is its artefact first view. Instead of showing the investigator a raw file system, it surfaces parsed items like browser history, chat messages, email and pictures. This approach means less time spent hunting in directory trees and more time working with actual evidence [11]. AXIOM also includes Magnet.AI, a machine learning component that can flag possible indecent images and pick out suspect conversations, which is useful when volumes are large.
For cloud work, AXIOM Cyber adds remote acquisition from endpoints and can ingest data from Google Drive, iCloud, Dropbox and Microsoft 365, including warrant returns from providers like Apple, Google and Meta. The built-in report builder creates linked timelines, connections diagrams and formal reports suitable for court. Pricing is not published openly but typical annual licences are reported to run into several thousand pounds, which is the main drawback [11].
[bookmark: _Toc228278247]2.3 Autopsy (Sleuth Kit Labs)
Autopsy is the best-known open-source forensic platform. It was created by Brian Carrier and the Sleuth Kit Labs team as a graphical front-end for The Sleuth Kit (TSK), a set of command-line utilities for disk image analysis. Third-party modules extend it with further capabilities [2], [15]. The software is released under the Apache 2.0 licence, so it is free to use in both academic and commercial contexts, and it is an obvious choice for organisations with tight budgets or for cross-checking commercial results.
The modular design covers timeline analysis, hash set filtering using databases such as the NSRL and Project VIC, keyword search powered by Apache Solr, file type detection, registry parsing, email parsing, web artefact analysis and file carving of unallocated space [15]. It reads the common image formats (E01 and DD) and can also work on a mounted drive. Supported file systems include NTFS, FAT, exFAT, HFS+, Ext2/3/4 and ISO 9660.
Autopsy is strong for disk work but weaker elsewhere. It does not do mobile acquisition, although it can read images produced by other mobile tools. Its cloud coverage is limited compared with AXIOM, and running it on large cases is demanding on memory [16]. Commercial support is available from Sleuth Kit Labs but the community remains the main source of help. One real advantage for legal work is transparency: because the code is open, its methods can be independently checked, which is sometimes raised as an issue with closed platforms [5].
[bookmark: _Toc228278248]2.4 Cellebrite UFED
Cellebrite UFED (Universal Forensic Extraction Device) is the mobile-focused offering from the Israeli firm Cellebrite. It extracts, decodes and analyses data from smartphones, tablets, drones, GPS units, SIM cards and SD cards [4]. The platform supports more than 30,000 device profiles and offers logical, file system and physical extractions, along with methods for getting past device locks and encryption on certain models.
The range covers UFED 4PC (software only), UFED Touch3 (rugged tablet for field use) and the premium Cellebrite Inseyets bundle, which combines UFED with Physical Analyzer and cloud capabilities [4]. Physical Analyzer handles the deeper work, such as decoding raw disk images, pulling keychains, attacking passcodes and reading application data. A separate cloud add-on can collect from over fifty online services.
A base UFED licence costs around £6,000 and the Inseyets bundle costs considerably more [4]. The tool has also been criticised for being closed source, which some courts have raised as a concern [10]. Even so, UFED remains the accepted standard for mobile forensics in most UK and international investigations.
[bookmark: _Toc228278249]Task 1.3 – Comparative Analysis
Table I sets the four tools side by side against the criteria from the brief.
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	Criterion
	FTK Imager
	Magnet AXIOM
	Autopsy
	Cellebrite UFED

	Category
	Imaging tool
	Commercial suite
	Open-source suite
	Mobile forensics

	Developer
	Exterro
	Magnet Forensics
	Sleuth Kit Labs
	Cellebrite

	Cost
	Free (Pro: £499/yr)
	Subscription (approx. £3k–10k p.a.)
	Free (Apache 2.0)
	From approx. £6,000

	File systems
	NTFS, FAT, exFAT, EXT, HFS+
	NTFS, FAT, exFAT, HFS+, APFS, EXT
	NTFS, FAT, exFAT, HFS+, EXT2/3/4, ISO 9660
	iOS (APFS), Android (EXT4, F2FS)

	Image formats
	E01, DD/Raw, AD1, SMART
	E01, DD, AFF4-L, L01, AD1
	E01, DD/Raw, live disk
	UFDR, physical and logical dumps

	Disk imaging
	Excellent
	Via Magnet Acquire
	Via TSK
	Limited (mobile focus)

	File carving
	Preview only
	Advanced (AI assisted)
	Strong (TSK engine)
	Mobile recovery

	Cloud artefacts
	Not supported
	Extensive (Google, Apple, MS, Dropbox)
	Limited
	Cloud add-on (50+ sources)

	Mobile forensics
	Not supported
	Via GrayKey integration
	Import only
	Industry standard

	Anti-forensics detection
	None
	Wiper and encryption detection
	Hash / keyword search
	Limited

	Encryption support
	Detection only (Pro: BitLocker)
	BitLocker, FileVault, LUKS
	BitLocker module (v4.22+)
	Device lock bypass, FDE

	Reporting
	Basic hash reports
	Customisable, court ready
	HTML / CSV, customisable
	UFDR, XML, PDF, HTML

	Platform
	Windows
	Windows
	Windows, Linux, macOS
	Windows, dedicated hardware


Table I. Comparison of four modern forensic tools against the main criteria from the brief.

[bookmark: _Toc228278250]Task 1.4 – Tools Mapped to the CHFI Process
The CHFI methodology [6] breaks an investigation into defined phases. Table II shows how each of the four tools maps onto those phases using a five-star scale. This was built by reviewing vendor documentation [4], [7], [11], [15] and cross-checking against academic and practitioner sources [2], [13].

	CHFI Phase
	FTK Imager
	AXIOM
	Autopsy
	UFED

	Acquisition / imaging
	★★★★★
	★★★
	★★
	★★★★ (mobile)

	Examination and analysis
	★
	★★★★★
	★★★★
	★★★★ (mobile)

	File carving / recovery
	★★
	★★★★★
	★★★★
	★★★ (mobile)

	Cloud forensics
	–
	★★★★★
	★★
	★★★★

	Mobile forensics
	–
	★★★
	★ (import)
	★★★★★

	Anti-forensic detection
	–
	★★★★
	★★★
	★★

	Reporting
	★★
	★★★★★
	★★★
	★★★★


Table II. Suitability of each tool across CHFI investigation phases. Rating: ★ limited, ★★★★★ excellent, – not applicable.

[bookmark: _Toc228278251]Task 1.5 – Discussion
Tables I and II make the same point: no one tool covers every phase well. This matches the widely held view that digital forensics is a multi-tool discipline [3], [9]. Each product looked at here has a clear area of strength and clear gaps, and practitioners need to build a toolkit rather than rely on any single vendor.
FTK Imager is still the standard for sound imaging because it is free, small, and accepted in court [14]. Its lack of analysis features is not really a weakness when it is used as intended: as the first tool out of the bag at a scene. The addition of FTK Imager Pro in 2025 closes an important gap by letting the same tool handle BitLocker, APFS and FileVault volumes without a third-party workaround [8]. This is directly relevant to the Task 2 case, where the target workstation uses BitLocker.
Magnet AXIOM is the strongest all-rounder. Being able to pull evidence from computers, phones and cloud accounts into one case file saves a lot of manual correlation, which is where mistakes happen [11]. The artefact first interface also makes it easier to report to non-technical audiences such as legal counsel, which is a practical point worth noting. The main drawback is cost: licences are priced at a level that rules AXIOM out for many small firms and independent examiners.
Autopsy performs surprisingly well next to its paid rivals for disk based work, and being able to read its source code is a real benefit when findings are challenged in court [2]. The addition of a BitLocker module in version 4.22 means it can now handle more modern Windows targets directly [15]. Its weak spots are mobile acquisition (it can only read images other tools produce) and cloud coverage. For the Task 2 case, Autopsy is still a sensible second tool to cross-check AXIOM’s carving results.
Cellebrite UFED is in a different category. No mobile case of any scale is realistic without something like it, and its device support is still ahead of the open-source alternatives [4]. However, the closed-source nature and price tag are genuine concerns, especially in the UK where disclosure rules can bring tool reliability under scrutiny [10]. For the CMMC case there is no mobile evidence to examine, so UFED is not directly relevant, but any similar investigation that did involve a phone would need it or a comparable product.
[bookmark: _Toc228278252]Task 1.6 – Conclusion
This research has looked at four tools covering imaging, commercial analysis, open source analysis and mobile extraction. FTK Imager is the right choice for acquisition [7], AXIOM for end-to-end analysis and reporting [11], Autopsy as a low-cost, transparent second opinion [15], and UFED where mobile devices are involved [4]. The most useful conclusion for a working investigator is that the question “which tool is best” is the wrong one. The better question is which combination fits a given case.
The next part of this report applies this conclusion in practice. Task 2 uses FTK Imager to acquire the evidence, AXIOM as the main analysis platform, and Autopsy as a secondary check on the carved files. UFED is not needed because the case involves a workstation rather than a mobile device. This selection follows directly from the mapping in Table II.
[bookmark: _Toc228278253]Task 1.7 – References (consolidated at end)
A unified IEEE reference list for both tasks is provided at the end of this document.


TASK 2 – CASE STUDY
Forensic Investigation Report: Corporate Sabotage at Cyfusion Mobile Manufacturing Company (CMMC)
Prepared by: Pawel Waszak, CHFI, CEH
Pawel Waszak Forensics Ltd
Date: 1st March 2026
Classification: CONFIDENTIAL – For CMMC Legal Counsel Only
[bookmark: _Toc228278254]Task 2.1 – Executive Summary
Pawel Waszak Forensics Ltd was instructed by Ms Ker Walters, CEO of Cyfusion Mobile Manufacturing Company (CMMC), to investigate a suspected case of sabotage and intellectual property theft carried out by a former senior designer, Mr Rich Daley. Mr Daley had been the lead on the Samsung Galaxy Z Flip 6 graphical user interface, which was built in Autodesk Maya. Shortly after he handed in his notice, CMMC’s engineering team reported that the working files for that project were no longer on his company workstation.
I carried out a forensic examination of Mr Daley’s Windows 11 workstation, which is protected by BitLocker full-disk encryption. The examination produced evidence that, on the balance of probabilities, supports each of CMMC’s concerns. In summary:
1. The file-wiping application Eraser (version 6.2.0.2993) had been installed and used on the machine two days before Mr Daley’s resignation.
1. Autodesk Maya project files (.ma, .mb, .obj and .fbx) relating to the Samsung Z Flip 6 project were deliberately overwritten, rather than simply deleted.
1. File carving recovered partial Maya files and rendered previews from unallocated space, confirming the type and content of the destroyed material.
1. Browser artefacts showed repeated access to a personal Google Drive account (richdaley***@gmail.com) with upload activity immediately before the wiping took place.
1. The sequence of events – cloud upload, then wipe, then resignation – points to planned rather than accidental behaviour.
All procedures followed the four ACPO principles [1] and the CHFI process [6], and the chain of custody is documented in Appendix A. This report should be read alongside the research in Task 1, which sets out the reasoning for the tool choices.
[bookmark: _Toc228278255]Task 2.2 – Background and Scope
[bookmark: _Toc228278256]2.1 Client and Subject
CMMC is a London-based design firm that develops graphical user interfaces for major smartphone manufacturers. The firm has grown quickly and had recently invested heavily in research for the Samsung Galaxy Z Flip 6 project. Mr Rich Daley was a senior designer on that project and, according to management, had sole access to the working files. He resigned on 1 March 2026. CMMC suspects that, before doing so, he contacted a competitor (360tech) and offered the designs for sale.
[bookmark: _Toc228278257]2.2 Evidence Item
The only item made available for examination was Mr Daley’s company-issued workstation (reference RDaley_WS01). The machine runs Windows 11 Enterprise with BitLocker enabled on the system volume [12]. CMMC has confirmed that no off-machine backups were kept because of the confidential nature of the work.
[bookmark: _Toc228278258]2.3 Objectives
Based on the instructions from CMMC, my objectives were to:
1. acquire a forensically sound image of the BitLocker-protected workstation;
1. establish whether a wiping tool had been used to destroy company files;
1. attempt to recover any remnants of the deleted project files;
1. determine whether proprietary files had been uploaded to external cloud storage;
1. produce a written report suitable for use by CMMC’s legal counsel.
[bookmark: _Toc228278259]2.4 Limitations
The examination is limited to the workstation. I did not have access to Mr Daley’s personal devices, his personal Google account, or any part of 360tech’s infrastructure. Any statements about Google Drive activity rely on local browser artefacts only. Network and email server logs were outside the scope of this engagement.
[bookmark: _Toc228278260]Task 2.3 – Forensic Methodology
[bookmark: _Toc228278261]3.1 ACPO Principles
The ACPO Good Practice Guide for Digital Evidence [1] remains the reference document for UK digital investigations. Its four principles were applied as follows:
1. Principle 1 – No action taken should change data that may later be relied on in court. Imaging was carried out through a Tableau T35689iu hardware write-blocker, and MD5 and SHA-256 hashes were generated at the point of acquisition and checked again after imaging.
1. Principle 2 – Where original data must be accessed, the person must be competent to do so. I hold CHFI and CEH certifications and have prepared this report in that capacity.
1. Principle 3 – An audit trail of all processes should be created and preserved. A chain-of-custody log was maintained for the drive, its image and all working copies, and the hash record is reproduced in Appendix A.
1. Principle 4 – The person in charge of the investigation has overall responsibility for compliance. In this case that responsibility is mine.
[bookmark: _Toc228278262]3.2 CHFI Process
The investigation followed the CHFI phases [6]: identification and first response, acquisition and preservation, examination and analysis, and reporting and presentation. The tool choices made at each phase follow the recommendations from Task 1.
[bookmark: _Toc228278263]Task 2.4 – Investigation Plan
[bookmark: _Toc228278264]4.1 Phase 1. 
Acquiring the Encrypted Drive
The main technical challenge was BitLocker. Without the recovery key, a standard image of the drive would be encrypted and unreadable [12]. Because CMMC owned the device, I requested the 48-digit recovery key from their IT department, which is stored in the company’s Active Directory. The key was provided on the day of acquisition and logged as part of the chain of custody.
The drive was connected to my forensic workstation through a Tableau T35689iu write-blocker. FTK Imager [7] was then used to create a full bit-for-bit image of the physical disk in E01 format, with MD5 and SHA-256 hashes generated during imaging. Once the base image was taken, the recovery key was applied through FTK Imager Pro’s BitLocker decryption function [8], which produced a decrypted working copy for analysis without altering the original image. FTK Imager was chosen for this phase because it is the accepted standard for sound imaging [14], integrates BitLocker handling and produces a verifiable hash trail [7].
[bookmark: _Toc228278265]4.2 Phase 2. 
Proving Anti Forensic Activity
Proving the use of a wiping tool needs more than just the absence of files. The approach was to find direct evidence that Eraser had been installed and run, and to correlate that with specific file deletions. Magnet AXIOM [11] was used as the main analysis platform because of its artefact coverage across the registry, Prefetch, Event Logs and NTFS metadata, all of which are relevant here.
The specific artefacts sought were: an entry for Eraser in the installed programs registry key (HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall); a matching Prefetch file (ERASER.EXE-*.pf); a UserAssist entry showing how often the program had been run; and $UsnJrnl entries showing the rename-and-delete pattern that Eraser produces.
[bookmark: _Toc228278266]4.3 Phase 3. 
File Carving
Even when files have been wiped, fragments can remain in unallocated space, particularly where the drive was not fully overwritten. Both AXIOM [11] and Autopsy [15] were used for carving. Using two tools for the same job gives a cross check, which is useful when the reliability of any single product is questioned. Custom signatures for Autodesk Maya files (.ma ASCII and .mb binary headers) were added to the carving configuration in both tools, and keyword searches for “Samsung”, “ZFlip6”, “CMMC” and “360tech” were run across unallocated space.
[bookmark: _Toc228278267]4.4 Phase 4. 
Cloud Synchronisation Evidence
Because the user accessed Google Drive through the browser rather than a desktop client, the evidence was expected to live in browser artefacts rather than in a sync folder. AXIOM’s browser module parses history, cache, cookies and downloads from Chrome and Edge, and surfaces Google Drive activity as a distinct artefact category [11]. The plan was to look at the timeline of drive.google.com visits, to identify upload events, and to correlate them with the Eraser activity found in Phase 2.
[bookmark: _Toc228278268]Task 2.5 – Findings
[bookmark: _Toc228278269]5.1 Evidence of Anti-Forensic Tool Usage
Magnet AXIOM confirmed that the Eraser application (The Eraser Project, version 6.2.0.2993) had been installed on the workstation on 28 January 2026 and had been run seven times. The supporting artefacts were consistent:
1. Uninstall registry entry: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{BC4B558A-5B9B-41A0-A606-3F85E2DBC5D4}.
1. Prefetch: ERASER.EXE-1A3B5C7D.pf, last run 11 February 2026 at 17:42:18 UTC.
1. UserAssist key showing run count of 7 and a focus time of 1,842 seconds.
The tool is flagged as anti forensic in AXIOM’s installed programs view, which makes its presence on a design workstation difficult to explain by legitimate need. Figure 1 shows the AXIOM output with the Eraser entry selected.
[image: ]
Figure 1. Magnet AXIOM Examine – Installed Programs view for workstation RDaley_WS01.E01 showing Eraser 6.2.0.2993 flagged as an anti-forensic application. The lower panel shows the supporting registry, Prefetch and UserAssist artefacts.
Analysis of the NTFS change journal ($UsnJrnl) showed the expected rename-and-delete pattern produced by Eraser, applied to files under C:\Users\RDaley\Documents\CMMC_Projects\Samsung_ZFlip6\. This is consistent with the wiping of Maya project files rather than normal deletion.
[bookmark: _Toc228278270]5.2 Recovered File Fragments
Despite the wiping, file carving in Autopsy recovered 35 artefacts from unallocated space, of which several were complete enough to read. The most significant recoveries were:
1. f0012944.ma – 2.4 MB Maya ASCII scene, recovered intact, with header confirming the project name CMMC_ZFlip6_GUI_v3.2.
1. f0018736.ma – 1.8 MB Maya ASCII scene, recovered intact, same project reference.
1. f0031208.mb – 5.1 MB Maya binary file, recovered intact and renderable.
1. f0042880.jpg and f0044160.png – rendered previews of the mobile phone interface.
1. f0051200.obj and f0058624.fbx – 3D mesh and animation scene files for the phone body.
The original path recorded in the Maya ASCII header of f0012944.ma is C:\Users\RDaley\Documents\CMMC_Projects\Samsung_ZFlip6\, which matches the directory targeted by Eraser. Figure 2 shows the Autopsy carved-files view.
[image: ]
Figure 2. Autopsy 4.22.0 – Carved Files view for the same evidence image. The highlighted file f0012944.ma was recovered intact from unallocated sectors; the metadata confirms it is a Maya 2025 scene from the CMMC_ZFlip6_GUI_v3.2 project.
In my view the recovered files are sufficient to demonstrate the existence, ownership and content of the material that was wiped. The fact that the Autopsy carving result was produced independently of AXIOM strengthens this conclusion, in line with the dual-tool approach set out in Task 1.
[bookmark: _Toc228278271]5.3 Cloud Synchronisation Evidence
Browser artefact analysis in AXIOM revealed 34 sessions involving drive.google.com between 28 January and 11 February 2026, signed in with a personal Google account (richdaley***@gmail.com) rather than any CMMC corporate account. Six confirmed upload events were identified, with cached page titles referencing CMMC_ZFlip6_Final.ma, GUI_Renders_v3.zip and Design_Specs_Confidential.pdf. Figure 3 shows the browser history with upload and exfiltration events classified by AXIOM.
[image: ]
Figure 3. Magnet AXIOM – Chrome Browser History filtered on drive.google.com and accounts.google.com, showing typed navigation, file upload redirects and extended session durations. The correlation panel at the foot shows six confirmed uploads preceding the Eraser execution on 11 February 2026.
The important point for legal purposes is the timeline. The final upload session ended at 17:42:03 UTC on 11 February 2026. The Eraser process ran at 17:42:18 UTC on the same date, fifteen seconds later. That tight sequence is very difficult to reconcile with an innocent explanation.
[bookmark: _Toc228278272]5.4 Timeline of Events
Bringing the findings together produces the following timeline:
1. 28 January 2026 – Eraser installed (install date from registry).
1. 30 January – 7 February 2026 – preparatory browsing of personal Google Drive; four separate sessions of 22–65 minutes each.
1. 10 February 2026, 17:55–18:04 UTC – first large upload batch: GUI_Renders_v3.zip and Design_Specs_Confidential.pdf.
1. 11 February 2026, 15:22–17:42 UTC – second large upload batch, ending with CMMC_ZFlip6_Final.ma.
1. 11 February 2026, 17:42:18 UTC – Eraser run (last entry in Prefetch).
1. 1 March 2026 – Mr Daley submits his resignation.
[bookmark: _Toc228278273]Task 2.6 – Conclusion and Recommendations
The evidence recovered from Mr Daley’s workstation supports the following conclusions:
1. Mr Daley installed and used Eraser to destroy Autodesk Maya project files belonging to CMMC. The registry, Prefetch and $UsnJrnl artefacts all point to deliberate use of a wiping tool rather than accidental deletion.
1. Before the wipe, proprietary CMMC files were uploaded to a personal Google Drive account. The uploads and the wipe were separated by only fifteen seconds, which is not consistent with innocent behaviour.
1. Enough material was recovered through carving to confirm what was destroyed. The recovered Maya files still contain the project name CMMC_ZFlip6_GUI_v3.2.
1. The sequence of cloud upload, then wipe, then resignation fits a planned exfiltration rather than a mistake.
1. All procedures followed ACPO Principles and the CHFI process, and the evidence is supported by a full chain of custody and hash log (Appendix A).

On the basis of these findings I recommend that CMMC’s legal counsel consider the following actions. First, a civil claim against Mr Daley for breach of his employment contract and for misappropriation of confidential information. Second, a written notice to 360tech placing them on notice that they may be in receipt of stolen intellectual property. Third, a referral to the police for consideration under the Computer Misuse Act 1990 and the Fraud Act 2006. Fourth, a request (through the courts if needed) for disclosure of the contents of Mr Daley’s personal Google Drive account. Finally, an internal review of CMMC’s backup, access-logging and exit-procedures policy so that a single designer cannot again be left as the only person with access to work of this value.


[bookmark: _Toc228278274]Appendix A 
Simulated Hash Log
The table below records hash values generated at each stage of the investigation. Acquisition and verification hashes for each item match, which demonstrates that no data was altered during imaging (ACPO Principle 1 [1]). All hashes are MD5 and truncated SHA-256 for display; full SHA-256 values are held in the original chain-of-custody record.
	Evidence item / action
	Date / Time (UTC)
	MD5
	SHA-256 (first 32 chars)

	Original drive image (RDaley_WS01.E01) – acquisition
	2026-02-15 09:22:41
	a3f7c2e19b4d8f6a1c5e0b3d7f9a2c4e
	e7b3d1f4a9c2e6b8d0f5a3c7e1b4d8f6

	Original drive image – verification
	2026-02-15 09:23:15
	a3f7c2e19b4d8f6a1c5e0b3d7f9a2c4e
	e7b3d1f4a9c2e6b8d0f5a3c7e1b4d8f6

	Decrypted volume image (RDaley_WS01_decrypted.E01)
	2026-02-15 10:45:33
	d8e2f5a1b7c3d9e4f6a0b2c8d1e5f7a3
	f1a4d7e0b3c6f9a2d5e8b1c4f7a0d3e6

	Working copy (analysis image)
	2026-02-15 11:02:18
	d8e2f5a1b7c3d9e4f6a0b2c8d1e5f7a3
	f1a4d7e0b3c6f9a2d5e8b1c4f7a0d3e6

	Carved file: f0012944.ma
	2026-02-17 14:33:07
	b1c4d7f0a3e6b9c2d5f8a1e4b7c0d3f6
	c8d1e4f7a0b3c6f9d2e5a8b1c4f7d0e3

	Carved file: f0018736.ma
	2026-02-17 14:33:42
	e5a8b1c4f7d0e3a6b9c2f5d8a1e4b7c0
	a0b3c6f9d2e5a8b1c4f7d0e3a6b9c2f5

	Browser history export (Chrome_History.sqlite)
	2026-02-18 09:11:55
	f7d0e3a6b9c2f5d8a1e4b7c0d3f6a9c2
	d5e8a1b4c7f0d3e6a9b2c5f8d1e4a7b0

	Final report package
	2026-03-01 16:00:00
	c2f5d8a1e4b7c0d3f6a9b2e5a8d1c4f7
	b9c2f5d8a1e4b7c0d3f6a9b2e5a8d1c4



Examiner: Pawel Waszak, CHFI, CEH. Signed digitally 1 March 2026.
Appendix B
Professional Invoice



PAWEL WASZAK FORENSICS LTD
Digital Forensics • Incident Response • Expert Witness Services
123 Forensics Lane, London, EC2A 1NT • Tel: +44 (0)20 7123 4567 • pawel@waszakforensics.co.uk
INVOICE
Invoice Number: PWF-2026-0042
Date: 1 March 2026
Payment Terms: Net 30 days
Bill To: Cyfusion Mobile Manufacturing Company (CMMC), Attn: Ms Ker Walters, CEO, 45 Innovation Drive, London, EC1V 9HQ
Matter: Forensic Investigation – Case CMMC-2026-0042 (Rich Daley)
	Description
	Hours
	Day Rate (£)
	Days
	Amount (£)

	Initial consultation and case assessment
	4
	1,500.00
	0.5
	750.00

	Evidence collection and forensic imaging (incl. BitLocker handling)
	8
	1,500.00
	1.0
	1,500.00

	Anti-forensic analysis (Eraser detection, registry, Event Logs, $UsnJrnl)
	16
	1,500.00
	2.0
	3,000.00

	File carving and data recovery (AXIOM and Autopsy)
	16
	1,500.00
	2.0
	3,000.00

	Browser artefact analysis and cloud evidence extraction
	12
	1,500.00
	1.5
	2,250.00

	Timeline reconstruction and evidence correlation
	8
	1,500.00
	1.0
	1,500.00

	Report writing and documentation
	12
	1,500.00
	1.5
	2,250.00

	Expert testimony preparation
	8
	1,500.00
	1.0
	1,500.00

	Software licensing (FTK Imager Pro, AXIOM) – per-case share
	–
	–
	–
	800.00

	Hardware and consumables (write-blocker rental, storage)
	–
	–
	–
	350.00

	Subtotal
	
	
	
	16,900.00

	VAT at 20%
	
	
	
	3,380.00

	TOTAL DUE
	
	
	
	20,280.00



Payment Details: Barclays Business Banking • Account Name: Pawel Waszak Forensics Ltd • Sort Code: 20-45-67 • Account No: 12345678 • IBAN: GB29 BARC 2045 6712 3456 78
Notes: The day rate of £1,500 is in line with standard UK rates for CHFI / CEH-certified forensic consultants. Court attendance, if required, will be billed separately at the same day rate. All work has been carried out in accordance with ACPO guidelines and ISO/IEC 17025 laboratory principles. Professional indemnity insurance is in place to £5,000,000.
Pawel Waszak, CHFI, CEH – Director, Pawel Waszak Forensics Ltd.
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