Peter Evans 1810610
Lab2 – Security Lab
1. Application in CyberOps - Idle, SciTE, WireShark
2. IP Address of Virtual Machine - 192.168.10.132
3. Tested Google and DuckDuckGo
4. Advantages of using a VM. 

Mininet
Host H1 –
IP: 10.0.0.11/24
MAC: fa:9a:57:2d:07:07

Host H2 –
IP:10.0.0.12/24
MAC: ea:09:44:7a:40:73

After running wireshark on H1 and inspecting the ICMP packet both the source and destination MAC addresses are correct and relate to H1 and H2 respectively. 

Host H4 –
IP: 172.16.0.40/12
MAC: 4e:f9:51:4d:f2:e1

Router1 Eth2 -
IP: 172.16.0.1/12
MAC: Fa:bb:85:86:64:e2

Router1 Eth1 -
10.0.0.1/24
MAC: 2a:f1:24:12:c2:a1

Ping Device H4 from H1
Source IP: 10.0.0.11 (H1)
Source MAC: fa:9a:57:2d:07:07
Destination IP: 172.16.0.40 (H4)
Destination MAC: 2a:f1:24:12:c2:a1 (Router1 Eth1)











Traceroute to www.afrinic.net
[image: ]

www.apnic.net Doing a traceroute to this address didn’t retrieve its origin address. The tracert used a local CDN (content delivery network) in this case cloudflare – 104.18.235.68

[image: ]

www.ripe.net traceroute displayed hops in the UK before timing out.
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www.lacnic.net traceroute started with hops in the UK before hopping to the US (Herndon) then hops to Uruguay. 
[image: ]

The IP address was entered into WHOIS.com to retrieve country information.


Packet Examination

The destination address is ff:ff:ff:ff:ff:ff which is a broadcast address. This means the local host is sending a request to all devices (broadcast) to ask who is 192.168.1.1.

The host sends a broadcast ARP before pinging because it doesn’t have an local ARP record for the device it is trying to ping. The ARP record records an IP address against a MAC address. As we are pinging an IP on a layer 2 network the host needs to know the destinations MAC address. The ARP broadcast asks who is IP x.x.x.x. the device repsonds to the request saying I am IP x.x.x.x and my MAC is x:x:x:x:x:x:x:
The MAC of the source is f4:8c:50:62:62:6d which is the PC sending the ping
Vendor ID is IntelCor OUI F4:8C:50. The first part of the MAC is the Vendor OUI. The last 6 hex numbers are the serial number 62:62:6d.


Mininet Wireshark
1. Host H3 –
a. IP: 10.0.0.13
b. MAC: 7e:31:eb:98:d4:a0
2. Entering the command netstat -r shows the following
[image: ]
It doesn’t display the default gateway but using other commands the gateway is 10.0.0.1

3. Unable to run command wireshark-gtk &
[image: ]
Running wireshark & worked

Pinging 10.0.0.1

4. Source MAC address-
MAC: 7e:31:eb:98:d4:a0

5. Frame type = IPv4 0x0800
6. Source IP address –
IP: 10.0.0.13
7. Destination IP address –
IP: 10.0.0.1


Ping from H3 to 172.16.0.40

Source MAC: 7e:31:eb:98:d4:a0
Destination MAC: e2:be:50:f9:62:64

Source IP: 10.0.0.13
Destination IP: 172.16.0.40

Wireshark preamble field.
1. Preamble is used to synchronise the data sample of an incoming packet. It is to inform the receiving ethernet device that data is incoming.
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rracing route to ripe.net [193.0.6.139]
ver a maximum of 36 hops:

1 <dms  <Ims  <1ms Swynol-USG [192.168.16.1]
2 2ms  1ms  2ms 172.16.16.9

R * *  Request timed out.

4  8ms  8ms  9ms 31.55.187.184

5 7ms  7ms  7ms corel-hug-17-6-5.southbank.ukcore.bt.net [195.99.127.182]
6 8ms  8ms  9ms 169.150.252.146

7 16ms 21ms 9 ms 166-49-209-132.gia.bt.net [166.49.209.132]

8 13ms 12 ms 14 ms t2c3-et-7-3-0.nl-ams2.gia.bt.net [166.49.195.174]

° = * *  Request timed out.

0 * *  Request timed out.

1 o= * *  Request timed out.

12 * *  Request timed out.

FER * *  Request timed out.

1 * = *  Reguest timed out.
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Tracing route to lacnic.net
over a maximum of 30 hops:
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Swynol-USG [192.168.10.1]
172.16.16.9

Request timed out.

31.55.187.176

host213-121-192-98.ukcore.bt..net [213.121.192.98]
peers-et-6-0-5. telehouse. ukcore. bt .net [169.159.252.186]
166-49-214-168. gia. bt .net [166.49.214.168]
63.218.207.21

Request timed out.

HundredGe-6-6-1-bre2.nyce6. pccubtn.net [63.218.222.86]
63-218-223-54. static.pccwglobal .net [63.218.223.54]
xe-4-2-1-6.corel.nu.registro.br [260.166.0.180]
Xe-0-6-6.ar3.nu.registro.br [200.160.6.249]
2€6-0.gu1.jd.lacnic.net [200.166.0.212]

200.3.12.34

registro.lacnic.net [260.3.14.16]
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10.0.0.1 ping statistics =
2 packets transwitted, 2 received, 07 packet loss, tine 10ldns
rtt min/ava/nax/ndey = 0,037/0,041/0,045/0,004 ns’
[rootsectps analyst]W netstat -+

Kernel IP routing table

Destination  Gateuay Genmask. Flags  SS Window irtt Iface
default _gateuay 0.0,0.0 0 00 0 Ka-etho
10,0,0,0 0.0,0,0 295,265,265.,0 U 00 0 Ha-etho

[root@secOps analyst]s |
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trootiiseclps analystI¥ wireshark-gtk &
[1] 1643
[root@secOps analyst]# bash: wireshark-gtks command not found
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Tracing route to www.apnic.net.cdn.cloudflare.net [164.18.235.68]
over a maximum of 30 hops:

<ams  <ams <

1ms 1ms

1 ms  Swynol-USG [192.168.10.1]
2 ms 172.16.16.9
*  Request timed out.
8ms  8ms  8ms 31.55.187.184
7ms  8ms 7 ms 213.121.192.168
8ms  8ms  8ms peer7-et-3-1-5.telehouse.ukcore.bt.net [169.159.252.236
* * 54 ms 109.159.253.95

7 ms 104.18.235.68
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