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1. [bookmark: _Toc155906887]Curriculum Overview
The Information Assurance and Security curriculum is a comprehensive course designed to equip students with the foundational knowledge and practical skills required to navigate the complex landscape of securing information assets. This curriculum encompasses a broad spectrum of topics, ranging from the fundamental principles of information assurance to advanced concepts in digital forensics, security governance, risk management, and security assessment. The course is tailored for a Level 4 students pursuing CertHE Programme at UWTSD. It is designed to individuals seeking a robust understanding of information security principles, making it suitable for both those new to the field and professionals looking to enhance their expertise.
The curriculum covers a diverse range of topics critical to information assurance and security, including Fundamental Concepts, which establish a solid foundation in the principles and practices of information assurance. Digital Forensics, that introduce methodologies for investigating and analysing digital incidents. Security Governance and Risk Management, which addresses organizational frameworks and strategies for effective security governance and risk mitigation. Security Models, Design, and Capabilities that explore the conceptualization and implementation of secure systems. Security Vulnerabilities, Threats, and Countermeasures which analyse common vulnerabilities, potential threats, and countermeasures to safeguard information assets. Information Assurance Measurements and Metrics, that introduce the understanding of the metrics and measurements used to assess the effectiveness of information assurance strategies. Network Security, which examine the principles and techniques to secure networks against cyber threats. Finally, Security Assessment and Testing, which delves into methodologies for assessing and testing the security posture of systems and networks.
The course is typically structured as a semester-long program, with lectures, labs, and assessments distributed throughout the academic term. Each topic is strategically organized to build upon the preceding concepts, ensuring a progressive and cohesive learning experience. Moreover, the course is conducted in traditional classroom settings, supported by hands-on labs and interactive sessions. Additionally, the curriculum may incorporate virtual learning environments, allowing students to engage with practical exercises and simulations. Guest lectures from industry experts will be invited to cover one of the topics which will enhance the learning experience, providing real-world insights.
Furthermore, the course logistics includes, instructor, who is an experienced faculty member with expertise in information assurance and security. Materials, such as textbooks, online resources, and hands-on tools to support theoretical and practical learning. Finally, assessment which will be a continuous evaluation through exams, assignments, and practical projects to be submitted toward the end of the semester.
Upon the completion of this course, students will possess a well-rounded skill set, ready to tackle challenges in information security, risk management, and related fields. The curriculum ensures that learners are not only equipped with theoretical knowledge but also with hands-on experience to thrive in a dynamic and ever-evolving security landscape.
2. [bookmark: _Toc155906888]Curriculum Rationale
In today's interconnected and digitised world, the ubiquity of information technology underscores the critical need for robust measures to safeguard sensitive information and ensure the integrity of digital systems (Möller, 2020). The Information Assurance and Security curriculum is designed to address the escalating challenges and complexities associated with securing information assets, networks, and systems. This curriculum's existence is crucial for several compelling reasons.
The rapid evolution of cyber threats poses an ever-increasing risk to individuals, organizations, and nations (Fadziso et al., 2023). Cybersecurity breaches can result in severe consequences, including financial losses, reputational damage, and compromises to national security (Sharif and Mohammed, 2022). In addition, the widespread integration of information technology into various aspects of daily life, business operations, and critical infrastructure necessitates a proactive and comprehensive approach to safeguarding digital assets (Saraswat and Meel, 2022).
Governments and regulatory bodies worldwide are continually enacting stringent data protection laws and standards (Rustad and Koenig, 2023). Compliance with these regulations is imperative for organizations to avoid legal consequences and protect the privacy of individuals (Marotta and Madnick, 2021). As technology advances, so do the capabilities of cyber threats (Bonaci et al., 2022). Hence, the curriculum addresses the need for professionals who are well-versed in cutting-edge security measures, technologies, and strategies to counteract emerging threats effectively.
On the other hand, cyber attackers are becoming increasingly sophisticated, employing advanced techniques to exploit vulnerabilities (Aslan et al., 2023). In addition, modern organizations heavily rely on information systems for their day-to-day operations (Genovino, 2023). The compromise of these systems can disrupt business continuity, making it imperative for organizations to invest in skilled professionals to secure their digital infrastructure (Zadeh, Jeyaraj and Biros, 2020). Furthermore, the interconnected nature of the global economy means that a security breach in one part of the world can have cascading effects (Lehto, 2022). 
As such, the curriculum equips students with the skills needed to understand, prevent, and respond to these evolving threats. It also addresses the need for professionals with a global perspective on cybersecurity challenges and solutions. Additionally, the curriculum is informed by industry best practices and frameworks such as ISO/IEC 27001, NIST Cybersecurity Framework, and CIS Controls, ensuring alignment with established standards (Calder, 2018; Groš, 2021; Podrecca et al., 2022). Research articles and case studies on recent cyber threats and their impact on organizations provide real-world context and relevance (Perwej et al., 2021). Collaboration with industry experts, practitioners, and cybersecurity professionals ensures that the curriculum remains up-to-date and reflects current industry needs (Humayun et al., 2020).
In short, the Information Assurance and Security curriculum is a proactive response to the pressing need for skilled professionals who can navigate the complex and dynamic landscape of cybersecurity (Shoemaker, Kohnke and Sigler, 2020). By equipping students with the knowledge and practical skills necessary to mitigate risks, detect vulnerabilities, and respond to security incidents, the curriculum serves as a cornerstone for building a resilient and secure digital future (Mishra et al., 2019).
3. [bookmark: _Toc155906889]Curriculum Aims and Learning Outcomes
The curriculum is meticulously designed to achieve a set of overarching aims and learning outcomes that collectively prepare students to navigate the complexities of the dynamic cybersecurity landscape. 
[bookmark: _Toc155906890]3.1 Curriculum Aims
At the heart of the curriculum's aspirations is the goal of providing students with a comprehensive understanding of the multidimensional field of information assurance and security. The course seeks to instil a deep understanding for the fundamental principles that underpin secure information systems. This foundational knowledge is complemented by a strong emphasis on practical skills, aiming to equip students with the technical proficiency required to implement security measures, conduct risk assessments, and respond effectively to cybersecurity incidents.
Furthermore, the course aims to foster critical thinking and problem-solving skills. By presenting students with diverse and complex security scenarios, the curriculum encourages them to analyse, strategize, and apply their knowledge in developing effective cybersecurity solutions. In doing so, it cultivates the ability to make informed decisions and address emerging challenges with resilience and adaptability.
Moreover, ethical considerations are at the forefront of the curriculum's aims, emphasizing the importance of responsible and lawful cybersecurity practices. The curriculum seeks to shape graduates who are not only technically proficient but who also possess a strong ethical compass, understanding the broader implications of their actions on individuals, organizations, and society.
In addition, effective communication is another pivotal aim. The program recognizes the importance of cybersecurity professionals being able to convey complex technical information to a range of stakeholders. As such, it aims to enhance students' communication skills, ensuring they can articulate cybersecurity concepts and strategies in a manner accessible to both technical and non-technical audiences.
Lastly, the course aims to instil a sense of adaptability and a commitment to lifelong learning. Given the rapidly evolving nature of the cybersecurity landscape, graduates are encouraged to remain proactive in staying abreast of emerging threats, technologies, and best practices. Therefore, the curriculum aims to develop professionals who see learning as a continuous journey and who are well-prepared to adapt to new challenges throughout their careers.
[bookmark: _Toc155906891]3.2 Learning Outcomes
The learning outcomes of the Information Assurance and Security course are a tangible reflection of the curriculum's comprehensive aims. Students are expected to showcase in-depth knowledge in the field, demonstrating a command of fundamental concepts, theories, and principles. They should be proficient in the practical application of this knowledge, employing a range of cybersecurity tools and technologies to secure information systems effectively.
Toward the end of this course, students are expected to assess security vulnerabilities and risks critically. Students should be capable of making ethical decisions, understanding the wider implications of their actions, and contributing to the development of a secure digital environment. Moreover, they are expected to foster collaboration and teamwork, recognizing the importance of cybersecurity professionals working effectively in multidisciplinary teams.
In addition, students are also expected to be able to apply their theoretical knowledge to practical scenarios, showcasing a commitment to industry best practices and standards. Lastly, the program aspires to instil a global perspective, making graduates cognizant of the diverse cultural, legal, and geopolitical factors that influence cybersecurity challenges and solutions.
4. [bookmark: _Toc155906892]Curriculum Alignment with UK Professional Standards Framework
The Information Assurance and Security curriculum has been meticulously crafted to align with and surpass the standards set forth by the UK Professional Standards Framework (UKPSF) (Advance-He, 2011). The curriculum’s development process was driven by a commitment to meeting the criteria of the UKPSF as shown below:
[bookmark: _Toc155906893]4.1 Areas of Activity
A1:
The curriculum excels in this area by carefully designing and planning learning activities that encompass theoretical knowledge and practical applications. Each module is structured to provide a progressive and coherent learning experience. The curriculum includes a variety of activities, such as lectures, hands-on labs, case studies, and collaborative projects, ensuring a diverse range of learning opportunities. 
A2:
The curriculum fosters an inclusive learning environment where students are encouraged to collaborate and share their perspectives. Additionally, the curriculum recognises the importance of supporting diverse learning styles and needs, offering additional resources and support to ensure that all students can thrive.
A3:
Various assessment methods, including exams, practical assignments, and projects, will be used to evaluate students' understanding and application of information assurance and security principles. Feedback mechanisms are designed to be constructive and timely, providing students with clear guidance on their progress and areas for improvement. 
A4:
The curriculum prioritises the creation of effective learning environments by integrating state-of-the-art resources and technologies. Student support and guidance are embedded throughout the curriculum, ensuring that students have access to academic and pastoral support. Additionally, the curriculum also encourages peer support and collaborative learning, fostering a sense of community among students.
A5:
The curriculum is designed to incorporate the latest research and industry trends, ensuring that educators remain at the forefront of information assurance and security developments. By the end of the course, an evaluation of the curriculum based on the students’ feedback will be conducted for improvement and refinement.
[bookmark: _Toc155906894]4.2 Core Knowledge
K1:
The curriculum encompasses a deep understanding of the information assurance and security domain. Core topics, including digital forensics, risk management, security vulnerabilities, threats and countermeasures, network security are thoroughly explored. The curriculum reflects a commitment to staying current with the rapidly changing field, ensuring that students graduate with up-to-date and relevant knowledge.
K2:
The curriculum employs a variety of teaching methods tailored to the intricacies of information assurance and security. Lectures, practical labs, case studies, and collaborative projects cater to different learning styles, providing a well-rounded educational experience. Assessment methods are carefully aligned with the subject's nature, incorporating practical assignments, exams, and projects to evaluate students' understanding and application of security principles. 
K3:
The curriculum acknowledges that students in information assurance benefit from a mix of theoretical and practical approaches to grasp complex security concepts effectively. Real-world scenarios and case studies are integrated to enhance practical understanding.
K4:
The curriculum recognises the value of hands-on experience with the technologies relevant to the field, ensuring that students are familiar with the tools and practices commonly used in information assurance and security roles. Virtual learning environments, simulation tools, and security software are seamlessly integrated to augment traditional teaching methods.
K5:
Student feedback, peer reviews, and self-reflection contribute to the assessment of teaching effectiveness. Regular reviews of course outcomes, coupled with adjustments based on the evolving nature of the field, ensure that the curriculum remains aligned with the educational needs of students pursuing information assurance and security studies.
K6:
The curriculum adheres to institutional quality assurance processes, ensuring it is regularly reviewed and updated. Continuous professional development opportunities for educators are integrated to enhance teaching practices, aligning with the commitment to quality enhancement in the academic and professional aspects of information assurance and security education.
[bookmark: _Toc155906895]4.3 Professional Values
V1:
The curriculum is designed to cater to diverse learning styles and backgrounds. Inclusive teaching methods, such as varied assessment formats and collaborative projects, acknowledge the unique strengths and perspectives each learner brings to the program. 
V2:
The curriculum encourages participation from individuals with varying backgrounds and experiences. In doing so, it fosters an inclusive atmosphere that values equality of opportunity, ensuring that all learners, regardless of their background, have the chance to excel in the field of information assurance and security.
V3:
Ongoing research will be carried out to ensure that the curriculum remains current and aligned with the latest advancements in information assurance and security. By incorporating evidence-informed practices, the curriculum not only reflects the current state of the field but also instils in students a commitment to staying up to date of evolving trends throughout their careers.
V4:
The curriculum emphasises the broader implications of information assurance and security, including ethical, legal, and societal considerations. Through case studies and real-world scenarios, students are encouraged to critically evaluate the implications of their professional practice within the wider societal and global context.
5. [bookmark: _Toc155906896]Curriculum Timetable and Delivery Structure
The Information Assurance and Security curriculum have been meticulously designed to provide students with a comprehensive and contemporary understanding of crucial concepts in the field. The adapted scheme of work is structured to cover a diverse range of topics emphasising on hands-on learning, integrating practical exercises and case studies to apply theoretical knowledge to real-world scenarios (Reece et al., 2007). Additionally, the curriculum aligns with UK professional standards framework (Advance-He, 2011). The scheme of work for the developed curriculum is as followed:

	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Name of Module:
	INFORMATION ASSURANCE AND SECURITY

	Module Code:
	IAS0001

	Names of academic staff (Qualification):
	Dr. Redhwan Al-amri
BSc. MSc. PhD in Computer Security

	Rationale for the inclusion of the module in the programme:
	The objective of this module is to teach and introduce to learners, the fundamental concepts and principles of information assurance.

	Semester and Year offered:
	Level 4 Semester 1
Semester: Jan 2024

	Total Student Learning Time
(SLT):

	L=Lecture
T=Tutorial
P=Practical
O=Others
	Face to Face / Guided Learning
	

Independent Learning
	Total Guided and Independent Learning (TGIL)

	
	
	L
	T
	P
	O
	L
	T
	P
	O
	

176

	
	
	
28
	
16
	
16
	
3
	
56
	
16
	
0
	
41
	

	Credit Value:
	 15

	Prerequisite (if any):
	None

	Learning Outcomes:

	At the end of this course, learners should be able to: 
1. Acquire a comprehensive understanding of the fundamental concepts, theories, and principles of information assurance, digital forensics, security governance, risk management, and related fields.
2. Demonstrate proficiency in utilising a range of cybersecurity tools and technologies to implement security measures, conduct risk assessments, and respond to security incidents.
3. Apply critical thinking skills to analyse security vulnerabilities, assess risks, and develop effective countermeasures in diverse organizational contexts.
4. Make ethical decisions in the practice of information assurance and security, considering the broader implications of actions on individuals, organizations, and society.
5. Apply theoretical knowledge to practical scenarios, designing and implementing security solutions that align with industry best practices and standards.
6. Understand the global implications of cybersecurity challenges and solutions, demonstrating awareness of diverse cultural, legal, and geopolitical factors.


	Transferable Skills: 

	Practical skills, critical thinking and problem-solving skills, lifelong learning, and information learning skills. 

	Teaching-Learning and Assessment strategies: 

	
	MQF Skills
	Teaching and Learning activities
	Type of Assessment

	Knowledge
	Lecture, Tutorial
	Written Tests

	Practical Skills
	Labs
	Assignments

	Problem solving and scientific skills
	Case study, project, Tutorial, Group work
	Project & Presentation




	Synopsis:

	This course introduces learners to the fundamental concepts and principles of information assurance, digital forensics, security governance, risk management, security models, design and capabilities, security vulnerabilities, threats and countermeasures, information assurance measurements and metrics, network security and security assessment and testing.

	Mode of Delivery:
(Lecture, Tutorial, Workshop, Seminar)
	Lecture, Tutorial, Lab, Case Study, Project, and Group Work.

	Assessment Methods and Types:
		Type of Assessment / Assessment Components:
	Assessment Method
	Length/
duration
	Preparation time
	Total Time = (Duration + Preparation time)
	Percentage (%)

	Test
	Written Test
	1
	5
	6
	10

	
	Final Exam
	
	
	
	30

	Project
	Project 
	0
	15
	15
	25

	
	Project Presentation 
	0
	3
	3
	5

	Assignment
	Theoretical Assignment 
	0
	9
	9
	15

	
	Practical Assignment 
	0
	9
	9
	15

	TOTAL
	
	
	
	
	100 %




	Professional Standards 
	· Areas of Activity:
A1, A2, A3, A4, A5 
· Core Knowledge:
K1, K2, K3, K4, K5, K6
· Professional Values:
V1, V2, V3, V4

	Content Outline of the Module and the SLT per Topic:




		#
	Topic and Content
	Teaching Activity 
	Resources 
	Face to Face / Guided Learning
	

Independent Learning
	Total Guided and Independent Learning (TGIL)
	

	
	
	
	
	L
	T
	P
	O
	L
	T
	P
	O
	

[no of hours]
	

	1
	Information Assurance Basics
· Developing an Information Assurance Strategy
· The need for Information Assurance
· The MSR Model of information assurance
· Information security
· Information protection
· Cybersecurity
	· Introduction to Information Assurance (15 minutes)
· Developing an Information Assurance Strategy (20 minutes)
· The Need for Information Assurance (15 minutes)
· The MSR Model of Information Assurance (20 minutes
· Information Security and Protection (20 minutes)
· Cybersecurity Fundamentals (20 minutes)
· Q&A Session (20 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Case studies or real-world examples related to Information Assurance.
	  2
	2
	
	
	4
	2
	
	
	10
	

	2
	Information Assurance Principles
· Information Assurance Concepts
· Defence in depth
· Confidentiality, integrity and availability
· Nonrepudiation and authentication
· Assets, threats, vulnerabilities, risks and controls
· Protection mechanisms
	· Introduction to Information Assurance Concepts (15 minutes)
· Defence in Depth (20 minutes)
· CIA Triad: Confidentiality, Integrity, and Availability (20 minutes)
· Nonrepudiation and Authentication (20 minutes)
· Assets, Threats, Vulnerabilities, Risks, and Controls (20 minutes)
· Protection Mechanisms (20 minutes)
· Q&A Session (25 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Interactive demonstration tools (e.g., security diagrams, simulation software).
	   2
	2
	
	
	4
	2
	
	
	10
	

	3
	Digital Forensics
· Importance of computer forensics
· Prerequisites of a computer forensic examiner
· Forensic skills
· Supplemental forensic skills
· Rules of computer forensics
· Chain of custody
· Computer forensic steps
· Rules of evidence
· Computer forensics team
	· Introduction (15 minutes)
· Prerequisites and Skills (20 minutes)
· Rules of Computer Forensics (15 minutes)
· Chain of Custody (15 minutes)
· Computer Forensic Steps (20 minutes)
· Rules of Evidence (15 minutes)
· Computer Forensics Team (15 minutes)
· Q&A Session (15 minutes)
	· Classroom with computers (for each student or group).
· Digital forensics software tools (e.g., EnCase, Forensic Toolkit).
· Case scenario with mock evidence (digital storage devices, files, etc.).
· Whiteboard or flip chart.
	   2
	
	6
	
	4
	0
	0
	
	12
	

	4
	Security governance through principles and policies
· Apply security governance principles.
· Develop and implement documented security policies.
· Understand and apply threat modelling.
· Integrate security risk considerations into acquisition strategy and practice
	· Introduction to Security Governance Principles (20 minutes)
· Development and Implementation of Security Policies (30 minutes)
· Understanding and Applying Threat Modelling (30 minutes)
· Integration of Security Risk Considerations in Acquisition (30 minutes)
· Q&A Session (20 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Examples of security policies.
· Threat modelling tools or templates.
· Case studies related to security risk considerations in acquisitions.
	   2
	2
	
	
	4
	2
	
	
	10
	

	5
	Risk Management Concepts
· Security Governance
· Understanding and applying risk management concepts
· Identify threats and vulnerabilities.
· Risk assessment / analysis
· Risk assessment / acceptance
· Countermeasure selection and assessment
· Establish and manage information security education, training and awareness
	· Introduction to Risk Management (15 minutes)
· Security Governance in Risk Management (20 minutes)
· Understanding and Applying Risk Management Concepts (20 minutes)
· Identifying Threats and Vulnerabilities (15 minutes)
· Risk Assessment/Analysis (20 minutes)
· Risk Assessment/Acceptance (15 minutes)
· Countermeasure Selection and Assessment (20 minutes)
· Establishing and Managing Information Security Education, Training, and Awareness (20 minutes)
· Q&A Session (15 minutes)

	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Examples of risk assessments and countermeasure selection.
· Case studies related to risk management in information security.
	4
	4
	
	
	8
	4
	
	
	20
	

	6
	Principles of security models, design, and capabilities
· manage engineering processes using secure design principles.
· Understand the fundamental concepts of security models.
· Bell la-padula model
· Biba model
· Brewer and nash model
· Select controls and countermeasures.
· Understanding security capabilities of information systems
	· Introduction to Secure Design Principles (15 minutes)
· Fundamental Concepts of Security Models (20 minutes)
· Bell-LaPadula Model (20 minutes)
· Biba Model (20 minutes)
· Brewer and Nash Model (20 minutes)
· Selecting Controls and Countermeasures (20 minutes)
· Understanding Security Capabilities of Information Systems (25 minutes)
· Q&A Session (20 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Examples of security model applications.
· Case studies related to secure design principles.
	4
	4
	
	
	8
	4
	
	
	20
	

	7
	Security Vulnerabilities, Threats, and Countermeasures
· Assess and mitigate security vulnerabilities.
· Client based.
· Server based.
· Database security
· Essential security protection mechanisms
· Common architecture flaws and security issues
	· Introduction to Security Vulnerabilities (15 minutes)
· Assess and Mitigate Security Vulnerabilities (20 minutes)
· Client-Based Security (20 minutes)
· Server-Based Security (20 minutes)
· Database Security (20 minutes)
· Essential Security Protection Mechanisms (20 minutes)
· Common Architecture Flaws and Security Issues (25 minutes)
· Q&A Session (20 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Examples of security vulnerabilities and countermeasures.
· Case studies related to security issues in client-based, server-based, and database systems.
	   4
	
	4
	
	8
	0
	
	
	16
	

	8
	Secure Communications and Network Attacks
· Network and Protocol Security Mechanisms
· Manage email security
· Remote access security management
· Prevent or mitigate network attacks
	· Secure Communication Protocol Implementation Exercise (60 minutes)
· Group Discussion and Protocol Presentation (30 minutes)
· Network Attack Mitigation Exercise (45 minutes)
· Individual Reflection and Discussion (15 minutes)
· 
	· Secure communication protocol guidelines.
· Examples of network attack scenarios.
· Flip chart or whiteboard for group discussions.
· Pen and paper for individual reflections.
	4
	
	4
	
	8
	0
	
	
	16
	

	9
	Information Assurance Measurements and Metrics
· Importance of information assurance measurement
· Information assurance measurement process
· Importance of information assurance metrics
· Information assurance metrics program

	· Introduction to Information Assurance Measurements and Metrics (15 minutes)
· Importance of Information Assurance Measurement (20 minutes)
· Information Assurance Measurement Process (20 minutes)
· Importance of Information Assurance Metrics (20 minutes)
· Information Assurance Metrics Program (25 minutes)
· Q&A Session (20 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Examples of information assurance metrics.
· Case studies related to information assurance measurement processes.
	2
	2
	
	
	4
	2
	
	
	10
	

	10
	Security Assessment and Testing
· Security assessments
· Security audits
· Performing vulnerability assessments
· Implementing security management processes
	· Introduction to Security Assessment and Testing (15 minutes)
· Security Assessments vs. Security Audits (20 minutes)
· Performing Vulnerability Assessments (20 minutes)
· Implementing Security Management Processes (25 minutes)
· Demonstration of Security Assessment Tools (25 minutes)
· Q&A Session (20 minutes)
	· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Examples of security assessment tools.
· Case studies related to security testing and assessments.
	2
	0
	2
	
	4
	0
	
	
	8
	

	
	Total
	
	
	28
	16
	16
	
	56
	16
	0
	
	
	

	
	Total Independent and Guided Learning
	
	
	Face to Face Learning
	Independent Learning
	
	

	
	Lecture
	
	
	28
	56
	
	

	
	Tutorial
	
	
	16
	16
	
	

	
	Lab
	
	
	16
	0
	
	

	
	Assignment 1
	
	
	0
	9
	
	

	
	Assignment 2 
	
	
	0
	9
	
	

	
	Test 1
	
	
	1
	5
	
	

	
	Project
	
	
	0
	18
	
	

	
	Final Examination
	
	
	2
	0
	
	

	
	Total
	
	
	63
	113	
	
	

	
	Total Student Learning Time (SLT)
	
	
	176
	
	

	
	Credit Hours
	
	
	15
	
	




	Essential Reading list:
	1. Mike Chapple, James Michael Stewart, Darril Gibson (2018), (ISC)2 CISSP Certified Information Systems Security Professional Official Study Guide 
2. Corey Schou (2014). Information Assurance Handbook: Effective Computer Security and Risk Management Strategies, 1st edition. McGraw-Hill Education.

	Additional Reading list:
	1. Alan Calder, Steve Watkins (2019), IT Governance: An International Guide to Data Security and ISO27001/ISO27002, 7th Edition, Kogan Page 
2. Whitman, M.E. and Mattord, H.J. (2016). Management of Information Security, 5th  Edition, Cengage  Learning 
3. Whitman, M.E. and Mattord, H.J. (2014). Principles of Information Security,   5th  Edition, Cengage  Learning 


6. 
7. [bookmark: _Toc155906897]Curriculum Assessment strategy
The curriculum assessment strategy incorporates a variety of assessment methods that align with the curriculum's learning outcomes and the dynamic nature of the information assurance domain. The assessment strategy aims to provide a holistic view of students' capabilities, preparing them for diverse roles in the cybersecurity landscape. 
[bookmark: _Toc155906898]6.1 Examinations
Written examination will assess students' theoretical knowledge across key areas of information assurance and security. These assessments are designed to evaluate students' ability to recall and apply fundamental concepts, theories, and principles. They will be conducted in a form of written test as well as a final exam.
[bookmark: _Toc155906899]6.2 Project
Collaborative and individual projects provide students with opportunities to delve into specific aspects of information assurance and security. Group project will be used, which requires the learners to analysing case study. This assessment method fosters critical thinking, problem-solving, and research skills.
[bookmark: _Toc155906900]6.3 Presentations
Group presentation is required as part of the students’ group project assessment to assess their communication skills and their ability to convey complex technical information to diverse audiences.
[bookmark: _Toc155906901]6.4 Theoretical Assignment
This assignment requires students to apply their theoretical knowledge to real-world scenarios. The tasks will include designing secure systems, conducting risk assessments, and implementing security measures. This will be treated as an individual assignment that the student will be submitted toward the end of the course.
[bookmark: _Toc155906902]6.5 Practical Assignment
Practical lab assessment will be used to evaluate students' proficiency in using cybersecurity tools, responding to security incidents, and implementing security measures. This hands-on assignment will be submitted individually toward the end of the course.
8. [bookmark: _Toc155906903]Curriculum Effective Consideration
The curriculum for Information Assurance and Security demonstrates a strategic and effective consideration of skills and knowledge development opportunities, encompassing both subject-specific expertise and broader transferable skills for a Level 4 students pursuing CertHE Programme at UWTSD. Subject-specific skills are cultivated through hands-on experiences, practical labs, and simulations that immerse CertHE students in the intricacies of cybersecurity tools, risk assessment methodologies, security architecture, and incident response protocols. 
The curriculum goes beyond technical proficiency, recognizing the importance of wider transferable skills. Communication and presentation skills are honed through diverse assignments, encouraging CertHE students to articulate complex security concepts clearly. Critical thinking and problem-solving abilities are nurtured through case studies and projects, fostering an analytical mindset. Collaborative projects promote teamwork, while ethical considerations are woven throughout the curriculum, instilling a sense of responsibility and integrity. Adaptability is cultivated through exposure to evolving threats, and continuous learning is emphasised to keep CertHE students abreast of the latest developments in the dynamic field of information assurance and security. This comprehensive approach ensures that CertHE students not only possess specialized knowledge but also a versatile skill set, positioning them as adept and well-rounded professionals in the cybersecurity landscape.
[bookmark: _Toc155906904]References
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Lesson Plan

	Topic: Security Governance Through Principles and Policies
	Class: Level 4 CertHE


	Date:  08 /01/ 2024

	Length of lesson: 2 Hours 
	Number of students: 17

	Resources required:

· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Case studies related to risk management.
· Templates for risk assessment and analysis.


	Aim of Lesson

Upon completion of this lesson, students should be able to:

· Understand the Security Governance Through Principles and Policies


	Learning Outcomes – The Learners Should Be Able To:

· Apply security governance principles to enhance organizational security.
· Develop and implement effective security policies.
· Understand and apply threat modelling in the context of security governance.
· Explore the integration of security risk considerations into acquisition strategy and practice.


	Previous student knowledge required for the session:	

Understanding of following: 
· Information Assurance Basics
· Information Assurance Principles


	Anticipated difficulties (if applicable):

N/A

	Professional Standards (where are these being met within the session)
Areas of Activity 
A1 : By designing online interactive activates 
A2: By creating a Q&A session to support learners.
A3: By providing feedback on the online quiz taken.
A4: By developing effective learning environments and approaches to
student support and guidance
Core Knowledge 
K2: By designing power point slides that includes the theory as well as some visualisation to elaborate the concept.
K4: By using value of appropriate learning technologies such as online collaborate tools for assessing the students understanding. 
K5: By creating an online activates to test and evaluate the learners’ understanding of the lesson. 
Professional Values 
V1: By respecting the learning different opinions on regards to the subject materials 
V2: By given the learners equal chances in participating and asking questions.




Lesson Detail:

	
Stage 
	
Focus
	
Strategy 
	
Time 


	Introduction




	· Introduction to security governance through principles and policies

	· Overview of the importance of security governance in organizational security.
· Definition of key terms: security governance, principles, policies, threat modelling, and acquisition strategy.
	10 Minutes


 

	Development 

	· Apply Security Governance Principles
	· Explanation of key security governance principles.
· Discussion on the practical application of these principles in organizational security.
· Case studies illustrating successful implementation of security governance principles.
	20 Minutes

	
	· Develop and Implement Security Policies
	· Importance of documented security policies in ensuring a secure environment.
· Group activity: Collaborative development of a sample security policy.
· Walkthrough of the process of implementing security policies within an organization.
	20 Minutes

	
	· Understand and Apply Threat Modelling
	· Definition and significance of threat modelling in the context of security governance.
· Practical steps involved in threat modelling.
· Group exercise: Identifying threats through threat modelling for a given scenario.
	20 minutes

	
	Break
	10 minutes 

	
	· Integrate Security Risk Considerations into Acquisition
	· Discussion on the integration of security risk considerations into acquisition strategy.
· Strategies for evaluating and managing security risks during the acquisition process.
· Real-world examples of successful integration of security in acquisition.
	20 minutes

	
	· Q&A Session and Group Discussion
	· Open floor for questions and answers.
· Facilitate a group discussion on challenges and best practices in applying security governance principles and policies.
	10 minutes

	Plenary/conclusion

	· Conclusion and Recap
	· Summarize key concepts covered in the lesson.
· Reinforce the importance of security governance, policies, threat modelling, and risk considerations in a holistic security approach.
	10 minutes





	Assessment Strategies: when and how are they included within the lesson?

By the end of this 2 hours lesson, the students should have a solid understanding on security governance through principles and policies, and they would be assessed through the following: 
· Participation and engagement during group activities and discussions.
· Evaluation of individual or group contributions during the security policy development exercise.
· Quality of reflections in the optional homework assignment.



	Informal reflection (to be completed after the session)
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Lesson Plan

	Topic: Risk Management Concepts
	Class: Level 4 CertHE


	Date: 15 /01/ 2024

	Length of lesson: 2 Hours 
	Number of students: 17

	Resources required:

· Presentation slides or multimedia resources.
· Whiteboard or flip chart.
· Case studies related to risk management.
· Templates for risk assessment and analysis.


	Aim of Lesson

Upon completion of this lesson, students should be able to:

· Understand the concept of risk management.


	Learning Outcomes – The Learners Should Be Able To:

· Understand the foundational concepts of risk management.
· Explore the role of security governance in shaping risk management practices.
· Identify and analyse threats and vulnerabilities in an information security context.
· Gain insights into the risk assessment and analysis process.
· Understand the decision-making process in risk assessment/acceptance.
· Explore strategies for selecting and assessing countermeasures.
· Understand the importance of establishing and managing information security education, training, and awareness.


	Previous student knowledge required for the session:	

Understanding of following: 
· Information Assurance Basics
· Information Assurance Principles


	Anticipated difficulties (if applicable):

N/A

	Professional Standards (where are these being met within the session)
Areas of Activity 
A1 : By designing online interactive activates 
A2: By creating a Q&A session to support learners.
A3: By providing feedback on the online quiz taken.
Core Knowledge 
K2: By designing power point slides that includes the theory as well as some visualisation to elaborate the concept.
K5: By creating an online activates to test and evaluate the learners’ understanding of the lesson. 
Professional Values 
V1: By respecting the learning different opinions on regards to the subject materials 
V2: By given the learners equal chances in participating and asking questions.




Lesson Detail:

	
Stage 
	
Focus
	
Strategy 
	
Time 


	Introduction




	· Introduction to risk management concept

	· Brief overview of the importance of risk management in information security.
· Definition of key terms: risk, security governance, threats, vulnerabilities, etc.
	15 Minutes


 

	Development 

	· Security Governance and Risk Management 
	· Discussion on the role of security governance in shaping risk management practices.
· Exploration of organizational frameworks and strategies for effective security governance and risk mitigation.
	20 Minutes

	
	· Identify Threats and Vulnerabilities
	· Understanding the difference between threats and vulnerabilities.
· Group activity: Brainstorming session to identify common threats and vulnerabilities in information systems.
	20 Minutes

	
	· Risk Assessment and Analysis
	· Explanation of the risk assessment and analysis process.
· Walkthrough of a risk assessment template.
· Case studies illustrating the practical application of risk assessment.
	20 minutes

	
	Break
	10 minutes 

	
	· Risk Assessment/Acceptance and Countermeasure Selection
	· Discussion on the decision-making process in risk assessment/acceptance.
· Strategies for selecting and assessing countermeasures.
· Group exercise: Evaluating potential countermeasures for a given risk scenario.
	20 minutes

	
	· Establish and Manage Information Security Education, Training, and Awareness
	· Importance of education, training, and awareness in mitigating security risks.
· Strategies for establishing and managing effective security awareness programs.
· Real-world examples of successful awareness initiatives.
	25 minutes

	
	· Q&A Session and Group Discussion
	· Open floor for questions and answers.
· Facilitate a group discussion on the challenges and best practices in risk management.
	15 minutes

	Plenary/conclusion

	· Conclusion and Recap
	· Assign a short reflection paper on the practical application of risk management concepts in a real-world scenario.
	15 minutes





	Assessment Strategies: when and how are they included within the lesson?

By the end of this 2 hours lesson, the students should have a solid understanding on the risk management concept, and they would be assessed through the following: 
· Participation and engagement during group activities and discussions.
· Evaluation of individual or group responses during the risk assessment and countermeasure selection exercise.
· Quality of reflections in the optional homework assignment.



	Informal reflection (to be completed after the session)
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Security Governance Through
Principles and Policies

By: Dr Redhwan Al-amri

Objectives

Upon completion of this lesson, students should be
able to:

Apply security governance principles to enhance
organizational security.

Develop and implement effective security policies.

Understand and apply threat modelling in the context of
security governance.

Explore the integration of security risk considerations into
acquisition strategy and practice.
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Introduction (cont’d.)

* Principles Vs. policies

v Principles provide foundational guiding beliefs for
decision-making and behavior, while policies are specific
rules and procedures derived from those principles to
govern and regulate actions within an organization.

Why Policy?

* A quality information security program begins and
ends with policy

* Policies are the least expensive means of control and
often the most difficult to implement
* Basic rules for shaping a policy
v Policy should never conflict with law
v Policy must be able to stand up in court if challenged
v Policy must be properly supported and administered





image5.png
Why Policy? (cont’d.)

Policies

Systems

Applications

Why Policy? (cont’d.)

* Bulls-eye model layers
— Policies: first layer of defense
— Networks: threats first meet the organization’s network
— Systems: computers and manufacturing systems
— Applications: all applications systems
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Why Policy? (cont’d.)

* Policies are important reference documents
— For internal audits
— For the resolution of legal disputes about management's
due diligence

— Policy documents can act as a clear statement of
management's intent

Policy, Standards, and Practices

* Policy
— Organizational guidelines that dictate certain behavior
within the organization
— A plan or course of action that influences decisions

— For policies to be effective they must be properly
disseminated, read, understood, agreed-to, and
uniformly enforced

— Policies require constant modification and maintenance

— Types of information security policy
1. Enterprise information security program policy
2. Issue-specific information security policies
3. Systems-specific policies
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Policy, Standards, and Practices
(cont’d.)

» Standards

— A more detailed statement of what must be done to comply
with policy, views as the rules governing policy compliance. If
policy states “use strong passwords, frequently changed”, the
standard might specify that passwords “must be at least 8
characters, with at least 1 number, 1 letter, and 1 special
character.”

* Practices

— Examples of actions that illustrate compliance with policy. If
policy states “use strong passwords, frequently changed”, the
practices might advise “most organizations require employees
to change passwords at least twice a year. “

Policies, Standards, & Practices

Policies are sanctioned by
senior management

Standards are built on sound
policy and carry the weight
of policy

Standards

m..mm.mmummmmm compliance
Practices, procedures, and
guidelines include detailed

steps required to meet the
requirements of standards [ practices H Procedures | [ Guidelines |

[ proctces- Exmp oracions et ausrate comprance witnpoticies |

[[Procesuresstep by ep nsructions fo compiance |

[ ouiaeines ~Recommencations for compiance |
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Guidelines for Effective Policy

* For policies to be effective, they must be
properly:
1. Developed using industry-accepted practices, and
formally approved by management

2. Distributed using all appropriate methods
3. Read by all employees

4. Understood by all employees

5. Formally agreed to by act or affirmation
6. Uniformly applied and enforced

Developing Information Security Policy

* Itis often useful to view policy development as a three-
part project

— In the first part of the project, policy is designed and
written (or, in the case of an outdated policy, redesigned
and rewritten)

— In the second part, a senior manager or executive at the
appropriate level reviews and formally approves the
document

— In the third part of the development project, management
processes are established to perpetuate the policy within
the organization

* The first part is an exercise in project management,
while the latter two require adherence to good
business practices
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Policy Distribution

* Can be accomplished by:
— hard copy distribution
— electronic distribution

* Unless the organization can prove that the policy
actually reached the end users, it cannot be enforced

Distribution of classified policies requires additional
levels of controls, in the labeling of the document, in
the dissemination of new policy, and in the collection
and destruction of older versions to assure the
confidentiality of the information contained within the
policy documents themselves

Policy Reading

Barriers to employees’ reading policies can
arise from literacy or language issues

Visually impaired employees require
additional assistance, either through audio or
large-type versions of the document

Multinational organizations also must deal
with the challenges of gauging reading levels
and language translations for foreign citizens
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Policy Comprehension

* To be certain that employees understand the policy,
the document must be written at a reasonable reading
level, with minimal technical jargon and management
terminology

The next step is to use some form of assessment to
gauge how well employees understand the policy’s
underlying issues

Quizzes and other forms of examination can be
employed to assess quantitatively which employees
understand the policy by earning a minimum score,
and which employees require additional training and
awareness efforts before the policy can be enforced

Policy Compliance

“Policies must be agreed to by act or affirmation.
Agreement by act occurs when the employee
performs an action, which requires them to
acknowledge understanding of the policy, prior to
use of a technology or organizational resource”

What if an employee refuses explicitly to agree to
comply with policy?
It seems clear that failure to agree to a policy is to

refuse to work and thus may be grounds for
termination
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Policy Enforcement

* The final component of the design and
implementation of effective policies is uniform
and impartial enforcement

As in law enforcement, policy enforcement must
be able to withstand external scrutiny

If an employee is punished, censured, or
dismissed as a result of a refusal to follow policy
and is subsequently able to demonstrate that the
policies are not uniformly applied or enforced,
the organization may find itself facing punitive as
well as compensatory damages

Policy Development and
Implementation Using the SecSDLC

Like any major project, a policy development
or redevelopment project should be well
planned, properly funded, and aggressively
managed to ensure that it is completed on
time and within budget

One way to accomplish this goal is to use a
systems development life cycle (SDLC)
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Development and Implementation of
Security Policies

Understand the Organization:

* Conduct a thorough assessment of the organization's structure,
operations, and information assets.

* Identify key stakeholders and their roles in the security framework.
Risk Assessment:

* Conduct a risk assessment to identify potential threats,
vulnerabilities, and the impact of security incidents.

 Prioritize risks based on severity and potential consequences.
Legal and Regulatory Compliance:

* Understand and comply with relevant laws, regulations, and
industry standards.

* Incorporate legal requirements into the policy framework.

Development and Implementation of
Security Policies Cont.

Define Policy Scope:

* Clearly outline the scope of the security policies to ensure that all
aspects of the organization are covered.

* Address specific areas such as data protection, access control, and
incident response.

Engage Stakeholders:

* Involve key stakeholders, including management, IT personnel,
legal, and end-users, in the policy development process.

* Gather input to ensure a well-rounded and practical set of policies.
Policy Development:
* Clearly articulate policy objectives, principles, and guidelines.

* Use plain language to ensure that policies are easily understood by
all employees.
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Development and Implementation of
Security Policies Cont.

Customization and Tailoring:

* Customize policies based on the organization's unique needs and industry
requirements.

* Ensure flexibility to accommodate technological advancements and
changes in the threat landscape.

Approval and Documentation:
*  Obtain approval from senior management or relevant governing bodies.

* Document policies in a structured and accessible format for easy
reference.

Communication and Training:

* Communicate the policies to all employees through training sessions,
workshops, or written communication.

* Ensure that employees understand their roles and responsibilities in
adhering to the policies.

Development and Implementation of
Security Policies Cont.

Incident Response Planning:

* Develop a comprehensive incident response plan aligned with the
security policies.

* Ensure that employees are trained on the proper procedures in the
event of a security incident.

Feedback Mechanism:

* Establish a feedback mechanism for employees to report potential
policy violations or suggest improvements.

* Use feedback to continuously enhance and refine security policies.
Regular Updates:

« Stay informed about changes in the threat landscape, technology, and
regulatory requirements.

* Update security policies regularly to address evolving risks and
challenges.
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Understanding and Applying Threat
Modelling

* Threat modelling is a systematic approach to
identifying, assessing, and mitigating potential
security risks in a structured and proactive
manner.

It plays a crucial role in developing robust
security strategies and ensuring that systems
and applications are resilient to a wide range
of cyber threats

Applying Threat Modelling

Importance of Threat Modeling:

Provides a proactive approach to security by identifying potential risks
before they can be exploited.

Helps in making informed decisions about allocating resources for security
controls.

Enhances the overall security posture of systems and applications.

Steps in the Threat Modeling Process:
Identifying Assets: Determine what needs to be protected, including data,
systems, and infrastructure.
Identifying Threats: Enumerate potential threats and vulnerabilities that
could compromise the identified assets.
Assessing Vulnerabilities: Evaluate the weaknesses or gaps that could be
exploited by specific threats.
Mitigation Strategies: Develop and prioritize mitigation strategies to
address identified vulnerabilities.
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Applying Threat Modelling (Cont.)

Types of Threat Models:

* Data Flow Diagrams (DFD): Focuses on how data flows within a
system and helps identify potential points of compromise.

* Attack Trees: Visualizes and analyses potential attack paths and
the sequence of events that could lead to a security breach.

= STRIDE (Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of Privilege): A mnemonic
for categorizing different types of security threats.

Integration into Software Development Life Cycle (SDLC):

* Incorporate threat modelling early in the SDLC to address
security concerns from the design phase.

* Regularly revisit and update threat models as the system
evolves or new features are added.

Integration of Security Risk
Considerations in Acquisition

The integration of security risk considerations
into the acquisition process is essential for
ensuring that newly acquired products, services,
or technologies align with an organization's
security objectives.

This strategic approach helps identify, assess,
and manage potential risks associated with the
procurement of assets, ultimately strengthening
the overall cybersecurity posture.
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Integration Process

Pre-Acquisition Assessment:
* Conduct a thorough risk assessment before initiating
the acquisition process.

¢ |dentify and document the organization's security
requirements and objectives.

Security Assessments for Vendors:
« Evaluate the security posture of potential vendors before
making acquisition decisions.

* Consider factors such as their security policies, incident
response capabilities, and overall commitment to
cybersecurity.

Summary

By now students should be able to:

Apply security governance principles to enhance
organizational security.

Develop and implement effective security policies.

Understand and apply threat modelling in the
context of security governance.

Explore the integration of security risk considerations
into acquisition strategy and practice.
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Test Your Understanding!

Q&A Session
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Likelihood and Consequences
(cont’d.)

* Consequences and likelihoods are combined

— Enabling the organization to determine which
threats represent the greatest danger to the
organization’s information assets

Likelihood and Consequences (cont’d.)

I e
mm Minor 2 mmm

A (almost certain) ~ H H
B (likely) M H
C (possible) L M
D (unlikely) L L

E

E

E

E

E (rare) L L H

E
E
E
H
H

E = Extreme Risk: Immediate action required
H = High Risk: Senior management attention required
M = Moderate Risk: Management responsibility must be specified

L = Low Risk: Management by routine procedures required
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Vulnerability Assessment

Once the organization has identified and prioritized
both its information assets and the threats facing those
assets it can begin to compare information asset to
threats

This review leads to the creation of a list of
vulnerabilities that remain potential risks to the
organization

Vulnerabilities are specific avenues that threat agents
can exploit to attack an information asset

A list should be created for each information asset to
document its vulnerability to each possible or likely
attack

Vulnerability Assessment

of a DMZ Router

Compromises to intellectual Router has little intrinsic value, but other assets protected by this device could
property be attacked if it is compromised.

Espionage or trespass Router has little intrinsic value, but other assets protected by this device could
be attacked if it is compromised

Forces of nature Al information assets in the organization are subject to forces of nature unless
suitable controls are provided.

Human error or failure Employees or contractors may cause an outage if configuration errors are made.

Information extortion Router has little intrinsic value, but other assets protected by this device could
be attacked if it is compromised.

Quality-of-service deviations Unless suitable electrical power conditioning is provided, failure is probable
from service providers over time.

sabotage or vandalism P is vulnerable to denial-of-service attacks. Device may be subject to
defacement or cache poisoning.

Software attacks 1P is vulnerable to denial-of-service attacks. Outsider IP fingerprinting activities
can reveal sensitive information unless suitable controls are implemented.

Technical hardware failures or  Hardware could fail and cause an outage. Power system failures are always
errors possible.

Technical softwarefailures or errors  Vendor-supplied routing software could fail and cause an outage.

Technological obsolescence If it is not reviewed and periodically updated, a device may fall too far behind
its vendor support model to be kept in service.

Theft Router has little intrinsic value, but other assets protected by this device could
be attacked if it s stolen.
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Attributes for Assets

* When deciding which attributes to track for each
information asset, consider the following list of potential
attributes:

— Name

— Asset tag

— IP address

— MAC address

— Asset type

— Serial number

— Manufacturer name

— Manufacturer’s model or part number
— Software version, update revision, or FCO number
— Physical location

— Logical location

— Controlling entity

Identifying People, Procedures and
Data Assets

* Responsibility for identifying, describing, and
evaluating these information assets should be
assigned to managers who possess the
necessary knowledge, experience, and
judgment

* As these assets are identified, they should be
recorded via a reliable data-handling process
like the one used for hardware and software
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Suggested Attributes for
People, Procedures, and Data Assets

* People ¢ Data
— Position name/number/ID — Classification
— Supervisor name/number/ID Owner/creator/manager
— Security clearance level Size of data structure
— Special skills Data structure used
* Procedures Online or offline
Description Location
Intended purpose Backup procedures

Software/hardware/networki
ng elements to which it is tied
Location where it is stored for
reference

Location where it is stored for
update purposes

Classifying and Categorizing
Information Assets

Once the initial inventory is assembled, determine whether
its asset categories are meaningful to the risk management
program

Inventory should also reflect sensitivity and security priority
assigned to each information asset

A data classification scheme categorizes these information
assets based on their sensitivity and security needs

Each of these categories designates the level of protection
needed for a particular information asset

Some asset types, such as personnel, may require an
alternative classification scheme that would identify the
clearance needed to use the asset type

Classification categories must be comprehensive and
mutually exclusive
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The TVA Worksheet

* At the end of the risk identification process, an
organization should have
— a prioritized list of assets and their vulnerabilities and
— a prioritized list of threats

* The prioritized lists of assets and threats can be
combined into a Threats-Vulnerabilities-Assets
(TVA) worksheet, in preparation for the addition
of vulnerability and control information during
risk assessment

Sample TVA Spreadsheet

Asset1 Asset2 ..

Threat 1

Threat 2

Threat n

Priority of Controls 1 2 3

These bands of controls should be continued through all asset-threat pairs.
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Documenting the Results
of Risk Assessment

Goals of the risk management process
— To identify information assets and their vulnerabilities
— To rank them according to the need for protection
* Information about the controls that are already in
place is also collected

* The final summarized document is the ranked
vulnerability risk worksheet

vul
Lik

Customer service E-mail disruption due to
request via e-mail hardware failure
(inbound)

Customer service E-mail disruption due to
request via e-mail software failure
(inbound)

Customer order via Lost orders due to Web
Secure Sockets Layer server hardware failure
(55L) (inbound)

Customer order via SSL Lost orders due to Web
(inbound) server ISP service failure

Customer service E:mail disruption due to
request via e-mail SMTP mail relay attack
(inbound)

Customer service E-mail disruption due to ISP
request via e-mail service failure
(inbound)

Customer service Email disruption due to
request via e-mail power failure
(inbound)

Customer order via SSL Lost orders due to
(inbound) Webserver denial-of-service
attack

Customer order via SSL Lost orders due to Web
(inbound) server software failure

Customer order via SSL Lost orders due to Web
(inbound) server buffer overrun attack
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Assessing Values for
Information Assets

* As each information asset is identified, categorized,
and classified, a relative value must be assigned

* Relative values are comparative judgments made to
ensure that the most valuable information assets are
given the highest priority, for example:

— Which information asset is the most critical to the success
of the organization?

— Which information asset generates the most revenue?

— Which information asset generates the highest
profitability?

— Which information asset is the most expensive to replace?

— Which information asset is the most expensive to protect?

— Which information asset’s loss or compromise would be
the most embarrassing or cause the greatest liability?

Sample Asset Classification Worksheet

System Name: _SLS E-Commerce

Date Evaluated: _February 2008
Evaluated By: __D.Jones

Tnformation assets ] _Data dlassification | _Impact to profitability
Tnformation ransmitted:

EDI Document Set 1 — Logistics BOL Confidential High

to outsourcer (outbound)

EDI Document Set 2 — Supplier orders Confidential High

(outbound)

EDI Document Set 2 — Supplier Confidential Medium

fulfillment advice (inbound)

Customer order via SSL (inbound) Confidential Critical

Customer service Request via e-maill Private Medium
(inbound)

DMZ Assets:

Edge Router Public Critical
Web server #1—home page and core Public Ciitial
site
Web server #2—Application server Private Critical
Notes: BOL Bill of Lading
DMZ: Demilitarized Zone
EDI: Electronic Data Interchange
SSL: Secure Sockets Layer
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Introduction to Risk Assessment

* The goal is to create a method to evaluate the relative
risk of each listed vulnerability

Risk is
The likelihood of the occurrence of a vulnerability
Multiplied by
The value of the information asset
Minus
The percentage of risk mitigated by current controls
Plus

The uncertainty of current knowledge of the vulnerability

Likelihood

The overall rating of the probability that a specific
vulnerability will be exploited

— Often using numerical value on a defined scale (such as 0.1 -1.0)
Using the information documented during the risk

identification process, you can assign weighted scores based
on the value of each information asset, i.e. 1-100, low-med-
high, etc.
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Documenting the Results of Risk
Assessment (cont’d.)

What should the documentation package look like?

What are the deliverables from this stage of the risk
management project?

The risk identification process should designate what
function the reports serve, who is responsible for
preparing them, and who reviews them

Documenting the Results of Risk
Assessment (cont’d.)

Deliverable
Information asset classification worksheet

Weighted criteria analysis worksheet

TVA worksheet

Ranked vulnerability risk worksheet

Assembles information about information assets and their impact
on or value to the organization

Assigns a ranked value or impact weight to each information asset

Combines the output from the information asset identification
and prioritization with the threat identification and prioritization
and identifies potential vulnerabilities in the “triples”; also
incorporates extant and planned controls

Assigns a risk-rating ranked value to each uncontrolled
asset-vulnerability pair
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20

Prioritising (Rank Ordering)
Information Assets
* The final step in the risk identification process
is to prioritize, or rank order, the assets

* This goal can be achieved by using a weighted
table analysis

Weighted Factor Analysis Worksheet

Information asset Criterion 1: Impact | Criterion 2: Impact | Criterion 3: Impact | Weighted
on revenue on profitability on public image score

Criterion weight (1-100);
must total 100

EDI Document Set 1—

Logistics bill of lading to
outsourcer (outbound)

EDI Document Set 2—
Supplier orders (outbound)

EDI Document Set 2—
Supplier fulfillment advice
(inbound)

Customer order via SSL
(inbound)

Customer service request
via e-mail (inbound)
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Assessing Potential Loss

¢ Questions to ask when assigning likelihood values

Which threats present a danger to this organization’s assets in the given
environment?

Which threats represent the most danger to the organization’s
information?

How much would it cost to recover from a successful attack?
Which threats would require the greatest expenditure to prevent?

Which of the aforementioned questions is the most important to the
protection of information from threats within this organization?

Percentage of Risk
Mitigated by Current Controls

If a vulnerability is fully managed by an existing control, it can
be set aside

If it is partially controlled, estimate what percentage of the
vulnerability has been controlled
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Identify Possible Controls

* For each threat and its associated vulnerabilities that
have residual risk, create a preliminary list of control
ideas

* Three general categories of controls exist:
— Policies
— Programs
— Technical controls

Summary

— Understand the foundational concepts of risk
management.

— Explore the role of security governance in shaping risk
management practices.

— Identify and analyse threats and vulnerabilities in an
information security context.

— Gain insights into the risk assessment and analysis process.

— Understand the decision-making process in risk
assessment/acceptance.

— Explore  strategies for selecting and assessing
countermeasures.

— Understand the importance of establishing and managing
information security education, training, and awareness
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Threat Assessment

* Armed with a properly classified inventory, you can
assess potential weaknesses in each information
asset—a process known as threat assessment

Any organization typically faces a wide variety of
threats; if you assume that every threat can and will
attack every information asset, then the project scope
becomes too complex

To make the process less unwieldy, each step in the
threat identification and vulnerability identification
processes is managed separately and then coordinated
at theend

Identifying Threats

Each threat presents a unique challenge to
information security and must be handled with
specific controls that directly address the
particular threat and the threat agent’s attack
strategy

Before threats can be assessed in the risk
identification process, however, each threat must
be further examined to determine its potential to
affect the targeted information asset

In general, this process is referred to as a threat
assessment
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Uncertainty

* Itis not possible to know everything about every
vulnerability

* The degree to which a current control can reduce risk
is also subject to estimation error

* Uncertainty is an estimate made by the manager
using judgment and experience

Risk Determination

* Example

— Asset A has a value of 50 and has one vulnerability, which
has a likelihood of 1.0 with no current controls. Your
assumptions and data are 90% accurate

— Asset B has a value of 100 and has two vulnerabilities:
vulnerability #2 has a likelihood of 0.5 with a current
control that addresses 50% of its risk; vulnerability # 3 has
a likelihood of 0.1 with no current controls. Your
assumptions and data are 80% accurate





image32.png
Test Your Understanding!

Q&A Session
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Risk Management Concepts

By: Dr Redhwan Al-amri

Learning Objectives:

* Upon completion of this lesson, students should be able to:

Understand the foundational concepts of risk management.

Explore the role of security governance in shaping risk
management practices.

Identify and analyse threats and vulnerabilities in an information
security context.

Gain insights into the risk assessment and analysis process.

Understand  the  decision-making process in  risk
assessment/acceptance.

Explore strategies for selecting and assessing countermeasures.

Understand the importance of establishing and managing
information security education, training, and awareness
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INTRODUCTION TO RISK
MANAGEMENT

Introduction

InfoSec departments exist primarily to manage
the risk to information assets stemming from the
use of information technology

Managing risk is one of the key responsibilities of
every manager within the organization

Risk Management includes TWO formal process:
I. risk identification and assessment,
Il. and risk control
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Introduction

* Each manager in the organization should focus on
reducing risk, and is often done as follows:

— General management must structure the IT and InfoSec
functions in ways that will result in the successful defense
of the organization’s information assets, including data,
hardware, software, procedures, and people

— IT management must serve the IT needs of the broader
organization and at the same time exploit the special skills
and insights of the InfoSec community

— InfoSec management must lead the way with skill,
professionalism, and flexibility as it works with the other
communities of interest to balance the constant trade-offs
between InfoSec utility and security

Knowing Yourself

When operating any kind of organization, a certain amount of risk is
always involved

For an organization to manage risk properly, managers should
understand how information is collected, processed, stored and
transmitted

Knowing yourself in this context requires knowing which
information assets are valuable to the organization, identifying,
categorizing, and classifying those assets, and understanding how
they are currently being protected

Armed with this knowledge, the organization can then initiate an in-
depth risk management program

Risk management is a process

— Safeguards and controls that are devised and implemented are not install-and-
forget devices
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Knowing Yourself

When operating any kind of organization, a certain amount of risk is
always involved

For an organization to manage risk properly, managers should
understand how information is collected, processed, stored and
transmitted

Knowing yourself in this context requires knowing which
information assets are valuable to the organization, identifying,
categorizing, and classifying those assets, and understanding how
they are currently being protected

Armed with this knowledge, the organization can then initiate an in-
depth risk management program

Risk management is a process

— Safeguards and controls that are devised and implemented are not install-and-
forget devices

Knowing the Enemy

This means identifying, examining, and
understanding the threats facing the
organization’s information assets

Managers must be prepared to fully identify
those threats that pose risks to the organization
and the security of its information assets

Risk management is the process of discovering
and assessing the risks to an organization’s
operations and determining how those risks can
be controlled or mitigated
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Accountability for Risk Management

* All of the communities of interest bear responsibility
for the management of risks:

— InfoSec—Because members of the InfoSec community best
understand the threats and attacks that introduce risk,
they often take a leadership role in addressing risk.

— IT—This group must help to build secure systems and
ensure their safe operation

— Management and users—When properly trained and kept
aware of the threats faced by the organization, this group
plays a part in the early detection and response process.
Members of this community also ensure that sufficient
resources are allocated to the InfoSec and IT groups to
meet the security needs of the organization

Accountability for Risk Management

Prepare for Risk Management Assess Risk

Plan and Organize | [ Develop Information Asset Determine Vulnerabily Lielihood
Pocess [*|  Categories & Clasificatons
Assess Potential Loss

Identify Risk Determine Risk Mitigated
Identify & Inventory 1dentify & Inventory by Current Controls

Information Assets. Threats
Determine Information Assets’ Risk

Categorize & Classiy e s
Information Assets

Prioritize | Define Risk Appetite

Prioritize Threats
Information Assets | Determine Risk Tolerances

[ Infc Assets’ Vul il

dentify Information Assets' Vulnerabilities [ et ]

Develop Risk Appetite Statement

Control Risk (covered in Chapter 7)
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Risk Identification

* The Risk Management project should be well
organized and funded, with a clear champion,
a statement of work, and all needed support.

* Risk identification begins with the process of
self-examination

* Managers:
— Identify the organization’s information assets

— Classify and categorize them into useful groups
— Prioritize them by overall importance

Identification and Prioritization of
Information Assets

* The risk identification process begins with the
identification of information assets, including
people, procedures, data and information,
software, hardware, and networking elements

* This step should be done without pre-judging
the value of each asset; values will be
assigned later in the process
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Threats to Information Security
N

Compromises to intellectual property

Deviations in quality of service from
service providers

Espionage or trespass
Forces of nature

Human error or failure

Information extortion

Sabotage or vandalism

Software attacks

Technical hardware failures or errors
Technical software failures or errors
Technological obsolescence

Theft

Software piracy or other copyright infringement
Fluctuations in power, data, and other services

Unauthorized access and/or data collection
Fire, flood, earthquake, lightning etc

Accdents, employee mistakes, failure to follow policy

Blackmail threat of information disclosure

Damage to or destruction of systems or information

Malware: viruses, worms, macros, denial-of-services, or script injections
Hardware equipment failure

Bugs, code problems, loopholes, backdoors

Antiquated or outdated technologies

Illegal confiscation of equipment or information

Assessing Threats

* The following can help you understand the various
threats and their potential effects on an information

asset
e Which threats...

— present a danger to this organization’s information assets
in its current environment?

represent the gravest danger to the organization’s
information assets?

have the highest probability of success?
could result in the greatest loss if successful?
is the organization least prepared to handle?
cost the most to protect against?

cost the most to recover from?
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Risk Determination (cont’d.)

* Example (cont’d.)

— The resulting ranked list of risk ratings for the
three vulnerabilities is as follows:

¢ Asset A: Vulnerability 1 rated as 55 = (50 x 1.0) — 0% +
10%

 Asset B: Vulnerability 2 rated as 35 = (100 x 0.5) — 50%
+20%

 Asset B: Vulnerability 3 rated as 12 = (100 x0.1) -0 % +
20%

Likelihood and Consequences

¢ Likelihood and consequence rating
— Another approach

— From the Australian and New Zealand Risk Management
Standard 4360i

— Uses qualitative methods of determining risk based on a
threat’s probability of occurrence and expected results of a
successful attack

— Consequences (or impact assessment) are evaluated on 5
levels ranging from insignificant (level 1) to catastrophic
(level 5), as assessed by the organization

— Qualitative likelihood assessments levels are represented
by values ranging from A (almost certain) to E (rare), as
determined by the organization
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Organisational Assets Used in Systems

Information system Risk management Example risk management
components components components

People Internal personnel Trusted employees
External personnel Other staff members
People we trust outside our
organization
Strangers

Procedures Procedures IT and business standard procedures
IT and business-sensitive procedures

Data Datafinformation Transmission
Processing
Storage

Software Software Applications
Operating systems
Security components

Hardware Hardware Systems and peripherals
Security devices

Networking Networking Local Area Network components
Intranet components
Internet or extranet components.
Cloud-based components

Identifying Hardware, Software, and
Network Assets

Many organizations use asset inventory
systems to keep track of their hardware,
network, and software components

Whether automated or manual, the inventory
process requires a certain amount of planning

Determine which attributes of each of these
information assets should be tracked

That will depend on the needs of the
organization and its risk management efforts
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Assessing Threats

Probability of occurrence 85.4%
Reputation loss if successful 77.1%
Financial loss if successful 72.9%
Cost to protect against 64.6%
Cost to recover from successful attack 64.6%
Frequency of attack 52.1%
Competitive advantage loss if successful 35.4%

None of these 6.3%

Prioritising Threats

* Just as it did with information assets, the
organization should conduct a weighted table
analysis with threats

* The organization should list the categories of
threats it faces, and then select categories
that correspond to the questions of interest
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Likelihood and Consequences (cont’d.)

Example of Desciption

Insignificant No injuries, low financial loss

Minor First aid treatment, onsite release immediately contained, medium
financial loss

Moderate Medical treatment required, onsite release contained with outside
assistance, high financial loss

Major Extensive injuries, loss of production capability, offsite release
with no detrimental effects, major financial loss

Catastrophic Death, toxic release offsite with detrimental effect, huge
financial loss

Likelihood and Consequences (cont’d.)

Almost certain Is expected to occur in most circumstances.
Likely Will probably occur in most circumstances
Possible Might occur at some time
Unlikely Could occur at some time

Rare May occur only in exceptional circumstances
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