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Executive summary
This report has aimed to provide a clear idea about protecting the data from “Unauthorized access and data corruption”. Coffee Blue, the “Blue mountain Peak Coffee” selling company has faced the issue regarding the allowance for accessing the data via staffs’ personal devices. Hence, the management structure has to be restructured. Different models regarding “data security” have been elaborated to support this study. Different approaches have also been interfered with to fulfill the requirements of the organization. Strict policies need to be generated in the Coffee Blue about the use of data and any employee alleged with data security allegations should be punished and terminated from the workplace. The Copyright Act, Data protection act and intellectual act of UK needs to be maintained to avoid data copy issues and data protection Act can be implemented to avoid the digital threat issue. 
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[bookmark: _Toc91089063]Introduction 
Data security considers a process by which data will be protected from “Unauthorized access and data corruption”. Coffee Blue Company is one of the companies that sells “Blue Mountain Peak Coffee” all over the world. The main issue of the company is that it allows its staff to access its data through their personal devices which poses a threat of data theft and cyber-attack. Data security involves data encryption, tokenization, and hashing. The management process is required to save confidential data. In this study, the study will discuss different models of data security including the Information Technology Infrastructure Library (ITIL) and Security model International Organization for Standardization; ISO 27000, Bell-LaPaula model, the Biba model, and the Clark Wilson model. The study will also discuss different approaches to meet the need of the company information system security, governance, and compliance to mitigate the issues. 


[bookmark: _Toc91089064]Task 1 
[bookmark: _Toc91089065]Critical analysis of Security frameworks or models 
Data security is defined as a technology to protect digital data from different “Destructive forces and unauthorized sources” by data encryption, tokenization, and hashing. The proper management process is also necessary to reach the need of the company information system security, governance, and compliance to mitigate the issues. As suggested by Tang et al. (2018, p.2050), without proper protection of the company’s data may result in data theft and cyber-attack. The aim or purpose of data security includes “Protecting the data” of an organization or a company or a person. There are different security models or frameworks including the Information Technology Infrastructure Library (ITIL) and International Organization for Standardization; ISO 27000, the Bell-LaPaula model, the Biba model, and the Clark Wilson model. As described by Cristiá et al. (2021, p.451), frameworks or models for data security are important for by which “The risk of data exposure” will be reduced, confidential data will be protected properly. The other aim of the data security model include “Regulatory compliance purpose”
[bookmark: _Toc91089066]Bell-LaPaula model
The Bell-LaPaula model is also referred to as the “State machine” model. This security model helps to access the data with the help of military applications and government applications. As stated by Toapanta et al. (2018, p.1), this model provides security for computer policy and data by different access rules to control the process. This transition model for data security utilizes various security levels and approves the development of security policies.
Function
The main functions of this model include protecting confidential data and controlling access to protect classified information. This model is one of the best models of data security and this model consists of different controlling rules to access the data. As per the view of Cristiá et al. (2021, p.470), it provides computer security by military actions or applications. This is the model that is based specifically to protect confidential data. 
Principle
The purpose of the BLP model is to protect the “US department of defense” and this model refers to saving the personal data of different objects. As illustrated by Roslan et al. (2018, p.194), this model provides high levels of security through which cyber frauds do not get access to the confidential data of that particular organization. The principle of the BLP model includes this model has two functioning entitles. The active components are the subjects and passive comments are the objects in that particular system. The only purpose of this model is to maintain “the access of subjects and objects”.
Advantages
The advantages of the Bell-LaPaula Model (BLP) model helps to access confidential data with the help of military applications and government applications. As evaluated by  Cristiá et al.  (2021, p.470), it provides security for computer policy by which it reduces the cyber theft and cyber attacks of an organization. This model is only focused on the subjects and objects to access the personal information of that organization. It gives data security in computer policy, integrity policy of a company. 
Disadvantages
There are different disadvantages of this model that include this model only protecting confidential data. Therefore, authentication and integrity of the data will not be maintained properly. As suggested by Dong et al. (2019, p.82), this model does not provide any methods or practices for the proper management of classifications of data security. 
[bookmark: _Toc91089067]BIBA model
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Figure 1: BIBA model
(Source: Toapanta et al. 2018, p.1)
Biba model is introduced for the data security development purpose. As described by Toapanta et al.  (2018, p.2), the Biba model is a “Formal state transition model” that is designed to protect the data from cyber frauds or unauthorized sources, or destructive sources. This model consists of different controlling rules to assure data integrity. In this model, the subjects and data have linked the order to provide integrity to a system. 
Function
The Biba model is also known as the “Biba integrity model” because this model provides the integrity of data. It provides security requirements and also provides a model or framework or model for “The system security architecture”. This model focuses on the integrity of security policy and it gives high levels of data security. As per the view of Kure et al. (2018, p.898), the Biba model is a “Formal state transition model” to assure data integrity from destructive sources. Subjects and data are arranged properly by “their levels of integrity”. 
Principle
The model consists of two principles by which the data security problems will be solved. As illustrated by Kumar et al. (2018, p.697), the two principals include Integrity Axiom and “Simple Integrity Axiom”.  Integrity Axiom refers to a subject that pursues the information at a clearance level with a lower classification. “Simple integrity axiom” considers a subject that interprets the data with the help of a proper clearance level with a lower classification. Biba model focuses on the integrity of security policy and it gives high levels of data security.
Advantages
There are different advantages or benefits of using the Biba model. As evaluated by Toapanta et al. (2018, p. 2), the Biba model is used to protect the data with integrity. This model is very simple and the application of this model in a system gives proper protection. Biba model consists of different rules and policies and the policies are implemented based on different needs of that company. 
Disadvantages
There are different disadvantages of the Biba model because this model provides protection at the time of integrity, not confidentiality. As per the view of Al-Mawee et al. (2021, p.280),  the Biba model does not use a proper networking protocol for subjects and objects. Therefore, in a networking environment, the Biba model is not implemented for a company.
[bookmark: _Toc91089068]International Organization for Standardization; ISO 27000
International Organization for Standardization; ISO 27000 is the family that is developed to provide digital security in that particular organization.
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Figure 2: Benefits of ISO 27000
(Source: Meriah et al. 2019, p.90)

Function
It is used to protect the data and access the data to develop excellent security by which the company develops its security system. As per the view of Meriah et al. (2019, p.90), this International Organization for Standardization is important in the development of management processes in any kind of business. 
Principle
The ISO is based on a series of family strands to provide digital security and it provides a framework to the company all around the world. 
Advantages
There are different advantages of ISO include it providing digital security, providing guidelines for any kind of business, giving technical agreements and it provides technical protection to a business.
Disadvantages 
There are several disadvantages of ISO including it is very expensive, requires excellent IT knowledge, and resources required for this technology. It is a high-budget process.
[bookmark: _Toc91089069]Information technology infrastructure library (ITIL)
The information technology infrastructure library is introduced for the development of IT services. The ITIL has played an important role for data security purposes.
[image: ]
Figure 3: ITIL
(Source: Girsang et al. 2018, p.12)

Function
It has different rules to include planning, maintenance, delivery, and lifecycle of an IT. 
Principle
The purpose of an Information technology infrastructure library is it refers to a library that is used to provide knowledge including IT activities. 
Advantages
The information technology infrastructure library is introduced for the development of IT services. As suggested by Girsang et al. (2018, p.12), ITIL has played an important role in data security purposes. 
Disadvantages
The limitations of this model include it does not provide any support or guidance for revocation and granting of the organization. In this type of data security model, the computer must support the subjects and objects with a high level of integrity. 

[bookmark: _Toc91089070]Clark Wilson Model 
Clark Wilson Model is a model that is introduced for data security purposes. This model was first coined by David D in the year of 1989. This model gives a proper base for identifying and “Analyzing an integrated policy” in a system. 

[image: ]Figure 4: Clark Wilson Model
(Source:  Amir Sharifi et al., 2020)
Principle
This model is to recognize and analyze the computer policies that are integrated and it is based on the relationship between different programs and “Authenticated principal”.
Function
This model has an important role to assure the properties related to the integrity purposes and integrity involves proper integrity, auditing, accountability, and access controlling.  As stated by Kasmi et al. (2017), a transaction is defined as an operation and in this model; the integrity contains different types of constraints. 
Advantages
Therefore, it provides a model or framework to identify, specify and analyze the security for the commercial system. 
Disadvantages
As viewed by Toapanta et al. (2019, p.1), the Clark Wilson model is considered with the integrity purposes of a computer policy. Therefore, the major disadvantage of this model is it provides protection for only commercial data. 
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[bookmark: _Toc91089072]Approaches to meet the need of the company   information system security, governance, and compliance identified in task 1  
[bookmark: _Toc91089073] Actions are taken by the company to avoid the problems
Coffeeblue uses cloud services to deliver IT services to its staff and clients, and 95% of the company's network is wireless-based. As mentioned by Somepalli et al. (2020, p. 15), the chance of a cyber attack is higher in wireless networks than in wired connections. The company can take the support of an Antivirus plan to protect its device from hacking. As illustrated by Wang et al. (2020, p. 390), antivirus software is supportive of mitigating DiOS attacks and ransomware attacks. The company need to restrict the employee from using the company's personal and confidential data. Except for some key personnel, the access of the company's confidential information should not be shared by any other staff. The company can generate a strong password for the data link of the company so that hackers can now predict the password and not get access to the data link (Prislan et al. 2017, p. 9). Moreover it is needed to develop policies to make the new joiner and existing staff alert about data confidentiality. Moreover, through providing training on data security, other companies can improve their digital literacy skill so that employees can save their personal devices and company's device from cyber hacking. 
[bookmark: _Toc91089074]Compliance (Laws and Ethics)
The intellectual property of Coffee Blue is worth billions, and the Information Security of the company is in disarray that highlights the need of establishing a data security plan in the organisation. The code of ethics of the company guides the company's employees on data management and data accessing behaviour. As illustrated by Jung et al. (2019, p. 2310), the data management policy of the company is about guiding the company on how to access the data and use the data ethically. Coffee Blue needs to make a code of ethics where each employee will be instructed not to link their personal device with the server of the company. In most cases, the use of a common server by multiple users enhances man in middle attacks in the organisation. The company should bring a policy so that employees cannot access the company's information without taking the consent of the hierarchy (Brass et al. 2018, p. 2018). 
[bookmark: _Toc91089075]Governance and Strategic Planning for Security
Coffeeblue needs to develop a special data security team to monitor the data security management activity of the company. The company can recruit especially skilled candidates who have good knowledge and experience in data security and management to develop the data security team and implement the best data security protocol in the organisation (Kotenko et al. 2020, p. 84). It has been that cloud services and the IT service of the company have made the organisation more vulnerable to cyber attack. Moreover, Coffee Blue has a massive online presence and social media presence to promote its activities (Coffee Blue, 2021). Hence through accessing the marketing platform, hackers can hack the digital asset and intellectual property of the company. Hence through the implementing strategic government, the company needs to initiate training classes for the employees to teach them about digital security. The company should bring restrictions on the use of data by large staff and international customer base. 
[bookmark: _Toc91089076]Security Policies
The Data Protection Act 2018
UK data protection act guides the UK organisation to share data from one user to another in a fairly, lawfully and transparent way. The UK data protection act is the implementation of the "General Data Protection Regulation (GDPR)" (Gov. UK, 2021). “Fair and lawful”, “Purpose”, “Adequacy”, “Accuracy”, “Retention”, “Rights”, “Security”, and “International transfers” are the key eight principles of “Data Protection Act”. Through the implementation of the rules and regulations of the Act, Coffee Blue can establish rules in the organisation for the employees about how data can be used, and information can be stored in the computer or device. It is the role of Coffee Blue HRM and the management department to educate the employees about data Integrity and confidentiality to avoid a cyber attack. 
Computer Misuse Act 1990
Computer Misuse Act is useful to guide the people of the UK about “the way that individuals can lawfully access data on a machine” (Gov. UK, 2021). As per the act, it is a criminal activity to have unauthorised access to data and make modifications to store the data or information without the system's owner permission. Through implementing the Computer Misuse Act, Coffee Blue can restrict the illegal access of unauthorised users to the device and confidential data of the organisation. 
The Intellectual Property Act 2014
UK Intellectual Property has modernised copyright law and supported the patent-holders and designers to protect their IP (Gov. UK, 2021).  Moreover, "copyrights", "trademarks", and "patents" are the three key components of intellectual property law. Coffeeblue can use the intellectual property act to protect its data on its recipe and technology from hacking or theft. 
[bookmark: _Toc91089077]Risk Management
	Risk
	Impact
	Responsible person
	Mitigation process

	IT information security risk 
	High
	IT manager
	The manager needs to supervise whether the IT professionals are successfully following the data security protocol or not.

	Data theft from the marketing channel
	Medium 
	Marketing manager
	Marketing managers need to guide the marketing employees on how to add antivirus plans in the marketing activity.

	Data security threat
	High 
	Security manager
	The security manager is responsible for managing the overall data security of the company.

	Poor data security knowledge of the employees 
	Medium
	HR manager
	The HR manager needs to improve the digital security skill of the employees to make the employees enabled to successfully adopt the data security plan 


Table 1: Risk Register table
(Source: Influenced by Kotenko et al. 2020, p. 110)
[bookmark: _Toc91089078]Security Management Models and Practices
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Figure 5: BIBA security management model
(Source: Akkuzu et al. 2018, p. 263)
BIBA security model is “a formal state transition system of data security policies designed to express a set of access control rules in order to ensure data integrity". The data of the organisation can be grouped by their levels of integrity by following the BIBA model (Rezaee et al. 2018, p. 78). The model is designed to "prevent information from flowing from a low security level to a high security level" to protect the confidentiality and integrity of "sensitive information". Coffee Blue can ensure that data modernisation is possible by unauthorised users to protect the copyright of the organisation. The security management team of the company needs to check the server and communication channel of the company to identify the threats hidden in the communication channel. Moreover, maintenance of an antivirus plan in the data sharing and motorising the IT \and marketing performance to detect the virus and theft in the process is the responsibility of the data management team. 
[bookmark: _Toc91089079]Contingencies Planning
Coffee Blue needs to restrict the employees from attaching their personal devices with the workplace device. Moreover, through recruiting IoT specialist and security specialist, companies need to ensure that all the data protection act of the UK is successfully maintained in the company. As per the viewpoint of Sultana and Wahid (2019, p. 134882), contingency planning of the company is “a course of action designed to help an organisation respond to an event that may or may not happen”. The data security contingency plan of the company will support the mitigate data theft risk of the company. The company needs to keep the antivirus plan updated before its expiration and upgrade the skill of the employee so that before any cyber attack, the company is ready to combat any cyber attack. Regular monitoring of the company's server and system by the digital security team can help the company to avoid cyber attacks in future days. 
[bookmark: _Toc91089080]Protection Mechanisms
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Figure 6: Data Protection Mechanisms
(Source: Somepalli et al. 2020, p. 3)
Authentication, access control, identity, secure deletion, encryption, data masking and integrity checking are techniques that are applicable to cloud computing. Data protection mechanisms include "policies controlled transmission" and "trusted data transmission". The company needs to check the authentication of the users to ensure the only authorised access to the device of the company (Wang et al. 2020, p. 2020). Since the company has a high volume customer data set, it is a challenge for the company to protect the encryption and integrity of the stored data. The company needs to first identify the confidential data and property of the company and save the asset and digital property in a digitally locked system so that except the hierarchy, no one can access those data and the record of the assessors will be listed and documented. 
[bookmark: _Toc91089081]Service Level Agreement
Service level agreement “not only a description of the services to be provided and their expected service levels, but also metrics by which the services are measured, the duties and responsibilities of each party, the remedies or penalties for breach, and a protocol for adding and removing metrics” (Prislan et al. 2017, p. 6). The SLA of the company is an agreement between the client and customers and the IT Service provider. In SLA, Coffee Blue can implement the UK data protection and intellectual property act to state the rules and regulations for the staff and customers to access the company's data [Refer to Appendix]. 
[bookmark: _Toc91089082]Comparison between the models 
In this part, the discussion related to the comparison of the above-mentioned frameworks is listed below in tabular form below:
	Comparison aspects 
	Bell-LaPaula Model
	Information technology infrastructure library (ITIL)
	International Organization for Standardization; ISO 27000
	Biba Model
	Clark Wilson Model

	Basis
	To access the data with the help of military applications and the government.
	The practices to develop the IT services.
	To provide digital security 
	To provide computer security with integrity
	To recognize and analyze the computer policies that are integrated

	Rules
	It has different access rules to control the process
	It has different rules to include planning, maintenance, delivery, and lifecycle of an IT. 
	It has a different family of strands such as ISO 27000 to provide security
	This model has different rules and policies and these are applied when needed
	It is based on the relationship between different programs and “Authenticated principal” 

	Mature degree
	High rank 
	High rank
	High rank
	Medium rank 
	Low rank

	Specification
	Formal language 
	IT services
	Digital service
	Formal Language 
	Informal language

	Goal 
	Confidentiality
	To develop IT technologies
	To secure digital information
	Integrity
	Integrity

	Application field 
	Military
	Software development
	Software development
	Versatility
	Business

	Advantages
	Based on security classification
	Based on security purpose
	Based on digital security purpose
	Based on the combination of possibility and simplicity
	Based on integrity protection and the relationships between subjects, objects, and programs

	Short-coming
	Integrity is not considered in this model
	This model refers to the development strategies of IT services
	This model provides digital security to protect the information
	Confidentiality is not considered in this type of security model
	Confidentiality is not considered in this type of security model


Table 2: Comparison of frameworks
(Source: Learner)
[bookmark: _Toc91089083]Justification for the chosen model 
The above-mentioned company follows the International Organization for Standardization; ISO 27000 because it provides digital security to the company. Among the other models, the ISO model is very effective for the company by which the company mitigates the identified issues. ISO is used to protect the data and access the data to develop excellent security by which the company develops its security system. It is based on digital security purposes. Therefore, the International Organization for Standardization; ISO 27000 is the best model for the development of data security. 
[bookmark: _Toc91089084]Conclusion 
It can be concluded that “ISO 27000” has been chosen as the best data security approach. It has the business growth in the case of “Coffee Blue” as it has sharpened its competitive edge. It can be properly involved in data encryption, hashing, and tokenization. It can be concluded that data security refers to a process by which data will be protected from destructive sources or unauthorized sources. The main issue of the company is that it allows its staff to access its data through their personal devices. It can effectively mitigate the staff-oriented issues that possess digital security threats such as cyber-attacks and data theft. However, other models are not found as effective as they could not meet the improved and focused structure of “ISO 27000”. Increased security and reliability of information and systems can improve both business partner and customer confidence. 
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(Source: https://searchitchannel.techtarget.com/definition/service-level-agreement)
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