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[bookmark: _Toc134136093]Q.1 Describe the security threats facing modern network infrastructures: 
[bookmark: _Toc134136094](a)	Network Security
Network security is a wide term that consists of multiple technologies, and processes involved and includes various devices. Simply defined, network security is based on a set of configurations and rules to safeguard the confidentiality, integrity of data and computer networks through the use of both hardware and software. It covers security policies applicable to computer and network security. The networking aspects of security encompass any intrusion detected in computers, analysis of traffic, and network monitoring (Marin, 2005).
[bookmark: _Toc134136095](b)	Types of Threats and Attacks
There are various types of threats and attacks which a computer system or network can face. Some of the attacks are mentioned below:-
1. Malware.	Malicious software e.g. Trojans, viruses, ransomware, and worms can be used to steal information, cause damage to the network, or can give unauthorized access (Pawar, 2015).

2. Phishing.	Network users can be deceived by sending fake messages or emails and then forced to reveal important information e.g. password, credit card details.

3. Denial of Service attacks.	An attack of such nature whereby the network is bombarded with requests or traffic can render the network to become unavailable (Pawar, 2015).

4. SQL injection.	The web applications are injected with SQL statements that are malicious subsequently manipulating the database to gain sensitive information or gain access to the network.

5. Wireless attacks.	Attackers exploit the weakness in wireless networks thus gaining access to the network and launching multiple attacks.

6. Zero-day exploits. 	Attackers exploit the weakness in software that are not even known to the vendors and then use those vulnerabilities before the patch comes to the market.

7. Social Engineering.	Attackers manipulate individuals by exploiting human nature and their psychology to gain access to the network or sensitive information (Krombholz, 2015).


[bookmark: _Toc134136096](c)	Tools and Procedures against Malware and common network attacks. 

There is a requirement for a multi-layered approach to mitigate the effects of the use of malware or common network attacks. Some of these tools and procedures are explained below:-

1. Anti-malware software.	Antivirus of good repute must be installed across all networks. They can be used to detect any malware and is a good tool to give an additional layer of security (Ter Louw, 2008).

2. Firewalls.	Firewalls should be implemented as they monitor incoming and outward traffic in a network thus filtering any probable malicious traffic.

3. Intrusion Detection and Prevention System (IDS/IPS).	IDS/IPS tools should be employed for the detection of any intrusion in the network thus mitigating the attacks in real time.

4. Patch management.	The patch received for the software installed in a network should be regularly updated as they prevent any vulnerabilities which can be exploited.

5. Policies for Strong Passwords.		Strict policy for password change, use of strong passwords, and avoiding reuse of passwords must be ensured. Moreover, multi-factor authentication in a network provides an additional layer of security.

6. Data backup.	A policy to back up data of a network at regular intervals must be implemented.

7. Encryption.	All the sensitive and important data in a network should be encrypted.

[bookmark: _Toc134136097](d)	Fundamental Principles of securing the network.

To secure a network, a certain set of principles needs to be implemented so that confidentiality, integrity, and availability of the network may be ensured. The principle of Defense-in-Depth which uses security controls having various layers needs to be implemented. The principle of Least Privilege ensures that persons and systems should have minimum access to complete their tasks. The principle of secure configuration ensures the use of best practices and guidelines for security.  Moreover, the principle of Access Control ensures that requisite people should have access to a network (Canavan, 2001).

[bookmark: _Toc134136098](e)	Mitigating Common Network Attacks in a medium-sized business

The first step to mitigate the effect of common network attacks for small to medium-sized businesses is the implementation of a firewall so that incoming and outgoing traffic can be monitored. Security patches and updates should be updated regularly. Default passwords and usernames for networks such as routers and switches should be changed. Sensitive network traffic should be encrypted with encryption protocols such as (SSL/TLS) (Panjwani, 2007). Finally, the principle of Least Privilege to ensure access control across a network should be ensured.

[bookmark: _Toc134136099](f)	Cisco Network Foundation Protection

Cisco Network Foundation Protection framework is a thorough approach that ensures network security with a combination of technologies and various features of the Cisco system. The framework provides security to control plane infrastructure for Cisco devices. It also uses a mechanism for data plane protection to counter multiple network attacks. Protection of the management plane is also addressed by the framework which ensures securing the access to devices in a network and their configuration management. Finally, defense technologies against threats are also incorporated into the NFP framework (Knipp, 2002).

[bookmark: _Toc134136100](g)	Protection against Viruses, Wormholes, and Trojan Horses in Medium Business

A multi-layered method needs to be implemented for small to medium businesses. This includes the use of advanced anti-virus or anti-malware for protection against viruses, wormholes, or Trojan horses. Firewalls should be deployed and should be configured to block any malicious IP address. Email filtering solutions should be used so that incoming e-mails are filtered for any malware or malicious attachment. Updates and patches should be regularly updated. Strong password policies should be ensured and password sharing should be stopped among the employees. Sensitive network traffic should be encrypted and similarly sensitive data should be backed up at a regular interval.	 Access control should be monitored in a network and finally, all employees should be educated for ensuring protection measures against viruses, wormholes, and Trojan horses in a network.

[bookmark: _Toc134136101](h)	Endpoint Vulnerabilities and Protection.
Endpoint vulnerability means weakness in the security of the network or the devices installed in a network. Similarly, Endpoint protection means how these vulnerabilities can be overcome and the security of a network can be ensured. Outdated software is one of the vulnerabilities in a network and running them can expose endpoints. The protection can be ensured through regular updates and security patches. Weak passwords are another endpoint vulnerability and change of passwords and ensuring strong passwords can address this vulnerability. The use of Multi-factor authentication can provide an additional layer of security for a network. End users can become a victim of social engineering or phishing attacks. However, they can be overcome through the employee's training and web filtering can be enabled to protect known malicious websites. When endpoints are accessed through unauthorized means, data breaches occur. This can be prevented by implementing policies of user authentication and network segmentation (Slate, 2018).

[bookmark: _Toc134136102]Q2.	Secure Cisco routers

a. [bookmark: _Toc134136103]Configure secure administrative access.
[image: ]


b. [bookmark: _Toc134136104]Configure command authorization using privilege levels and role-based CLI.
[image: ]
c. [bookmark: _Toc134136105]Implement the secure management and monitoring of network devices.
[image: ]
d. [bookmark: _Toc134136106]Use automated features to enable security on IOS-based routers.
[image: ]
e. [bookmark: _Toc134136107]Implement control plane security.
[image: ]

[bookmark: _Toc134136108]Q3. Implement AAA on Cisco routers using a local router database and external server.

a. [bookmark: _Toc134136109]Use of AAA to secure a network

AAA stands for Authentication, Authorization, and Accounting. It is a framework that ensures the security of resources of the network and controls the access. The first A (Authentication) checks the identity of the user who is trying to access the network and ensures that only allowable users or systems can gain access. This is established through the use of password verification, biometric verification, or Smart Cards. The second A (Authorization) allows the use of resources according to the privilege in a network. This is ensured through an access control list, role-based access control, or attribute-based access control. The last A (Accountability) keeps track of activities and records for those users who were allowed to use resources.  

b. [bookmark: _Toc134136110]Implement AAA authentication that validates users against a local database.
[image: ]
c. [bookmark: _Toc134136111]Configure Cisco Secure ACS to support server-based AAA authentication.
[image: ]
d. [bookmark: _Toc134136112]Implement server-based AAA authentication using TACACS+ and RADIUS protocols.
[image: ]

[image: ]
f. [bookmark: _Toc134136113]Configure server-based AAA authorization and accounting.
[image: ]
[bookmark: _Toc134136114]Q4.	Mitigate threats to Cisco routers and networks using ACLs.
a. [bookmark: _Toc134136115]Implement access control lists (ACLs) to filter traffic and mitigate network attacks on a network.
[image: ]
b. [bookmark: _Toc134136116]Configure a classic firewall to mitigate network attacks.
[image: ]
c. [bookmark: _Toc134136117]Implement Zone-Based Policy Firewall using CLI.
[image: ]

[bookmark: _Toc134136118]Q5.  Implement secure network design, management and reporting.

a. [bookmark: _Toc134136119]Implementation of Comprehensive Security Policy

The first step is to identify what are the requirements of security for a network which is under consideration. Then, the network perimeter should be secured by using firewalls, use of intrusion detection, and Prevention systems. Access to the network should be controlled to prevent unauthorized access. Multi-factor authentication should be employed to check the identity of remote users.  Data should be protected through the use of transport layer protocols and Secure socket layer protocols. Patch management should be ensured and regular audits and assessments should be conducted. Network traffic should be monitored and an incident plan should exist to counter any unwanted incident or occurrence.

b. [bookmark: _Toc134136120]Techniques for Network Security Testing

Multiple tools or techniques can be utilized to conduct network security testing. Vulnerability Scanning tools are used to scan network devices and applications to detect any threat. Example of such tools is OpenVAS and Nessus. Penetration testing uses ethical hacking or simulates the attack against the network to isolate any weakness (Bacudio, 2011). Examples of Penetration testing tool includes Wireshark and Metasploit. Web application security testing concentrates to find any vulnerability in web applications. Tools e.g. OWASP and BurpSuite are the common ones in Web application security testing. Security Information and Event Management (SIEM) tools are employed which collect and then analyze event logs across a network. The purpose of SIEM tools is to detect any pattern of malicious activity and give real-time monitoring. Examples of SIEM tools are Qradar and Splunk.

[bookmark: _Toc134136121]Q6.	Mitigate common Layer 2 attacks.

a. [bookmark: _Toc134136122]Vulnerabilities and Mitigation for Layer 2 Infrastructure

Layer 2 or the Data link layer is used for data transfer across network devices. Although Layer 2 ensures data communication, however, they are also exposed to vulnerabilities. An attacker can gain unauthorized access through MAC Address Spoofing by impersonating the MAC address of a device on a network. Mitigation technique includes port security or MAC address filtering to limit multiple MAC address on the network (Alotaibi, 2016). Another vulnerability of VLAN hopping is common whereby the attacker gains unauthorized access to VLAN by switch spoofing or double tagging. The mitigation technique employs VLAN access control mechanisms by using 802.1X authentication or a VLAN membership policy server. Layer 2 is also prone to Denial of Service attacks where an attacker can flood the network. Mitigation involves the implementation of Rate limiting and Storm Control mechanisms to manage the number of traffic at various ports.

b. [bookmark: _Toc134136123]Configure switch security to mitigate LAN attacks.
[image: ]
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[bookmark: _Toc134136124]Q7.	Implement the Cisco IOS firewall feature set.
a. [bookmark: _Toc134136125]Implement access control lists (ACLs) to filter traffic and mitigate network attacks on a network.
[image: ]
b. [bookmark: _Toc134136126]Configure a classic firewall to mitigate network attacks.
[image: ]
c. [bookmark: _Toc134136127]Implement Zone-Based Policy Firewall using CLI.
[image: ]

[bookmark: _Toc134136128]Q8.	Implement the Cisco IOS IPS feature set.

a. [bookmark: _Toc134136129]Network-based Intrusion Prevention System (IPS)

Intrusion Prevention System is based on a network constitutes of software or security appliances and helps to monitor the network traffic coming in real-time and detect any attack. IPS monitors the incoming traffic and matches its pattern against known threat signatures. By recognizing those signatures, they can alert the administration of any probable threat. Not only informs the administration, but it can also stop or block any malicious incoming packet. IPS maintains a log of traffic and data packets and provides a detailed report. In addition to detection based on signature matching, IPS also performs behavioral analysis and sandboxing techniques which enable to detection of threats that may be new or emerging.

b. [bookmark: _Toc134136130]Use of Signatures for detection of malicious traffic

Security experts all over the world study various kinds of malicious network traffic and malware attempts and establish patterns, and behaviors specific to each threat. Those characteristics of threats are then encoded in the format of a signature so that security systems can understand them. A database is regularly updated with new signatures of threats by security vendors. Through network traffic analysis, the characteristics of traffic are analyzed and matched with the stored signature database. Whenever any match occurs, an alert is generated to the administration about the detected threat. The mitigation techniques can then be launched against the threat detected.

c. [bookmark: _Toc134136131]Configure Cisco IOS IPS operations using CLI.
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d. [bookmark: _Toc134136132]Verify the Cisco IOS IPS operations using CLI.
[image: ]
[bookmark: _Toc134136133]Q9. Implement a site-to-site VPN.

a. [bookmark: _Toc134136134]Purpose of VPNs

The VPNs are used to create a private and secure connection over an un-trusted network e.g. internet. VPN's main purpose is to ensure secure transmission of data between several end-points. The data is encrypted thus protecting the data from getting tampered with by anyone. Moreover, VPNs give remote access to secure networks. The IP address of the user in the traffic is hidden by the VPN. By encrypting the data, VPNs give an additional security layer (Zhang, 2004).

b. [bookmark: _Toc134136135]Operation of IPsec VPNs

Before the secure transmission of data, a security association is created by IPsec between the endpoints about to communicate. Different methods to authenticate the communication between users through exchanging secure keys. Usual authentication methods consist of Internet Key Exchange, Digital certificates, or Pre-shared keys. IPsec encrypts the payload by encapsulating it with added headers. Authentication Headers is another protocol that generates the hash for the content of an IP packet. The VPNs of IPsec can either operate in transport mode or tunnel mode. Through the use of encryption, authentication, and integrity methods, data integrity, confidentiality, and authenticity are ensured by IPsec VPNs (Frankel, 2005).

c. [bookmark: _Toc134136136]Configure a site-to-site IPsec VPN, with pre-shared key authentication, using CLI
[image: ]
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d. [bookmark: _Toc134136137]Types of Encryption, Hash, and Digital Signatures

These are the cryptographic techniques for ensuring authenticity, integrity, and confidentiality. Encryption converts plain text into encrypted text utilizing an encryption algorithm and a key. Two types of encryption techniques are used. Symmetric utilizes the same key which is provided to both sender and receiver for encryption and decryption whereas Asymmetric encryption employs a public key which is used for encryption and a private key used for decryption (Mushtaq, 2017). Hash consists of an algorithm that gets input data and gives an output of fixed size that cannot be altered. The deterministic Hash function will always give the same hash value. The collision resistance function will unlikely give the same hash value through different inputs. Digital Signatures employ asymmetric encryption whereby the private key of the sender and the public key of the recipient authenticates the process (Subramanya, 2006).

e. [bookmark: _Toc134136138]Cryptographic Hashes

Senders use cryptographic hash functions e.g. MD5, SHA-256 on data which generates a hash value. Data and hash values are sent to the receiver. To ensure authentication, the hash value is encrypted by the sender with a private key, and a digital signature is established. For integrity check, the hash value is calculated by the receiver using a hash function. If the calculated and received hash value matches, then the data is not compromised. For authenticity, the receiver decrypts the digital signature through the sender's public key, and the original hash value is obtained. If both the calculated hash value and decrypted hash value match, authenticity is ensured.

f. [bookmark: _Toc134136139]Encryption Algorithms for Data Confidentiality

The process of encryption needs a cryptographic key and the algorithm performs a complex mathematical function on a plaintext which converts into a cipher text. Symmetric encryption algorithms use the same key e.g. AES, 3DES, and Asymmetric algorithm which uses a public key, and private key such as RSA, ECC can be utilized. The encryption strength is dependent on the complexity of the algorithm and the length of the key which ensures the confidentiality of the data (Mushtaq, 2017).

g. [bookmark: _Toc134136140]Public Key Infrastructure (PKI)

PKI are the policies, technologies, and procedures through which management of creating and distributing digital certificates is ensured (Weise, 2001). The confidentiality of data is ensured by asymmetric encryption where both entities have a public key and a private key. The public key is freely available whereas the private key is a secret key required for decryption. PKI ensures authentication through the integrity of the parties that are communicating. The use of digital certificates and digital signatures ensures the success of this process.

[bookmark: _Toc134136141]Q10.	Implement a remote access VPN.
a. [bookmark: _Toc134136142]Configure a remote-access VPN.
[image: ]
b. [bookmark: _Toc134136143]Configure remote-access VPNs on an ASA.
[image: ]

[bookmark: _Toc134136144]Q11. Deploy the Cisco ASA for firewalling and NAT/PAT services.

a. [bookmark: _Toc134136145]Adaptive Security Appliance (ASA)
ASA is a network-based security device which is manufactured by Cisco. It operates like a status firewall through maintain a real-time traffic inspection. The state of every network connection is inspected thus taking informed decisions. The deep packet inspection is also conducted by ASA. Network Address Translation is also supported by ASA which can help in hiding the IP address of the internal network from the external network. VPN connectivity is also supported by ASA in addition to the integration with Intrusion Prevention System. Finally, ASA also keeps a log of every event on the network.

b. [bookmark: _Toc134136146]Implement an ASA firewall configuration
[image: ]
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[bookmark: _Toc134136147]Part 2
[bookmark: _Toc134136148]1: Design Blueprint
To enhance A2Z Technologies Ltd.’s cybersecurity strength, the company should think about implementing a network design blueprint that contains the following key features.
1. Secure remote access: Several employees are accessing the company network and resources virtually. The company should execute a secure remote access solution. This can be accomplished by enforcing a VPN (Virtual Private Network) which will permit remote employees to securely link to the organization's internal network.
2. Network segmentation: Network segmentation includes separating the company network into smaller sub networks. This can help to restrict the spread of viruses or other security hazards if they were to happen. The company should divide its network into separate zones for example a DMZ for public facing services and servers, an administrative zone for servers with important data, and a worker zone for public internet access.
3. Firewalls and intrusion detection/prevention systems: The company should install firewalls and intrusion detection/prevention systems to defend its network from outside attacks. Firewalls can be used to filter traffic based on pre-defined rules, while intrusion detection/prevention systems can detect and prevent attacks in real time.
4. Network monitoring and logging: The company should install a network monitoring system to monitor the network for security hazards, and logging systems to maintain a record of network activity. This can help the company to detect and respond to security happenings on time.
5. Cloud security: As the company assumes cloud services. It should confirm that proper security standards are in place to defend its cloud resources. This may interest enforcing multi-factor authentication, data encryption, and periodic security audits of cloud service providers. Following is the blueprint of A2Z technology network design.

[image: ]
[bookmark: _Toc134136149]2: proposal fully explaining security measures
As an organization specializing in designing and manufacturing high-tech electronic equipment sold to retailing companies worldwide, A2Z Technologies Ltd recognizes the need to be proactive in enhancing its network infrastructure's cybersecurity resilience. This proposal outlines a network design blueprint to provide a secure network infrastructure to protect against cyber threats that can significantly impact the organization's reputation and operations. As many workers work from home and access company resources virtually, the proposed network design blueprint is focused on securing remote access, network segmentation, firewalls and intrusion detection/prevention systems, network monitoring and logging, cloud security, bring your device (BYOD) policy, and regular security training.
Secure Remote Access:
Secure remote access is a key requirement to secure A2Z Technologies Ltd's network infrastructure. We recommend implementing a VPN (Virtual Private Network) solution that securely connects remote workers to the company's internal network. This will ensure that all data and information transmitted between the remote workers' devices and the company's network are encrypted. Using a VPN, remote workers can access the network securely, and hackers do not intercept data transmitted over the network.
Network Segmentation:
We propose segmenting A2Z Technologies Ltd.’s network into smaller subnetworks to limit the spread of malware or other security threats. The network will be segmented into different zones, such as a DMZ for public-facing services and servers, an administrative zone for servers with sensitive data, and an employee zone for general internet access. Implementing network segmentation can prevent lateral movement within the network and contain the spread of cyber threats.
Firewalls and Intrusion Detection/Prevention Systems:
We propose the deployment of firewalls and intrusion detection/prevention systems to protect A2Z Technologies Ltd's network from external attacks. The firewalls can filter traffic based on pre-defined rules, while intrusion detection/prevention systems can detect and prevent attacks in real time. This will prevent unauthorized access to the network and stop malicious traffic before it can reach it.
Network Monitoring and Logging:
We propose deploying network monitoring tools and logging systems to ensure the detection and response to security incidents. The network monitoring tools will monitor the network for security threats, and the logging systems will record network activity. This will help A2Z Technologies Ltd detect and respond to security incidents promptly. The logging system will also provide a detailed record of network activity, allowing the organization to identify security breaches and take corrective actions.
Cloud Security:
As A2Z Technologies Ltd adopts cloud services, we recommend implementing appropriate security measures to protect cloud resources. This can be achieved by implementing multi-factor authentication, data encryption, and regular security audits of cloud service providers. These security measures will protect cloud resources against cyber threats and unauthorized access.
Bring Your Device (BYOD) Policy:
A2Z Technologies Ltd has many staff using personal devices to carry out their day-to-day duties. We recommend implementing a BYOD policy to mitigate the risks that personal devices pose to the company's network. The policy should include requirements for password complexity, device encryption, and regular software updates. This will ensure that personal devices do not pose a security risk to the company's network and that staff members are aware of their responsibilities regarding network security.
Regular Security Training:
We recommend providing regular security training to ensure that all staff members are aware of cybersecurity threats and best practices. This can help to reduce the risk of human error leading to a security incident. Regular security training can raise awareness of cybersecurity threats and provide staff with the necessary skills to identify and report security incidents.
[bookmark: _Toc134136150]Proposed Cost Analysis for Implementing the Network Design Blueprint
Implementing the proposed network design blueprint will involve software and hardware components. To ensure the project's success, A2Z Technologies Ltd must consider the cost implications of implementing the proposed solutions. The following is a breakdown of the cost analysis for the proposed solutions:
Secure Remote Access:
[bookmark: _GoBack]A2Z Technologies Ltd will need a VPN gateway, which can cost between $500 to $2,000, depending on the vendor, to execute a VPN solution. VPN client software per user will cost about $50 to $150 annually.
Network Segmentation:
A2Z Technologies Ltd must purchase a layer 3 switch and configure VLANs to implement network segmentation. The cost of a layer 3 switch varies between $500 to $3,000, depending on the vendor.
Firewalls and Intrusion Detection/Prevention Systems:
To implement firewalls and intrusion detection/prevention systems, A2Z Technologies Ltd will need to purchase hardware and software components. The cost of a next-generation firewall can range between $1,000 to $10,000, depending on the vendor and number of users. The cost of an intrusion detection/prevention system can range between $1,500 to $10,000, depending on the vendor and number of users.
Network Monitoring and Logging:
A2Z Technologies Ltd will require to buy network monitoring and logging system to enforce network monitoring and logging. The price of network monitoring system can range between $1000 to $20000, depending on the seller and number of users. The price of logging system can range between $500 to $5000, depending on the seller and number of users.
Cloud Security:
To enforce cloud security, A2Z Technologies Ltd must buy a cloud security solution that has multi-factor authentication, data encryption, and periodic security audits. A cloud security system can range between $5000 to $50000 yearly, depending on the seller and the number of cloud resources.
Bring Your Device Policy:
A2Z Technologies Ltd must buy a portable device management solution to enforce a BYOD policy. The price of an MDM solution can range between $3 to $10 per user per month, depending on the vendor.
Regular Security Training:
[bookmark: _Toc134136151]A2Z Technologies Ltd can use a third-party security training provider or develop in-house training to deliver regular security training. Depending on the vendor, hiring a third-party security training provider can range between $2500 to $10000 per year. The price of developing in-house training will depend on the time and resources needed to design and provide the training.
The price of executing the proposed network design blueprint will rely on several factors, including the number of users, the vendor chosen, and the organization's current infrastructure.
 To confirm that the suggested solutions are cheap, A2Z Technologies Ltd should reach different vendors and get quotes to select the most cost-effective solution for each part of the network design blueprint. It is also essential to note that the price of implementing the proposed solutions is a valuable investment to ensure the institution's cybersecurity strength and defend against cyber threats.
Proposed Three-Month Project Plan Timeline for Implementation
[bookmark: _Toc134136152]Month 1:
Week 1: Finalize vendor selection and procure necessary hardware and software components (VPN gateway, layer 3 switch, firewall, intrusion detection/prevention system, network monitoring and logging software, cloud security solution, MDM solution).
Week 2: Install and configure the VPN gateway and client software for remote access.
Week 3: Configure network segmentation using VLANs on the layer 3 switches.
Week 4: Install and configure next-generation firewall and intrusion detection/prevention system.
[bookmark: _Toc134136153]Month 2:
Week 1: Install and configure network monitoring and logging software.
Week 2: Configure cloud security solutions, including multi-factor authentication, data encryption, and regular security audits.
Week 3: Implement BYOD policy using MDM solution.
Week 4: Conduct initial security training for all employees.
[bookmark: _Toc134136154]Month 3:
Week 1-3: Monitor and refine the implemented solutions, including conducting regular security audits, updating firewall rules, and fine-tuning intrusion detection/prevention systems and network monitoring and logging configurations.
Week 4: Conduct a final security training for all employees, including a review of best practices and new security measures.
Defensive Mechanisms:
The VPN gateway will provide secure remote access to the organization's resources by encrypting the data transmitted over the internet.
Network segmentation using VLANs will create isolated networks, reducing the attack surface and containing potential breaches.
The next-generation firewall and intrusion detection/prevention system will provide a layered defense against cyber threats by inspecting traffic for malicious activity and blocking suspicious traffic.
The network monitoring and logging software will provide real-time visibility into the organization's network activity, allowing for early detection of potential attacks.
The cloud security solution will provide additional security measures, including multi-factor authentication and data encryption, to protect the organization's cloud resources.
The MDM solution will enforce security policies on personal devices accessing the organization's resources.
Regular security training for employees will increase awareness and understanding of security best practices, reducing the risk of human error leading to a security breach.
[bookmark: _Toc134136155]Explain to A2Z at least three attacks that plagues organizations network infrastructure	
[bookmark: _Toc134136156]1: Phishing attacks use fraudulent emails or messages to trick individuals into delivering sensitive data, such as login credentials or financial data. Phishing attacks can also install malware or ransomware onto a victim's computer or network. These attacks can be challenging to catch as they usually occur as legitimate emails from trusted sources.
2: Distributed Denial of Service (DDoS) attacks concern overwhelming traffic flooding a network or website, causing it to be unavailable to the users. This can be accomplished through botnets or other ways to generate substantial traffic from multiple sources. DDoS attacks can be difficult to control, as they are usually thrown from numerous locations and can overcome even well-defended networks.
3: Zero-day attacks: exploit that benefit from previously unknown software or hardware vulnerabilities. These exposures can be used to gain unauthorized access to a network or system, install viruses or ransomware, or steal sensitive data. Zero-day attacks can be challenging to catch and control, as they have previously been known to security researchers or software vendors. Institutions can mitigate zero-day attacks by remaining up-to-date with software and hardware updates and patches and enforcing security standards such as intrusion detection and prevention systems.
Recommend three types of test to be conducted after the implementation to ensure the network infrastructure is secure.
Here are three kinds of tests that can be performed occasionally after the implementation to guarantee the network infrastructure is protected.
Penetration Testing: Penetration testing, or pen testing, concerns affecting an attack on a network or system to determine vulnerabilities that hacker could us. Penetration testing can be conducted in a black box or grey box manner, with testers either having no prior knowledge of the network or system or having limited knowledge. Penetration testing can help identify weaknesses not caught during the implementation phase and help organizations prioritize remediation efforts.
Vulnerability Scanning: Vulnerability scanning involves automated tools that scan the network or system for known vulnerabilities and report vulnerabilities that need remission. Vulnerability scanning can be conducted regularly to identify newly discovered vulnerabilities and ensure that existing ones have been remediated.
Social Engineering Testing: Social engineering testing involves simulating an attack that exploits human vulnerabilities, such as phishing emails or phone calls, to gain unauthorized access to the network or system. Social engineering testing can help organizations identify weaknesses in their security awareness training programs and identify employees who may require additional training.
By conducting these tests periodically, organizations can identify and address potential security issues before attackers can exploit them.
[bookmark: _Toc134136157]Provide an invoice for the professional/consultancy service as a Network Security Engineer
	Bill to		 							A2Z Technologies Ltd
Network configuration Details


	No
	Detail of Services
	Cost
	Total
	Remarks

	1.
	Network Infrastructure Assessment and Design	
	£12,000
	£12,000
	

	2.
	Firewall Installation and Configuration
	£5,000
	£5,000
	

	3.
	Remote Access Implementation
	£4,000
	£4,000
	

	4.
	Staff Security Awareness Training:
	£3,500
	£3,500
	

	Sub Total £32,000

	Tax £6,400 (assumes 20% VAT)  

	Total:	 £38,400
Payment Terms: Payment is due within 30 days of the invoice date. We accept payment via bank transfer, PayPal, or credit card. Late payments will be subject to a 2% monthly interest charge.

	

	Thank you for choosing our services. If you have any questions or concerns regarding this invoice, please do not hesitate to contact us.
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