



Introduction
The brief for this report tasks the author of this report with the creation of an e-commerce application that would enable a small to medium scale business to sell products online. The system should be based on windows communication foundation. The nature of the business is left to the author. For the purpose of this assignment the nature of this business will be a bike shop that sells both bikes and bike products. This was chosen due to having access to the ‘adventureworks’ database. The database is an sql based database. The server will be self-hosted. And the client will be decoupled from the server completely. 
The system must contain a log in system for security reasons and user data should be handled and securely transmitted. When accessing the application only users that have been logged on should be able to purchase items. Users should be able to purchase multiple items and the application should allow for users to purchase multiples or duplicates of the same items. Once the users have added their items to the basket the application should generate a subtotal for the purchase and generate a purchase operation.
The system suggests a set of features that should be implemented for the application. The system should allow users to modify their own details, should include an administrative interface and the login system should be able to differentiate between normal users and administrators. The system should also allow administrators to modify item data in the application. The application should calculate postage depending on the value of the order and add it on to the subtotal of the order. 
Finally, the brief includes a set of features that may be included in the application. These include a gift service that would allow the user to order an item as a gift. The application may have options for gift wrapped, gift boxed and gift cards. Gift wrap should add a 2% charge on top of the price of the order, gift box should add 5% and a gift card should add a £2.80 charge onto the price of the order. 


Implementation
The application submitted along with this report has limited functionality due to some issues that were crossed during the development of the project. The main issue with the application is that when trying to connect the product service to the application using ADO.NET the entity data model wizard crashes. Originally the author of this report believed it may be due to an out of data version of some of the NuGet packages but after updating all of them and ensuring to install all the ones needed for the project the wizard still crashed. Furthermore, it was then believed that the fault may be due to having an outdated version of MySQL or perhaps an outdated version of the connector or the MySQL for visual studio but after checking all of these aspects of the projects the wizard still crashed. The project was able to connect to the database but couldn’t access the tables due to the wizards crashing. Not being able to connect to the database obviously meant that none of the features discussed in this reports introduction were accomplishable. 


Security and transmission of data
It’s a common misconception that just because a system requires the user to login that it is secure. Encryption is an effective way of keeping data safe from harmful external threats. Data security has two forms, security of stored data and security of data in transit. Stored data security is ensuring that any data that is stored is safe. Data transit security is the form of protecting data transactions so that can’t be accessed in transaction. For example, when you transfer money using online banking. 
Good practices for storing data has two rules. The first rule of storing data is to never store user-critical data. User authentication by using a verification service is always preferred. The second rule is that any data that the developer stores is the responsibility of the developer as the user has intrusted the programmer with their data.
When storing data, a common approach to keeping the data secure is through Two-way encryption. Two-way encryption uses a mathematical algorithm to jumble data [1]. The cipher uses a key to complex text into a disarranged mess that is unreadable. The drawback of this technique is that the same key is then used to restore the data to its original form. If a malicious user can gain access to the encryption key, then the data is no more secure than it would be as plain text.
One-way encryption is a slightly better in a way that once data has been encrypted using this technique it cannot be restored. When passwords are compared using this form of encryption the passwords entered is also encrypted in the same way that the original data is stored [2]. This is more secure as the data cannot be decrypted even if the hacker has access to the encryption key. Sadly, algorithms have been developed that can decrypt these passwords that make this form of encryption insecure. 
The industry standard for data encryption is hashing and salting. This is the form of encryption that randomly creates as new key for each user. These salt keys are applied along with hash keys and are unique to each user. Even users with the same passwords aren’t at risk as their passwords once encrypted will be completely different. This means that the data stored this way is less at risk. It doesn’t matter if salt strings are obtained it won’t help anyone access the data [3]. 

 


Commercially distributed system
Obviously the code accompanying this report has no relevance to any commercially distributed system so for the purposes of this report this section will cover how the suggested application from the introduction could be deployed as part of a commercial system. 
For the proposed application to be fit for deployment as a commercial system requires data security to be added in order for it to be viable. The system could implement the hashing and salting technique discussed in the previous section in order to keep the data secure. The system may also consider a way to avoid storing user passwords on the system may consider using an external verification system rather than risk having its user’s details at risk. The system could also implement a way of encryption for the transfer of data between the products service, the client and the database so that once again the user data is not at risk. 
The gift wrapping part of the section may also be improved by adding the ability for the administrator to change the charges. For example, the administrator may want to rise the gift wrap tax from 2% to 5%. Adding this feature would ensure that this section of the code doesn’t need to change in the future and therefore the can just be changed through using the app. Changing the code for the application could result in creating errors.
The system could be improved by allowing the user to change the currency for the purchase of the item depending on the user’s destination. The user may should have to add an address to their account when signing up for the service. This data can then be used to cater the application for the user. This can be done by checking the address for the location and then converting the price of the item into the currency used at their address. 
[bookmark: _GoBack]The application should access the products from the adventureworks database and display them in a library on the application pages for the user to browse. When ordering an item, the user should be able set the quantity of the item. If the system were implemented as a large scale commercial system a form of discount for certain users may be implemented. This could be in the form of discount codes which code reduce the sub total of an order. These codes could be stored in a table inside the applications database.
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