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[bookmark: _Toc165000456]Digital forensics:

The term digital forensics refers to the forensic science that is applied to digital information, traditionally the definition of digital forensics is:
 “The use of specifically derived and proven methods toward the preservation, collection validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events found to be criminal or helping to anticipate unauthorized actions shown to be disruptive to planned operations.”
Other terms within the field of digital forensics such as network forensics, device forensics and internet forensics are often used to label specialized fields within digital forensics. As technology continues to grow at an exponential rate in modern society digital forensics is becoming increasingly important. Most criminal cases today have some form of digital forensics involving items such as mobile phones, credit cards, emails etc. As digital evidence can be easily manipulated with the correct knowledge experts in the field use trusted tools as a way to securely preserve evidence.[1,8]
[bookmark: _Toc165000457]Computer forensics
Computer forensics is defined as “the retrieval, analysis and use of digital evidence in a civil or criminal investigation” However computer forensics is not limited to computer based systems as the source of evidence. Computer forensics includes any medium that has the ability to store digital files as a potential source of evidence for an investigator. Therefore, computer forensics involves the examination of digital files.
Computer forensics is accepted as a form of science due to the methods used for acquiring and examining the evidence and its admissibility in a court of law. Additionally the tools used by professional in the field have been subject to rigorous scientific testing over many years. A coming myth of computer forensics is that it is largely the same as digital forensics however this is not true as computer forensics focuses on computer based systems and various storage mediums while digital forensics focuses on other computing mediums such as mobile phones.[7,60
[bookmark: _Toc165000458]Brief history:
1960s-1970s: The emergence of digital forensics can be linked to the development if computer systems and networks. During this time period, the primary focus of digital forensics was the development of techniques and tools which could be used for data recovery and analysis.
1980s-1990s: With the rapid and widespread adoption of computer systems and the internet came about, the need and demand for digital forensics became increasingly apparent. Law enforcement agencies and outfits started to establish specialized units in relation to emergence of cybercrime.
1990s-2000s: During this time period digital forensics experience exponential growth and development. The establishment of standards and best practises, such as those outlined by organisations such as the Institute of standards and technology helped shape development and discipline of digital forensics.
2000s: The rapid development of technology during this time posed a challenge for digital forensics as devices such as smartphones, cloud computing and social media posed as a new obstacle to work around. Since the early 2000s techniques an methodologies have evolved to keep up with new technologies such as artificial intelligence and having more of a focus on said technologies.[4]
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I have been provided with a file containing various pieces of evidence in relation to a cyberbullying investigation it will be my objective to take this file and analyse it for any pieces of evidence that is relevant to the investigation some pieces of evidence may include text files, png/jpg’s and any other forms of file types I will use forensic processes to accurately and correctly complete this task.
The first thing that should be done when investigating a forensic case is documenting a chain of custody this is crucial to any investigation as you can see who has handled the evidence and if it has been tampered with you would know who has done it and you can manage who has access to the data so only qualified individuals can analyse it.
Here I have made an example of a chain of custody form based around the task I have been given it should include information such as the investigators name, case number, information about the device the data has been recovered on etc. This information is crucial to have under documentation as it helps manage the case and keep track of evidence items if you have more than one.
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During the investigation there are 5 main steps:
1. Identification
2. Preservation
3. Analysis
4. Documentation
5. Presentation

Identification is the beginning of the investigation process this is the stage where the investigator in the case myself must identify where the evidence exists that is relevant to the matter under investigation
There are three questions to be answered under this stage:
· Who are the key evidence holders
· What devices might hold evidence related to the investigation?
· What type of evidence are present on the device being investigated

Preservation is the second step of computer forensics and arguabley the most important. Since the goal of computer forensics is to contruct a narrative that is admissible in court all evidence collected must be preserved in a forensic manner. This means during preservation the investigator must isolate and protect digital evidence in the exact state it was found in to achieve this goal forensic analysist use disk imaging. Digital forensic imaging is defined as the process in which tools are used in copying a physical or logical storage device for conducting forensic investigations and gathering evidence.
The third step of digital forensic is analysis, although identification and preservation are important, analysis is the stage if the process where the mystery is solved. The investigator recontructs fragments of data and creates a narrative of what happened during the crime or civil matter being investigated. Also due to the volume of data investigators have to work investigators rely on their toolkit to sonduct their investigation.
The tools which investogators use supply them with a wide range of features to find and extract data that may be important to an investigation the tools can include features such as:
· File analysis: Analyze, index, search, track and report on file metadata and file content, enabling investigators to identify files that are relevant to an investigation.
· File viewers: View the contents of multiple types of files quickly.
· Internet analysis: Collect and analyze internet usage and identify patterns that may be relevant.
· Mobile device analysis: Software or agents developed specifically for extracting data from mobile devices.
· Registry analysis: Automatically extract information from the live registry or the raw registry files found in digital evidence and display it in an understandable format.
· Network forensics: Specialized technology developed to monitor and collect data passing through a network or to access specific endpoints and collect data from them.
· Decryption: Decrypt encrypted data including files of any type, emails, and other messages to view and analyze them for possible evidence.
· Password crackers: Access data on locked devices, applications, or web-based software by breaking users’ passwords.
· File restoration: Restore deleted files or data to examine the evidence they may contain.
· Drive defragmentation: Decode the contents of hard drives that have been overwritten by reassembling the pieces, or fragments, of files.
· Image detection: Recognize faces and flesh-tone colors, especially in child pornography and exploitation matters.
· Video recognition: AI technology can automatically identify critical points of interest in evidence videos like people, weapons, and drugs, thus eliminating hours of manual video review.

Once the investigator has completed their investigation they move to the fourth stage of documentation this stage is the first step in compiling the information into and understandable format for those charge with acting on its results for example this could be a jury in a criminal trail that will read the information that the investigator has compiled and then make a decision on whether or not they are guilty of the crime they are accused of.
Once the data has been compiled and documented the investigator will move onto the last step of presentation, once the document has been submitted the investigator may be called to act as an ‘expert witness’ on the matter of the case and present their findings summarizing their report and explain the most critical points of evidence to a jury.

Upon analysis the data I have been given I will be following this 5 step procedure to ensure that the process of collecting evidence is handled correctly and using the correct methods to do so therefore I will be using specific tools to analysis the data firstly I will be using FTK file imager, as explained above Imaging software will allow me to gain access to the files without editing any of the potentially important aspects of the evidence such as metadata or anything else that may be considered important to the investigation secondly I will be using autopsy which is a software that will allow me to conduct an in depth examination of the data and allow me access to items such as deleted files, browsing history and fille access logs.
Taking the first step into FTK imager I added the case file into the software through creating a disk image which will allow me to analyse the data without the risk of changing important information such as metadata.
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I have used the disk imager wizard to route a file destination for the files when they are to be put into the software I have also labelled the file appropriately as I may need to come back to it later on this just ensure the files are organized and are not lost.
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When the wizard has finished its set up I then added the evidence file into the software by using the add evidence tab and selected the file and it has displayed itself in the evidence tree tab ready to be analysed.
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Upon viewing the files I found a series of images and files in the root file under the first partition I will view each file individually and look for any information that may prove useful for the cyberbullying investigation.
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Upon scouring the files I came upon this image of a chat logs of a Lee saint claiming to have hacked Emily’s social media accounts this first caught my attention as Lee has unlawfully gained access to Emily’s accounts the second reason I flagged this as he is going to impersonate her and also threating to post faked explicit images of Emily to the accounts if she does not meet him this not only breaks one law but several.
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I also found these two passwords within a file although I don’t yet know what they are for it is worth while making note of them in case they need to be used later on

From the evidence I have found in this file it is safe to say that Lee has been harassing and unlawfully gained access to Emily’s social media accounts, blackmailed and posted faked explicit images of her due to this fact I think he is the main suspect in this investigation and the matter should be further investigated after this report has been presented.
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Universal Digital Evidence Worksheet

Fill in all sections as completel

as possible. Attach additional documentation or information as needed

Section 1. Case Information

Case Name: Cyber Bullying Case/Docket Number: |1
linvestigation

Investigator: Doshua Lioyd Contact Information:  [07167853498

Section 2. Evidence Intake

Computer___ Phone____ GPS__ Removable Storage_/__ Other (Specify).

Evidence Type: DVR (Complete section 3)

Intake Date/Time: 16/03/24 Evidence Number: 1

Device Owner: lon Morgan Contact Information: (07349752739

Device Make/Model: N/A Serial Number: N/A

Phone Number: 07354924734 Carrier/Service Provider: |N/A

Operating System: N/A 0/S Version: N/A

Screen name(s): N/A Passcode, passwords:  |N/A

State of Device at Intake: Powered off

(Powered on or off, detail any

actions taken)

Device Manual obtained? No

Physical Condition: Good

Photograph Device: Photograph Components]
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