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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about lawful intercept and packet sniffing which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:


Task 1:
1. Research further on the following:
a. Content Addressable Table (CAM) table
b. MAC flooding tools
c. IPv4 DHCP packet format
d. ARP poisoning tools
e. Sniffing tools
Work in groups of two or three, Present your findings & understanding to the class. Relate your findings to packet sniffing.




2. Inform the IT Director of Swansea Security Consulting Company the process of lawful interception, the benefits and why as a Network Security Specialist it is important to know the components used. 



Task 2:

1. What is address resolution protocol (ARP)? Explain and name the threats of ARP poisoning

1. How do you defend against sniffing?

1. How do you defend against DNS spoofing?

1. Explain MSC spoofing/duplication

1. How do you defend against DHCP starvation and rogue server attack?

1. List and define at least 5 types of protocols vulnerable to sniffing

1. Name and explain the types of wiretapping
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