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Abstract	
This report looks at the information security challenges that AeroLink Logistics faces. It pays attention to the risks that come with cloud computing, IoT devices, remote access, third-party suppliers and keeping customer and operational data safe. The report takes a look at four well-known frameworks: ITIL 4 NIST Cybersecurity Framework 2.0 COBIT 2019 and the ISO/IEC 27000 series. It considers what these frameworks do well what they do not do well and if they are a fit for AeroLink Logistics.
The analysis finds that no single framework can cover all of AeroLink Logistics information security needs. So, the report suggests using an approach that includes managing the company handling risks keeping information secure controlling cybersecurity managing IT services, managing vendors responding to incidents and following rules. The proposed plan also includes controlling who has access encrypting data using authentication methods constantly assessing risks teaching people about security and having a plan for responding to incidents.
Overall the report says that using parts of the four frameworks can make AeroLink Logistics more secure help it recovers from problems follow rules and protect information. It says that AeroLink Logistics should use a combination of these frameworks to keep its information safe. 










  TABLE OF CONTENTS
Contents
1. Introduction	3
2. Case Study Analysis	5
3. Research on Information Security Frameworks	6
3.2 Information Technology Infrastructure Library (ITIL)	6
3.3 NIST Cybersecurity Framework (CSF 2.0)	7
3.4 COBIT 2019	8
3.5 ISO/IEC 27000 Series	9
3.6 Comparative Analysis of Information Security Frameworks	10
4. Proposed Information Security Strategy for Aero Link Logistics	12
4.1 Assumptions	12
4.2 Proposed Information Security Strategy	12
4.3 Security Policies and Procedures	13
4.4 Risk Management and Assessment	13
4.5 Protection Mechanisms and Access Controls	14
4.6 Vendor and Service Level Agreement (SLA) Management	14
4.7 Incident Response Plan	15
4.8 Compliance Strategy	16
5. Importance of Continuous Updates to Security Standards and Controls (Critical Analysis)	17
6. Conclusion	19
7. References	20


[bookmark: _Toc237385253]1. Introduction
Currently, information technology (IT) plays a significant role in guaranteeing that companies operate effectively through communication, offering customer services, ordering of goods, management of their information, and provision of services due to the emergence of such new technologies as cloud computing, artificial intelligence (AI), Internet of things (IoT), and remote work [7],[9]. However, on one hand, these technologies have made it possible for businesses to be more efficient, on the other hand, they have created some threats concerning cybersecurity of the organizations, therefore requiring them to protect their IT systems [7],[9].
The report focuses on AeroLink Logistics, an organisation facing several information-security challenges, including heavy reliance on third-party IT suppliers, exposure of customer and personally identifiable information (PII), weaknesses in access controls and risk management, and concerns regarding business continuity. These issues demonstrate the need for a structured and integrated approach to information security.
The report considers the security problems faced by AeroLink Logistics, reviews existing information security frameworks, and develops an integrated information security strategy for the organisation. It provides recommendations for improving governance, risk management, compliance, access control, vendor management, business continuity, disaster recovery, and managing of emerging threats.



[bookmark: _Toc237385254]2. Case Study Analysis
ALL is a multinational logistics company that uses cloud computing, Internet of Things (IoT), artificial intelligence, and outsourced IT services for effective tracking of shipments, warehouse management, route optimization, and customer support. While all these solutions improve the efficiency of business operations, they also introduce significant cybersecurity risks.

	Security Issue
	Description
	Possible Impact

	Heavy IT Outsourcing
	88% of IT infrastructure is managed by third-party vendors.
	Increased vendor-related security risks.

	Remote Access
	Employees and partners access it on unmanaged devices.
	An elevated likelihood of a breach or malware.

	Data Breaches
	Customer shipment data and PII have already been exposed.
	Lost cash, penalties and the loss of the client’s respect for a financial advisory business.

	Weak Governance
	No unified security framework or defined responsibilities.
	Poor coordination and ineffective security management.

	Lack of Risk Management
	No centralised risk assessment process.
	The nature or even existence of security threats isn’t known.

	Non-Compliance
	No external and no internal audits against the requirements for GDPR and ISO / IEC 27001 have been performed.
	Regulatory infractions. Fines. Lawsuits.

	Weak Vendor Management
	Vendors are not monitored routinely.
	External and third-party vulnerabilities could exist.

	Poor Incident Response
	No formal response procedures for cyber incidents.
	Slow recovery and greater business disruption.

	Weak Business Continuity
	None disaster recovery or continuity planning.
	Lengthy downtimes for cyber-attacks or outages.


Table 2.1: Major Security Challenges Identified in AeroLink Logistics
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3.1 Introduction
For all modern organizations, information systems are the backbone of business functions including: facilitating day to day business operations, holding critical company data, providing communication for customer engagement, and efficiently delivering service. Organizations are embracing new technological frontiers with increased utilization of cloud technology, AI, IoT, and remote working, leading to ever-increasing volume and sophistication of cyber threats. Organization needs structured security frameworks in place in order to effectively protect their information assets and continue operating a business seamlessly and securely [7],[9]. 
[bookmark: _Toc237385256]3.2 Information Technology Infrastructure Library (ITIL)
· Introduction to ITIL: The Information Technology Infrastructure Library (ITIL) is a globally recognized framework for IT Service Management (ITSM). It helps organizations deliver reliable, efficient, and customer-focused IT services while supporting security, availability, and continuous improvement throughout the service lifecycle [6].

· Key Principles of ITIL:
· Focus on delivering value to customers.
· Start where the organization currently stands.
· Progress through continuous improvement.
· Partner across departments.
· Collaborate and promote visibility.
· Make processes practical and to-the-point.
· Automise and streamline common tasks as much as possible [6].

· Benefits of ITIL:
· Improves IT service quality and reliability. 
· Aligns IT with business goals. 
· Speeds up incident resolution. 
· Increases customer satisfaction. 
· Reduces operational risks. 
· Supports continuous improvement and information security [6].

ITIL provides a structured approach to improving IT service management and operational performance. For AeroLink Logistics, using ITIL would help improve incident management, service reliability, and the continuity of IT services. However, ITIL is not primarily designed to provide comprehensive information-security governance or detailed security controls. Therefore, AeroLink should use ITIL alongside ISO/IEC 27001, NIST CSF 2.0 and COBIT 2019, allowing each framework to address different security and governance requirements within its cloud-based and outsourced IT environment [1],[2],[4],[6].
[bookmark: _Toc237385257]3.3 NIST Cybersecurity Framework (CSF 2.0)
· Introduction to NIST Cybersecurity Framework: 
The NIST Cybersecurity Framework is a framework that the National Institute of Standards and Technology made. The NIST Cybersecurity Framework helps organizations deal with cybersecurity risks. It tells them how to find out what is going on protect themselves see what is happening do something about it and get back, to normal after a cyber-attack [1].
· Core Functions of NIST CSF 2.0:

1. Govern – Establish cybersecurity policies, roles, risk management, and governance. 
2. Identify – Identify assets, systems, data, and cybersecurity risks. 
3. Protect – Implement safeguards such as access control, encryption, MFA, backups, and security awareness training. 
4. Detect – Continuously monitor systems to quickly identify security incidents. 
5. Respond – Contain, investigate, communicate, and manage cybersecurity incidents. 
6. Recover – Restore systems, recover data, and improve security after incidents [1].

· Advantages of NIST Cybersecurity Framework:
· Improves cybersecurity risk management.
· Enhances incident detection and response.
· Supports regulatory compliance.
· Supports business continuity [1].

COBIT 2019 can be useful for AeroLink Logistics because it can improve IT governance and make responsibilities clearer. This is important for AeroLink because the company depends heavily on third-party IT services and needs better control over security decisions. However, COBIT 2019 does not give detailed technical security controls or provide a complete information security management system. For this reason, AeroLink should use COBIT 2019 together with NIST CSF 2.0 and ISO/IEC 27001. NIST can help with cybersecurity risks, while ISO/IEC 27001 can support information security management and compliance [1], [2], [4].
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· Introduction to COBIT 2019: 
COBIT 2019 created by ISACA is a known framework, for IT governance and management [2]. COBIT 2019 helps companies connect IT with business goals handle risks make sure rules are followed and get the business value by using good governance [2],[3].

· Key Principles of COBIT 2019
· Serve stakeholder interest.
· Make sure your IT priorities fit in with your business objectives.
· Align the IT strategy and priorities with your organization's business goals.
· Enable effective governance through clearly defined processes.
· Separate governance activities from management activities.
· Promote continuous monitoring and performance improvement [2].

· Governance and Management Objectives
Governance focuses on:
· Evaluating organizational objectives.
· Directing strategic decisions.
· Monitoring performance and compliance [2],[3].
Management focuses on:
· Planning IT activities.
· Building and implementing solutions.
· Delivering IT services.
· Management should monitor and track day-to-day activities.

With the decision makers (the executives) to and the doers (the technical staff) the separation provides a good level of accountability [2],[3].

· Advantages of COBIT 2019
· enhances accountability and IT governance.
· IT is in line with business goals.
· improves risk control.
· encourages adherence to regulations [2].
COBIT 2019 is a fit for AeroLink Logistics. It helps make IT governance stronger. It makes sure cybersecurity goals match the business goals. It also makes accountability better. Helps with following rules and laws. COBIT does not have specific details, about technical security steps. It also does not have a way to manage information security. So, it should be used with NIST CSF 2.0. It should also be used with ISO/IEC 27001. ISO/IEC 27001 helps with information security and meeting rules and laws [1],[2],[4].
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· Introduction to ISO/IEC 27000 Series
The ISO/IEC 27000 Series is an international set of standards for Information Security Management Systems (ISMS) [4], developed by the International Organization for Standardization and the International Electrotechnical Commission. It helps organizations protect information assets by implementing effective security policies, risk management, and access controls. ISO/IEC 27001 is the main certification standard in this series [4],[5].
· Information Security Management System (ISMS)
TheISMSis a structure that uses the Plan-Do-Check-Act (PDCA) cycle:
· Plan: Identify Risks, Determine Requirements, Develop Policies.
· Do: Implement security controls and operational procedures.
· Check: Monitor performance, conduct audits, and evaluate security effectiveness.
· Act: Resolve weaknesses and maintain the continual development of the ISMS [4].
The continuous improvement cycle guarantees that information security can grow as your company's needs and threat levels change.
· Advantages of ISO/IEC 27001
· Protects business information.
· Reduces cybersecurity risks.
· Supports regulatory compliance.
· Encourages improvement [4].
ISO/IEC 27001 is really good for AeroLink Logistics because it gives them a worldwide accepted way to manage information security. This is called an Information Security Management System or ISMS for short. It helps with managing risks. But just getting certified is not enough it does not tell them how to handle cybersecurity on a daily basis or how to make good decisions about IT. So AeroLink Logistics should also use NIST CSF 2.0 to help with the work of keeping their systems safe and COBIT 2019 to help them make good strategic decisions, about how to govern their IT systems [1],[2],[4].
[bookmark: _Toc237385260]3.6 Comparative Analysis of Information Security Frameworks
All four of the security management frameworks that have been covered in this chapter aim at different issues. The frameworks are not competing against each other; rather they fulfill different organizational objectives and are complimentary to one another. ITIL will enhance the quality and reliability of IT service management, while NIST CSF offers useful steps to assess and manage cybersecurity risk. IT governance will be reinforced and technology align to the business needs through COBIT 2019, while ISO/IEC 27001 lays down an official Information Security Management System [1],[2],[4],[6].
It will be inadequate for AeroLink Logistics to depend on only one single framework to handle its challenges that arise in governance, cyber security, compliance, vendor and business continuity risks. A combination of these frameworks will bring forth an optimum solution. For instance, IT governance will be enhanced by COBIT; IT security practice will be secured and maintained by NIST; official information security and regulatory compliance be enforced by ISO/IEC 27001; IT service management efficiency by ITIL [1],[2],[4],[6].
	Framework
	Primary Focus
	Main Strength
	Best Used For

	ITIL [6]
	IT Service Management
	Service quality and continual improvement
	Managing IT services

	NIST CSF 2.0 [1]
	Cybersecurity Risk Management
	Risk identification, protection, detection, response, and recovery
	Improving cybersecurity posture

	COBIT 2019 [2][3]
	IT Governance
	Governance, accountability, and strategic alignment
	Enterprise IT governance

	ISO/IEC 27001 [4]
	Information Security Management
	Information Security Management System (ISMS)
	Security management and compliance


Table 3.3: Comparison of Information Security Frameworks
[image: ]




[bookmark: _Toc237385261]4. Proposed Information Security Strategy for Aero Link Logistics
[bookmark: _Toc237385262]4.1 Assumptions
The following assumptions have been made while designing the proposed information security strategy:
· AeroLink Logistics is an international freight company operating in several countries.
· There are about 3,000-5,000 people who work for the organization across its multiple sites.
· About 88% of the company's IT infrastructure is hosted offsite on third-party providers' cloud infrastructure
· Remote access to our systems by our staff, suppliers and logistics partners.
· The organization holds highly sensitive customer, shipment and Personally Identifiable Information (PII) data.
· Information security budget that can be applied is moderate in range
· Management are dedicated to achieving sustainable cyber improvements.
· International Compliance As part of international regulation compliances like GDPR and ISO/IEC 27001.
[bookmark: _Toc237385263]4.2 Proposed Information Security Strategy
To protect its data, AeroLink Logistics requires a strategy. The eight components of this strategy for AeroLink Logistics work together to make the company safer, lessen issues, and adhere to regulations. 
 	
AeroLink Logistics must first establish a leadership team with defined security guidelines and a problem-solving strategy [2],[4]. To safeguard critical data and systems, AeroLink Logistics should also employ measures including limiting who may access information, encrypting data, and multi-factor authentication (MFA) [1],[4],[5].

Additionally, AeroLink Logistics should continuously monitor third-party vendors to reduce supply-chain and outsourcing risks [1],[4], have a strategy in place in case something goes wrong, and be able to continue operating even in the event of a disaster [1],[4]. Additionally, the organization should conduct regular security assessments and provide ongoing security awareness training for employees. By taking these actions, AeroLink Logistics will be better equipped to manage issues, safeguard its data, and support continual improvement of the organization's security posture [1],[4].
[bookmark: _Toc237385264]4.3 Security Policies and Procedures
AeroLink Logistics should develop a comprehensive set of information security policies that apply to all employees, contractors, suppliers, and third-party service providers.
Important policies should include:
· Information Security Policy
· Password and Authentication Policy
· Acceptable Use Policy
· Remote Working Policy
· Data Classification Policy
· Access Control Policy
· Incident Response Policy
· Backup and Recovery Policy
· Vendor Security Policy
· Policy for Business Continuity
Security policies should be reviewed annually, or whenever significant technological, operational, or regulatory changes occur, to ensure they remain effective against evolving cyber threats [1],[4]. Regular security awareness training should also be provided to employees [7],[9] to promote compliance with organizational policies and reduce the risk of human error, which remains one of the leading causes of cybersecurity incidents.
[bookmark: _Toc237385265]4.4 Risk Management and Assessment
Risk management should become a continuous organizational process rather than a one-time activity [1][4].
The proposed risk management process consists of five major stages:
1. Identify information assets and business processes.
2. Possible cybersecurity issues. Determine what those issues may cause in relation to any security measures.
3. Consider the potential and the severity of each identified risk.
4. Apply suitable controls for risk mitigation.
5. Continuously monitor risks and review security controls [1],[4].
It is important that risks are assessed a minimum of twice annually or when there are major organizational changes. Particular focus needs to be put on cloud-based platforms, IoT devices, remote access technologies, third-party suppliers, and customer databases as these offer the highest risk potential to AeroLink Logistics.
There needs to be a formal register of risks which should record identified risks, their impact, mitigating measures to be put in place, who is responsible for implementing the measures, and the review date. This will assist management in determining where to invest resources in security.
[bookmark: _Toc237385266]4.5 Protection Mechanisms and Access Controls
AeroLink Logistics could also use a defense in depth strategy that incorporates different layers of security to ensure sensitive data is protected from any harm as a result of cyber-attacks.
It will be important for the company to implement multi-factor authentication (MFA), a password policy as well as Principle of Least Privilege (PoLP) together with Role-Based Access Control (RBAC) to prevent unauthorized access. Encrypt sensitive data both at rest and in motion [4],[5].
The firm could also incorporate firewalls, endpoint security solutions, IDS/IPS and conduct regular security awareness training on phishing, passwords security as well as social engineering [1],[5].
[bookmark: _Toc237385267]4.6 Vendor and Service Level Agreement (SLA) Management
With over 88% of its IT assets located offsite at AeroLink Logistics' vendor's premises, reliance on third parties is of paramount importance for information security [1],[4]. Proper management of vendor security becomes a critical factor.
Pre-appointment assessment and review by AeroLink Logistics' of vendor's security measures and compliance with standards, certifications and the vendor's financial health and prior security breaches will be performed, so that only vendors satisfying such security criteria will be appointed [4].
Each supplier should have signed an SLA covering, among other things:
· Information security responsibilities.
· Data protection requirements.
· Encryption standards.
· Incident reporting procedures.
· Backup and disaster recovery expectations.
· Regulatory compliance obligations.
· Audit rights.
· Penalties for non-compliance [4],[5].
Regular vendor audits and continuous monitoring are necessary [1],[4] because outsourced services can introduce risks outside AeroLink Logistics' direct control. These measures should verify that suppliers continue to meet agreed security, data protection and service-level requirements.
Vendors can be evaluated on an ongoing basis by use of security reviews, audits, compliance reviews, and performance reports. Consistent monitoring will insure that outsourced services continue to meet the necessary levels of security throughout the course of the business relationship [1],[4].
[bookmark: _Toc237385268]4.7 Incident Response Plan
However, even when the inevitable occurs, not all cyber incidents can be prevented or stopped at the source. It's imperative for AeroLink Logistics to prepare a defined incident response plan (IRP), which will enable quick recovery and mitigation of any damage [1].
The proposed incident response process includes the following stages:
1. Preparation – Establish an incident response team, define responsibilities, provide employee training, and deploy monitoring tools.
2. Identification – Detect suspicious activities using security monitoring systems and employee reports.
3. Containment – Isolate affected systems to prevent the attack from spreading.
4. Eradication – Remove malware, eliminate vulnerabilities, and secure compromised systems.
5. Recovery – Reinstall systems using tested backups. Ensure the service is working correctly
6. Lessons Learned – Carry out a post-incident review so that the organization can identify flaws and improve future procedures [1].
An organization should routinely practice its response to an incident with incident-response exercises and test exercises to make sure that everyone working for the company is aware of what their roles will be during a cybersecurity incident [1]. Regular testing is important because it can identify weaknesses in roles, communication and recovery procedures before an actual incident occurs, reducing potential disruption to logistics operations [1].
[bookmark: _Toc237385269]4.8 Compliance Strategy
Compliance has to be tackled in a systematic and formal way; the solution should be the implementation of a compliance management programme. Compliance should include recognised information security standards such as ISO/IEC 27001 and applicable data-protection legislation such as the GDPR [4],[8].
Compliance to corporate policy and external law has to be evaluated and checked in regular intervals by an internal audit. Any compliance gaps, which are identified at an audit must be recorded and to be handled and closed by appropriate action plan. Also, employee trainings concerning security aspects, management of policy and documents and risk assessments (on regular basis) fall within the scope of compliance. The creation of evidence (documentation) would be necessary to undergo an external certification or compliance audit (external check) in a later stage [4],[8].
Continuous compliance monitoring should therefore be treated as an ongoing governance activity [2],[4],[8] rather than a one-time requirement, helping AeroLink Logistics respond to regulatory changes and maintain evidence of effective security controls.





[bookmark: _Toc237385270]5. Importance of Continuous Updates to Security Standards and Controls (Critical Analysis)
Cybersecurity is always changing because of technologies like cloud computing and artificial intelligence and the internet of things and big data and people working from home [1],[7],[9]. Companies like AeroLink Logistics need to update their security rules all the time to keep their information safe and follow the law and make their customers trust them [1],[4].
They have to keep updating their security rules because hackers and cyber threats like ransomware and phishing and malware are always coming up with ways to attack [9]. If companies check their security rules regularly, they can find risks and make their security better [1].
Companies also have to follow laws like the GDPR or they will get in trouble [8]. There are guidelines like the ISO standard and the NIST framework and COBIT and ITIL that help companies get better at security by checking themselves all the time and looking for risks and updating their rules [1],[2],[4],[6].
AeroLink Logistics needs to check their security all the time and make sure the people they work with are safe and teach their employees about security to keep the company safe and follow the law and protect the AeroLink Logistics reputation. It is necessary to keep AeroLink Logistics safe, from hackers and cyber threats. 
	Emerging Technology
	Security Challenge
	Why Standards Must Be Updated

	Artificial Intelligence [9]
	AI-powered phishing, deepfakes
	Existing controls must address AI-driven threats.

	Cloud Computing [1],[7]
	Misconfiguration, shared responsibility
	Security policies should reflect evolving cloud risks.

	Internet of Things (IoT) [1],[9]
	Device vulnerabilities
	Standards should include IoT-specific controls and monitoring.

	Remote Working [1],[9]
	Unmanaged devices, insecure networks
	Access control and Zero Trust practices require continuous review.



Table 5.1: Reasons for Continuously Updating Security Regulations and Standards


	Benefit
	Challenge

	Stronger protection against emerging cyber threats
	Higher implementation costs

	Better compliance with GDPR and ISO/IEC 27001
	Frequent staff training required

	Improved customer trust
	Operational disruption during updates

	Faster incident detection and response
	Need for skilled cybersecurity professionals


Table 5.2: Benefits and Challenges of Continuous Security Updates
All things considered AeroLink Logistics gains from updates to security standards because the company depends on cloud services, IoT devices, remote access and third-party suppliers. These factors create a changing environment with risks. Continuous improvements can also increase the difficulty of operations, workload for staff and the cost of putting changes into place. So, adding any control without checking if it fits the situation could cause unnecessary pressure. AeroLink needs to focus on changes based on how likely new risks and how much impact they could have. This is a strategy that looks at risks first. Also, because there might be overlapping requirements the four frameworks should be combined rather than developed seperately. So, while keeping things simple regular checks should focus on making sure the business can keep running stays secure and follows rules. Continuous updates help AeroLink Logistics deal with cyber threats but they also increase costs and require employees to learn new things all the time. These challenges are worth it for AeroLink Logistics because the company uses cloud services, vendors and remote access a lot, which makes it more vulnerable to attacks.
As a result, keeping the security measures in place should be seen as a smart business move, not just something AeroLink Logistics has to do to follow the rules.







[bookmark: _Toc237385271][bookmark: _GoBack]6. Conclusion
In this report, information security issues were discussed in relation to the multinational logistics company called AeroLink Logistics (ALL). This firm uses such modern technologies as cloud computing, the Internet of Things (IoT), artificial intelligence, and even outsourced information systems. As a result, the case study revealed several problems related to information security, including data breaches, poor governance, ineffective risk management, insufficient vendor management, as well as the lack of business continuity planning and compliance.
The report provided an analysis of four internationally recognized frameworks, including ITIL, NIST CSF, COBIT 2019, and the ISO/IEC 27000 series. It was shown how these frameworks enhance information security by improving governance, cybersecurity, risk management, and compliance. Based on the research findings, a customised information security strategy was developed for ALL to solve particular security issues.
It should be noted that information security is an ongoing process and not just the one-time implementation. With the constant development of technology, cyber threats, and regulation requirements, the information security practices should be reviewed on a regular basis. It means that AeroLink Logistics should use internationally recognized frameworks to improve its information security.
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Figure 1: Integrated Information Security Framework for AeroLink Logistics
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