





Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


· Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  


Features of IPV6


Ipv4 was created in the early 1980s as an addressing protocol for the internet which works on the network layer, making sending data communication over the internet to other services possible. Ipv4 is a 32-bit 4bytes long, robust addressing protocol with over 4 billion addresses, which at the time of its creation was an ample amount, but due to the exceptional growth of the use of the internet and the ever expanding needs of devices which connect to the internet all needing addressing, IPV4 addressing protocols have become inundated and needed improving and replacing, this lead to the introduction of IPV6 [1].
IPV6 has a 128-bit 16bytes long addressing space, IPV6 uses eight groups of four numbers separated by colons (:), this enables the possibilities of 340 undecillion (3.4 X 10³⁸) address making IPV6 ready for the future and addressing all the limitations and downfalls of IPV4, these include, lack of IP addresses, no security, lack of compatibility to new devices, large header structure and difficult configurations. 
IPV6 is a new suite of protocols covering three main types of addresses, these are unicast, multicast and anycast [2].
· Unicast is a single node address for one to one communication. To send and receive data to and from a single destination.
· Multicast is to send and receive data communication between several devices on a network.
· Anycast is to communicate and send data to either one or more receivers or groups of nodes (usually the closest node) on the network who are on the same destination address [2].
Improvements and benefits of IPV6 over IPV4 are:
· Built in security (IPSec) on the network layer.
· Better and more efficient routing.
· Quality of service (QoS).
· Larger, faster and more simplified header without checksum, with room for future improvements.
· End to End connectivity- no need for translating components.
· Mobility, mobile devices can be used without changing IP addresses. [3]
As IPV4 did not need or have any security due to the time when it was created, but it later had the option to add a security feature, but it was not built in. It was originally designed for research basis for universities and government use at the department of defence. As time has moved on and cybercrime has dramatically increased the need for security has become essential, IPV4 offered data encryption through a third-party security application. One of the features of IPV6 was to introduce a built-in security (IP Security) IPSec [1]. 



IPSec secures a channel between hosts, ensures that packages are encrypted before sending and checks received packages for encryption before decrypting. Packages which have not been encrypted or authorized will be discarded [1]. 

IPSec has three main components –
· IKE- Internet Key Exchange – where encryption keys are exchanged to establish a secure channel for communication between hosts, to authenticate the data a cryptographic algorithm is established and is used to secure the channel of data exchange.
· ESP- Encapsulating Security Payload – provides authentication for payloads, anti-replay, data integrity and encryption.
· Protection against port and address attacks.
· AH- Authentication Header – provides anti-replay, authentication and data integrity [4].
QoS- Quality of Service – ensures that data traffic is managed on a timely manner, giving higher priority to preferential data groups over lower priority groups. A class of service (CoS) and Differentiated Services Code Point (DSCP) are used to identify, manage and categorize data traffic, it then puts them on a queuing system, it makes sure packages are not lost or delayed and ensures the network runs more efficiently [5].
IPV6 features a larger extensive more simplified header which has the option for extra data, it does not require a checksum as the modern features which carry out a reliable error check, it has been simplified by moving all unnecessary information to an optional part/end part of the header to de-clutter it making it more efficient. IPV6 header has 40 octets compared to 20 octets header on the IPV4 [2].
End-to-end connectivity is another feature of IPV6, as there are plenty of addresses available there is no need for NAT (network address translation), this increases the performance. NAT uses limited IP addresses on a network to access the internet it must check data before it leaves and when it is returned [1]. 
As the world of mobile devices increase, the need to get connected does to, IPV6 has made sure that mobility is a part of its design, a feature which allows mobile devices to connect wherever you are using the same IP address, this is known as the auto IP configuration feature [1].
The address auto configuration feature of IPV6 supports both stateful, stateless and manual configuration. It makes it easier for network administrators to quickly configure and allocate address through the automatic address configuration mode.
To conclude the table below (fig 1) shows some of the differences between IPV4 and IPV6, even though IPV4 was a robust addressing protocol it was not designed to meet todays needs. IPV6 was designed to meet todays and the future addressing protocols requirements, it identified all the shortfalls of IPV4 and rectified and improved it. Even though it is already in use it is believed that it would take a few years before most of us would be on the IPV6 addressing protocol as the migration over would have its complications. At present both internet version 1 and internet version 2 would have to work collaboratively until the full migration [1] [2] [3].   
[image: ](Fig 1) Shows the differences between IPV4 and IPV6 [3]
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· Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 


























Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers

Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B/21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D/23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F/24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E/26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A//27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C/29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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