INTERNET ETHICS
E-BUSINESS ETHICS

Do we create a “new ethlcs , OT

“netiquette”, to respond to the
revelutionary change?

or

Are established mﬂdels of “good business
practice” simply in need of new focus?

SOME FEATURES OF E-BUSINESS

‘Reach / Visibility
« Inclusive / Exclusive
« Networking
+Speed
o Skill / rl’rau_mnmr N eeds
« Information Clutter
« Interactive




PROGRESS ?

ok Company Reform e.g. Co-op Bank Body
Shop... N |

Professionalﬁésociaﬁoﬁs e.g. CIM, British
Computer Society... \ |

A Government Legislation e.g. Compuwr
Misuse Act, Data Protechon Act ...

A Regulatory Agencies e.g. Offtel, Financial
Services Authority, Competiion Commission ... |

A Industry Groups e.g. Consortium of Retail
Companies, Federation of Small Businesses ...

A Stakeholder Pressures e.g. Consumer
Campaigns, Trade Unions, Supply Chain

Networks ...

A Market Forces, e.g. Reputation as an asset,
Friedman’s “rules of the game”



Internet Ethics, Ethics in General; How do you use it?
Where do you find it? |

o Check out Chapter 50 in any typical Functional texfbook!!
A quick review which is often never taught because of lack of time

* Look at specific texts e.g. Crane A & Matten D (2007) Business Ethics,
Oxford, OUP .

A bit heavy for your studies but you could dip into or use their case material.
e Strategy sections of general texts or specific texts

Normally covered in the business objectives and environment sections. Part of a
typical PEST or PESTLE analysis -

Add an ethical element to your coverage of all areas to give it an extra
dimension/perspective. If only to ask the question..”How would the analysis change if
ethical, CSR, Stakeholder approaches were adopted?”

e On the Internet:
'Why.n‘ot use a “made simple” type book? o
Jonathan Groucott & Paul Griseri (2004) Mastering e-Business, London, Palgrave

This has the excellent “The Internet is in its infancy...” get out for you to make up an
‘ANSWE. ' - -

e Academic articles give you the highest sources
On whether we ought to change our ethics (debating Piracy)

Norman Bowie (2005) Digital Rights and Wrongs: Intellectual Property in the
Information Age, Business and Society Review 1 10:1, pp 77-96

states that we should stick to our traditional ethics and fight piracy.

Lawrence Lessig (2002) The Future of Ideas: TherFate of the Commons in a
Connected World, New York, Random House

states that the Internet has revolutionised relationships so radically that we should

invent new ethics and new business models. He believes that it has empowered the
“weak™ consumer to win against previously all powerful monopoly producers.

o Read and use book reviews




What is new or unique about Internet Activities?

(Adapted from Langford, Duncan (2000) Internet Ethics, London,
Macmillan)

s (Global Scale

Anonymity

Interactivity

Reproducibility

L]

Uncontrollability

What problems/opportunities do you see for.._.;.-‘f

. 'Custgmers

° Marketers/Sel.lers

¢ Managing People

o Managiﬁg Suppliers

o Producing/Distributing



A Digest of Authors’ Concerns

Some of these “concerns” are extrapolated from the authors’ comments
rather than appearing as specific chapters of bullet points. It is interesting
to note whether authors bother to focus on ethics at all, or are concemed
with “efficient” systems merely stating general issues to avoid negative
reactions,

Problems with E-Commerce
(from Beynon-Davies, P. (2004) E-Business, London, Palgrave)

e Trust | |

e Reintermediation (brokerage)

e Information rich and poor

e Technological standards

e (Costof computer _related mistakes and errors

An e-commerce customer is “any actor consuming products or services,
- whether tangible or intangible, using e-commerte”.

This includes

Readers of Web pages

Online subscribers to mail lists

Direct purchasers of intangible goods such as software and graphlc art
Indirect purchasers of tangible goods such as books and CDs

Protecting Online Communities and Society
(from Rowley, J. (2002) E-Business, Basingstoke, Palgrave)
Cybercrime

e Hacking

e Fraud

e Infringement of Intellectual property
e Offensive material

Regulation and Taxation

e Jurisdiction



e Regulation
British Advertising Standards Agency (ASA)

National Telecommunications and Information Administration (NTIA)
www.ntia.doc.gov

Advertising

Financial Services

Defamation

Business Communications

e Taxation

Data Protection

(Data Protection Act 1998)

Information should be

e Processed fairly and Jawfully

e Accurate and up to date. .

‘e . Held no longer than necessary

J _Secure ‘

e Not transferred to and country outside the EU unless that country
ensures adequate level of protection for personal data

Contracts

Intellectual Property

o Copyright
e Patents
° Trademarks trade names & domam names

Security

e Encryption

o Digital signatures

. e Public key infrastructures (PKIS)

e Secure electronic transaction (SET)

e Firewalls

Privacy



Trust
Being a good netizen

Ethical Issues in IT Business and E-Business
(from Richard T. De George (2003) The Ethics of Information
Technology and Business, Oxford, Blackwell)

The Myth of Amoral Computing and IT
e Ignorance syndrome

e Complexity syndrome

e Virtual reality syndrome

The Double Click Case

~ Trust

e Trust and the Web
o (Customers, trust and e-business

Privacy, tracking, data mining éﬁd one-to-one markéting'
E-business, privécy and risk

Business to business

Monopoly -

E-Business, Initial Public Offerings (IPOS) and the New
Economy

o Creative use of general accepted accounting principles (GAAP)
o« Questionable use of stock options and IPOS tactics '

o Self interested board of directors

o Loss of objectivity by analysts

Taxation of E-Business - - /



The IT Industry

e Responsibility and software
o Licenses
o Legal Liability

Ethical Issues on the Internet

e Internet and its Governance

e Domain names

¢ Encryption, security and business

e Anonymity, secrecy and the Intemet

e Spamming

e Anonymity, security and responsibility

e Digital Millennium Copyright Act (DMCA) 1998
o Web pages

e Pornography versus censorship

o Pommography and children

o The digital divide

e Globalisation

e Expert Systems , , |
e Lack of adequate international back ground organisations

Security and Reliability for e-Business
(from Papazoglou, M. & Ribbers, P (2006) e-Business, Organisational
and Technical Foundations, Chichester, Wiley)

o Reliability and Quality

o Trust

o Risk

o Security

o Availability

e Secure communications

o Digital certification and trusted 3™ parties
e ILegal constraints



'Ethlcs in e-Commerce
(from Tassabehji, Rans (2003) Applying e-Commerce in Busmess
London, Sage)

o Introduce policies

¢ Revise contracts

o Raise awareness

o Identify tax and legal constraints
¢ Detect Cybercrime

o Identify liabilities .

o Protect rights

' Creating a new relationship between Buyers and

Sellers
(from Baier-Stein, D.B. & MacAaraon, A. (2005) The New Marketing
Conversatlon ‘Ohio, Thomson)
e Need for new approach
e Need for training
e (Change the tone from “Me Me” to “You You”
e Engage with the conversation
o Integrate web and other media
- » Multiple personalities
o E-motions '

New Rules of the Ganie

(from Ll Feng (2007) What is E- Busmess‘? How the Internet Transforms
Organisations, Oxford, Blackwell) |

¢ Kevin Kelly’s 12 New Rules for the Networked econon'l'y
o Dumb power of ubiquitous computing yields smart results
o Anticipate the cheap |

e The most valuable things should be given free

o Grow first-profits later

o Give away power at the top of orgamsahons

e Predict “churning” corporate casualties



Need for new Relationships and processes
(from Chen, Stephen (2004) Strategic management of E-Business,

Chichester, Wiley)
The 3-Ds of e-Business Strategy

o Disintermediation/Reintermediation

The destruction of traditional supply chains, cutting out the “middle man”

between manufacturer and customer and/or the need for new Internet
“middle enablers” to allow the direct links between them

o Disaggregation/re-aggregation

The breakdown of all activities in the value chain which can be
subcontracted or managed at a distance e.g, design, production,
distribution, customer support etc or Internet/Intranet.opportunities to
integrate previously dispersed activities in a core management structure
e.g. banking incorporates most related activities legal advice, msurance,
travel etc as integrated activities

o Digital convergence .

Linking valué chains across industries. Networking via the convergent
technology to achieve mutually agreed, synergistic benefits.

R
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UK Medix ' : rage 1 v

Griffiths, Steve

From: UKMedix Newsletter [newsletter@ukmedix.co.uk]
Sent: 15 November 2006 05:33

To: 'Grifﬁths, Steve

Subject: November Newsletter from UK Medix

-

e home

e contact us

e pharmacy

» ukmedix plus forum
o latest news ‘
o order tracker ' | L

the parents dont hke me
Ive med so many. things for my cr1rlfmends parents to like me but thev just dont

many young males using vgra‘? :
I find myself in what feels like a bit of an awlward position, being ( from what I can tell)

" sionificantly younger than the topical pogieron the hoaed, - -

Where's the oldles"”‘
No offence 1o the newbies of course but where's all us 'old' gals who I hope are st;ll there chipping

away!

fantastic results
For blokes in the same boat as me you ought not to hesitate or wait...

For Genuine Medication and fust delivery think U}’cmedixm

November means Christmas preparation....

Forum ideas - Why not use the forums to share recipes with each other? Set wewht loss targets by
Christmas, or join in the general support that the forum offers.

Regimes - Hair loss regimes: ﬁnd out how others run their daily regime, or ﬁnd out how impotence
sufferers work out what is best for them... use the forums... they really are there to help :) '

[ €



Click here and get talkine!

Still the best price impotence medication on line

And all our impotence treatments are similar in price and delivered in one working day (UK-
wide)

Click here and order now

Weight loss - the 3 month advantage
Buy any three month course and see how low the monthly costs can be!

Click here to see our range of weight loss treatments,

Weight loss treatments- UK Medix offérs the lowest UK prices on line.

Hair loss treatments at unbeatable value

UK Medix has the largest repeat customer base for hair loss treatments in the UK

Propcia at fair value with discounts on 6 & 12 month orders -

In the news:

o Our new International Deliveries with UkMedix are going from strength to strength (Click

here) _
e Celebs use the same hair loss treatments too you know! (Click here)
o Ukmedix learns of yet another attempt to produce a female sexual dysfunction aid read more

For Genuine Medication and fast delivery think Ukmedix™

Kind Regards

Customer Services
http://www.ukmedix.co.uk

If you no longer wish to receive this newsletter please reply to this message with
UNSUBSCRIBE in the subject

homepage | costs | compare us | about us | fag's | order tracker | contact us | ask the doctor | ukmedix
+ | ed information | hair loss information | dieting information | watchdog | links | news | pharmacy
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NETIQUETTE ABSTRACTS : 17 November 2006

Title:

Authors:

Source:

Document Type:

Subject Terms:

Author-Supplied Keywords:

NAICS/Industry Codes:

Ethical Issues in the Music Industry Response to
Innovation and Piracy.

Easley, Robert F.' reasley@nd.edu

Journal of Business Ethics; Dec2005, Vol. 62 Issue 2, p183-
168, 6p

Article

*BUSINESS ethics
*INTERNET

*MUSIC trade

*PIRACY (Copvright)
*SOUND recording industry
COMPUTER files

disruptive innovation

music piracy
recording industry

5122 Sound Recording Industries

Abstract:

Titl e:

Authors:

Source:

Document Type:

Author-Supplied Keywords:

The current conflict betwean the recording industry and a
portion of its customers who are involved in illicit copying of
music files arose from innovations invelving the compression
and electronic distribution of files over the internet. This
paper briefly describes some of the chalienges faced by the
recording industry, and examines some of the ethical issues
that arise in various industry and consumer responses to the
opportunities and threats presentad by these innovations.
The paper concludes by highlighting the risks associated
with responses that threaten further innovation, uitimately
reducing the chances of finding solutions that hold appeal for
all parti

A Typology of Communicative Stratedies in Online
Privacy Policies: Ethics, Power and Informed Consent.

Pollach, Irene’ irene pollach@wu-wien. ac. at

Journzal of Business Ethics; Dec2005, Vol. 62 Issue 3, p221-
235, 15p

Article

cookies

critical linguistics

data handling practices
electronic commerce
information privacy
language

privacy policies

2.4



Abstract: The opague use of data collection methods on the WVWW
has given rise to privacy concerns among Internet users.
Privacy policies on websites may e2sé these concermns, if
they communicate clearly and unequivocally when, how and
for what purpose data are coliected, used or shared. This
paper examines privacy policies from & linguistic angle to
determine whether the language of these documents is
adequate for communicating data-handling practices in @
manner that enables informed consent on the part of the
user. The findings highlight that corporate privacy poiicies
obfuscate, enhance and mitigate unethical data handling
practices and use persuasive appeals io increase
companies' fru stworthiness. The communicative strategies
idantified provide starting points for redesigning existing
privacy statements with a view to communicating data
handling practices in a more transparent and responsible
manner, laying the groundwork for informed consent.
[ABSTRACT FROM AUTHOR

The " Digital Divide" is Not-a Probleniin Neet of Rectifying.
‘ Authors: Block, Walter'

e —————

Source: Journal of Business Ethics; Sep2004 Part 2, Vol. 53 Issue 4,
p383, 14p i ' : '

Document Type: Ar’ﬁc\e

Subject Terms: *EDUCATION 7

. *NFORMATION resources management
*TECHNOLOGY
Social aspects | ‘
ELECTRONIC information resources

Author-Supplied Keywords: comouters
. digital divide
eqalitarianism
Internet
coercion -

NAICS/Industry Codes: 81 Educational Services

Abstract: An oft heard complaint is that there is a digital divide: that

"some racial, ethnic and gender groupings havd more than
their fair share of access to computers than others.
Commentators who articulate this perspective offer as

. Solutions to this problem the subsidization of such
technology for those who are supposedly underprivileged in -
it. The present paper denies that there is any such problem
in need of rectification

Larry Scheuermann; Gary Taylor
Journal: Internet Research: Electronic Networking Applications and Policy



Year: 1667 Volume: 7 Number: 4 Page: 269 -- 273
DOI: 10.1108/10662245710187268
Publisher: Emerald Group Publishing Limited

Ahbstract: Netiguette is derived by merging the words network and etiquette,
More specifically the term netiguette has been described as the conventions of
politeness recognized on Usenet and in mailing lists. In the context of the new
Internet global culture, attempts are being made te identify common standards
of etiquette. Literally hundreds of specific netiguette suggestions are published.
Identifies the following most frequently cited specific suggestions for online
users: think first; write in upper and lower case; avoid abbreviations; be
concise; avoid smileys; don't flame; don't take offense easily; don't evangelize;
and know the audience. Netiquette breaches do not always bring retribution.
Most breaches of politeness and courtesy may do no more than reflect pooriy on
the individual user. One who knows the rules of this new culture- may well have
an advantage over one who does not

Are we losing trust through technology?

Aufhor(s): Michael K Rich -
Journal: The Journal of Business and Industrial Mafke_ting
Year: 2002 Volume: 17 Number: 2 Page: 215 -- 222
DOI: 10.1108/088587520210419826 . :
Publisher:y Emerald Group Publishing Limited

Abstract: The field of marketing has had a histary of individuals and
organizations attempting short-term gain through less than ethical means. The..
advent of the Web and other technological advances has placed powerful
resources in the hands of practitioners. Coupled with that power is an acute
public awareness of marketing abuses that have adversely hindered subsequent
marketing efforts. Marketers need to address basic marketing skills through old-
fashioned personal contact and personal relations that probably never will be
effectively replaced with modern IT methodology. Additionally, marketing should
take a proactive approach to defining marketing responsibilities to the public it
serves to overcome the reputation that is established by a few who are unethical
in their approach to the craft. :

Global e-commerce: a framework for understanding and overcoming the trust
. barrier ‘

Author(s): Hassan A Alji'fri; Alexander Pons; Danie! Collins
Journal: Information Management & Computer Security
Year: 2003 Volume: 11 Number: 3 Page: 130 -- 138
DOI: 10.1108/09685220310480417

Publisher: Emerald Group Publishing Limited

Abstract: As the Internet revolution moves into fult-swing, those countries that
have not embraced e-commerce technology will face new hurdles as they seek
to develop their economies. Standing in the path of these countries' attempts to

22



adapt e-commerce technologies are several key issues that can be broadly
defined as trust barriers. Rather than think of the trust issues as barriers one
must think of them as assets. Presents a conceptual model and framewaork that
highlight the key factors in business trust relationships within developing
countries; information security, technical and industrial infrastructure,
education, government, and socio-cultural ‘factors. These factors are considered
in the light of different types of e-commerce business transactions taking place
within and across borders such as business-to-business (B2B), business-to-
consumer (B2C), consumer-to-business (C2B), and consumer-to-consumer

626

Computer ethics: the influence of guidelines and universal moral beliefs
Author(s): Dane K Peterson ' '
Journal: Information‘Technology & People

Year: 2002 Volume: 15 Number: 4 Page: 346 - 361

DOI: 10.1108/09593840210453124 ' '

Publisher: Emerald Group Publishing Limited - _

Abstract: Examines the influerice of computer guidelines and the belief in
universal moral rules on ethical intentions regarding the use of computers in the
workplace. The results revealed that the interaction between computer
guidelines and belief in universal moral rules was significant. Business
professionals with a strong belief in universal moral rules exhibited high ethical
intentions, regardless of whether or not their drganization had clear guidelines
concerning the use of company computers. ‘However, for business professionals
with a low belief in universal moral rules, the presence of clear computer
guidelines had a positive effect on ethical intentions, This investigation provides
evidence that computer guidelines are positively related to ethical intentions
only for individuals who do not adhere to a belief in universal moral rules.

Perceived risks as barriers to Internet and e-commerce usage
Author(s): Yehoshua Liebermann; Shmuel Stashevsky
Journal: Qualitative Market Research: An International Journal
Year: 2002 Volume: 5 Number: 4 Page: 281 -- 300

DOI: 10.1108/13522750210443245

‘Publisher: Emerald Group Publishing Limited

Abstract: Previous research suggests that perceived risk is an important
ingredient in the consumer decision-making process. The purpose of the present
study is to investigate what are the perceived barriers to Internet usage and e-
marketing by both users and naon-users. By understanding these potential
obstacles, more efficient marketing strategies will become available that will

Z%3



drive Internet use and e-commerce. A detailed perceived risks map has been
developed using a qualitative research paradigm. We suggest @ mode! with the
factors affecting the Internet's perceived risk elements. The factors are :
demographic traits and usage behavior characteristics. The model is tested
against a sample of 465 employed adults.

A model of trust in online relationship banking
Author(s): Avinandan Mukherjee; Prithwiraj Nath
Journal: The International Journal of Bank Marketing
Year: 2003 Volume: 21 Number: 1 Page: 5 -- 15
DOI: 10.1108/02652320310457767

Publisher: Emerald Group Publishing Limited

Abstract: The role of trust encompasses the exchanges and mteractlons of a
retail bank with its customers on various dimensions of online banking.
Specifically lays stress on the bank-to-customer exchanges taking place through
the technological interface. Hypothesizes shared value, communication and
opportunistic behaviour as antecedents to trust. Trust and commitment also
have a causal relationship. Proposes and empirically tests five hypotheses with a
sample of 510 Internet users of various profiles in India. Develops a structural
equation model! (Lisrel) and establishes all hypotheses. Observes that shared
value is most critica! to developing trust as well as relationship commitment.
Communication has a moderate influence on trust, while opportunistic behaviour
has significant negative effect. Also finds higher percelved trust to enhance
significantly customers' commitment in online banking transaction. An important
contribution concerns how trust is developed and sustained over different levels
of customer relationship in online banking. The future commitment of the

* customers to online banking depends on perceived trust.

Protec‘cmg perscnaJ prlvacy on the Internet

Author(s): S.E. Kruck; Danny Gottovi; Farideh Moghadami; Ralph Broom;
Karen A Forcht ‘

Journal: Information Management & Computer Security
Year: 2002 Volume: 10 Number: 2 Page: 77 -- 84
'DOI: 10.1108/09685220210424140

Publisher: Emerald Group Publishing Limited

Abstract: The rapid advance of technology has permitted the creation of vast
amounts of information, both on and off the Internet. The publicis only just
‘beginning to realize how this information, especially personal information, may
be used in ways that may not be acceptable, Laws across different countries are
often conflicting, making it difficult to control how personal information is being
used and how individual privacy is being violated. The solution to this problem
lies somewhere between government, industry, and the individual, This paper
discusses the current state of personal privacy in each of these three areas.
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thical implications
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As with other aspects, the ethical issues ars notso much specific to e-business, ) L\TV\OLD‘)\ .
but the internet environment puts existing ethical concep!s into a differsnt
perspective. ‘
Clearly, one over-riding ethical issue is the scale of potential access on the
internet, The farnous website loaded in 1899 by aTurkish man entitled ‘A (chaste)
kiss for my friends’, which was apparently put up for no purpose other than to
express friendship, went round the world, receiving literally thousands of hits,
and being written up in national newspapers arounid the planet. This. is a rare
example of well publicised positive ethical uses of the web. Far more COTLMOMN,
regrettably, are the Jess ethically acceprable ones. Typical of these is the case ofan
employee of & British bank, who was dismissed after he produced a web page .
derailing the sexual history of a fermale colleague - it ended up being seen by Over )
half a million people.
One of the biggest issues with the scale of potential access is the behaviour of
hackers and those who develop viruses. This is gufficiently large an issue thatwe
shall defer it to the next chapter. There is an image in the popular press that all
hackers are destructive —asWe chall see later, it is not always as simple as that
(though there are lots of cases where it is ag simple as that as welll, : .
Many of the unethical or dubious practices of physical marketing can be
- pbserved on the web. Advertisements that promise fantastic deals, but when you
visit the site you find that the promise is rather greater than the reality. One wist
with an internet advertisement s that once you visit a site, it can have software
. which will place & ‘coolde’ in your systerd - @ small piece of coding, usually
there make it easier to upload that site In the future (but clearly open to abuses,
such as making that site a default location, of much rmore dangerously'sending
details of your hard drive back to a third party). .
‘Spam’ email is ancther, and growing, menacé on the internet. Spam is the
-computer-'ba_sed version of junk mail - someone has gained your email address,
possibly through your visiing a site, possibly via a database generated via &
commercial transaction (in many cases butied in the stnall print is & request for
'your assent to a coripany releasing your details to other organisations, usually
assent is presumed 10 be given unless you state otherwise). Then you receive
unsolicited emails advertising goods, sometimes with an annoying frequency.
- The volume of this category of email is. threatening to create intermnet gridlock
in the coming years unless an effective means of contro]ling‘it'is developed =~
this is likely to be as much technical as egisiative.
It is inappropriate to summmarise the key points of this chapter, as there is 100

much detail, But there are cerain key themes:

: : _ Chapter 3 The social impact of e-business 63

e Theweb isstll in its infancy, and there are Many areas where technologiia
~or other innovations may Change the face of the web substantially

e The tension between liberality and control will contnue to be the deter-
mining factor in the development of the web, with potendally a gradual but
not overwhelming increase in control by governments and corporadons

s In social and political 1eIms, the growth of the web is both extending and

placing major strains on the lifestyle thatwestern fostered nadons developed

in the second half of the rwentieth century .

The potential of the-web to revolutionise social relationships and develop a

new sense of communicy is vast,
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