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[bookmark: _Toc237564864]Introduction
MedAssist Clinic is a private UK healthcare facility providing outpatient consultations, diagnostic services and specialist referrals. For this project I need to keep several types of information together: patient details, doctors, availability, appointments, treatment records and feedback. Then I built one relational database and used the relationships between tables to keep the records connected. 
I created the database in phpMyAdmin and used PHP for the website. My work includes ERD, related tables, normalization, join, stored procedures, triggers, transactions, indexes and PHP forms. I kept the website very simple. It is a prototype, not an attempt at a production healthcare system, and the code stays close to the PHP covered in the module.
The report follows the project as it was actually developed and tested. I will explain why I separated the tables, how the relationships are used, what happened when I entered invalid data and how the PHP pages read and change database records. I provided screenshots as evidence alongside my work.


[bookmark: _Toc237564865]Part A. Database Design and Implementation
[bookmark: _Toc237564866]Entities and Attributes
I started by separating the clinic data into entities that matched the scenario. The main tables are Patient, Department, Doctor, DoctorSchedule, Appointment, Treatment, Feedback and AuditLog. Later I added User for the PHP login. Each table has one clear purpose, which makes the structure easier to work with the project.
Patient table keeps personal details, contact information and medical history. Department contains the clinic departments and Doctor links each doctor to one of them. DoctorSchedule stores availability. Appointment joins a patient and doctor at a particular date and time. Treatment records the outcome of an appointment; Feedback holds a rating and comments. AuditLog keeps a record of changes so that activity can be traced later.
This arrangement is easiest to see in Appointment. I do not store a patient's address, the doctor's email and the department name again every time a booking is created. Appointment keeps the relevant IDs and I retrieve the fields described with join when they are needed. There is less repeated data to maintain. If a doctor changes department, I update the Doctor record instead of changing every previous appointment row.


	Entity
	Role

	Department
	Clinic departments; department name and extension are unique.

	Patient
	Registered patient identity, contact and health-history data.

	Doctor
	Doctor details linked to one department; GMC number, phone and email are unique.

	DoctorSchedule
	Availability for a doctor; unique doctor/day combination.

	Appointment
	Connect one patient and one doctor at a defined time.

	Treatment
	Clinical outcome for an appointment; one treatment per appointment.

	Feedback
	One feedback record per appointment; rating constrained from 1 to 5.

	AuditLog
	Tracking of selected data changes.


Table 1. Main MedAssist Clinic entities and their roles.


[bookmark: _Toc237564867]Relationships and ERD
The relationships follow the way the clinic data is used. A Department can contain many Doctors, but each Doctor belongs to one Department. Doctors can have several scheduled entries and many appointments; patients can also have many appointments over time. Every Appointment points to one Patient and one Doctor. Treatment and Feedback are optional one-to-one extensions of Appointment because appointment ID is both a foreign key and unique in those tables. So, booking can exist before a treatment or feedback record has been added, but it cannot end up with two treatments or two feedback rows by mistake.
The ERD presents the same structure visually, including the primary keys, foreign keys and relationships.

[image: This image displays a complex diagram with multiple interconnected elements such as doctor schedules, audit logs, patient information, and various fields related to treatments and appointments.

AI-generated content may be incorrect.]
Figure 1. Entity Relationship Diagram for MedAssist Clinic.
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I used normalization when designing the tables. Normalization forms (1NF, 2NF and 3NF) deal with repeating groups, partial dependencies and then transitive dependencies [9]. I checked the MedAssist tables against those stages as I built them.
For 1NF, values are kept in individual fields rather than repeating groups. Patient has separate columns for first name, last name, date of birth, email and postcode. Doctor availability is another example. I did not add days of the week and similar columns to Doctor table. Each available day is stored as its own DoctorSchedule row. That structure is much easier to search and extend.
The design also meets 2NF. The main operational tables use single auto increscent primary keys such as patient ID, doctor ID and appointment ID, so their non-key fields depend on the whole key. Where I need a combination to be unique, I used a unique constraint instead. In DoctorSchedule, schedule ID remains the primary key, while a unique constraint prevents the same doctor from having duplicate working periods on the same day.
For 3NF, I avoided storing information that belongs to another entity. Department name stays in Department rather than being copied into Doctor. Appointment stores patient ID and doctor ID, not another copy of their names. When a screen or report needs those names, a join retrieves them. Treatment and Feedback tables are separate as well because they describe later parts of the appointment process and may not exist when a booking is first made. Queries become a little bit more difficult, but updates are much cleaner because each fact has one main place to be changed.


[bookmark: _Toc237564869]Table Creation and Constraints
I created the physical database in phpMyAdmin. The main primary keys are auto increment is integers, so new rows receive an identifier automatically. I used not null for values the system needs and unique where duplicates should be not allowed, including patient email, doctor GMC number and department name. Controlled fields like gender and appointment status use restricted values. Foreign keys connect the tables and stop related records from pointing to IDs that do not exist.
Figure 2 shows the patient definition and its unique email rule. Figure 3 shows creating appointment table, including patient ID and doctor ID. I also added scheduling unique rules to reduce accidental duplicate bookings. These checks are in the database itself, so they still apply if a record is inserted somewhere other than the PHP website.
[image: ]
Figure 2. Patient table creation with primary key, required fields and a unique email constraint.
[image: ]
Figure 3. Appointment table with patient and doctor foreign keys and scheduling unique constraints.
I did not leave the constraints untested. I deliberately tried a feedback rating outside the allowed 1 to 5 range and the database rejected it. Then I tried to insert a second patient with an email address that already existed, so that failed as well. Those failures are useful evidence because the database is enforcing the rules.
[image: ]
Figure 4. Check constraint rejecting an invalid feedback rating.
[image: ]
Figure 5. Unique constraint rejecting a duplicate patient email address.
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I added sample records for departments, patients, doctors, schedules, appointments, treatments and feedback. Appointment data includes scheduled, completed, cancelled and no-show statuses. Having that, I could test booking rules and audit behavior against different situations.
Next, I used join to turn the normalised rows into information that would make sense to a clinic user. Figure 6 combines appointment, patient, doctor and department tables and returns the names, department, date, time, reason for visit and status together. The output reads like one report even though the data comes from several tables. That was a useful check that the relationships were doing what I intended.
[image: ]
Figure 6. Joined appointment output linking patients, doctors and departments.
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I used stored procedures for operations where it made sense to keep reusable logic inside the database. AddPatient gives a controlled insert route for a patient. BookAppointment checks the booking conditions before inserting anything. Keeping that rule in the procedure means the database does not depend on a particular user interface remembering the same check every time.
I tested BookAppointment by trying to book a doctor who already had a Scheduled appointment at the same date and time. The second booking was rejected. Then I repeated the test with a slot whose earlier appointment was cancelled and the new booking was allowed. The procedure is checking the status and applying the intended rule, not simply blocking every repeated date/time value.
The audit work is handled by triggers. The database can run a trigger when an insert, update or delete action occurs [2]. I created triggers for patient, appointment and treatment tables, with the resulting entries written to AuditLog. Depending on the action, the log records details such as the table, record ID, action, changed values, database user and time. Because database creates the audit entry, the PHP page does not need an extra logging query after each change.
User defined function, called GetPatientAge was added. It calculates a patient’s age from their date of birth using the current date.
[image: ]
Figure 7. BookAppointment prevents a doctor booking at taken time.
[image: ]
Figure 8. A cancelled appointment slot reused for a new appointment.
[image: ]
Figure 9. Implemented audit triggers for patient, appointment and treatment tables.
[image: ]
Figure 10. AuditLog records showing inserts and updates.
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I used a transaction where the checks and changes belong to one booking operation. The database provides START TRANSACTION, COMMIT and ROLLBACK for this purpose [1]. A successful operation can be committed. If the operation should not complete, its changes can be rolled back.
BookAppointment gives a practical case. A valid request passes the checks and can be kept. If the doctor already has a conflicting active booking, the second scheduled appointment is not created. The cancelled slot test covers path where the conditions are valid, a replacement booking can be added.
This was important because Appointment records are linked to Treatment and Feedback. A failed booking should not leave partial changes in the database, so the transaction either completes successfully or rolls back to the previous state.
[bookmark: _Toc237564873]Performance Tuning and Indexing
I added secondary indexes to appointment doctor ID and appointment patient ID. These fields are used in joins and they are normal search paths when looking for a doctor's bookings or a patient's appointment history.
MySQL documentation explains that indexes can reduce the work needed to locate rows for SELECT queries [3]. They are not free, though: they take storage and must be maintained when data changes [3]. This is why added indexes only to columns that are likely to be used frequently in search and queries.
With the assessment dataset, I would not expect a big difference in query speed. The important point is that the indexes are placed on columns that are likely to be used regularly. Doctor ID and patient ID are common join and filter columns and will become more useful as the appointment table grows. Figure 11 shows the BTREE indexes in place. With a larger dataset, EXPLAIN can be used to check whether the indexes are used for specific queries [4].
[image: ]
Figure 11. Secondary indexes implemented on appointment doctor ID and appointment patient ID.
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[bookmark: _Toc237564875]Overview of Website Topic
For Part B I added a small patient management website to the same MedAssist database. I used only the parts of the database needed for the website. The assignment needs database connectivity, dynamic output, search and CRUD and patient gives enough information to show all these features without creating the whole clinic system again.
The PHP stays close to what we learned in the module. The top navigation contains all Patients, add patient and logout. Each patient can then be viewed, edited or deleted from the list. I chose this simple structure because it makes it easy to understand what each page does and how each query works without using a framework.
[image: ]
Figure 12. Final patient management interface with search/filter and view/edit/delete actions.
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[bookmark: _Toc237564877]Tables and Relationships
The website connects to the existing MedAssistClinic database rather than creating a separate database for Part B. The current pages mainly use the patient table, while the user table supports the login.
I considered adding appointment booking to the website but decided not to include it. It would require additional PHP without being necessary to demonstrate the required CRUD, search, dynamic content and security features. The booking rules are already implemented at database level in Part A. Focusing the website on patient table also made it easier to test all features properly.
[bookmark: _Toc237564878]Sample Data
Patient contains sample records with names, dates of birth, gender, nationality, contact details, addresses and medical history. The main page index.php reads those rows from the database and builds the list dynamically. I used the same records throughout development to test searches and to check that add, edit and delete actions are changing the database itself, not just the page output.
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[bookmark: _Toc237564880]Dynamic Content Display
Page db.php creates the database connection. On index.php, a select query retrieves patient table rows and fetch_assoc() reads them one at a time for the patient cards. Before database text is placed into the HTML, I pass it through htmlspecialchars(), which converts HTML-significant characters for safe display in that context [8].
The View Patient page view_patient.php provides the detailed Read page. It expects a numeric patient ID, uses a prepared select to load the matching row and then shows the full record, including address and medical history. During testing I found that opening an edit/details URL directly without a valid patient could otherwise lead to an empty form. I added the ID checks and redirect so a missing, invalid or unknown ID now returns the user to the patient list.
[image: ]
Figure 13. Patient Details view showing the complete record and available actions.
[bookmark: _Toc237564881]CRUD Operations
Add Patient page add_patient.php is adding new patients in the database. The form uses post, and a prepared insert statement adds the new record to the database. After a successful insert I replace the form with confirmation and three next steps: view the new patient, add another patient or go back to the list. Read is covered by the main list and View page. edit_patient.php loads the chosen record and sends the changes through update; after a successful update it shows confirmation instead of leaving the editable form on screen.
Delete is implemented by delete_patient.php with a parameterized delete. I added confirmation because this action removes a record from existing database. Cancel leaves the patient record unchanged, while confirming the action continues with the deletion. Instead of redirecting immediately, the page displays a success message and a Back to Patients button to confirm that the record was deleted.
[image: ]
Figure 14. Successfully create operation with clear next actions.
[image: ]
Figure 15. Confirmation displayed before a delete operation.


[bookmark: _Toc237564882]Search and Filter Functionality
The main page index.php handles both search and filtering. The text box searches first_name, last_name and email with LIKE, while the gender dropdown can be used alone or with the text search. That gives four query cases: both filters, text only, gender only, or neither. When user input is used in a query, prepared statements are used instead of adding the values directly to the SQL.
I used GET for this form because a search only reads data. It also keeps the selected search values in the URL, which is useful when checking what query state produced the current results. The page then builds the patient cards from the rows returned by that filtered query. Figure 16 shows an example using stored patient data.
[image: The image displays a user interface for the MedAssist Clinic's patient management system, showing a filtered list of patient details, including Rohan Mehta's information.

AI-generated content may be incorrect.]
Figure 16. Patient search and filter display matching patient records.
[bookmark: _Toc237564883]Security Measures: Login and Input Validation
The site uses PHP sessions for basic access control. login.php checks the submitted credentials against User with a prepared statement and stores a value in the session after a successful login. Each protected page starts the session and checks for that value before showing its content. If it is missing, the user is sent to login.php. logout.php clears the session. I checked this in a private browser window by entering index.php directly, and the patient page redirected to Login instead of opening.
I used validation in form and PHP. Required fields have the HTML required attribute and a visible red asterisk. Gender comes from a dropdown. Email uses type="email" and is checked again on the server with FILTER_VALIDATE_EMAIL [7]. I also normalise phone numbers and postcodes by removing spaces before storage. View, Edit and Delete check that the patient id is present and numeric before the query is run.
These controls are enough to demonstrate the assignment requirements, but I would not treat them as a complete security design for a real clinic. The coursework login currently compares the stored password directly, and db.php contains local development credentials. A production version should use password hashing, a least-privilege database account, HTTPS, protected configuration and role-based authorisation. I would also change Delete from a GET link to POST and add CSRF protection.
[image: The image depicts a login interface for MedAssist Clinic, featuring placeholders for username and password fields.

AI-generated content may be incorrect.]
Figure 17. Login page displayed after attempting to access a protected page without an active session.
[image: ]
Figure 18. Validation message displayed after entering an invalid email address (old version of page design).
[image: ]
Figure 19. Add patient form shows the required fields and patient details.
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After the main functions were working correctly, I focused on improving the interface rather than adding more features. I made the navigation consistent, displayed patients as cards, aligned the forms and separated success and error messages from the input fields. I also added patient details so the main list could stay compact. Required fields are marked clearly and medical history can be resized vertically on add and edit forms when more space is needed.
On desktop screens, the search field and gender filter stay on one row. Below 700 pixels, a media query moves them onto separate rows. I also styled the action links as buttons and made delete visually different from view and edit. These css file changes made the pages clearer and the navigation more consistent.
[bookmark: _Toc237564885]SQL Injection Overview and Mitigation
[bookmark: _Toc237564886]What SQL Injection Is and Its Risks
SQL injection is a risk when untrusted input is allowed to change the structure of an SQL statement. The problem usually appears when a query string is built directly with values taken from a form or URL. OWASP (Open Worldwide Application Security Project) identifies dynamic SQL queries built using string concatenation and user input as a common cause of SQL Injection [5]. A simplified vulnerable login might look like this:
SELECT * FROM User WHERE username = '$user' AND password = '$pass';
If $user and $pass are added directly to the query, the user input becomes part of the SQL command. An attacker could then enter SQL characters and operators instead of a normal username. A common example is ' OR '1'='1. In vulnerable code, this could change the where condition instead of being treated simply as input data.
What happens next depends on the query and the permissions of the database account. Possible results include bypassing a login, reading records that should not be visible, changing data or deleting it. In MedAssist, patient table includes contact details and medical history, so letting form input alter SQL would be a serious defect even in a assessment web site prototype.
I used prepared statements as the main defence. OWASP recommends parameterised queries because the SQL structure is defined separately from the values supplied by the user [5]. That separation is the key point. Text that happens to contain SQL syntax is still handled as parameter value rather than being allowed to become another part of the command.
Validation still helps, but for a different reason. A patient ID should be numeric, an email should have a valid format and gender should come from the expected choices. Those checks improve data quality. I did not rely on them to recognise malicious SQL, because parameterising the query is a more direct way to stop input from changing its structure.
Output encoding is separate again. I use htmlspecialchars() when patient values are inserted into HTML [8]. It protects the HTML output context. It does not secure an SQL statement. This part of the project helped me understand the difference between three security measures: query parameterization, input validation and output encoding.
[bookmark: _Toc237564887]Vulnerabilities Identified in the Earlier Website Code
The first working version did have unsafe query patterns. Search values and some patient IDs were placed directly into SQL strings, and the early login query also embedded the submitted username and password. Normal inputs worked, which made the weakness easy to miss, but the query and the user's data were not properly separated.
I tested the weakness before changing it. After that, I converted login, search and filter, add, view, edit and delete actions to prepared statements instead of fixing only the login. This protection was applied across the whole site, because a secure login would not be enough if another page was still vulnerable to SQL Injection.
[bookmark: _Toc237564888]SQL Injection Protection on the Website
In the final code, MySQLi prepare()creates prepared statements with placeholders for user input, while bind_param() adds the required values. The login query uses placeholders for the username and password. Add uses them for the patient details, edit for the updated values and patient ID, and Delete for the patient ID. According to the PHP MySQLi documentation, these placeholders are parameters that are bound before the statement is executed [6].
Search needs a little more branching because the number of parameters changes depending on the filters. When both search text and gender are present, the statement binds both. Search-only and gender-only have their own prepared versions. For like, I add the wildcard characters to the PHP value before binding it, so the submitted text remains data rather than SQL syntax.
I kept the other checks as well: numeric IDs, server-side email validation, session checks and HTML output encoding. They play different roles, so I did not treat any one of them as a complete security solution. Prepared statements protect the SQL boundary. The remaining checks deal with the format, access and display of data.
[image: ]
Figure 20. SQL Injection test showed that the attempted injection was unsuccessful (old design version).


[bookmark: _Toc237564889]Testing and Results
After changing the queries, I repeated the login injection test. The SQL-like payload no longer altered where conditions are. The page treated it as a literal credential and returned Invalid login. I then retested normal login, search and CRUD so that the security fix did not silently break valid behaviour. I also checked direct access without a session and submitted an invalid email as separate negative tests.
The final test set contains both successful and unsuccessful cases. Valid credentials and normal CRUD actions still had to work. Invalid credentials, malformed input, bad IDs and constraint violations had to fail in a controlled way. For delete I tested both buttons in the confirmation: cancel left the record in place, while ok removed it and displayed the success page. Table 2 summarises those checks.
	Test ID
	Operation
	Result
	Status

	01
	Create patient with valid data
	Record inserted; success message
	Pass

	02
	Submit invalid email
	Server-side validation rejects input
	Pass

	03
	Search by patient name
	Only matching patient records displayed
	Pass

	04
	Filter by gender
	Matching gender records displayed
	Pass

	05
	Edit an existing patient
	Updated data saved and confirmation shown
	Pass

	06
	Open Edit/Delete without valid ID
	Redirect to patient list
	Pass

	07
	Attempt SQL injection in Login
	Payload treated as data; Invalid login
	Pass

	08
	Delete patient - Cancel
	No delete performed
	Pass

	09
	Delete patient - OK
	Record deleted; success page shown
	Pass

	10
	Open index without session
	Redirect to Login
	Pass


Table 2. Functional and security test summary for the PHP website.


[bookmark: _Toc237564890]Conclusion
The finished project brings the two parts of the assignment together. In Part A, I built a relational database for the clinic and tested the rules used to protect its data. Keys and constraints maintain relationships and valid values, procedures handle repeatable operations, triggers create audit records, transactions protect the booking process, and indexes support common queries. Testing invalid data was also useful because it confirmed that the database constraints worked as expected.
Part B uses the same database through a PHP website. The site displays and searches patient records and supports create, read, update and delete operations. Sessions restrict access after login, validation checks user input, and prepared statements protect queries that use user-supplied values. I also improved the interface with clearer navigation, patient cards, consistent action buttons and feedback messages without adding an unnecessary front-end framework.
I considered adding appointment booking to the PHP website, but this would have added more code and repeated logic already handled at database level. Keeping Part B focused on patient management allowed me to test the required features properly. The security measures are suitable for this project prototype, but a real clinic application would require additional protection such as password hashing, role-based permissions, CSRF protection, secure configuration and HTTPS.
The most useful part of the project was seeing how the database concepts affected the actual website. Normalisation reduced duplication but also required joins between related tables. Constraints prevented invalid data, transactions controlled whether changes were committed or rolled back and triggers created audit records automatically. Indexing also became clearer when considering which columns would be used regularly in queries. Finally, prepared statements showed how user input can be accepted without allowing it to become part of the SQL command itself.
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Copy  @Delete & Export
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BEGIN
INSERT INTO GG
trg_appointment_insert INSERT appointment AuditLog AFTER 011,03 ONLY_FULL_GROUP_BYSTRICT_TRANS_TABLES,NO_ZERO_IN_... rooi@localhost ufgmbs
q :53:
thu:
BEGIN
. . 2026-08-09
trg_appointment_update UPDATE appointment  IF NOT AFTER e o187 ONLY_FULL_GROUP BY,STRICT TRANS_TABLES,NO_ZERO_IN_... root@localhost utfemb4
(OLD.patient_id <=> D
NEW.patien...
BEGIN
INSERT INTO SR
trg_patient_insert INSERT  patient AuditLog AFTER 17»4:;55'62 ONLY_FULL_GROUP_BY,STRICT_TRANS_TABLES,NO_ZERO_IN_... root@localhost utf8mb4
( 143:55.
ta...
BEGIN
s : 2026-08-09
trg_patient_update UPDATE patient IF NOT AFTER " o1 og ONLY_FULL_GROUP_BY,STRICT_TRANS_TABLES,NO_ZERO_IN_... root@localhost utfgmbs
(OLD first_name <=> R
NEW.first_...
BEGIN
INSERT INTO 2026.08.09
trg_patient_delete DELETE patient AuditLog AFTER 17%’» . s' 73 ONLY_FULL_GROUP_BY,STRICT_TRANS_TABLES,NO_ZERO_IN_... root@localhost ufgmbs
( 148:26.
ta...
BEGIN
2026-08-09
trg_treatment_update  UPDATE treatment IF NOT AFTER 0 o 17 7 ONLY_FULL_GROUP_BY STRICT_TRANS_TABLES,NO_ZERO_IN_... root@localhost utfgmb4

(OLD.appointment_id
<=>NEW.ap...
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dit_id
R bR '-'1 table_name record_id action_type column_name  old_value new_value changed_by changed_at
O Edit 3iCopy @ Delete 22 Appointment 16 UPDATE  appointment status Scheduled Cancelled root@Iocalhost 2026-08-09 19:59:44
() JEdit 3iCopy @ Delete 21 Patient 12 UPDATE  phone_ number 07700845219 07700913642 root@Iocalhost 2026-08-09 19:55:47
first_name: Oliver,
O Edit 3iCopy @ Delete 20 Patient 12 INSERT NULL NULL last_name: Grant, root@Iocalhost 2026-08-09 19:53:54
date_of _birt..
patient_id: 7, doctor_id:
O JEdit 3 Copy @ Delete 19 Appointment 21 INSERT NULL NULL 3, appointment_date:  root@localhost 2026-08-09 19:40:20
202...
O Edit 3iCopy @ Delete 18 Appointment 20 UPDATE  appointment_status Scheduled Cancelled root@Iocalhost 2026-08-09 19:39:46
patient_id: 6, doctor_id:
() JEdit 3iCopy @ Delete 17 Appointment 20 INSERT NULL NULL 3, appointment date:  root@localhost 2026-08-09 19:30:59
202...
0O Edit 3iCopy @ Delete 16 Appointment 19 UPDATE  appointment date  2026-08-17 2026-10-12 root@Iocalhost 2026-08-09 19:26:36
O JEdit 3iCopy @ Delete 15 Appointment 17 UPDATE  appointment date 2026-08-12 2026-10-07 root@Iocalhost 2026-08-09 19:26:36
O /Edit 3iCopy @ Delete 14 Appointment 16 UPDATE  appointment date 2026-08-12 2026-10-07 root@Iocalhost 2026-08-09 19:26:36
0 JEdt © Delete 13 Appointment 14 UPDATE  appointment date 2026-08-14 2026-10-09 root@Iocalhost 2026-08-09 19:26:36
O Edit 3iCopy @ Delete 12 Appointment 13 UPDATE  appointment date 2026-08-11 2026-10-06 root@Iocalhost 2026-08-09 19:26:36
O JEdit 3iCopy @ Delete 11 Appointment 11 UPDATE  appointment date  2026-08-10 2026-10-05 root@localhost 2026-08-09 19:26:36
Blood pressure
- Blood pressure i
O /Edit 3iCopy @ Delete 10 Treatment 2 UPDATE  treatment notes 4 " monitoring and follow-  root@localhost 2026-08-09 19:10:49
¥ = monitoring advised
up advised
Amlodipine 5
() PEdit 3:Copy @ Delete 9 Treatment 2 UPDATE prescription NULL d"_'|° ipine SMgonce i @localhost 2026-08-09 19:10:49
E aily
O Edit 3iCopy @ Delete 8 Appointment 19 UPDATE  appointment time  14:00:00 16:00:00 root@Iocalhost 2026-08-09 18:59:19
patient id: 5, doctor_id:
() JEdit 3:Copy @ Delete 7 Appointment 19 INSERT NULL NULL 3, appointment_date:  root@localhost 2026-08-09 18:57:42

202...
m Console first_name: Daniel,
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SHOW INDEX FROM Appointment;

O Profiing [ Edit inline ] [ Edit] [ Create PHP code ] [ Refresh ]

Extra options

Table Non_unique  Key_name Seq_in_index
appointment 0 PRIMARY

appointment 1 idx_appointment_doctor

appointment 1 idx_appointment_patient

Query results operations }—

Column_name
1 appointment_id
1 doctor_id
1 patient_id

Collation
A
A
A

Cardinality Sub_part Packed Null

0 NULL NULL
9 NULL NULL
10 NULL NULL

Index_type
BTREE
BTREE
BTREE

Comment

Index_comment

YES
YES
YES

(& Print 3¢ Copy to clipboard % Create view
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& G | @ localhost/medassistclinic/index.php

All Patients Add Patient

MedAssist Clinic

Search / Filter Patients

‘ Enter name or email ‘ ‘ All Genders

Search ‘

Patients

Patient ID: 1

Scott Harrison

Date of Birth: 1985-03-18
Phone: 07142638519
Email: scott.harrison@example.com

View Edit

Patient ID: 2

John Fletcher

Date of Birth: 1972-11-06
Phone: 07831492765
Email: john.fletcher@example.com

View Edit

Logout
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All Patients

Add Patient

Patient Details

Patient ID:
First Name:
Last Name:
Date of Birth:
Gender:

Nationality:

Phone Number:

Email:

Address

Address Line 1:

Address Line 2:

City:

Postcode:

Medical History

18

Lara

Croft

1999-12-08

Female

American

07788654333

lara.croft@example.com

33 Gold Street

London

E123GH

No medical history recorded.

Back to Patients

Edit Patient

Delete Patient |

Logout
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All Patients Add Patient

Add Patient

v Patient added successfully.

View Patient Add Another Patient Back to Patients ‘
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iew_patient.php?id=18

All Patients

localhost says

Add Patient  Are you sure you want to delete this patient?

Patient Details

Patient ID:
First Name:
Last Name:
Date of Birth:
Gender:

Nationality:

Phone Number:

Email:

Address

Address Line 1:

Address Line 2:

City:

Postcode:

Medical History

18

Lara

Croft
1999-12-08
Female
American
07788654333

lara.croft@example.com

33 Gold Street

London

E123GH

No medical history recorded.

Back to Patients

p?id=18

Edit Patient Delete Patient

Cancel

Logout
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All Patients Add Patient

MedAssist Clinic

Search / Filter Patients

rohan H Male VH Search ‘

Patients

Patient ID: 7

Rohan Mehta

Date of Birth: 1979-12-11
Phone: 07429573816
Email: rohan.mehta@example.com

Vew | e
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Login

Username: ‘

Password: ‘
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Add Patient

First Name: | Chris

Last Name: | Brown

Date of Birth: |23/07/1976

Gender: [Male v

Nationality: | British

Phone Number: | 07744222723

Email: | not-an-email ~N aj

‘ n Please include an '@' in the email address. 'not-an-email' is missing an '@".

Address Line 2: |Flat 5

City: | Manchester

Postcode: |RT12YU

Medical History: 4

Add Patient
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Phone Number *

07788654333

Email *

lara.croft@example.com

Address Line 1~

Address Line 2 ‘ B Piease fillin this field.

City *
Postcode *

Medical History

Add Patient
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MedAssist Clinic

Login
Username: |' OR'1'="1" OR"
Password:

Invalid login!
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DoctorSchedule

audit_id £ int schedule_id £ int ) EEE— doctor_id £ int —+
table_name varchar doctor_id & int - department_id & int
record_id int day_of_week varchar first_name varchar
action_type varchar start_time time last_name varchar
column_name varchar end_time time gmc_number varchar
old value text phone_number varchar
changed_by varchar department_id £ int
changed_at datetime department_name varchar
phone_extension varchar
user_id 2 int feedback_id £ int treatment_id 2 int
username varchar appointment_id & int —+—— appointment_id & int —
password varchar rating int diagnosis varchar
comments text prescription text
feedback_date datetime treatment_notes text
B
patient_id 2 int +—
first_name varchar Appointment
lastnaie kit ——+ appointment_id int ———
date_of_birth date patient_id & A
gender varchar doctor id & int >
natlonality varchar appointment_date date
phone_number varchar appointment_time I
Einal CEITEET reason_for_visit varchar
gddiestinel CEITEET appointment_status varchar
address line2 VEIREE? created_at datetime

y varchar
postcode varchar

medical_history text
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| Run SQL query/queries on database medassistclinic: &
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USE MedAssistClinic;

CREATE TABLE Patient

patient_id INT AUTO_INCREMENT,
first_name VARCHAR(5@) NOT NUL
last_name VARCHAR(50) NOT NULL
date_of_birth DATE NOT NULL,
gender ENUM('Male', 'Female’,
nationality VARCHAR(50) NOT NU

L,

>

‘Other') NOT NULL,
iy

phone_number VARCHAR(20) NOT NULL,

email VARCHAR(100) NOT NULL,
address_linel VARCHAR(100) NOT
address_line2 VARCHAR(100) NUL
city VARCHAR(5@) NOT NULL,
postcode VARCHAR(15) NOT NULL,

CONSTRAINT pk_patient
PRIMARY KEY (patient_id),

CONSTRAINT uq_patient_email
UNIQUE (email)

NULL,

L,




