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Introduction
Operating systems are essential for the running of any computer system. They often have a graphical user interface which improves ease of access for users. Operating systems utilise the components of a computers architecture. 
[bookmark: _Toc99572045]Key Functions of Modern General Operating Systems
The operating system can be described as an interface between a computer’s hardware and its users. The operating system has multiple essential functions which provide ease of access to users.
[bookmark: _Toc99572046]File and Directory Management
File systems are one of the most widely used functions of computers in the modern age, this is a functionality of operating systems. Files can be saved, stored, and organised to storage devices such as disks. Files are organised using directories in a hierarchical structure. Each file can be attributed a  name and unique attributes. There have been multiple file systems developed over time but the current most common one is NTFS (NT File system). It is a system which stores transactional data, allowing for data to be rolled back and saved up to a certain point. This ensures resilience of data and files during an error. 


[bookmark: _Toc99572094]Figure 1 (File Hierarchy Diagram)
[bookmark: _Toc99572047]Process and Memory Management
The operating system manages multiple resources for essential running of the computer system. The CPU time, memory/RAM, security, file storage and network connections. Processes get loaded into memory and are then run by the CPU. All running processes are managed by the operating system using the process scheduling and resource allocation functions. The operating system creates, assigns, terminates, and suspends processes which are in use by the CPU. Processes are split out into threads these parts of the process can be executed at the same time by multicore systems allowing for faster execution times. CPUs and Operating systems work in nanoseconds, multitasking operating gives the illusion that many programs can be run at once, when in fact it is just context switching between each program at superfast speeds. 


[bookmark: _Toc99572095]Figure 2 (Multicore System Diagram)
[bookmark: _Toc99572048]Device Management
Three is a considerable amount of peripheral input and output devices which can be used on a computer. Examples of common peripherals are mouse, keyboard, monitor, touchscreen, and printers. The operating system will handle management of these devices using a variety of drivers. A driver bridges the gap between the OS and the peripheral device using a set of communication files. Drivers are essential for all hardware to be integrated and usable within a system. The input output traffic controller and the input output scheduler track all communication channels and peripherals and manage what is given CPU time.


[bookmark: _Toc99572096]Figure 3 (Common Peripherals Diagram)
[bookmark: _Toc99572049]Security Management
Operating systems manage security through authentication, which can involve permissions assigned to usernames and passwords. Other possible authentication  could be biometric recognition through fingerprints or retina scanners. Older physical systems can use cards or keys as an authentication method. As Bosworth states “Users and applications are given security clearances of a certain level, while data and other resources are given security classifications” [6].
[bookmark: _Toc99572050]Command Line (Windows)
Command line is a terminal included on most windows operating systems which users can input code to control the operating system at a base level. As stated by TechTarget: “CLIs accept as input commands that are entered by keyboard; the commands invoked at the command prompt are then run by the computer” [7]. Some commands include:
· Cmd – Starts a new instance of the command line interface. 
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[bookmark: _Toc99572097]Figure 4 (Cmd Example)
· Cmdkey – lists, creates, or removes stored username and passwords. 
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[bookmark: _Toc99572098]Figure 5 (Cmdkey Example)
· Cls – Clears the terminal interface of all previously run commands or outputs.
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[bookmark: _Toc99572099]Figure 6 (Cls Example)
· Date – Outputs the current date and allows the user to change the date of the system.
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[bookmark: _Toc99572100]Figure 7 (Date Example)
· Defrag – The Defrag command is the command line version of the disk defragmenter application. There are multiple options which can be used with the command. 
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[bookmark: _Toc99572101]Figure 8 (Defrag Example)
· Dir – Dir displays a list of the files and folders which can be in the folder which you are currently working in. This command can also list the total number of files in each folder, the total space taken and serial numbers of drives.
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[bookmark: _Toc99572102]Figure 9 (Dir Example)
· Driverquery – Is a command which lists all installed Drivers on the current system.
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[bookmark: _Toc99572103]Figure 10 (Driverquery Example)
· Echo – This command can be used to show messages as a basic print function. It is most used within script or batch files. This command can also be used to turn the functionality on and off.
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[bookmark: _Toc99572104]Figure 11 (Echo Example)
· Md – This is the shorthand version of the Mkdir command which will make a folder directory. 
[image: Text

Description automatically generated]
[bookmark: _Toc99572105]Figure 12 (Md Test)
· Del – Deletes a file or folder within a directory.
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[bookmark: _Toc99572106]Figure 13 (Del Example)
[bookmark: _Toc99572051]Bash Commands (Linux)
Bash is a command language and Unix shell and is a free software. It has been used for most Linux distributions to date. Technopedia explains how bash: “Allows users to communicate with the system through a series of commands that are typed in the command-line window” [8]. Below are some examples of Bash commands in action.
· Pwd – will present the current working directory to the user.
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[bookmark: _Toc99572107]Figure 14 (pwd Example)
· Ls – will list all current sub-directories and display to the user.
[image: ]
[bookmark: _Toc99572108]Figure 15 (ls Example)
· Cd – this will change the current working directory to the chosen path.
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[bookmark: _Toc99572109]Figure 16 (cd Example)
· Mkdir – this command will make a new directory based on the name given by the user.
[image: ]
[bookmark: _Toc99572110]Figure 17 (mkdir Example)
· Touch – commands make new files in the current working directory. 
[image: ]
[bookmark: _Toc99572111]Figure 18 (touch Example)
· Echo “<string>” >> <file> - command which allows input of text into a file.
[image: ]
[bookmark: _Toc99572112]Figure 19 (echo "<string>" >> <File> Example)
· Cat <file> - command prints any text which is contained within the chosen file. 
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[bookmark: _Toc99572113]Figure 20 (cat Example)
· History – command will output all commands which have been processed by the current terminal instance.
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[bookmark: _Toc99572114]Figure 21(history Example)
· Clear – A command which will clear all historically run commands in the terminal. 
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[bookmark: _Toc99572115]Figure 22 (clear Example)
· Echo – will print a string directly to the output terminal. 
[image: ]
[bookmark: _Toc99572116]Figure 23 (echo Example)
[bookmark: _Toc99572052]Batch Scripting
Batch files are a form of scripting using windows operating systems for a multitude of tasks. A paper on automating administration within windows discusses: “batch files, which could perform operations such as connecting to network resources and file operations” [3]. There are a multitude of functions which are available and can complete all sorts of tasks on an OS. They are mainly used for automation.
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[bookmark: _Toc99572117]Figure 24 (Clean-up Tool Example)
1. The above example shows a few different operations available in batch files. The batch file displays different options available to the user with Echo statements. Echo statements display strings back to the user. User inputs dictate which part of the file is run. 
2. IF statements are then used based on the user’s input. Depending on the users input the if statements will execute a certain batch of code. They can be used to check logic for existing variables or user input. An example using a storage drive would be IF “DriveFreeSpace” < 20% [Popup] ECHO “Drive Space Critical”.
3. Once the user has chosen an option the IF statement has been processed a GOTO statement is then used to skip to certain parts of the script based on the users’ choices. This could be used for error handling within a script to end before any more damage is done.
4. Once the chosen script has been run it will return to the “menu” section allowing the user to run another section of the tool or exit out of the file.
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[bookmark: _Toc99572118]Figure 25 (PC Tool Being Run)
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[bookmark: _Toc99572119]Figure 26 (Variable Example)
The above calculator will store calculations and answers as variables. Using the SET command, these are then echo’d back to the user. With the processes calculation. 
[image: Text

Description automatically generated with medium confidence]
[bookmark: _Toc99572120]Figure 27 (Calculator Running)
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[bookmark: _Toc99572121]Figure 28 (For Loop Example)
This above example will loop through a set of numbers from 1-200 and echo out the string into a command line. This can be used for multiple uses one being looping through a set of storage drives on a system for monitoring or deleting files.
Batch scripting has many functionalities which allow for lots of automation as windows describe: “The Command shell was the first shell built into Windows to automate routine tasks, like user account management or nightly backups, with batch (.bat) files” [4]. The automation can be used by system administrators or developers for menial tasks allowing more time for development.
[bookmark: _Toc99572053]Bash Scripting
Bash stands for “Bourne-Again Shell” it is the command language interpreter on most Linux and GNU systems. It is the counterpart to command shell in a windows OS. Their purpose is the same, to automate OS tasks which would be carried out by administrators on system and network systems and files. 
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[bookmark: _Toc99572122]Figure 29 (Bash FOR Loop Example)
The above example shows FOR loop functionality within bash. The for loop can be used to loop through an array of storage devices or users. It can be used to collect information from multiple sources. 
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[bookmark: _Toc99572123]Figure 30 (Bash Function Example)
Functions can be used in bash the same as other programming languages. Any code which will be used multiple times throughout a script can be stored as a function. For example, if you wanted to write to a specific file after processing some data you are collecting, you could create a function which would do this and can be called each time it is required. The function also calls a variable which contains a string. Variables are very useful in coding as they can be used to store data, names, or strings for use further in the script. They can be used similarly to functions to reduce code redundancy. 
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[bookmark: _Toc99572124]Figure 31 (Bash User Input / IF Statement Example)
User input can be added to bash scripts to make decisions. An example would be if a script has multiple functions such as to collect all active users, ping a collection of servers or shut down devices on an estate such as school computers at the end of the day. If statements in conjunction with user variables could be used. The above example checks if a user input number is above two digits or not. 
[bookmark: _Toc99572125][image: Text

Description automatically generated]Figure 32 (Bash Case Statement Example)
Case statements can be used as impromptu logic processing. The above example gives a unique message depending on what day it is. Case statements can be used to cleanse data once it has been collected. An example being cleansing data into groups for reporting, or to return different outputs based on what is collected. 
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[bookmark: _Toc99572126]Figure 33 (Bash Array Example)
Arrays are data structures which store multiple values of the same data type. Arrays can be considered a collection of variables of the same type. Arrays can be used to store datasets for further processing. Storage information could be contained within an array and then all data could be divided by 1024 to turn it to gigabytes.
Bash, like Batch can be used for automation of tasks on Linux devices. When discussing technical computing Willmore details how “It enables the automation of repetitive tasks with ease and allows for complex task requiring interaction of several different programs to be carried out smoothly.” [5]. Linux systems do not have as many user interfaces as windows meaning bash scripting can be more important on Linux. 
[bookmark: _Toc99572054]Conclusion
Operating systems are essential to the running of any computer system. They provide an easy interface between humans and computer systems. Operating systems have options of GUIs (Graphical User Interfaces) and CLIs (Command line interfaces). The operating system makes it possible to run multiple programs at once, improve usability and optimise performance.
[bookmark: _Toc99572055]Appendix
[bookmark: _Toc99572056]Types of OS
[bookmark: _Toc99572057]Batch Operating System
The batch operating system groups similar types of jobs which have the same requirements and batches them for running. The operator’s responsibility is to sort jobs which have similar requests on a system. The user of this type of operating system   never directly interacts with the computer. The users will interact using an offline device such as a punch card system or cashing cheques at  a bank. 
[bookmark: _Toc99572058]Time-Sharing System
Each task on a time-sharing operating system is given a small amount of time to run giving the illusion that tasks are running in parallel. The time given to each task is called “quantum”. It is possible for both single and multiple users to share a computer using a time-sharing operating system. As stated in the IBM Systems Journal “they allow a multiplicity of users to have access to a computer by means of a terminal, they encourage increasing numbers of people to utilize computers.” [1]. The idle time of a CPU can be greatly reduced with this type of operating system as it can be dealing with many processes within a short space of time. 
[bookmark: _Toc99572059]Distributed Operating System
A distributed operating system involves multiple interconnected computers communicating over a shared network. Each interconnected system can have its own independent architecture. They can sometimes be described as loosely connected systems or distributed systems. These types of systems allow for users to be able to access software or files not present on their physical system but on another system within the interconnected network. This is discussed in the paper communications of the acm “there is a single, system-wide file system. The files in a single directory may be located on different machines, possibly in different countries. There is no concept of file transfer, uploading or downloading from servers, or mounting remote file systems. A file's position in the directory hierarchy has no relation to its location.” [2].
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Command Prompt - cmd

:\Users\iwand>cmd
Microsoft Windows [Version 10.0.19043.1526]
(c) Microsoft Corporation. All rights reserved.

C:\Users\iwand>
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Command Prompt - cmd

C:\Users\iwand>cmdkey /list
Currently stored credentials:

Target: MicrosoftAccount:target=SSO_POP_User:user=iwandyke@hotmail.co.uk
Type: Generic

User: iwandyke@hotmail.co.uk

Saved for this logon only

Target: LegacyGeneric:target=XboxLive
Type: Generic
Saved for this logon only

Target: MicrosoftAccount:target=SSO_POP_Device
Type: Generic

User: ©2tbnlocqjmmaxoj

Saved for this logon only
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Command Prompt - cmd

C:\Users\iwand>
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Command Prompt - cmd - Date

C:\Users\iwand>Date
The current date is: 15/02/2022
Enter the new date: (dd-mm-yy)
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Administrator: Command Prompt - Defrag C: /U /V

Microsoft Windows [Version 10.6.19043.1526]
(c) Microsoft Corporation. All rights reserved.

C: \WINDOWS\system32>Defrag C: /U /V
Invoking defragmentation on Windows (C:)...

Analysis: 100% complete.
Pre-Optimization Report:

Volume Information:

Volume size = 476.07 GB

Cluster size 4 KB

Used space 358.30 GB

Free space = 117.76 GB
Fragmentation:

Total fragmented space = 5%

Average fragments per file = 1.05

Movable files and folders
Unmovable files and folders

= 897023
14

Files:
Fragmented files = 14006
Total file fragments = 42671
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Command Prompt

C:\Users\iwand>Dir
Volume in drive C is Windows

Volume Serial Number is 2A4D-CEB2

Directory
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00:08
00:08
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00:14
11:50
00:14
22:21
21:09
15:50
20:54
11:51
21:09
21:12
08:48
18:03
21:09
16:59
21:09
21:09
16:23
18:10

of C:\Users\iwand

<DIR>
<DIR>
<DIR>
<DIR>
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.dotnet

.Origin
.packettracer
.QtWebEngineProcess
.VirtualBox

3D Objects
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Command Prompt

C:\Users\iwand>Driverquery

Module Name Display Name Driver Type Link Date

13940hci 1394 OHCI Compliant Ho Kernel

3ware 3ware Kernel 18/05/2015 23:28:03
ACPI Microsoft ACPI Driver Kernel

AcpiDev ACPI Devices driver Kernel

acpiex Microsoft ACPIEx Drive Kernel

acpipagr ACPI Processor Aggrega Kernel

AcpiPmi ACPI Power Meter Drive Kernel

acpitime ACPI Wake Alarm Driver Kernel

Acx@1000 Acx@1000 Kernel

ADP8OXX ADP8OXX Kernel 09/04/2015 21:49:48
AFD Ancillary Function Dri Kernel

afunix afunix Kernel

ahcache Application Compatibil Kernel

amdgpio2 AMD GPIO Client Driver Kernel ©07/02/2019 09:32:20
amdi2c AMD I2C Controller Ser Kernel 20/03/2019 ©4:57:33
AmdK8 AMD K8 Processor Drive Kernel

AmdPPM AMD Processor Driver  Kernel

amdsata amdsata Kernel 14/05/2015 13:14:52
amdsbs amdsbs Kernel 11/12/2012 21:21:44
amdxata amdxata Kernel 01/05/2015 ©1:55:35
AppID AppID Driver Kernel

AppleKmdfFil Apple KMDF Filter Driv Kernel ©3/10/2020 00:51:13
AppleLowerFi Apple Lower Filter Dri Kernel ©3/10/2020 00:51:12
applockerflt Smartlocker Filter Dri Kernel

agnic65e Marvell AQtion Network Kernel 18/04/2020 16:29:39

arcsas Adaptec SAS/SATA-II RA Kernel ©9/e4/2015 20:12:07
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Command Prompt

C:\Users\iwand>Echo
ECHO is on.

C:\Users\iwand>Echo Hello World
Hello World

C:\Users\iwand>
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C:\Users\iwand>Md Test
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C:\Users\iwand>Del Test
C:\Users\iwand\Test\*, Are you sure (Y/N)? Y
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localhost:~# pwd
/root
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localhost:~# 1s
bench.py hello.c hello.js readme.txt
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localhost:~# cd home
localhost:~/home#
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localhost:~# mkdir test
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localhost:~/test# touch test_file
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localhost:~/test# echo "This is a test sentence.™ >> test_file
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localhost:~/test# cat test_file
his is a test sentence.
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localhost:~/test# history
pwd
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localhost:~/test# history
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history
clear

13 history
localhost:~/test#

=

[
NFOLVLOINOOURWNREO®

=




image23.png
localhost:~/test# echo "This will be printed”
his will be printed
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echo Select a tool

echo ======——====

echo.

echo [1] Delete Internet Cookies

echo [2] Delete Temporary Internet Files
echo [3] Disk Cleanup

echo [4] Disk Defragment

echo [5] Exit

echo.
set /p op=Run:

if 1 goto 1

if 2 goto 2

if 3 goto 3

if 4 goto 4

if 5 goto exit

cls
echo
echo
echo
echo.

echo Deleting Cookies. ..
ping localhost —n 3 >nul

el /f /o NN\ Cookics\ .+

cls

echo
echo
echo.
echo Cookies deleted.
echo.

echo Press any key to return to the menu.
pause >nul
goto menu

cls

echo Delete Temporary Internet Files
echo
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PC Cleanup Utility

Select a tool

[1] Delete Internet Cookies

[2] Delete Temporary Internet Files
[3] Disk Cleanup

[4] Disk Defragment

[5] Exit
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@echo off

title Batch Calculator
color 78

echo —
echo Welcome to Batch Calculator
echo ——
echo.
set /p sum:

et /a ans-EE

echo Previous Answer: [N
goto top

pause

exit
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#1/bin/bash

function NewFunction()
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echo $Stringl

i

Stringl="This string is contained within a function."
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bash main.sh
This string is contained within a function.
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#1/bin/bash
echo “Enter a number between © and 9t

zead n

if [ $n -1t 10 1;
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echo "You have selected a one digit number"
else

echo "You have selected a two digit number"
i
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echo "Enter the day of the week:"

read n
case $n in
"Nonday™)

echo "Tt is going to be a great week, good luck!™

"Tuesday")

echo "T hope yesterday was a good start, lets keep it up!"

“Wednesday™)

echo "Hump day today, half way though the week. You got

this!" ;;
“Thursday")

echo "Only two days left, hang in there.

"Friday")

echo "You made it! Go get that friday feeling."

*)
echo "Enjoy your weekend."
esac

You made it! Go get that friday feeling.

=0
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