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Abstract- Cryptography and its importance in upholding the security of an organisation’s data
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An organisation’s IT infrastructure is a vitally important aspect of an organisation, and as a result its security should serve to protect that. As a result of the large modern day digital landscape organisations are reliant on secure infrastructures to operate efficiently [14]. Having an up-to-date and secure infrastructure allows the organisation to improve upon its communication, collaboration and information sharing across departments; it also enables the organisation to ensure that sensitive information cannot be accessed without authorisation, which prevents the organisation from being potentially harmed in the process [14].  In addition to this, with data collection and sharing being increasingly common within organisations of all sizes, due to them gathering information such as customer information and trends that serve the business, it is essential that precautions are taken in order to safeguard this data. A lack of security could result in the business facing financial losses, loss of trust from customers and even legal liabilities [15].
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Cryptography has been present throughout our history for hundreds of years, as one of the main ways to secure valuable information. The purpose of cryptography in data security is to construct protocols and schemas that aim to allow specific tasks to be carried out even if an adversary is present.  Early forms of cryptography, even dating back to 1900 B.C. with the ‘Caesar Shift Cipher’ [4], have served the purpose of converting messages into unreadable figures so that the information within is protected whilst it is being sent out. Modern cryptography now encompasses message confidentiality, sender/receiver identity authentication and much more [4]. Commonly, cryptography protocols will allow the user to transmit data securely, even if the channel may be insecure, in a way that upholds their privacy and authenticity [1]. Cryptography is widely used for a plethora of purposes, including secure messaging, securing payments, e-voting and many more.
               The majority of cryptography algorithms can be sectioned into two categories, these being symmetric and asymmetric algorithms. Both categories manipulate plain text to generate cipher text, in order to secure information, however they approach it differently. Symmetric algorithms are the oldest form of algorithm where a singular cipher key is used to cipher and decipher the information. 
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An advantage of using this type of algorithm is that due to the singular key it means that it is easy to implement and use when securing your data. However, a drawback is that since the sender and receiver will have to use one key, an attacker will be able to obtain the key in the exchange channel and as a result they will be able to decrypt the data that is being sent [2]. On the other hand, asymmetric encryption involves using two keys, called the public and private key, to encrypt the data. 
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Anything that is in possession of the public key can use it to send a message, the private key is however kept secret and is what is used to decrypt the messages. This means that this approach is way more secure as it is not as easy to decrypt the messages [2]. This doesn’t mean that any of these approaches are not secure, as they are both powerful when used under the right circumstances. The most notable difference between these two methods is that asymmetric encryption provides a more secure way to carry out this process, however this also means that the method is also significantly slower to use as there are more elements to it [10]. 
[bookmark: _Toc173181060]Algorithms
	In order to effectively encrypt specific information cryptography uses a plethora of mathematical formulas known as algorithms. These algorithms carry out all of the essential functions that take place during the process of cryptography. An example of an algorithm is AES otherwise known as ‘Advanced Encryption Standard’. This encryption algorithm is a popular symmetric block cipher algorithm, widely used in applications such as Facebook and Google Cloud, as previously stated this means that it uses the same key for encryption and decryption. This algorithm can have a block size of 128 bits (10 rounds), 192 bits (12 rounds) or 256 bits (14 rounds), with the blocks contains more rounds being more secure [5]. Another algorithm is DES (Data Encryption Standard). This is an algorithm uses symmetric keys to convert 64-bit plaintext data into encrypted 48-bit encrypted ciphertext. This is an older algorithm designed to tailor more to hardware than software, and it mainly used as a building block for other algorithms [5]. On the contrary, an example of an asymmetric algorithm is the RSA (Rivest, Shamir, Adleman) algorithm. This algorithm works on a block cipher concept that uses two keys to convert the data from plaintext to cipher text. This algorithm is commonly used for the transmission of data as it is secure and fast [5].  Additionally, SHA (Secure Hash Algorithm) is another cryptography algorithm that is widely used. This algorithm generates a unique fixed-length values knowns as hashes. Hashing involves storing a key value pair, that is assisted by a hash function, into a hash table. There are a variety of SHA algorithms, an example is SHA 256 which is a highly secure function that can help prevent collision attacks. 
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	There are a variety of principles that encompass cryptography. For example, one of the important cryptography principles is encryption. This principle involves encrypting a message or information so that it is unreadable, and the privacy of the individuals is protected. This principle involves the receiver of the encrypted information decrypting it using a digital key. Another principle is authenticating the information. This incorporates identifying the origin of the information so that it can be communicated to more efficiently. This is possible by using a key exchange to ensure the senders identity is true. In addition to this, the integrity of the information is extremely important to cryptography.  Digital keys and codes are provided to ensure that data is what we expect it to be along with the expected sender. These keys also help to identify that the data has not been unintentionally manipulated during the period of transmission [3]. Moreover, non-repudiation is also essential; this ensures that the information sender cannot deny that they did not send the information, and as a result prevents the sender from providing false information of the origin of the data [3].
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	When using cryptography to encrypt data, a specific cipher method will also be required in order to produce the encrypted cipher text. A cipher is a technique that is used during encryption to convert the plain text that is being transmitted into coded data that is unreadable to those who aren’t required to view [6]. An XOR cipher is a cipher method commonly used in complex encryption algorithms that are widely used today; this symmetric encryption method has gained popularity due to it easy of use and complexity. In this method an XOR mask is applied to the plain text and key to produce cipher text. Once the XOR mask is reapplied to the cipher text it will produce the original plain text [7]. The following diagram demonstrates how this process works:
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Another cipher method is substitution cipher. This cipher method is one of the oldest and involves replacing all character in the plain text with a cipher text character to mask the original information [8]. This method is quite unsecure and as a result isn’t found often when encrypting data in modern system. Furthermore, a transposition cipher is another simple method that rearranges the order of the alphabets in the plaintext to create the cipher text [9]. Again, this method is not secure and can be easily decrypted but a third party, which means it may not be commonly used for complex algorithms. 
So, what may the future of cryptography look like? With advancements in technology there is a greater threat to data security even with modern encryption methods. Quantum computers pose a large threat to data security in particular as a result of its larger processing power. Tasks that may be hard or even impossible for an average computer to carry out, such as decrypting information that you do not have permissions to, can be carried out by quantum computers with its higher capabilities [11].  This is where quantum cryptography comes into the picture; even though it is in its early stages, quantum cryptography could provide an encryption method that is significantly more secure than all other alternatives and virtually unhackable [12]. Quantum cryptography is based on the principles of quantum mechanics and as a result is built on the laws of physics rather than mathematics [12]. The most studied method currently is Quantum key distribution (QKD); this involves using a variety of photons to transmit keys. In order to identify whether the transmission was successful, the measurements taken at either end of the transmission and compared to each other [13].
[bookmark: _Toc173181063]Conclusion
In conclusion, in today’s digital landscape it is vitally important that organisations ensure that they have an IT infrastructure that they can depend on. Most organisations rely on their data being secure and reliable to operate with efficiency, without it they could face harm to their business and its operations. In order to limit the danger of cyber-attacks and data misuse many organisations implement the cryptography methodology to protect their data. Cryptography serves the purpose of creating protocols and schemas that allow task to be carried out safely even if an adversary is present. This allows the organisation to safely transmit its data to someone who may require it, this could be between departments or to or from customers, with a third party potentially accessing. However, some cryptography methods are more effective than others, so it is essential that the organisation uses these algorithms in relation to the context at which it is being used. For more sensitive information, asymmetric algorithms may be required as it provides a more secure encryption method, that will be harder for a third party to encrypt and gain unauthorised access to. On the contrary, for data that needs to be encrypted and transmitted quickly symmetric cryptography may be more of use due to the fact that asymmetric cryptography takes longer to conduct as a result of its complexity. In the future, we may see quantum cryptography become the norm for businesses as it in theory is unhackable due to its complexity, and extremely efficient due to its quick speeds.
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This report will focus on how a new information security unit will be of great use to the current organisation that I am employed in, and the approach that will be taken in order to meet the needs of the business. I will also be providing an outline of the policies and procedures that will need to be implement alongside this security unit, so that it will be used as intended. During the report I will also outline the standards when using the unit so that a coherent method of working can be achieved and as a result aid in the efficiency of the unit. Moreover, in the case of any failures of issues with the security unit the report will also outline contingency plans, in order to minimise any potential damage to the business and its resources. I will also describe the desired approach to this unit, whilst proving justifications to why I made specific choices. To conclude the report, I will discuss all of my findings, so that there is a clear view of what is being proposed.
Organisational Structure:
Currently within the organisation there are a lack of a department dedicated to the security and governance of the organisation’s information technology. Implementing a department tasked with the maintenance and security of the organisation’s IT infrastructure is essential in ensuring that the business can operate as efficiently as possible in today’s digital landscape. An article published by Akaviel Technologies states “an information technology infrastructure is pivotal in enhancing a business’ productivity, streamlining processes and overall performance” [1]. To ensure that this is achieved a network security management department would be implemented into the business, where technical professionals will be hired to maintain the organisation’s software, hardware and databases. This department will include an executive management, who will be given the overall responsibility for the information security and will oversee the strategies that will take place to ensure that all is protected [2]. It will also include IT security professionals, who will be responsible for the design, implementation and review of all security measures [2]. And there will also be data custodians, who will be responsible for we act as the administrators for the business’ databases.
Policies and Procedures
Mandatory information security policies will also be implemented with the new security unit. These policies will lay out the goals, objectives and requirements for the new security unit, to ensure that it is not only being used as intended but being used at its highest potential [3]. The policies will also include a framework of the system in order to avoid a lack of clarity which will cause maintenance issues in the future [3]. It will also be important to ensure that these policies are well structured and contain all the relevant information, so that the needs of the business are met [3]. An example of one the security policies that will be implemented is the acceptable use policy (AUP). This policy outlines how the organisation’s IT resources, such as computers and networks, will be used by those who work within the organisation. The policy will highlight what activities will be prohibited when using the resources, guidelines for emails and messaging services, rules for the usage of personal devices in the workplace, procedures that will be considered if there were any violations of the policies and the consequences of it [4]. There will also be a network security policy, that provides the organisation with a framework for creating a secure network infrastructure. The policy will cover the design and architecture of the network, what firewalls will be used and how to manage and configure them, the intrusion detection and prevention systems that will be used, the protocols for the wireless network security and the guidelines for the connection of personal devices [4].
Data Protection Compliance
Data protection compliance refers to handling personal and sensitive data whilst adhering to the requirements of the industry, law and the business, in regard to data security and privacy [5]. The goals of the protection standards will be to ensure that the data we hold is accurate and secure. We should also be transparent to our customers and individuals within in the business about what data we hold and how it is being used [5]. There are many regulations that need to be followed with the new security system, in order to ensure that our data is trustworthy and reliable. An example is the general data protection regulation act (GDPR). This act is a data privacy framework that was enforced by the European Union to safeguard the personal information of its population [5].  The act focuses personally identifiable information (PII) and mandates organisations organisation to be transparent about their data collection processes, allowing people to have more control over their own data [5]. 
Security Standards
In the new security unit, we will also establish security standards that serve the purpose of improving the infrastructure by allowing developers to work consistently amongst each other. The security standards will define the requirements of the products, systems, processes and technological environment [6]. These standards will be useful as they will serve the needs of the business, however they will also need to consider the cost and limitations of the new security unit [6]. One standard that we will implement is ISO 27001. This standard helps to establish data security standards across the organisation, where practices such as GDPR will be implemented. It also helps to put the business’ cyber security into a context that is useful for those who work within the organisation [7]. Furthermore, implementing this standard will allow our organisation to be up to date with a plethora of legal requirements that are relevant to information security, meaning that our systems will be improve as they meet the modern requirements [7]. ISO 27001 also helps remove the need for unnecessary updates and audits across our management systems, as it is standardised with the Annex SL structure, and as a result works with other ISOs [7]. 
Contingencies Planning
The information security unit will also contain detailed contingencies plans. This will be extremely important as a contingency plan will provide a clear guidance for what to do if there were difficulties with the new unit, where information on the hardware, software, applications and backups will be present for employees to access [8]. An effective contingency plan will help minimise potential issues that may harm the business such as, employee overtime, recovery costs, loss of data, loss of revenue and even loss of reputation [8]. The plan will go into detail on factors such as prevention methods. It will outline what considerations need to be accounted for in order to minimise the amount of damage caused by these issues [8]. However, the severity of the failure will need to be accessed before taking immediate action, and relevant information on which guides will be more useful will also be highlighted. 
Governance and Strategic Planning for Security
Alongside the new unit a strategic plan will also be implemented. This will be a document that will outlines the objectives of the security unit whilst highlighting potential risks. It will breakdown how the system will uphold the confidentiality of the organisations data and assist decision makers in deciding what routes to take to meet these needs [9]. The document will be made up of the following information: what the purpose of the organisation is, what are the organisational objectives that need to be achieved, what threat analysis has been carried out by the organisation, the threats that where found and what actions have taken place in order to deal with them, the control policies and the organisations structure that is directly link to the new security unit [9]. It will be formatted with the following sections in order to ensure that all essential security information is covered: Introduction, mission statement, the security management, risk management and asset management and much more.
Risk Management
What does risk management for an information security system entail? It involves identifying, assessing and then taking action on risks that are present within the organisation’s assets [10]. This is done in order to ensure that the integrity of the system is at its best potential, and to prevent risks from damaging the business significantly. Effective risk management allows our organisation to minimise the amount of risk as much as possible and aids us in understanding what actions may need to be taken in order to avoid them in the future. ServiceNow is one example of a risk management dashboard that I will implement for the security unit, this is due to the fact that it presents risks to the systems to the relevant employees in a clear and easy to understand manner, meaning that they will be able to better understand what issue may have occurred. Furthermore, this software helps to encourage communication between employees as they can flag potential risks that they have noticed manually. This also allows the business to make better decisions as there is more visibility to the risks, and the business will not have to base is on speculation [11].

Conclusion
In conclusion, a new information security system will be extremely beneficial to the business. If the security system is implemented alongside a department dedicated to ensuring that it is running as intended, whilst also designing potential changes that could be made in the future, we will be able to ensure that the integrity of our information is as desired. This new system will also help us achieve our business needs and goals more efficiently whilst improving our reputation with our customers. Furthermore, if the essential documentation is created then the system will also have more ease of use and as a result boost the productivity of our employees. This means discussions with higher management will have to take place, in order to outline the policies and procedures, standards and plans that serve the needs of the business. In addition to this, software such as updated firewalls, and modern cryptography methods should also be considered so that any attacks to the system can be minimised or prevented.
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