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[bookmark: _Toc236149816]LibraryLink Database Structure
The LibraryLink website uses a relational MySQL database containing six tables: Administrator, Book, Borrower, Loan, BorrowApplication and ReturnRequest. The tables store the website’s book, borrower, loan, application, return and administrator information. Related tables use primary and foreign keys to support an appropriately normalised database structure.
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Figure 1(a): Structure of the LibraryLink database showing the six database tables in phpMyAdmin.
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Figure 1(a): Entity-relationship diagram showing the six LibraryLink tables and the foreign-key relationships between Book, Borrower, Loan, BorrowApplication and ReturnRequest.

Administrator Test Login details
Username: admin
Password: Library@2026







Public Book Inventory [image: ] [image: ] [image: ][image: ]
Figure 2: Public LibraryLink book inventory showing the search facility, availability status and borrowing option.









Search Facility[image: ] [image: ]
Figure 3: LibraryLink search facility displaying book records filtered by author.

Administrator Login[image: ]
Figure 4: LibraryLink administrator login page providing access to protected management functions.
















SQL Injection Login Test[image: ]
Figure 5(a):  Administrator login code using a prepared statement, bind_param() and password_verify() to protect credentials and prevent SQL injection.
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Figure 5(b): Administrator table showing that the password is stored securely as a hash rather than in plain text.
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Figure 5(c): SQL injection payload entered into the administrator username field.
 [image: ]
Figure 5(d): LibraryLink rejecting the attempted SQL injection and preventing administrator access.
[image: ]
Figure 5(d):




[bookmark: _Toc236149817]SQL Injection Overview
SQL injection is a security vulnerability that occurs when untrusted input is combined with an SQL command without adequate separation or validation [1]. Attackers can submit constructed characters through forms, search boxes, URL parameters or login fields, causing databases to interpret the input as executable commands. Consequences may include unauthorised access, disclosure of personal information, alteration or deletion of records and authentication bypass [2]. In LibraryLink, an attack could reveal borrower details, manipulate availability, create false loans or delete inventory records. Therefore, SQL injection threatens the confidentiality, integrity and availability of information held by database-driven websites [3], [4]. 
[bookmark: _Toc236149818]Examples of SQL Injection
A vulnerable login query might be written as:
SELECT * FROM Administrator
WHERE Username = '$username'
AND Password = '$password';
A vulnerable login query directly inserts the submitted username and password into SQL text. If an attacker enters ' OR '1'='1' -- as the username, the resulting condition may become true for every record, while the comment marker can remove the password comparison [5], [6]. A manipulated search can also use UNION SELECT to request information from an unrelated table. Where a database permits multiple statements, destructive input may attempt DELETE or DROP operations. These attacks are commonly described as tautology-based, union-based, error-based, stacked-query or authentication-bypass attacks [7], [8]. They demonstrate why external input must remain separate from executable SQL instructions. 
[bookmark: _Toc236149819]Potentially Vulnerable Areas
LibraryLink receives data through the login, search, Add Book form, Update Book form, borrowing form, return form and identifiers contained in URLs. Every point where data reaches a database query is a potential attack surface [9]. Search terms influence SELECT operations, whereas administration forms perform INSERT, UPDATE and DELETE operations [10]. Book and loan identifiers are processed when records are edited, borrowed, returned or removed. Without secure handling, an attacker could alter an identifier, enter SQL syntax into a field or attempt authentication bypass. Administration pages present greater risk because they can modify information, not merely display it [11], [12]. 
[bookmark: _Toc236149820]Implemented Defences
LibraryLink uses MySQLi prepared statements with question-mark placeholders and bind_param(). This keeps SQL structure separate from supplied values, so malicious characters are processed as data rather than executable instructions [13]. Server-side validation checks fields, integer identifiers, dates, publication years, email addresses and thirteen-digit ISBN values. htmlspecialchars() encodes output before display, reducing cross-site scripting risk [14]. Administrator passwords are stored with password_hash() and verified using password_verify(), rather than being saved as text. PHP sessions and authentication.php restrict Add, Update and Delete functions to authenticated administrators. Together, parameterisation, validation, output encoding, password hashing and access control provide security layers [15], [16]. 
 Prepared statement defence[image: ]
Figure 6: MySQLi prepared statement and parameter binding used to protect the administrator login against SQL injection.

Search prepared statement[image: ]
Figure 7: Prepared statement used to protect the public book-search facility against SQL injection.

Search injection test[image: ]
Figure 8: SQL injection payload treated as ordinary search data and returning no matching records.

Successful administrator access
[image: ]
Figure 9: Protected administrator inventory displaying authorised Add, Edit and Delete controls after successful login.
Authentication protection code[image: ]
Figure 10: PHP session validation used to redirect unauthenticated users away from protected administrator pages.

Protected-page test [image: ]
Figure 11: Unauthenticated attempt to access the protected Add Book page redirected to the administrator login.

Add Book function[image: ]
Figure 12(a): Protected administrator form completed with details for adding a new book.
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Figure 12(b): New book successfully inserted into the LibraryLink inventory with the default Available status.
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Figure 12(c): Newly added book displayed in the LibraryLink inventory with the default Available status.

Update Book Function
[image: ]
Figure 13(a): Protected Update Book form containing the amended book title before submission.
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Figure 13(b): LibraryLink confirming that the book title was successfully updated to PHP Database Security.

Delete Book Function
[image: ]
Figure 14(a): Updated temporary book record selected for deletion by the administrator.
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Figure 14(b): Administrator confirmation page for securely deleting the selected temporary book record.
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Figure 14(c): Temporary test record successfully deleted, restoring the LibraryLink inventory to its original 25 books.
[bookmark: _Toc236149821]Attempted Injection and Results
Testing involved entering ' OR '1'='1' -- into the LibraryLink search field and administrator login. Screenshots record the submitted payload and the website’s complete response. Controlled payload testing determines whether input can alter a query’s intended structure or behaviour [17], [18]. The search treated the payload as an ordinary phrase and returned no matching books. The login treated it as a username value, rejected authentication and displayed “The username or password is incorrect”. No database error, additional record or unauthorised page appeared. These results provide practical evidence that prepared statements prevented the tested payload from changing either SQL command [19], [20]. 
[bookmark: _Toc236149822]Limitations and Recommendations
Prepared statements do not address every security risk. LibraryLink must retain server-side validation because browser-side HTML controls can be changed or bypassed [21]. Production deployment should use HTTPS, secure session-cookie settings, CSRF tokens for state-changing requests, login rate limiting and generic error messages. The database account should receive only permissions needed for its functions, limiting damage if another vulnerability is discovered [22]. Regular patching, encrypted backups, monitoring, testing and code review are also required [23], [24]. The localhost implementation provides assignment evidence, but it should not be described as completely secure because protection depends on layered controls and continuing maintenance. 
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Password hash answers prepare and pind_param, and other shows in sql keep both together and put before invalid password [image: ]
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