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[bookmark: _Toc228359018]Introduction
Cybersecurity remains a major issue globally. With further digitalisation, attacks on various IT systems continue to grow in both quantity and complexity. Increased reliance on personal devices, cloud technology, and remote work contributes greatly to risks of a data breach and other cybersecurity issues. Therefore, efficient approaches should be developed to secure information systems.
The work focuses on HealthPlus Analytics (HPA) which is a corporation that analyses and stores personal patient information for healthcare companies throughout the United Kingdom. Recently, there have been some cases of data security violations at HPA, including unauthorised access to cloud-based storage and a ransomware attack. Thus, these issues reveal the weaknesses of the existing security system which may threaten data confidentiality, integrity, and availability as well as violate the UK GDPR and NHS guidelines concerning digital security.
The aim of this work is to create an efficient data protection and management system for HealthPlus Analytics. The work will identify key internal and external threats, develop security policies, and present practical solutions based on international cybersecurity standards. Additionally, a monitoring and incident response system, as well as a staff training programme, will be proposed.

1. [bookmark: _Toc228359019]Identification of Threats
The healthcare sector is considered one of the most vulnerable to cyberattacks due to the high value of medical data and the widespread use of digital and cloud technologies. As a result, HealthPlus Analytics (HPA) is exposed to various cyber threats.

Figure 1 shows common threats in the health sector (2021-2023) [1].
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Figure 1: Threats in the health sector

External Threats
One of the main external threats to the HPA is ransomware attacks. Cybercriminals take control of systems and demand a ransom in exchange for restoring access. This can lead to system inaccessibility and disruption of analytical services [1].
Social engineering, particularly phishing, uses various forms of manipulation to deceive individuals into revealing sensitive information. Employees may receive fake emails or files designed to steal credentials [1].
There is also a risk of attacks on cloud infrastructure. If there are errors in cloud storage configuration or vulnerabilities in access settings, attackers can access patient data over the internet [1].
Internal Threats
Internal threats at HPA involve the actions of insiders. An insider is any individual who has or has had authorized access to an organization's resources.
One of the most common issues is human error, which inadvertently creates an unintended risk for the organisation. This includes failure to comply with data processing rules, such as sending information to the wrong recipient, using weak passwords, or having incorrectly configured access rights [2].
The use of personal devices (BYOD) when working remotely also poses a serious threat. These devices may lack up-to-date security patches, antivirus protection or be infected with malware, as they are not monitored by the company’s IT department. Furthermore, such devices may use an unsecured network to access HPA cloud systems [3].
In some cases, malicious activity by insiders is possible. Their actions are difficult to detect and may include theft or unauthorized copying of patient data [2].
Figure 2 shows the main categories of entities posing a cybersecurity threat in the health sector (2021-2022) [1].
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Figure 2: Actor types
Overall, HPA is characterized by a combination of external and internal risks. These directly impact the security of medical data and could lead to serious breaches of the UK GDPR and NHS standards.

2. [bookmark: _Toc228359020]Security Policies 
A security policy is a set of rules and procedures governing all aspects of the behaviour of a system and its components relating to security within an organisation [4].
1. The Data Protection Policy ensures the secure handling of patients’ personal and medical data at all stages of processing, in accordance with legal requirements and the principle of data minimisation. It also includes the protection of confidential information using encryption, which prevents unauthorised access even in the event of data interception [5] [6].
2. The Access Control Policy defines the rules for granting and restricting access to the organisation’s information systems, ensuring that only authorised staff have access to data within the scope of their duties. It also covers the management of credentials, including passwords and user authentication, which reduces the risk of unauthorised access and information compromise [6] [7].
3. The Endpoint Security Policy governs the use and security of all work and personal devices used to access corporate systems. Only secure devices that do not pose a threat to data are permitted. During operation, they must remain secure to prevent data leaks, malware infections or system failures [3].
4. The Data Backup and Recovery Policy is designed to ensure business continuity and protect critical medical data. It guarantees the ability to recover information following failures, attacks or technical errors [8].
5. The Cloud Security Policy sets out the rules for the secure use of cloud services within the organisation. It aims to protect data stored and processed in the cloud and to mitigate the risks associated with its remote storage and access via the internet [9]. 
6. The Network Security Policy defines the protection of the corporate network through which data is transmitted between users, devices and systems. It is designed to protect network traffic and prevent attacks at the network level [10]. 
7. The Incident Response Policy defines procedures for detecting, reporting and managing cyber incidents. This ensures a consistent and effective response to threats such as ransomware attacks or data breaches [6] [11].
8. The Security Awareness Policy aims to enhance staff knowledge of cybersecurity and foster secure behaviour when working with information systems. It reduces the impact of human error and protects the organisation from attacks based on user manipulation, including phishing and social engineering [6] [12].
Collectively, these policies ensure the protection of information in accordance with the CIA Triad principles - which is based on the three pillars of information security [13]. Confidentiality is ensured by restricting access and protecting data from unauthorised disclosure; Integrity by preventing unauthorised modification of information; Availability by maintaining continuous access to data and systems in the event of failures or attacks.

3. [bookmark: _Toc228359021]Mitigation Measures
To reduce cyber risks at HealthPlus Analytics, a set of technical and organisational mitigation measures is implemented to ensure the practical application of the security policies described above.
1. In accordance with the Data Protection Policy, the collection of only necessary information is configured, and retention policies are set up in databases and cloud systems to automatically archive and delete data upon expiry of the specified retention period. Data anonymisation and pseudonymisation tools are also implemented in analytical systems, and logs of all data-related activities are maintained [5]. 
2. Data encryption is implemented using the AES-256 and TLS standards. This includes configuring encryption in databases and cloud services, as well as using secure protocols such as HTTPS and TLS for all network connections [6].
3. In accordance with the Access Control Policy, access to systems is granted based on employees’ job responsibilities, thereby restricting access to data to only the necessary level. This is configured via the Identity and Access Management system and regular account reviews [6]. 
4. Multi-Factor Authentication is applied to all systems, particularly cloud-based and remote connections. When logging in, users verify their identity using an additional factor (a mobile app or token), which reduces the risk of unauthorised access [7]. 
5. Password management involves the use of strong and unique passwords, a prohibition of password reuse, and regular updates. Passwords are stored in a secure format using hashing [7].
6. In accordance with the End-User Device Security Policy, end-user devices are protected through antivirus software, automatic updates, regular vulnerability patching and monitoring of device compliance with security requirements. A Mobile Device Management system is used for centralised control and to restrict access from insecure or personal devices [3].
7. In accordance with the Data Backup and Recovery Policy, automatic backups are implemented to protect against ransomware attacks and other incidents. Backups are stored in an isolated environment (offline or secure cloud storage). In addition, regular data recovery tests are conducted to verify the system’s functionality [8].
8. In accordance with the Cloud Security Policy, public access to cloud resources is prohibited, and the principle of least privilege is applied using IAM, alongside the configuration of secure settings (private storage buckets, access control rules, encryption settings) [9]. 
9. As part of the Network Security Policy, firewalls are implemented to filter incoming and outgoing traffic and block unauthorised connections. Intrusion detection and prevention systems (IDS/IPS) are also used to analyse network traffic and detect attacks in real time [10]. Additionally, a VPN is used to ensure a secure and encrypted connection [3].
10. To protect against phishing attacks and malicious emails, email filters and email security systems are used. Phishing attack simulations are also conducted to test staff preparedness [14]. 
Generally, such security controls create several layers of protection and reduce cyber risk through an integrated solution.

4. [bookmark: _Toc228359022]Monitoring and Response
The proposed plan has been developed for HealthPlus Analytics and is based on the Incident Response Policy [6] and NIST recommendations [11].

1. Monitoring is carried out continuously to detect cyber incidents promptly. 
SIEM systems (Microsoft Sentinel, Splunk) provide consolidation and analysis of logs, events correlation and generation of alerts to provide a unified view of security incidents. IDS/IPS systems (Snort, Suricata) perform network traffic analysis and detection of network-based attacks based on signature matching and behavioural analysis. EDR solutions (CrowdStrike Falcon, Microsoft Defender for Endpoint) provide monitoring and detection of malicious activities on endpoints.

2. Analysis is performed upon detection of suspicious events to confirm the incident.
It includes analysis of SIEM, IDS/IPS and EDR logs, verification of network activity and user behaviour, and construction of an incident timeline. Indicators of Compromise (IoCs) are identified, false positives are eliminated, and the affected systems and type of attack are determined.

3. Containment limits further spread of the attack and minimizes its impact.
· Compromised device: isolation from the network, blocking of malicious processes, disabling the user account.
· Network-based attack: blocking IP addresses by means of firewall/IDS, filtering, limiting incoming connections.
· Compromised account: password reset, disabling access to user account and forced logout of all active sessions.
· Cloud compromise: deactivating compromised API keys, restricting IAM access, blocking of suspicious regions and logins.

4. Eradication is designed to remove the root cause of an incident and any malicious presence.
· Compromised device: malware removal, full scanning using EDR tools, reimaging the system.
· Network-based attack: correcting compromised firewall/IDS configurations, patching of vulnerable services, updating IDS/IPS signatures to prevent recurrence, closing exploited ports and services.
· Compromised account: resetting all passwords (including administrative accounts), revoking escalated privileges, recreating the account, revocation of all sessions and MFA tokens.
· Cloud compromise: deactivation or removal of IAM roles or access policies, rotation of API keys/access tokens, termination of compromised resources, and correction of any misconfigurations.

5. Recovery aims to restore systems to their normal operating state.
· Compromised device: restore the system from a clean backup, reinstall the OS and applications, check the EDR/antivirus for threats, and test services and user access.
· Network-based attack: restoration of network services and firewall/IDS configurations, re-verification of patched vulnerabilities, network availability testing.
· Compromised account: restoration of correct access rights, reactivation of the account following verification, confirmation of MFA and access policies, monitoring of repeated login attempts.
· Cloud compromise: restoration of services from snapshots/backups, deployment of a secure baseline, verification of IAM roles and policies, testing of cloud services and APIs.

6. A post-incident analysis is conducted to assess the incident and improve security, and the findings are documented in a report. The analysis includes: incident cause, effectiveness of SIEM, IDS/IPS and EDR, speed and accuracy of response, identified errors and delays, recommendations for process improvement.

Figure 3 illustrates the diagram of the developed plan.
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Figure 3: Monitoring and Incident Response Plan
5. [bookmark: _Toc228359023]Training and Awareness
The training programme is initially delivered to implement new security policies and is then supported by regular refresher sessions held once a year to ensure ongoing compliance. Should policies be updated or new threats identified, additional sessions are arranged on an ad hoc basis [12].

Module 1: Basic Cybersecurity Awareness
This module aims to enhance basic awareness of cybersecurity, taking into account the current challenges faced by the HPA. It examines real-world incidents, including phishing, ransomware and malware. Particular attention is paid to countering social engineering and mitigating risks associated with the human factor [12] [14].
Module 2: Data Protection Training
This module covers the classification and secure handling of medical data. It also addresses the principles of the UK GDPR, data minimisation in practice, the correct use of encryption, data storage and deletion rules, and anonymisation/pseudonymisation. Additionally, the consequences of data breaches and GDPR fines are discussed [5] [6].
Module 3: Access Control Training
This module covers the rules for creating and managing passwords and accounts, the practical use of multi-factor authentication, the principle of least privilege: how to work only within one’s own access rights, and what to do if unauthorised access is suspected [6] [7].
Module 4: Endpoint Security Training
This module focuses on guidelines for the secure use of work and personal devices, protection against malware and ransomware, and the importance of updates, antivirus protection and patch management. It also examines the risks associated with hybrid and remote working [3].
Module 5: Cloud Security Training
This module covers the rules for the secure use of cloud services, controlling access to cloud data, and preventing misconfigurations [9].
Module 6: Network Security Training
This module covers secure connection to the corporate network, the use of VPNs for secure connections, the risks of using public Wi-Fi networks, the protection of network traffic during data transfer, the basics of firewall operation, and an understanding of IDS/IPS and their role in detecting attacks [10].
Module 7: Backup and Recovery Training
This module focuses on the importance of regular backups, as well as data recovery following attacks (such as ransomware) and recovery testing [8].
Module 8: Incident Response Training
This module teaches participants how to identify and report incidents, and how to liaise with the IT security team [6] [11].

To assess the effectiveness of the training, feedback forms and tests are conducted after each module. An analysis of the number of incidents before and after the training is also carried out. Additionally, cyberattack simulations are regularly conducted to test employees’ awareness and response levels [12].


[bookmark: _Toc228359024]Conclusion
The assessment identified the main external and internal threats facing HealthPlus Analytics.
Based on this analysis, security policies and protective measures were developed. These are designed to mitigate identified and potential risks, as well as to enhance the system’s resilience to cyber threats. An incident monitoring and response plan was also established. This ensures the rapid detection of threats and the restoration of systems. In addition, an employee training programme is proposed. It helps foster a culture of cybersecurity within the company and improves understanding of how to respond when threats arise.
The proposed recommendations will help enhance the company’s information security, reduce the likelihood of cyberattacks and ensure the protection of confidential medical data.
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The following appendix contains screenshots of the presentation given to the board of directors.
The presentation contains a summary of the findings of this work.
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Figure 4: Title slide
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Figure 5: Overview of HealthPlus Analytics
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Figure 6: Internal and external cyber threats
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Figure 7: Security policies overview
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Figure 8: Mitigation Measures Overview (part 1)
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Figure 9: Mitigation Measures Overview (part 2)
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Figure 10: Cybersecurity Monitoring and Response Plan (part 1)
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Figure 11: Cybersecurity Monitoring and Response Plan (part 2)
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Figure 12: Cybersecurity Monitoring and Response Plan (part 3)
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Figure 13: Training and Awareness Programme (part 1)
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Figure 14: Training and Awareness Programme (part 2)
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Figure 15: Conclusion and expected outcomes
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               HealthPlus Analytics (HPA) operates in the healthcare technology sector and functions in a high - risk cyber environment, processing and storing sensitive healthcare data. Recent incidents:  unauthorised access to cloud systems  ransomware attack on analytics infrastructure These events highlight weaknesses in current cybersecurity controls and may lead to:  data confidentiality breaches  potential violations of UK GDPR and NHS Digital Security standards  reputational damage to the organisation    
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                      IDENTIFICATION OF THREATS External Threats  Ransomware attacks  Social engineering (phishing)  Cloud infrastructure attacks / vulnerabilities Internal Threats  Human error and weak security practices  Use of personal devices (BYOD)  Malicious insider activity   This section identifies the key internal and external cyber threats that affect HealthPlus Analytics.
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SECURITY POLICIES
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                          SECURITY POLICIES 1. Data Protection Policy Protects personal and medical data. 2. Access Control Policy Restricts access to authorised staff only. 3. Endpoint Security Policy Ensures security of devices used in the system. 4. Backup & Recovery Policy Enables data recovery after failures or attacks. 5. Cloud Security Policy Protects data when using cloud services. 6. Network Security Policy Ensures security of the corporate network. 7. Incident Response Policy Defines actions during cyber incidents. 8. Security Awareness Policy Improves staff awareness of cyber threats. Security policies have been developed to ensure the protection of information in accordance with the principles of the CIA Triad.      
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MITIGATION MEASURES

To reduce cyber risks at HealthPlus Analytics, technical and organisational mitigation
measures are implemented.

1. Data Protection

Collect only necessary data, apply retention policies, automatic archiving and deletion,
data anonymisation and pseudonymisation, and logging of all data activities.
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Additional verification via mobile app or token.

5. Password Management

Strong passwords, no reuse, and regular updates.
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                MITIGATION  MEASURES 1. Data Protection Collect only necessary data, apply retention policies, automatic archiving and deletion, data anonymisation and pseudonymisation, and logging of all data activities. 2. Encryption Data is protected using AES - 256, TLS, HTTPS and secure network protocols. 3. Access Control Access is strictly based on job responsibilities. 4. Multi - Factor Authentication Additional verification via mobile app or token. 5. Password Management Strong passwords, no reuse, and regular updates. To reduce cyber risks at HealthPlus Analytics, technical and organisational mitigation measures are implemented.
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6. Device Security

Antivirus, automatic updates, vulnerability patching, and MDM control.
7. Backup & Recovery

Automatic backups stored offline or in secure cloud with regular recovery
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             6. Device Security Antivirus, automatic updates, vulnerability patching, and MDM control. 7. Backup & Recovery Automatic backups stored offline or in secure cloud with regular recovery testing. 8. Cloud Security Uses IAM, least privilege principle, and secure configurations. 9. Network Security Firewall, IDS/IPS and VPN are implemented. 10. Phishing Protection Email filters and staff phishing simulations.   
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MONITORING AND RESPONSE
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                     MONITORING AND  RESPONSE 1. Monitoring  SIEM (Microsoft Sentinel, Splunk) - centralised log analysis and alerts .  IDS/IPS (Snort, Suricata) - network traffic monitoring and attack detection .  EDR (CrowdStrike, Microsoft Defender) - endpoint threat detection . 2. Analysis  Log analysis (SIEM, IDS/IPS, EDR)  User and network activity check  Incident timeline  IoCs identification  False positives removal  System and attack identification    Proposed plan for monitoring and responding to cyber incidents at HPA.
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          Compromised Device  Containment: isolate device, block processes, disable account  Eradication: remove malware, full EDR scan, reimage if needed  Recovery: restore from backup, reinstall systems, verify security tools Network Attack  Containment: block IPs, filter traffic  Eradication: fix firewall/IDS, patch systems, update signatures  Recovery: restore services, test network stability Compromised Account  Containment: reset password, disable access  Eradication: remove privileges, revoke sessions, reset MFA  Recovery: restore access rights, monitor activity Cloud Compromise  Containment: disable API keys, restrict IAM access  Eradication: remove compromised IAM roles and access policies, rotate keys, fix misconfigurations  Recovery: deploy secure baseline , restore from backups, verify IAM and cloud security settings
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             6. Post - incident Analysis  Incident cause  Effectiveness of SIEM, IDS/IPS and EDR  Response time and accuracy  Errors and delays identified  Recommendations for improvement   
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TRAINING AND AWARENESS

The training programme is aimed at implementing new security policies and improving
the level of cybersecurity awareness within the organisation.

The effectiveness of the training is assessed through tests, feedback, analysis of
incident trends, and regular cyberattack simulations.

simulations

Module 1: Basic Cybersecurity Awareness

Enhancing basic cybersecurity awareness with focus on key threats faced by HPA:
phishing, ransomware, and malware.

Focus on countering social engineering and reducing risks related to the human factor.
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Covers GDPR principles, data classification, minimisation, anonymisation, encryption,
data handling rules, and consequences of data breaches. Q
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                     TRAINING AND  AWARENESS Module 1: Basic Cybersecurity Awareness Enhancing basic cybersecurity awareness with focus on key threats faced by HPA: phishing, ransomware, and malware. Focus on countering social engineering and reducing risks related to the human factor. Module 2: Data Protection Training Covers GDPR principles, data classification, minimisation, anonymisation, encryption, data handling rules, and consequences of data breaches. The training programme is aimed at implementing new security policies and improving the level of cybersecurity awareness within the organisation. The effectiveness of the training is assessed through tests, feedback, analysis of incident trends, and regular cyberattack simulations.   
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Module 3: Access Control Training

Covers password management, MFA, least privilege principle, and handling suspicious
access attempts, as well as actions in case of suspected unauthorised access.
Module 4: Endpoint Security Training

Focuses on secure use of devices, protection against malware and ransomware,
importance of updates, antivirus protection, patch management, and risks of remote
work.

Module 5: Cloud Security Training

Covers secure cloud usage, access control, and prevention of misconfigurations.
Module 6: Network Security Training

Covers VPN usage, secure connections, IDS/IPS, firewall basics, and risks of public
networks.

Module 7: Backup and Recovery Training

Focuses on backup importance, ransomware recovery, and restoration testing.
Module 8: Incident Response Training

Covers incident identification, reporting procedures, and coordination with IT security

teams. @
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CONCLUSION

This presentation outlines the key cyber risks faced by HealthPlus Analytics
and proposes a comprehensive set of measures to mitigate them.

Expected outcomes:

= Improved protection of sensitive healthcare data

= Reduced risk of cyberattacks (ransomware, phishing, insider threats)

= Stronger compliance with UK GDPR and NHS Digital Security Standards
= Faster detection and response to security incidents

= Increased cybersecurity awareness across all employees

= Strengthened overall security posture and organisational resilience
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