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Task 1: Project Management & Planning
Project Title
Development of a Cybersecurity Policy and Risk Management Framework for a Medium-Sized Financial Organisation

1. Project Scope and Proposed Solution
The aim of this project is to design a comprehensive cybersecurity policy and risk management framework for a medium-sized financial organisation. The project addresses the growing risk posed by cyber threats such as phishing attacks, ransomware, insider threats, and data breaches, which can lead to financial loss, reputational damage, and regulatory non-compliance.
The proposed solution is a structured cybersecurity framework that includes:
•	Identification of key cyber threats and organisational vulnerabilities
•	A set of clearly defined cybersecurity policies (access control, data protection, acceptable use, and incident response)
•	Risk assessment and mitigation measures aligned with industry standards
•	Continuous monitoring and review processes
•	Staff cybersecurity awareness and training recommendations
The scope of the project includes research, analysis, policy design, and documentation. It excludes live system implementation, penetration testing, and deployment of security hardware due to academic, ethical, and time constraints.






2. Required Technologies and Resources
The project will use the following technologies and resources:
•	Microsoft Word / Google Docs – report and policy documentation
•	Microsoft Project / Excel – Gantt chart creation and project scheduling
•	Cybersecurity standards and frameworks – ISO/IEC 27001 and NIST Cybersecurity Framework
•	Academic and professional sources – textbooks, journals, and industry reports
Human resources are limited to the project manager with simulated organisational stakeholders represented through documented assumptions.


3. Project Timeline, Schedule, and Constraints
The project is scheduled over a 10-week period, ensuring adequate time for research, design, development, and evaluation.
Key constraints include:
•	Fixed academic deadlines
•	Lack of access to real organisational data or systems
•	Dependence on secondary research sources
Despite these limitations, the project remains realistic and aligned with real-world cybersecurity governance practices.





4. Project Schedule – Gantt Chart
The project schedule is documented using a Gantt chart to visualise tasks, durations, and dependencies.
	Task
	Desciption
	Duration
	Week

	Project Initiation
	Define scope, objectives and deliverables
	1 week
	Week 1

	Literature Review
	Research cybersecurity threats and standars
	2 weeks
	Weeks 2-3

	Risk Assessment
	Identify risk and vulnerabilities
	2 weeks 
	Week 4-5

	Policy Design
	Develop cybersecurity policies
	2 weeks
	Weeks 6-7

	Review & Refinement
	Validate policies against standars 
	1 week
	Week 8

	Final Documentation
	Complete report and presentation
	2 weeks
	Weeks 9-10




5. Development Methodology
A Waterfall development methodology has been selected for this project. Waterfall is a linear and structured approach that is well suited to documentation-driven projects where requirements are clearly defined from the outset.
The methodology follows these stages:
1.	Requirements analysis – defining security and compliance needs
2.	Design – structuring policies and risk frameworks
3.	Development – producing documentation and analysis
4.	Review and validation – ensuring alignment with standards
5.	Final delivery – submission of the completed project
This approach supports strong documentation, clear milestones, and effective project control, making it suitable for cybersecurity policy development.

6. Conclusion
This project demonstrates the importance of effective project management and planning in cybersecurity initiatives. By defining scope, resources, timelines, and methodology, the project ensures a structured and professional outcome aligned with industry best practices.















Task 2: Project Design
Overview
This section documents and describes two key pieces of project design work produced to support the development of the cybersecurity policy and risk management framework. The selected artefacts are:
1.	Requirements Specification
2.	Network Security Architecture Diagram
These design elements ensure the project is well-structured, traceable, and aligned with organisational and regulatory requirements.

1. Requirements Specification
A requirements specification was produced to clearly define what the cybersecurity framework must achieve. This helps ensure that project objectives are met and provides a reference point for validation and evaluation.

Functional Requirements
•	The framework must identify and categorise common cyber threats (e.g. phishing, malware, insider threats).
•	The framework must define access control policies for users, administrators, and third-party vendors.
•	The framework must include an incident response process outlining detection, containment, recovery, and reporting.
•	The framework must support compliance with recognised standards such as ISO/IEC 27001 and GDPR principles.




Non-Functional Requirements
•	Policies must be clearly documented and easy for non-technical staff to understand.
•	The framework must be scalable to support organisational growth.
•	Documentation must be secure, version-controlled, and auditable.
•	The framework should promote usability and staff adoption through training guidance.
This requirements specification ensures that the project remains focused and that all security controls directly support organisational needs.

2. Network Security Architecture Diagram
A high-level network security architecture diagram was designed to demonstrate how cybersecurity controls protect organisational assets. While the project does not involve live implementation, this design provides a realistic representation of best-practice security architecture.
The diagram includes:
•	Perimeter security using firewalls
•	A demilitarised zone (DMZ) hosting public-facing services
•	Internal network segmentation separating user devices and servers
•	Secure access controls such as VPNs and authentication servers
•	Monitoring components including intrusion detection/prevention systems (IDS/IPS)
This design supports the principle of defence-in-depth by layering security controls across the network.

Design Justification
The requirements specification ensures clarity, traceability, and alignment with project objectives, while the network security architecture diagram visually demonstrates how policies translate into technical controls. Together, these design artefacts strengthen the overall quality and credibility of the project.
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Task 2 – Enterprise (Distinction-Level Response)

Q1. PEST and SWOT Analysis of a Technology Company (Microsoft)
To understand how external and internal factors influence technology-driven organisations, a PEST and SWOT analysis has been conducted on Microsoft, a leading global technology and cybersecurity provider. This analysis also highlights key legal and ethical considerations relevant to the sector.
PEST Analysis
Political Factors
Microsoft operates globally and is subject to varying political and regulatory environments. Government policies on data sovereignty, cybersecurity regulation, and international trade significantly influence how cloud services such as Azure are deployed. Increased regulatory scrutiny places pressure on Microsoft to demonstrate compliance and resilience against cyber threats.
Economic Factors
Economic fluctuations, inflation, and reduced IT budgets can impact enterprise spending. However, continued digital transformation, cloud adoption, and increased cybersecurity investment provide strong long-term growth opportunities for Microsoft.
Social Factors
The widespread adoption of remote working and digital collaboration tools has increased reliance on cloud platforms. Social expectations regarding data privacy, transparency, and ethical technology use require Microsoft to maintain high standards of trust and accountability.
Technological Factors
Rapid advancements in artificial intelligence, cloud computing, and cybersecurity create both opportunities and risks. Microsoft must continually innovate while ensuring its platforms are protected from increasingly sophisticated cyberattacks.

Legal and Ethical Considerations
Microsoft must comply with data protection legislation such as the GDPR and the UK Data Protection Act. Ethically, the organisation faces challenges around responsible AI usage, user privacy, algorithmic bias, and secure data handling. Failure to address these concerns could result in reputational damage and legal penalties (Stallings, 2021).

SWOT Analysis
Strengths
Microsoft benefits from a strong global brand, extensive cloud infrastructure, and significant investment in research and development. Its integrated cybersecurity solutions enhance organisational trust and resilience.
Weaknesses
The complexity of Microsoft’s global infrastructure increases its attack surface. Any prolonged service outages could negatively impact customer confidence.
Opportunities
There is growing global demand for cloud-based cybersecurity services, compliance solutions, and AI-driven threat detection tools, presenting opportunities for expansion and innovation.
Threats
Microsoft faces persistent threats from advanced cyberattacks, supply chain vulnerabilities, and increasingly strict regulatory requirements.






Q2. Tech Start-up Proposal Linked to the Project Idea
Start-up Name and Concept
SecureSphere Solutions Ltd is a proposed cybersecurity start-up aligned with the project’s focus on cybersecurity policy and risk management. The company would provide consultancy services and compliance-focused tools designed specifically for small and medium-sized enterprises (SMEs).
Business Type (Legal Classification)
SecureSphere Solutions would be established as a Private Limited Company (Ltd) in the UK. This structure provides limited liability protection, enhances professional credibility, and supports scalability and investment opportunities.
Business Strategy
SecureSphere would adopt a differentiation strategy, offering affordable, standards-aligned cybersecurity solutions tailored to SMEs that lack in-house security expertise. Services would include:
•	Cybersecurity policy development
•	Risk assessments aligned with ISO/IEC 27001 and NIST
•	Staff security awareness training
•	Ongoing compliance monitoring and advisory services
The company would leverage professional networks and strategic partnerships with IT service providers to expand market reach and create value through trust-based relationships (Sommerville, 2020).
Funding Initiatives
Initial funding would be achieved through bootstrapping and founder investment. Additional funding sources could include Innovate UK grants, angel investors specialising in cybersecurity, and a subscription-based revenue model to generate predictable recurring income. As the business matures, venture capital funding could support product development and market expansion.

Conclusion
This enterprise-focused analysis demonstrates a strong understanding of how strategic, environmental, legal, and ethical factors influence technology companies and start-ups. By linking theory to a realistic cybersecurity business concept, this task clearly demonstrates value creation, strategic awareness, and commercial viability, meeting distinction-level criteria.







Task 3 – Project Reflection (Distinction-Level)
Introduction
This reflection considers the proposed project Development of a Cybersecurity Policy and Risk Management Framework and evaluates how it could be taken forward beyond an academic context. The reflection focuses on skills development, societal impact, and potential risks and challenges, demonstrating how the project creates value for both the individual and wider society.

Development of New Skills
This project provides a valuable opportunity to develop both technical and professional skills relevant to a career in computing and cybersecurity. From a technical perspective, the project strengthens understanding of cybersecurity governance, risk assessment methodologies, and internationally recognised standards such as ISO/IEC 27001 and the NIST Cybersecurity Framework. Engaging with these frameworks enhances analytical skills and the ability to translate complex security requirements into clear, structured policies.
In addition, the project develops project management and planning skills, including scope definition, scheduling, and the use of tools such as Gantt charts. Applying a formal development methodology has improved my ability to manage time, meet deadlines, and work in a structured and disciplined manner (Kerzner, 2022).
The project also supports the development of transferable skills, including professional report writing, critical thinking, and stakeholder awareness. Producing documentation suitable for senior management improves communication skills and prepares me for real-world workplace expectations. Furthermore, reflecting on legal and ethical considerations strengthens professional judgement and decision-making, which are essential skills in the cybersecurity industry (Sommerville, 2020).



Contribution to Society and Positive Impact
Cybersecurity is a critical societal issue due to the increasing reliance on digital systems and the rise in cybercrime. This project has the potential to positively impact society by promoting safer digital practices, particularly for small and medium-sized enterprises (SMEs), which are often under-resourced and highly vulnerable to cyber threats.
By focusing on cybersecurity policy, risk awareness, and staff training, the project contributes to reducing the likelihood of data breaches, financial loss, and identity theft. Improving organisational security practices also protects customers and end users, enhancing trust in digital services. This aligns with the concept of creating value by addressing a real-world problem with measurable social and economic benefits (Porter, 2019).
Additionally, the emphasis on ethical data handling and regulatory compliance supports responsible technology use. Promoting awareness of privacy, data protection, and ethical decision-making contributes to a more secure and trustworthy digital society, particularly as technologies such as cloud computing and artificial intelligence continue to expand.

Risks, Challenges, and Mitigation Strategies
One key challenge facing the project is the rapidly evolving nature of cyber threats. Security risks and attack techniques change frequently, which can make policies outdated if they are not regularly reviewed. This risk can be mitigated by designing the framework to include continuous monitoring, scheduled policy reviews, and alignment with up-to-date industry standards such as NIST and ISO/IEC 27001.
Another challenge is limited access to real organisational data, as the project relies on secondary research rather than live systems. While this limits practical testing, the impact can be reduced by using realistic case studies, best-practice guidance, and simulated scenarios drawn from reputable sources (Stallings, 2021).
A further risk is lack of staff engagement or resistance to security policies. Even well-designed cybersecurity frameworks can fail if users do not follow procedures. This risk can be mitigated by incorporating user-friendly policies, clear communication, and regular security awareness training as part of the framework.
Finally, time constraints present a challenge in balancing depth of research with academic deadlines. This risk has been managed through effective planning, task prioritisation, and the use of project management tools.



Conclusion
This reflection demonstrates how the proposed project supports skills development, contributes positively to society, and addresses real-world challenges. By creating value through improved cybersecurity awareness, ethical practice, and organisational resilience, the project provides a strong foundation for both academic success and future professional development.
References 
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Overall Conclusion
This assignment has demonstrated the application of project management, design, enterprise, and reflective practice within the context of a cybersecurity-focused project. Through Task 1, effective project planning techniques were applied to define scope, resources, timelines, and development methodology, highlighting the importance of structured management in delivering successful technology projects. Task 2 extended this work into an enterprise context, critically analysing external and internal business factors using PEST and SWOT frameworks, while translating the technical project idea into a viable cybersecurity start-up concept. This illustrated how computing projects can create strategic and commercial value when aligned with real organisational needs.
Task 3 provided a reflective evaluation of the project, evidencing the development of both technical and transferable skills, including cybersecurity governance, risk analysis, communication, and project management. The reflection also demonstrated an awareness of the wider societal impact of cybersecurity initiatives, particularly in improving digital trust, protecting sensitive data, and supporting vulnerable organisations such as SMEs. Key risks and challenges were identified and addressed through realistic mitigation strategies, reinforcing professional and ethical responsibility.
Overall, the assignment shows a coherent and integrated approach to computing project development, linking theory to practice and demonstrating critical thinking, strategic awareness, and ethical consideration. The project provides a strong foundation for future academic work and professional development within the cybersecurity and technology sectors.
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Appendix A: Example Tech Company Business Strategy (Microsoft)
Microsoft’s business strategy focuses on cloud-first and security-by-design principles. Through platforms such as Azure and Microsoft Defender, the company integrates cybersecurity into its core service offerings, creating competitive advantage and customer trust.
Appendix B: PEST Analysis Summary (Microsoft)
· Political: Data protection regulation, international trade laws
· Economic: Growth in cloud and cybersecurity spending
· Social: Increased reliance on digital and remote work tools
· Technological: Rapid AI and cloud innovation
Appendix C: SWOT Analysis Summary (Microsoft)
· Strengths: Strong brand, global infrastructure, R&D investment
· Weaknesses: Complex systems, large attack surface
· Opportunities: Cybersecurity and AI-driven services growth
· Threats: Cyberattacks, regulatory penalties
Appendix D: Supplementary Project Materials
· Sample Gantt chart
· Example cybersecurity policy structure
· Network security architecture overview
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