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abstract

With the rapid development of computer technology and communication technology, people have more and more contact with computer information system. The security, reliability and effectiveness of information system are very important. Strict management and control of the construction and implementation of information system can effectively prevent problems at any stage of the information system life cycle.This paper first analyzes COBIT, ITIL, ISO27000 and other IT frameworks and models, and then applies the principles and practices of data security, governance and compliance in a given scenario.
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COBIT

COBIT is the abbreviation of controlled objectives for information and related technology. COBIT is a process oriented information system audit and evaluation standard formulated by the information system audit and Control Association (ISACA). The evaluation of informatization construction achievements can be divided into several aspects according to the system attributes, such as the evaluation of final achievements, the evaluation of construction process, the evaluation of system architecture, etc. COBIT is an IT governance implementation guide and audit standard based on it governance concept and oriented to it construction process.

COBIT consists of the following six components:
Executive Summary
Management Guidelines
Framework
Control Objectives
Implemenation Toolset
Audit Guidelines

COBIT is a very useful tool, which is also very easy to understand and implement. It can help enterprises bridge the gap between management, it and audit, and provide a common language to communicate with each other. Almost every organization can benefit from COBIT to decide reasonable control based on it process and the business functions they support. When we know what these business functions are and how they affect the enterprise, we can classify these events well. All information system audit, control and security professionals should consider adopting COBIT principles.

COBIT provides an international IT management and problem-solving solution, which is generally applicable to various business projects and audits. It not only includes the current situation, but also provides guidelines that may be used in the future.

COBIT helps to improve the influence of information system auditors, and the information system audit report issued by COBIT is easier to be affirmed by the management.

COBIT framework can help determine process responsibility and improve it governance. Through the application of the framework for responsibility analysis, it can achieve role-based IT management, define process measures, and ensure the interests of customers.

In a word, COBIT model realizes the interaction between enterprise strategy and it strategy, and forms a virtuous circle mechanism of continuous improvement, which provides a solution with certain reference value for enterprises. Therefore, in view of the problems existing in China's informatization, it is of great practical significance to learn from COBIT's IT governance ideas and framework, scientifically and systematically manage information and related technologies, and gradually try to establish it governance mechanism, so as to promote the development and application of China's information technology.
ITIL	

ITIL service management is a process and service centered management method. Every process should have its set goals. The goal of IT service management process is to improve the quality of IT service. In any case, the service must be reliable, consistent and of high quality, and its cost should be acceptable. As a defacto industry standard, ITIL describes the relationship between various activities in it operation and maintenance process, and provides a framework for organizations to exchange experience. It is a free and open public framework, which can be used by enterprises and government departments. It is also a best practice framework and can be used as the quality management method and standard of operation and maintenance. It has been widely recognized as an international service management framework.

Management, it service continuity management and availability management. The main task of the service support process is to investigate the service needs of the organization, and design a reasonable resource portfolio and service level objectives according to these needs to provide customer satisfied it services. It includes a management function and five operation processes, namely service desk, event management, problem management, configuration management, change management and release management.
Benefits to the organization: it can improve the ability to manage it changes, reduce it costs, coordinate it and business operations; implement it management with prepared tools, provide decision-making framework for outsourcing; provide it reference model for mutual communication, form management culture of IT services, more systematic and clear it organization, standards and applicable it procedures; reduce repetitive labor and improve enterprise efficiency Efficiency, and ISO9000 certification with the use of. 
Benefits to customers: provide proven and detailed IT services and a more stable IT environment; increase service reliability by ensuring delivery quality; shorten the time to launch new projects to the IT market with clear communication. The reason why ITIL is popular is that it not only meets the organizational goals but also meets the business needs, which makes the development of the organization more and more inseparable from it support, resulting in the increasing demand for high-quality IT services. 
ITIL is a framework for public development and use. Any organization can use ITIL or develop its own service management methodology and solution based on ITIL. ITIL comes from practice, which in turn guides practice. ITIL provides a guiding framework, which can retain a reasonable part of the organization's existing IT management methods, add necessary technologies, and facilitate the communication and coordination among various it functions. 
ITIL, as a common language and standard grammar in the field of international IT service management, can be used by all stakeholders including customers, users, it staff, developers, suppliers, as well as senior managers of enterprise business and it to communicate and discuss. This is crucial to the success of IT service management. Using ITIL is good for both enterprises and customers. 
The main feature of COBIT is process oriented, while the evaluation of information construction achievements by ITIL and CISR framework is result oriented, such as how much improvement it brings to enterprise service management and how much service cost it reduces. The performance evaluation index of ITIL framework is obviously not comprehensive. The advantage of COBIT is that it provides guidance for improvement actions in the process.
In addition, COBIT focuses on the overall strategic and operational level, that is, some specific processes of IT management. Therefore, COBIT management is more comprehensive than ITIL. ITIL focuses on the processes related to it services, and has obvious advantages in IT service quality. ITIL starts from quality management and focuses on it service management. ITIL has more advantages in service support and service delivery than other IT governance frameworks. ITIL can improve the quality of IT services. ITIL emphasizes that the provision of enterprise IT services should be consistent with the enterprise's operational objectives and enterprise needs. Because it mainly focuses on it service management, it ignores security management and security control process. Compared with COBIT, ITIL has a narrower vision.
Although there are many differences between the two standards, there are very consistent guiding principles behind COBIT and ITIL. Information system auditors usually use COBIT and ITIL self-evaluation methods to evaluate enterprise IT service management environment. COBIT provides key objective indicators (KGIS), key performance indicators (KPIs) and key success factors (CSFs) for each process. These indicators can be combined with ITIL process to establish the benchmark of ITIL process management. In practical application, some enterprises integrate the two standards and propose a more understandable IT Governance and operation architecture suitable for the enterprise environment.
ISO 27000
The accreditation for ISO / IEC 27000 is a kind of certification for the organization's information security management system (ISMS) to meet the requirements of ISO / IEC 27000. This is an assurance after an authoritative third-party audit that the certified organization implements isms and meets the requirements of ISO / IEC 27000. Certified organizations will be registered. ISO / IEC 27000 can be used as the basis for evaluating the ability of an organization to meet the information security requirements determined by customers, the organization itself and laws and regulations.
The organization can refer to the information security management model, establish a complete information security management system according to the advanced information security management standards, implement and maintain it, achieve a dynamic, systematic, full participation, institutionalized, prevention oriented information security management mode, reduce the probability and result of information risk to an acceptable level with the lowest cost, and take measures The company guarantees that the business will not be interrupted due to the occurrence of risks. The establishment, implementation and maintenance of information security management system will:
1. Strengthen the staff's information security awareness and standardize the organization's information security behavior;
2. Protect the key information assets of the organization comprehensively and systematically to maintain the competitive advantage;
3. When the information system is attacked, ensure the continuous development of business and minimize the loss;
4. Make the business partners and customers of the organization full of confidence in the organization.
Three elements of ISMS information security management system.
1. Confidentiality: ensure that only authorized people can access information.
2. Integrity: maintain that the information provided for use is correct and complete without damage or tampering.
3. Availability: ensure that authorized users can access and use information when they need it.
Generally speaking, all the technologies and theories related to confidentiality, integrity, availability, traceability, authenticity and reliability protection are the areas of information security research and the goals of information security.
Information and its supporting systems and networks are important assets of an organization. The confidentiality, integrity and availability of information are crucial to maintain an organization's competitive advantage, capital flow, efficiency, legal compliance and business image.
Any organization and its information system (such as an organization's ERP system) and network may face a wide range of security threats, including computer-aided fraud, spying, sabotage, fire, flood and so on. With the increasing development and popularization of computers, computer viruses, computer theft, illegal invasion and destruction of servers have become increasingly common and complex.
At present, the business of some organizations, especially some larger companies, has completely relied on information systems for production business management, which means that organizations are more vulnerable to security threats. The interconnection of network and the sharing of information resources increase the difficulty of access control.
Although the information system of some organizations may have considered security in the design, it is still limited to rely on technical means to achieve security, and it should be supported by management and program.
The United Kingdom has done a statistics, 80% of the loss of information is related to human factors. Therefore, the prevention of information risk caused by human factors is regarded as the main control object of information security. Information security is achieved by implementing a set of appropriate controls. It can be realized by policies, conventions, procedures, organizational structure and software functions. These control methods need to be determined to ensure the realization of specific safety objectives of the organization.
CaribbeanCoffee
For the given case, this paper designs the data security of the CaribbeanCoffee based on COBIT framework，COBIT core model (as shown in Figure 1) includes five areas and 40 governance and management objectives. One of the key areas to deliver I & T value is to help achieve enterprise objectives. These goals are distributed in five areas, each with a set of governance and management goals. In this core model, each of the 40 governance and management objectives is related to a certain process, and the related process is one of the governance components. For each governance component, COBIT 2019 identifies applicable standards, frameworks and compliance requirements that can be referenced. It also includes detailed references, and there are relevant guidelines under each applicable component. The five areas of COBIT focus on the whole life cycle of organization informatization construction, which provides a series of detailed control measures and control technologies for risk management of information system. Therefore, based on COBIT framework, it has a strong guiding significance to identify risks, analyze risks, deal with risks, and carry out the design of system architecture and functions.
[image: PJT)TPDOU6YVE$CGYG@PP~I]
Figure 1 COBIT core model

Referring to COBIT model and combining with the actual situation of enterprises, this paper divides the risk of sensitive data leakage into two categories: external risk and internal risk (as shown in Table 1).

Table 1 Main risk analysis of data leakage
	Number
	Risk Category
	Risk Approach

	1
	

External Risk
	Through network attacks, Trojans and other means to obtain data information directly

	2
	
	Attack all kinds of enterprise application systems and obtain system authorization in violation of regulations

	3
	
	Through data interception, eavesdropping and other ways to obtain data

	4
	
	Get data by stealing, etc

	5
	
	Data loss caused by earthquake, fire, power failure and other force majeure factors

	6
	


Internal Risk
	Negligent loss of data files or storage media

	7
	
	Data leakage on the Internet

	8
	
	Data center system administrator's authority is too large, and actively divulges data

	9
	
	The lack of reasonable audit supervision mechanism leads to the failure to find data loss in time

	10
	
	System design defects or configuration defects lead to data theft or loss

	11
	
	The system authority control is not strict, and internal personnel are not authorized to obtain data

	12
	
	Static electricity, electromagnetism, software and hardware failure lead to data loss



As shown in Figure 2, according to the hierarchical model design, the system architecture is divided into three layers: physical layer, security layer and application layer. Physical layer components provide protection capabilities for various physical infrastructures, security layer components provide special security capabilities for it network devices, computing devices, storage devices and it application operation, and application layer components provide secure application services for sensitive data storage, processing and transmission.
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Figure 2 CaribbeanCoffee data protection system architecture

physical layer

Physical layer architecture refers to the real physical media such as optical fiber, cable or electromagnetic wave, which can transmit physical signals, such as voltage, brightness or amplitude. It mainly includes seven aspects: equipment backup, power backup, disaster backup, security protection, electromagnetic interference protection, natural disaster prevention and environmental equipment monitoring.

(1) Equipment backup: establish cold / hot backup mechanism for key computing, storage and network equipment, and keep key equipment online 24 hours;
(2) Power backup: UPS battery pack and uninterruptible power supply are established to provide redundant backup mechanism for safe and stable power supply of data center;
(3) Disaster backup: establish disaster backup mechanism of remote data center to deal with data loss caused by earthquake, fire and other natural disasters;
(4) Security protection: comprehensive use of civil air defense, physical defense and technical defense mechanisms to protect the data center, key parts and key equipment;
(5) Electromagnetic interference protection: take electromagnetic shielding, electromagnetic radiation interference, the use of power filter and other measures to effectively protect against electromagnetic interference, electromagnetic leakage and other risks;
(6) Natural disaster prevention: comprehensively consider the impact of earthquake, fire or flood on the key parts and equipment facilities of the data center, and strengthen the protection measures in the construction and other aspects;
(7) Environmental equipment monitoring: the use of sensors, network monitoring and other means to comprehensively monitor the operation of the data center computer room and various hardware equipment, with the function of emergency alarm and disposal.

Security layer

The security layer architecture mainly refers to general infrastructure, security defense infrastructure, security operation and maintenance infrastructure, security tools and technologies, security components and support systems, etc., including identity authentication, access control, intrusion detection, access control, virus protection, terminal protection and operation and maintenance management.

(1) Identity authentication: strong authentication methods such as fingerprint and authentication gateway are used to enforce user identity authentication to ensure that users log in legally; in the network environment with more stringent requirements, personnel or equipment authentication can be implemented by using temporary random password and issuing equipment digital certificate;
(2) Access control: in the network layer or application layer, it controls the user's access to resources, ensures that only the personnel and equipment meeting the requirements of the enterprise can access the corresponding resources, and prevents the risk caused by the access of untrusted or unsafe equipment, especially the equipment infected with virus or Trojan horse;
(3) Intrusion detection: establish a network attack prevention mechanism including security audit, monitoring, attack identification and response, so as to realize intrusion warning and trigger emergency response;
(4) Access control: an access control mechanism is established in the network layer to control the number of terminal access, terminal access authorization, strengthen terminal security inspection and policy management, Internet behavior management and violation audit;
(5) Virus protection: the establishment of terminal virus protection system, the whole network equipment for compulsory virus protection, can protect the host from conventional viruses, Trojans, worms infection, and keep the virus library real-time update;
(6) Terminal protection: protect the input and output of various desktop computers, laptops, mobile storage media and other terminal devices connected to the computer to prevent illegal data input and output;
(7) Operation and maintenance management: promote the standardization of operation and maintenance process, standardize the operation of data center administrator, and reasonably authorize.

application layer

The application layer architecture mainly includes five aspects: sensitive data collection and generation, sensitive number identification and encryption, sensitive number use and tracking, sensitive number circulation and exit, sensitive number account and management.

(1) Sensitive data collection and generation: the received sensitive data should be reasonably classified and graded according to the protection level, and corresponding measures should be taken to protect them;
(2) Identification and encryption of sensitive data: specify the identification specification of sensitive data, and encrypt and protect the storage, transmission and processing of sensitive data;
(3) Use and tracking of sensitive data: in the process of use, retention and storage of sensitive data, comprehensive use of two-dimensional code, watermark, data label and other security control measures to track and manage all kinds of carriers of sensitive data in the whole process;
(4) Transfer and exit of sensitive data: establish the import and export mechanism of sensitive data, standardize the operation of data import and export, form operation records, and clarify the transfer and exit of different types of sensitive data. If it is necessary to transfer to overseas, it needs to go through more stringent evaluation, and consult the opinions of the enterprise legal department ;
(5) Sensitive data account and management: establish sensitive data carrier account, strengthen the management of data, including setting sensitive data security responsible person, retention period, authorization, destruction measures, etc., and comprehensively standardize the whole life cycle management of sensitive data carrier.
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