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Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. 

1. [bookmark: _Toc493169588]What is physical security? What are the primary threats to physical security? How are they manifested in attacks against the organization?

2.	What are the roles of an organization’s IT, security, and general management with regard to physical security?

3.	How does physical access control differ from logical access control, which is described in earlier chapters? How are they similar?

4.	Define a secure facility. What is the primary objective of designing such a facility? What are some secondary objectives of designing a secure facility?

5.	Why are guards considered the most effective form of control for situations that require decisive action in the face of unfamiliar stimuli? Why are they usually the most expensive controls to deploy? What is another issue with human guards, beyond the high cost? When should dogs be used for physical security?

6.	List and describe the four categories of locks. In which situation is each type of lock preferred?

7.	What are the two possible modes of locks when they fail? What implications do these modes have for human safety? In which situation is each preferred?
8.	What is a mantrap? When should it be used?

9.	What is the most common form of alarm? What does it detect? What types of sensors are commonly used in this type of alarm system?

10.	Describe a physical firewall that is used in buildings. List reasons that an organization might need a firewall for physical security controls.

11.	What is considered the most serious threat within the realm of physical security? Why is it valid to consider this threat the most serious?

12.	What three elements must be present for a fire to ignite and continue to burn? How do fire suppression systems manipulate the three elements to quell fires?

13.	List and describe the three fire detection technologies covered in the chapter. Which is the most commonly used?

14.	List and describe the four classes of fire described in the text. Does the class of the fire dictate how to control it?

15.	What is Halon and why is its use restricted?

16.	What is the relationship between HVAC and physical security? What four physical characteristics of the indoor environment are controlled by a properly designed HVAC system? What are the optimal temperature and humidity ranges for computing systems?

17.	List and describe the four primary types of UPS systems. Which is the most effective and the most expensive, and why?

18.	What two critical factors are affected when water is not available in a facility? Why are they important to the operation of the organization’s information assets?

19.	List and describe the three fundamental ways that data can be intercepted. How does a physical security program protect against each of these data interception methods?
20.	What can you do to reduce the risk of theft of portable computing devices, such as smartphones, tablets, and notebooks?
Use passwords, physical security, alarms, trace software, and user training.

21. Assume that your organization is planning to have an automated server room that functions without human assistance. Such a room is often called a lights-out server room. Describe the fire control system(s) you would install in that room.
Useful Links:

1. Dumpster Diving and the Law
http://freegan.info/what-is-a-freegan/freegan-practices/urban-foraging/diving-and-the-law/

2. I Came, Eyesore, I Conquered – Perimeter Security Article
http://www.slate.com/id/2124886/

3. Types of UPS
http://www.smps.us/uninterruptible-power-supply.html

4. Kidde Fire systems Products for Data Processing
	http://www.kidde-fenwal.com/Public/Kidde 

5. Accommodate Life Safety and Security Needs
http://www.wbdg.org/design/accommodate_needs.php
6. Halon 1301                                                          http://www.h3rcleanagents.com/support_faq_2.htm

7. Physical security audit checklist                          http://locknet.com/lockbytes/excerpts/physical-security-audit-checklist/
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