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The labs given within this module are geared to assist you in carrying out vulnerability assessments and penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. This is similar to what an attacker would do or what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.


Task: From Clues to Conclusions
INTERPOL – UK DIVISION
Case File: OPERATION KEPLER
Classification: CONFIDENTIAL
Date: 08 June 2025
Location: INTERPOL UK Headquarters, London
Background
Summer 2025: London is bustling with festivals, protests, and cultural events, drawing large crowds and global attention. These gatherings pose security risks due to their scale and openness.
Last week, Portuguese intelligence shared a tip with INTERPOL UK's cyber unit. A Portuguese male may be planning to disrupt upcoming London events. No name, photo, or travel record was provided – only a digital identifier: kepler.1999
Its nature (username, email, alias, etc.) is unclear, but analysts suspect it may be linked to online activity suggesting potential unrest. Verification is ongoing.
Mission Brief
As an INTERPOL UK summer intern, your task is to:
· Investigate kepler.1999
· Determine if it belongs to a credible threat or an innocent individual
· Help decide whether to escalate the case or dismiss it
Context
With major public events approaching, even minor leads matter. Authorities are on high alert. Your work must reflect the care and precision of an active intelligence officer, as errors could waste resources or endanger lives.
· Outline how you would start your investigation in finding the username: kepler.1999
· Hint (what site or tools would you use to carry out an advance search queries) Use the Internet to help you.
· Once you carry out the search, document everything you can possibly find on kepler.1999. Did you find more than one account for this username?  If so list as much post made from the accounts, the sites they were on such as social media and any personal information.
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