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Introduction 
   
The world is now in a digital age, see (figure 1) which displays the percentage population of how many individuals have been using the internet from 1990 to 2020  (Group, 2022). In comparison to this (figure 2) displays the world population online and offline in 2021, the estimated amount of people online during 2019 was 4.1 billion and since the coronavirus it has risen exponentially to 4.9 billion in 2021 (The International Telecommunication Union (ITU), 2021). Individuals, governments, financial institutions, public and private sector businesses are all connected to the Internet. The internet has brought us endless resources for learning, shared knowledge, and communication worldwide. On the other hand, it has brought us fake news, the dark web, digital espionage and cyber-attacks, through the internet has evolved cybercrime (Centre for Strategic and International Studies, 2019). As a result of this, ‘criminals continue to exploit the online transformation to target weaknesses in online network, systems and infrastructure’ (Interpol, 2023a). 
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(Figure 1) Individuals using the Internet % of population  (Group, 2022)
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(Figure 2) The International Telecommunication Union (ITU), the United Nations specialized agency for information and communication technologies (ICTs) recently released its Facts & Figures 2021 report - a snapshot of the most important ICT indicators, including estimates for the current year  (The International Telecommunication Union (ITU), 2021).


Main Body

Cyber organised criminals are using cyberspace far more frequently due to the freedom it presents when operating and carrying out cybercrime from locations considered as ‘safe havens’ which is a challenge to prevent and stop purely based on this severe limitation.  (Bianca, 2018, p.18). Certain eastern countries will not establish cybercrime laws, resulting in criminals retreating to countries where it's accessible and legal to carry out cybercrime operations. This cross-border jurisdiction weakness highlights the significant challenge surrounding establishing a national and international response to cybercrime (Bianca, 2018, p.18). 
In response to cyber internet organised crime attacks (Europol, 2023) describes how it is difficult to investigate from the initial intrusion due to the multiple steps taken by cyber internet organised criminals. Research has shown within the United Kingdom that law enforcement's response to cyber-dependent crime especially, is well established however isn’t a priority outside of national agencies (Services, 2023) Therefore, “within police forces the threat from cyber-dependent crime is often not fully understood and the level of understanding is inconsistent throughout police forces, good practice concerning knowledge isn’t shared in a structured way as opposed to national and international partners” (Services, 2019, p.7). Police forces differ in their approaches, to gathering, analysing and sharing of information. Differences exist in the similarity and functionality of local responses compared to national responses and threats  (Services, 2023). 
There is a major importance to have strategies and tools in place to combat cyber organised crime locally to globally. The European Union and Council of Europe introduced The Global Action on Cybercrime Extended (GLACY+) project which includes 12 priority countries in Africa, Latin America, Asia-Pacific and the Caribbean. This project's main objective is to implement and focus on policies, legislation and prosecution. This project has empowered the battle against cyber organised crime  (Interpol, n.d.). Within Africa, in recent years the countries' rapid development in technology has grown exponentially. As a consequence, reports have shown an increased amount of cybercrime with cyber-organised criminals exploiting the weak Information and Communications Technology infrastructure  (Interpol, 2023b). Project ENACT is “the first of its kind to analyse the scale of organised crime across the entire African continent, with its impact on the security, governance and development” (Interpol, 2023b). This form of analysis serves to communicate with and inform policymakers which in effect consolidates the cooperation at regional and international levels  (Interpol, 2023b).
Moving forward, The United Kingdom has a National Cyber Strategy in place which outlines how the government will support and strengthen partnerships, which not only include cross-jurisdiction partnerships but also broader partnerships between the technological community, academia and the private sector to capitalise on combating cyber organised crime (Government, 2022, p.37). Whereas, studies have shown that an effective tool that hasn’t been used force-wide is known as organised crime group mapping. This entails “routinely identified and mapped organised crime groups that are primarily involved in cyber-dependent crime. National consistency in the standards and mechanisms used for mapping cyber-organised crime groups would be beneficial in the functionality of combating this crime  (Government, 2022, p.37). 
Law enforcement agencies alone cannot contain and disperse the threat of cyber-organised crime alone. To succeed in perishing such crimes and protecting victims, jointly collaborating with partners from government agencies and industry-leading companies is necessary and crucial (Police, 2023, p.17). “It is evident that Information exchange between police and private industry is key to developing a comprehensive global response in particular in the aftermath of an attack” (Interpol, n.d.). Taking into consideration that law enforcement agencies have different levels of capabilities compared to the private sector, an example of this can be budget and funding  (Forum, 2020, p.14). The financial input by state and private sector agencies and companies is fundamental in combating cyber-organised crime. This is due to the ever-changing and evolving speed at which cyber-organised criminals act. Displaying innovative ways with advancing technology to commit and conceal crimes (Agency, 2019). Interpol formed a Global Cybercrime Expert Group consisting of cybercrime experts from the police, private sector and academia. With state and private cooperation which “bridges the gaps and provides vital services and expertise that would not otherwise be available to member countries without such partnerships  (Interpol, n.d.). The effectiveness of this relies on the private sector possessing more in-depth data on cyber threats, attacks and victims as opposed to traditional law enforcement agencies. 
The challenge in prosecuting cyber organised criminals is related to cooperation with other countries globally. Internationally there is a requirement for laws to be compatible over cross jurisdictions. United Kingdom Courts consider “where the site is hosted, its intended audience, material supplied, nationality of the webmaster and where any information is created and downloaded” to be a basis of responsibility when prosecuting perpetrators of cyber orgainsed crime (Service, 2019). Cyber organised crime expands over several jurisdictions and prosecutors need to be enabled to disrupt and prevent cyber crimes by obtaining evidence and carrying out arrests. A unique Joint Investigation Team (JIT) can be established and enabled when appropriate, this is a team set up between two or more countries and are governed under judicial supervision. The purpose of JIT is to investigate serious cross-border crime, resulting in prosecution  (Service, 2019). 
In conjunction with this, the Global Prosecutors E-Crime Network (GPEN) is enabled to assist countries in establishing a secure and safe cyberspace environment by armouring prosecutors with the tools to manage the ever evolvement of cyber organised crime prosecution (Service, 2019). The majority of countries globally have national laws that cover cybercrime. However, the major concern and limitation impacting this is ‘safe haven locations’ where cybercrime laws are not satisfactory enforced or sustained to meet national and international laws (United Nations Office on Drugs and Crime, 2019). There are “156 countries (80%) that have cybercrime legislation, with Europe having the highest adoption rate and Africa having the lowest  (Crime, 2021). This highlights the clear problem surrounding the importance of implementing laws and legislation in the battle against cyber organised crime.
A beneficial element would be a treaty which is an “agreement whereby parties agree to cooperate in investigations and the prosecution of offences criminalised by International laws (Crime, n.d.). On the 27th of December 2019, “the United Nations General Assembly adopted Resolution 74/247 establishing an Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use of Information and Communications Technologies for Criminal Purposes”  (cabinet, 2022). This can be considered a direct consequence of the increasing rate at which cyber-organised crime is growing and evolving. The threat has the potential to disrupt a variation of critical infrastructure society relies on. For this reason, a treaty can be altered as seen in the second additional protocol within the Budapest Convention to keep up with current technological challenges. This is to ensure it remains as relevant as possible and strives to be an effective framework for tackling cyber-organised crime (Europe, 2022).


Conclusion 

Advances in the cyber-organised crime world have proven to be problematic for law enforcement agencies and their partnerships. A promising method to combat cyber organised crime involves local, regional, and international laws, legislation and treaties being in place with the implementation of awareness, communication and cooperation to combat cyber organised crime as a collective whole. The use of Information and Communication Technologies by cyber organised crime groups represents continuous challenges for law enforcement agencies, as a direct response to this “governments and law enforcement agencies must respond to all cyber organised crimes in line with the technological evolution”  (Europe, 2022).
For a quintessential method to be established, the need for a more substantial and efficient cooperation and awareness framework between local, regional, international and the private sector is crucial. Once this has been established, further uncertainties must be addressed, with one in particular being whether or not State, law enforcement agencies and partnerships can control new types of cyber organised crime that is emerging frequently  (Interpol, n.d.). Thus far, attempts have been made to conquer these limitations by introducing new legislation, adaptations to existing laws and an international treaty. The evolving cybercrime landscape and compromising skills gaps are a significant challenge for law enforcement agencies and prosecutors. Nevertheless, The harmonisation and enforcement of national, regional, and international laws eliminate cybercrime safe  (United Nations Office on Drugs and Crime, 2019). Once these hurdles have been overcome, the potential for law enforcement agencies locally, regionally, and internationally to combat cyber-organised crime is astronomically bright. 
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