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ANSWER THREE QUESTIONS

Q1. 

Defending network against Hacker Threats:

After a security breach in which important corporate secrets were lost, the Campbell Downes Sedigh Corporation hired you to conduct a security test and offer recommendations for preventing future attacks.  Computer forensics specialist Vignesh has informed you that the hackers got in by compromising a Web site many employees visit; the attack installed Trojan code on users’ workstations by using a drive-by download.  The company’s antivirus software didn’t detect the code on the workstations so the attackers were able to launch reverse Telnet command shells and upload confidential documents to hacker controlled Web sites. To do this they used a port that allowed outbound HTTPS traffic through the company firewall.

a. Based on this information, write a brief report on your recommendations for configuring or revamping the network to defend against these types of threats.  The report should give specific examples of how to secure the network, but not rely on a single type of network protection system, and make hardware recommendations, if needed.
(15 marks)

b. After conducting a thorough security test on the Campbell Downes Sedigh network, you identified several intrusion attempts from sources over the Internet.  The hacker haven’t gained access to the internal network yet, but you are concerned that it’s only a matter of time before the attempts become successful.
i. Write a short report describing what can be done to attract intruders and keep them connected to the network long enough to trace their movements.  The report should discuss pros and cons of using the strategy and mention any legal issues the company might face.
											(10 marks)

Q2.

a. Assume that you are a trainee security consultant just employed by Tevel Cyber Corps Private Limited. You have been tasked to conduct a REAL life penetration testing on the https://tevelcyber.com/. Your goal is to try your very best to bring the websites down.  Explain the types of pentests you would carry out on this website.  Diagrams may be used.  Your solutions should include the following:
i. List of vulnerabilities that you want to targeted at the websites. Defend your choice.
ii. At least 5 attack tools that you will be using and briefly tell their purposes.
iii. Outline your penetration testing in a few steps, say 1-4.
iv. Briefly explain the difference between Penetration Testing and vulnerability Assessment.
v. Give a brief description of your contingency plan before commencement of penetration testing.
										(25 marks)


Q3. 

a. In reference to the ISO 27000 universal framework, explain: 

i. What it is?
ii. [bookmark: _GoBack]How many parts is it composed of and describe any five?
iii. What is the role of an Information Security Management System (ISMS)?
iv. How organization can benefit from this universal framework?
(22 marks)

b. What is the Security Governance?
(3 marks)

Q4.

a. In reference to security policy and security management:

i. Outline the elements of policy
(5 marks)
ii. Name and explain the two types of risk analysis in information security.
(5 marks)
iii. What is the difference between identification vs authentication?
(5 marks)
iv. Explain at least 5 alternatives to password only systems
										(10 marks)
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