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[bookmark: _Toc230994126]Executive Summary 
This report outlines the analysis of the cybersecurity risk and opportunities emerging due to digitising SteelForm Manufacturing Ltd’s manufacturing processes and the adoption of technologies like Internet of Things (IoT) devices, cloud systems and automation. The study reveals the most serious threats to production and the fidelity of operational information within or outside the organisation, which include phishing, ransomware, insider threats and vulnerabilities emerging from the use of IoT (Internet of Things) devices. To deal with these threats, full security policies which are in accordance with the NIST as well as ISO standards are needed. These are some of the measures suggested, such as Zero Trust security, ongoing monitoring, helping with incident response planning, educating employees and implementing technical measures. By using these strategies, operational resiliency, regulatory compliance and continuity will be enhanced in the manufacturing environment. 
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[bookmark: _Toc230994127]1. Introduction
The integration of Industry 4.0 technologies, such as the Industrial Internet of Things (IIoT), automation, cloud and smart manufacturing systems, has made the subject of cybersecurity a primary issue in today’s manufacturing world. These technologies can enhance the efficiency of operations and make more timely decisions, but also expose them to cyber risks through the connectedness of devices and networks. The speed with which these systems, sensors and data exchanges in the cloud connect in Industry 4.0 has added to new security challenges, according to Hajda et al. (2021). To ensure the continuity of the business and security of critical manufacturing information, protecting Operations Technology (OT) systems as well as Information Technology (IT) networks and systems is essential. However, since the company introduced Internet of Things (IoT) machines and cloud-based production systems, they have recently suffered from issues of phishing, malware and unauthorised network accesses. The purpose of this report is to highlight the threats that the company is facing, and suggest suitable security policies, security measures, monitoring and security awareness program based upon CIA triad principles of confidentiality, integrity, and availability.
[bookmark: _Toc230994128]2. Identification of Cybersecurity Threats
SteelForm Manufacturing Ltd has identified a series of cybersecurity risks both inside and outside of the manufacturing workflow within the process of transforming to this new way of working with IoT in manufacturing. The internal risks encompass a number of issues, including attacks from within the institution, weak passwords, human error, employees gaining access, lack of awareness of cybercrimes, misuse of USBs, and issues with data handling. Such weaknesses can be susceptible to an unauthorised disclosure of the operational data, and the integrity of the system can be compromised. There are external issues that should be taken into consideration, such as phishing attacks, malicious software, ransomware, Distributed Denial of Service (DDoS) attacks, industrial espionage, compromise of the supply chain, remote access systems which are insecure, and cloud vulnerability. Manufacturing companies are becoming the target of attack, with hackers attempting to halt production and steal the companies' intellectual property (Williams et al., 2022). The effects of these threats include the loss of production time and disruption, loss of income, legal penalties, data loss and damage to reputation. The ransomware could also be used by the attackers to disable automated machinery and hamper supply trains, and therefore make major economic impacts. Organised cybersecurity governance based on NIST and ISO 27001 (International Organization for Standardization, 2022) is, however, essential for the manufacturing industry, because of the need for confidentiality, integrity and availability.
[bookmark: _Toc230994129]3. Security Policies and Governance Framework
SteelForm Manufacturing Ltd needs to establish a comprehensive cybersecurity governance framework consistent with International Organisation for Standardisation (ISO), National Institute of Standards and Technology (NIST) and European Union (EU) factors to protect manufacturing methods and sensitive information of the enterprise. Use of role-based access control (RBAC), the least privilege principle, and multi-factor authentication (MFA) for access to systems by employees should be applied by the Access Control Policy in order to restrict unauthorised access. To limit credential theft and phishing-related risks, the Password and Authentication Policy should require full-featured, strict password complexity, password rotation, and require MFA usage for all employees or remote users (Das, 2020). The Data Governance Policy should include a classification of information by sensitivity of the data and enforce encryption of confidential production and customer information for storage and transmission (Naik, 2023). Normal secure backup is required to be kept on the basis of the cloud storage that is encrypted and storage that is off-site, which supports the recovery during issues. It is also important to ensure alignment with the requirements of GDPR, which guarantees the handling of data in a lawful manner. 
The Network Security Policy has the potential to cover advanced firewall configurations, VPN connections for remote access and network segmentation between the corporate IT network and industrial OT network. Further, there are software types with different definitions, and a software segmentation will limit them to a single unit to prevent them from becoming targets of a cyberattack, as well as prevent malware from being spread to others. In addition, the Acceptable Use Policy should address the use of the internet and email, restrict the usage of USB Devices that are not authorised and Bring Your Own Device (BYOD) usage to mitigate the risk of insider threat and malware (Rah, 2023). Finally, the Incident Response Policy should contain a clearly outlined reporting process, escalation procedures, forensic investigation procedures and recovery plans, which may assist in the swift transition towards business continuity and help run the effective containment of a cybersecurity incident.
[bookmark: _Toc230994130]4. Mitigation Measures and Implementation Strategy
SteelForm Manufacturing Ltd could adopt various technical, operational, physical, and industrial security measures to mitigate cybersecurity risks in its smart manufacturing system. Endpoint protection software, anti-malware, Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), encryption, automated patch management and secure cloud configurations should be included in technical controls (Sawant, 2018). All of these technologies are used to detect and prevent malicious transactions, stop unauthorised access, and protect sensitive operational information. Operational controls are also part of the risk assessments with vendors, along with ongoing monitoring of access to these resources, planning for backup and disaster, and maintaining accurate asset inventories (Edwards, 2024). Frequent evaluations by suppliers minimise the dangers from third parties, and protected backups allow for quick recovery from ransomware or malware assaults. 
Physical security measures should also be put in place, such as CCTV camera systems, smart card access to the site, server rooms secured and logging of visitors for unnecessary and unauthorised physical access to critical infrastructure (Silva, 2025). Also, network segmentation, Zero Trust Architecture, secure firmware updates and device authentication mechanisms should be used in IoT and Operational Technology (OT) security. Segmentation separates production systems from company networks and lowers the risk of malware. The device authentication also secures the fact that only valid IoT devices can synchronise with manufacturing systems. According to Peters (2024), the International Organisation for Standardisation (ISO) suggests applying layers of cyber defences in industrial networks to improve confidentiality, integrity and availability.
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Figure 1: Layered Cybersecurity Defence Model
(Source: Gkoutzamanis, 2020)
[bookmark: _Toc230994131]5. Monitoring and Incident Response Plan
The National Institute of Standards and Technology (NIST) should be the basis for SteelForm Manufacturing Ltd to implement continuous monitoring and a structured incident response plan. Security logs should be gathered from servers, IoT devices, firewalls and other cloud platforms in real-time with Security Information and Event Management (SIEM) systems, which should then be analysed. SIEMs enable quick threat detection, suspicious activity monitoring, and determine whether there is a need to gather logs in a centralised location (González-Granadillo et al., 2021). Vulnerability scanning and threat intelligence systems should also be regularly in place to detect new threats and system vulnerabilities before they can be exploited. 
Fathy and Tarek (2024) in their work stated that there are six basic steps to the incident response process, including preparing, detection, containment, eradication, recovery, and lessons learned. Preparation is done by staff training and support protocol, and making assignments. SIEM alerting is used in detection and security monitoring solutions seek suspicious activity. During containment, any systems that are impacted are isolated from the rest of the Operational Technology (OT) network to prevent any malware from spreading through the rest of the OT network. Malicious content, compromised accounts and system vulnerabilities are taken away during the eradication process. Recovering takes place by restoring from backups and provides system security through system validation. Lastly, the lessons learned evaluations assess how effective the responses were to make recommendations on how future procedures can be improved (NIST, 2024). There should be other security pros that have backups with encryption, disaster recovery for the location and minimising downtime to critical manufacturing processes. These measures mitigate the likelihood of operational disruption and also help in quickly recovering production systems after cyber incidents. 
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Figure 2: Incident response flowchart
(Source: NIST, 2024)
[bookmark: _Toc230994132]6. Staff Training and Security Awareness Program
SteelForm Manufacturing Ltd is advised to create a cyber security training and awareness program for employees, which will allow them to continue mitigating risks and comply with SteelForm's cyber security policy. The main goal of this program is to raise awareness of cyber security, decrease their risk of falling victim to phishing and ensure that they adhere to the company's security program. It is important to provide the employees with awareness and training as human error is the reason behind the majority of the incidents of cybersecurity (Dawkins and Jacobs, 2023). There should be various training activities providing induction on cybersecurity, quarterly training on awareness and simulated training related to phishing, along with guidelines related to remote working. Simulated emails can prevent employees from responding to fraudulent emails and create great reporting procedures. The staff should also be frequently reminded to make use of passwords that are strong in nature, along with multi-factor authorisation when they are at work, and also the knowledge about VPN usage and the best practices related to the usage of cloud. The cybersecurity sessions are becoming ineffective as the threats are constantly changing. Workplace posters, emails, newsletter articles and Cybersecurity Awareness Month activities are also good ideas for awareness campaigns to promote safe behaviour throughout the organisation (McIlwraith, 2021). The programs help build a positive security culture and can help employees report any irregularities in a timely manner. These data can be utilised to pinpoint failures, design and develop further training and continuous improvement of cybersecurity in the manufacturing processes.
[bookmark: _Toc230994133]7. Recommendations
In order to make sure SteelForm Manufacturing Ltd's cyber security threats do not put SteelForm Manufacturing's smart manufacturing environment in danger and promote its cyber security resilience, some of the strategies can be followed, which are mentioned in this section. A security model of zero trust should be adopted by the company that conducts a thorough check of users, devices and applications before granting access to company data and applications. Secondly, the organisation should also purchase a monitoring system for threats that are based on AI, which can catch the uncommon behaviour and respond to threats quickly. 
Apart from this, it is also recommended to perform regular audits of all cloud platforms, IoT deployments and Operational Technology (OT) systems to proactively identify vulnerabilities against which they are going to be attacked. Additional strengthening of third-party supplier security should be done by implementing regular vendor risk assessments along with contractual vendor security requirements to help minimise the risk in the supply chain. Furthermore, funding must be made available to strengthen the security infrastructure through increasing the security technologies, training staff with new security skills, and regular system upgrades (Stewart and Jürjens, 2017). There is also a need for routine policy review and compliance audits to ensure the security controls are kept up to date with the evolving landscape of threats, regulations, GDPR requirements and other factors within the industry. Finally, the presence of a SOC group would speed up the incident response as well as the threat intelligence analysis and ongoing monitoring across the manufacturing area (Yousaf and Boomsma 2024). Together, these measures further strengthen the security of the organisation regarding confidentiality, integrity and availability.
[bookmark: _Toc230994134]8. Conclusion
Therefore, it can be said that there are substantial threats and vulnerabilities around SteelForm Manufacturing Ltd in regard of cyber security threats such as phishing attacks, Ransomware, and threats arising from the increased digitalisation and smart manufacturing. The National Institute of Standards and Technology (NIST) and the International Organisation for Standardisation (ISO) standards are aligned with the importance of good cybersecurity governance for the protection of the Operational Technology (OT) systems and Information Technology (IT) systems. This highlights the importance of employee awareness initiatives, ongoing monitoring and incident response preparation to minimise cyber risks and build organisations that are more resilient. These two suggested technicals, operational, and physical security improvements will contribute to the overall level of security for the confidentiality, integrity and availability of the assets, as well as keeping the operational scale, security and regulatory acceptance in the manufacturing environment.
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[bookmark: _Toc230982486][bookmark: _Toc230994139]SteelForm Manufacturing Ltd has recently adopted IoT-enabled sensors. They also embraced cloud-based production management system and automated machinery. This helps them to modernise their operations. The company has, however, been attacked with phishing attacks and unauthorised access attempts. This has thus increased possible considerations that are related to industrial spyage or even derailment of operations.
Slide 3 – Key Cybersecurity Threats
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These internal threats may unleash systems to malware attacks and data breaches. The external threats, on the one hand, are aimed at the Operational Technology (OT) and Information Technology (IT) systems. All these risks have raised the risk of disruption in production and loss of money. It could also result in unauthorized access into confidential manufacturing information.
[bookmark: _Toc230982487][bookmark: _Toc230994140]Slide 4 – Impact of Cyber Threats
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These data breaches can result hefty financial penalties. It is under GDPR regulations. Alongside this, it will critically damage the brand image. Phishing attacks and insider threats additionally could hamper sensitive operational information. Consequently, it will lower trust among consumers. Firms in manufacturing field should execute strong cybersecurity governance and continuous monitoring strategies. 
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To maintain confidentiality, integrity, and availability of the organisations, the strong governance frameworks are highly useful. Additionally, it significantly improves overall compliance and operational security. Along with this, it improves protection against dynamic industrial cyber risks.
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The measures of physical security include CCTV systems, smart access cards, secured server rooms, as well visitor logs. This consequently protect essential infrastructure. Along with this, Internet of Things as well Operational Technology (OT) security needs to apply network segmentation. 
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[bookmark: _Toc230982491][bookmark: _Toc230994144]The process of incident response needs to go through the National Institute of Standards and Technology stages. In this regard, quick containment assists in reducing malware propagation. Furthermore, constantly assessing the incidents additionally helps to make improvements in future response strategies. It also has a great ability to enhance cybersecurity resilience.
Slide 8 – Staff Training & Awareness
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For instance, the awareness initiatives need to comprise posters, emails or newsletters. In addition to this, the Cybersecurity Awareness Month activities will also be helpful in ensuring a better workplace behaviour. Moreover, properly simulated phishing exercises help the staff to recognise suspicious emails. Alongside this, it also helps to enhance incident reporting practices. 
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For the company, stronger third-party supplier security evaluations are highly important. It is because these helps to lower risks in supply chain. Along with this, continuous monitoring, or rapid incident response in manufacturing environment could be improved through increasing the cybersecurity budget and establishing a dedicated Security Operations Centre (SOC). 
[bookmark: _Toc230982493][bookmark: _Toc230994146]Slide 10 – Conclusion
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These proposed security controls will altogether improve confidentiality, integrity, and availability of the company. It is throughout their Operational Technology and Information Technology systems. The organisation could effectively enhance regulatory compliance, minimise operational disruption, protect sensitive manufacturing data in their smart manufacturing operations. It can be possible through using proactive cybersecurity strategies. 
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Impact of Cyber Threats
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Security Policies & Governance
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Mitigation Measures
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Monitoring & Incident Response

« Constant monitoring s highly important n terms of detecting cyber threats (Aminy et al, 2024).
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Staff Training & Awareness

Awareness of staff is essential in terms of lowering cybersecurity risks within smart manufacturing settings
(Alqudhaibi et al, 2023).
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Recommendations
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‘Within this architecture,
every user and device needs
to be verified constantly. It
is particularly prior to
accessing systems.

Moreover, investments
need to be made in AI-
driven threat monitoring
tools (Mollah, 2025).

These investments will
further help to identify
abnormal behaviour and
further approach to address
the cyber threats in real
time.

In addition, the annual
penetration testing needs to
recognise vulnerabilities
throughout the overall
system.




image13.png
Conclusion

* Therefore, as per overall analysis, SteelForm Manufacturing Ltd needs to exccute sirong cybersecurity

governance frameworks

« Apart from this, they additionally should include incident response procedures, employee awarencss

programs and continuous monitoring systems

* These all together will help them to lower cyber risks and maintain business continuity.
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