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ABSTRACT
Linux privilege-escalation assessment relies on well-known enumeration checks, but turning many findings into a sound next step still depends on tester experience. This project introduces APEX (Autonomous Privilege Escalation eXecutor), which treats escalation as a structured pipeline, evidence collection, prerequisite analysis, weighted prioritisation, controlled execution and verification, rather than a script that prints enumeration output for a human to interpret. It is implemented twice, a Python command-line tool for the attacking host and a dependency-free Bash bundle for the target, around one rule set. The decision engine scores candidates on prerequisite completeness, evidence confidence, expected reliability, dependency count and operational risk, and only well-supported candidates reach controlled execution and independent verification. A case study against an authorised lab target ran the full pipeline end-to-end, distinguishing failed automated attempts from a subsequent, independently verified escalation via a credential-exposure and sudo/GTFOBins chain across two accounts. A systematic multi-scenario evaluation of generalisability and comparative performance was not feasible in the timeline and is the immediate future work, with rule-base extension and learning-based ranking.
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CHAPTER 1: INTRODUCTION
Privilege escalation is one of the most important steps in Linux security assessment. Once a tester has an initial low-privilege account or shell, the next thing they typically do is look around the system for configuration issues, unsafe permissions, exposed credentials, insecure software and other factors that may lead to a more privileged account. The individual checks are well known, but turning many findings into a sound next action still hinges greatly on the tester's experience.
That’s the sort of decision-making problem APEX (Autonomous Privilege Escalation eXecutor) is designed to address. Rather than another code that spits out hundreds of lines of enumeration output, APEX handles privilege escalation as a flow of evidence collecting, analysis, prioritization, controlled execution and verification. It is written in Python and Bash and is meant for authorized penetration-testing and laboratory environments.
The basic notion is simple: a decent automation tool shouldn't just tell you about a potentially interesting SUID binary, sudo rule, Linux capability, scheduled task, or kernel condition. It should also confirm that the relevant requirements are met, assess how promising the approach is, explain why it was prioritized, attempt an approved technique in a controlled context and check the result before continuing.
For this project, an initial enumeration script was transformed into a two-part system: a Python command line utility for enumeration, scoring, controlled exploitation and reporting on the attacking host and a companion Bash bundle generator ('apex-bundle') that packages the equivalent dependency-free routine into a single portable shell script deployable on the target itself. This difference is important in practice: many targets, especially basic or obsolete Linux installs that were made on purpose, don't have Python 3, but almost all of them have a POSIX-compatible shell. Another tough choice was to keep both code pathways consistent against the same rule set, as discussed in Chapter 4.
1.1 Problem Statement
Linux privilege escalation is backed by extensive practical knowledge, including enumeration scripts, binary-abuse references and penetration-testing frameworks. Tools such as PEASS-ng gather and highlight information useful for escalation, and resources like GTFOBins document how legitimate Unix binaries become security-relevant when combined with unsafe permissions or configurations [1], [2]. MITRE ATT&CK also records elevation-control abuse such as Setuid/Setgid and sudo as recognised privilege-escalation mechanisms [3], [4].
Finding and decision-making are usually decoupled. Enumeration tools present many plausible leads, but the tester must still judge which findings are genuinely exploitable, decide what to try first, avoid irrelevant or hazardous attempts, and confirm whether the privilege level changed. An experienced tester can do this, but the more output there is, the slower and less consistent it becomes. As Chapter 5 shows, a single host can realistically yield sixty or more raw findings, and a junior analyst has no principled way to choose which few to examine first short of trying each in turn.
This gap has a measurable cost in a live assessment: time spent triaging enumeration output is time not spent elsewhere in the engagement. A tester on a fixed window decides quickly, often from memory or a personal checklist. That informal, experience-based triage is hard to hand to a novice, hard to document consistently, and hard to reproduce on a second pass. It is also hard to review: when a candidate is discarded as unpromising, the decision and its justification are rarely recorded, so neither a supervisor nor the tester later can check whether the judgment was sound.
This study therefore explored whether a structured, rule-based approach could close this gap by translating raw Linux enumeration results into prioritised escalation candidates and then verifying the chosen paths in a controlled environment. It is not about discovering new vulnerabilities, but about improving the interpretation, prioritisation and verification of known privilege-escalation evidence.
1.2 Research Gap
Existing Linux privilege-escalation tooling is strong at enumeration, and general exploitation frameworks are good at running known modules. What is less often made transparent and reproducible is the intermediate layer between them: the reasoning that decides whether a finding qualifies for a technique, how to rank possible paths, and how to respond when a path fails.
Recent research is beginning to explore autonomous privilege escalation with large language model agents. Happe and Cito showed that LLM agents can perform Linux privilege escalation in penetration-testing settings [5]. Such work shows autonomous decision-making is a significant research direction, but LLM-based techniques can introduce non-determinism, cost, reproducibility problems and dependence on model behaviour.
APEX examines a different design point: a deterministic weighted decision engine whose rules, prerequisites and scores can be scrutinised, letting us investigate whether transparent automation can discover and verify common Linux privilege-escalation methods without an LLM deciding each step.

1.3 Research Questions
RQ1: How well can explicit requirement criteria transform structured Linux enumeration data into legitimate privilege escalation candidates?
RQ2: Can a weighted rule-based scoring model be used to rank privilege escalation methods to increase success rate and decrease wasteful attempts?
RQ3. To what extent can APEX reliably execute and verify approved privilege-escalation procedures in controlled Linux environments?
RQ4: How does the APEX workflow compare to enumeration-only/manual analysis in terms of time, number of attempts, transparency and reproducibility?
1.4 Aims and Objectives
· The overall aim is to design, build and evaluate a rule-based decision engine that ingests Linux privilege-escalation enumeration data and turns it into a ranked, explainable and verifiable set of exploitation attempts, without relying on a large language model to generate the underlying decisions.
· Existing enumeration tools, technique knowledge bases and automated or agentic privilege-escalation research are reviewed to find where decision-making help is lacking.
· Design a prerequisite-rule and weighted-scoring model to convert raw observations into ranked and explainable candidates.
· Implement the model as a functioning Python framework and a portable Bash bundle that can run in Python and non-Python contexts.
· Show the framework end-to-end on a controlled, intentionally susceptible Linux target and record the whole decision chain.
· Develop an assessment plan able to answer RQ1-RQ4 across a wider range of test situations than a single demonstration can provide.
· Critically reflect on design choices, constraints of the existing implementation and directions for future work.

1.5 Scope and Limitations
The scope is deliberately narrow to keep the evaluation meaningful. APEX is Linux-only; Windows escalation, cloud identity misconfigurations and container escapes are absent from the current rule base, though the same architecture could in principle cover them. The framework assumes an initial low-privilege foothold obtained by other means, whether a web vulnerability, a weak credential or a supplied practice account, and begins after that point rather than performing the first compromise.
The implementation covers eleven privilege-escalation categories, discussed in Chapter 4. They were selected because they are well documented and common in both real assessments and training contexts, and can usually be checked and programmatically confirmed. Techniques relying largely on interactive judgment, proprietary application logic, or irreversible harmful actions are deliberately excluded from automatic execution and instead reported to the tester as findings for manual review.
A further constraint, revisited in Chapter 5, is that the systematic multi-scenario evaluation set out in the methodology was not completed at the time of writing. Instead, the report presents a detailed case study of a single controlled run against a purpose-built vulnerable host, showing the pipeline working end-to-end and providing the qualitative evidence for RQ1 and RQ3. RQ2 and RQ4 require the broader test set and are the immediate next step.
Finally, "authorised" testing here is deliberately limited: every target used during development, testing and the Chapter 5 case study was a disposable, purpose-built vulnerable virtual machine that I owned and controlled on a segregated private network. This report makes no claims about APEX's behaviour, safety or legality against any system outside that controlled setting, and none of the techniques described are recommendations to use against systems the reader is not explicitly authorised to test.
1.6 Structure of the Report
Chapter 2 reviews the literature on Linux enumeration, technique knowledge bases, automated and agentic testing, and reporting practice. Chapter 3 sets out the methodology across the enumeration, analysis, scoring, execution and verification stages, with the assessment plan. Chapter 4 presents the implementation: layered architecture, supported categories, and explainability and logging. Chapter 5 gives results through a case study and discusses its limits. Chapter 6 reflects on building and testing the framework, Chapter 7 concludes and sets out future work, and the Appendices walk through the command-line tool, bundle generator and recorded evidence chain.

CHAPTER 2: LITERATURE REVIEW
The review is organised thematically rather than by source, comparing what current techniques do well, where they fall short, and how those limits shape APEX's design.
2.1 Linux Privilege Escalation and Enumeration
Linux privilege escalation is usually less about a specific software bug than about breaking trust or configuration boundaries: unsafe sudo permissions, Setuid/Setgid binaries, excess capabilities, writable scripts run by privileged processes, insecure scheduled jobs, unsafe PATH usage and vulnerable kernels. MITRE ATT&CK recognises manipulation of elevation-control mechanisms, including Setuid/Setgid and sudo, as part of the privilege-escalation approach [3], [4].
Many of these conditions can be found automatically with tools such as PEASS-ng [1], which offer speed and coverage. But enumeration output is evidence, not judgment: a highlighted binary may be harmless in one environment and exploitable in another, depending on ownership, rights, arguments and execution context. It does not say how its exploitability compares with other findings, nor whether the prerequisites for abusing it hold on this host.
A related class of tooling targets kernel-exploit suggestion, matching a fingerprinted kernel version against a database of known local escalation CVEs. This quickly surfaces candidates but is prone to false positives, since a version match says nothing about backported fixes, whether the exploit's requirements are met, or whether it is safe to run near a production host. APEX therefore treats a CVE match as a candidate requiring further precondition validation, not an actionable finding.
Tools like linux-exploit-suggester implement this fingerprint-and-match approach, comparing the running kernel against a maintained list of known local kernel exploits [14]. The tool is explicit that a suggestion is not a guarantee, since backports and distribution patching mean a version match can still be a false positive; APEX's kernel-exploit category adopts the same caution in Section 4.2.
GTFOBins is a complementary knowledge source: legitimate Unix binaries whose functionality can bypass restrictions or escalate privileges under unsafe permissions [2]. Each entry specifies the conditions that make a binary risky (for example, runnable via sudo or carrying the SUID bit) and the technique. APEX adopts this idea but encodes it as structured rules, so the reasoning can be reviewed programmatically rather than by manual lookup.
Another widely used community reference is HackTricks, a maintained practitioner wiki cataloguing Linux privilege-escalation checks in a checklist-style document [22]. Its coverage overlaps with PEASS-ng and GTFOBins but is organised as prose. It was consulted during rule design as a cross-check that the eleven categories in Table 4.1 were not missing a common technique family, but APEX does not depend on it programmatically.
2.2 Vulnerability Assessment and Security Testing Frameworks
Security-testing frameworks typically separate discovery, analysis and reporting into repeatable phases. NIST SP 800-115 defines technical security assessment as a planned process spanning testing, results analysis and mitigation planning [6]. Its emphasis on repeatable testing and evidence-based analysis underpins this methodology: the "collect evidence" stage is separated from the "decide what it means" stage rather than merged into one enumeration script.
This staged separation responds to a common failure mode in less-structured tooling, where one script both detects a condition and immediately tries to exploit it. Coupling discovery and exploitation costs the tester the chance to review the full findings before acting. Following NIST SP 800-115, the complete findings list in Section 3.3 exists and can be examined independently of which candidates were executed.
Traditional vulnerability scanners search for flaws by matching a version string against a CVE database. Privilege escalation is more context-dependent: a version match alone is often insufficient, because exploitability can hinge on local permissions, configuration and environment. A kernel theoretically vulnerable may be practically unexploitable due to a missing compiler, hardened configuration or insufficient memory. APEX therefore combines configuration evidence with technique-specific requirements rather than assuming all conditions are equally exploitable.
A closely related practice is severity- and likelihood-based scoring, most notably CVSS, which assigns a numeric severity to prioritise patching across large estates [11]; a newer complement, EPSS, forecasts the probability a CVE will be exploited in the wild from observed data [12]. Both consider a vulnerability in the abstract. APEX's scoring problem (Section 2.4) is narrower and local: ranking a small set of already-observed candidates on one host where evidence was directly gathered. This is why APEX does not reuse CVSS or EPSS outside the kernel-exploit category, where a CVE exists; the weakness class can still be classified using MITRE's CWE [17], noted as future work.
2.3 Automated and Autonomous Security Testing
Automation in penetration testing ranges from scripted reconnaissance to systems that decide and act with little human involvement. Its key advantage is consistency: the same checks run in the same order and are logged repeatably. The risk is that automation can also repeat a bad decision efficiently, which is why scope control, validation and clear stopping conditions matter.
It is useful to distinguish automation that replaces a fixed checklist from automation that replaces a judgment call. Listing all SUID binaries replaces a checklist item; choosing which to try first replaces a judgment call. Most enumeration tooling automates the former and leaves the latter to the tester, whereas the systems in this section also attempt to automate the judgment call, the goal underlying APEX's scoring engine in Section 2.4.
Recent development has shifted from fixed scripts to agentic privilege escalation: large language model agents applied to multi-turn escalation on controlled Linux targets, with locally hosted models explored so sensitive data need not leave the host.
Although APEX is not primarily an LLM project, these studies matter to it: they show privilege escalation can be modelled as a measurable sequence of decisions and actions, with metrics such as success rate, attempt count and time-to-root. APEX keeps its core decision layer rule-based, so a chosen path traces to explicit evidence and scoring rules rather than a model's internal reasoning.
Another reference point is PentestGPT, an early, widely cited LLM-assisted penetration-testing aid that arranges a model's output into reasoning, generation and parsing modules to sustain a multi-step test [13]. DARPA's earlier Cyber Grand Challenge showed fully autonomous find-exploit-patch reasoning in a controlled competition [18]. These mark two ends of a spectrum: human-scaffolded general-purpose reasoning, and constrained, autonomous domain-specific reasoning. Table 2.1 summarises where these tools sit, showing APEX's contribution is the ranking-and-verification layer most leave to the operator.
	Tool
	Primary function
	Decision / ranking approach
	Explainability

	PEASS-ng [1]
	Automated enumeration
	None -- tester interprets output
	N/A (raw findings only)

	GTFOBins [2]
	Technique knowledge base
	None -- manual lookup per binary
	N/A (reference data)

	linux-exploit-suggester [14]
	Kernel CVE matching
	Version-match only
	Low (no prerequisite check)

	PentestGPT [13]
	LLM-guided multi-step testing
	LLM reasoning (opaque)
	Limited (model-internal)

	DARPA CGC systems [18]
	Fully autonomous exploit / patch
	Automated program analysis
	Low (competition-internal)

	APEX (this project)
	Enumeration + ranking + execution + verification
	Deterministic weighted rules (Sec. 3.4)
	High (full decision trail, Ch. 4-5)



It is also worth noting what the table does not show: relative effectiveness. The tools differ so much in scope, autonomy and target class that a single head-to-head benchmark would measure different things under one banner. This is why RQ4 in Section 1.3 is scoped narrowly to compare APEX against a manual, enumeration-only baseline rather than the systems listed here.
2.4 Decision-Making, Prioritisation and Verification
Not all findings are equally important, a central design issue. A technique with all prerequisites satisfied, low environmental risk and a direct route to elevated execution should usually rank above a speculative kernel path depending on a narrow version range and extra conditions. APEX encodes this in a weighted score.
The score does not imply a universal likelihood of exploitation; it gives a consistent way to order candidates. Its factors include prerequisite satisfaction, evidence confidence, expected reliability, environmental dependence, required interaction and operational risk. Making these explicit keeps the ranking interpretable and tunable, so a supervisor can ask why a sudo rule ranked above a SUID binary and get an evidence-based answer.
Such weighted-ranking ideas are not confined to security tooling; they also appear in vulnerability management, combining severity, exploitability and exposure into one number to decide what to patch first. APEX's scoring engine applies the same idea to ordering escalation attempts on one host.
Verification is equally vital: a technique that runs without error has not necessarily succeeded. APEX checks the resulting security context and logs whether the effective privilege level actually changed: success ends the attempt cycle, failure is logged and the engine moves on. Skipping this step lets a tool return false positives, for example logging a sudo command as "attempted" when it failed silently.
This focus on an inspectable decision trail links APEX to explainable AI (XAI), concerned with making automated security decisions interpretable to an analyst rather than delivering only a verdict [20]. The rationale is that an analyst who cannot understand why a system decided as it did cannot easily trust, audit or correct it. APEX adopts a rule-based design that is explainable by construction, and the reporting requirements in Sections 3.4 and 4.3 follow this literature's insistence that explanation is a first-class requirement.
2.5 Reporting and Reproducibility
Security-assessment results only have value if someone else can understand what was observed and how a conclusion was reached. APEX records raw discoveries, normalised evidence, candidate techniques, scores, reasons for acceptance or rejection, attempted actions and verification results, which is why its reports are far longer than a simple pass/fail summary.
The project also uses version-controlled source code and test scenarios to track changes to rules and scoring. Reproducibility matters especially when comparing an automated system against manual analysis, because the conditions must be identical; if rules or weights change between runs unrecorded, any apparent improvement cannot be confidently attributed to the change tested.
Target-state drift is another reproducibility problem specific to active exploitation. Unlike a read-only enumeration script, APEX's execution layer can change the target's state, for example by adding the privileged account in Chapter 5, so the same scenario cannot be run twice without resetting to a baseline. This is reflected in the assessment plan in Section 3.6, where each scenario starts from a stated snapshot, a discipline the Chapter 5 case study followed.
2.6 Literature Review Summary
	Theme
	Existing Strength
	Observed Limitation
	APEX Response

	Enumeration tools
	Fast, wide collection of Linux results
	Human still interprets and prioritises output
	Structured evidence and candidate generation

	Technique knowledge bases
	Known abuse tendencies in documents
	Usually consulted manually
	Prerequisite rules linked to findings

	Exploitation frameworks
	Repeatable execution of known modules
	Selection logic may remain operator-driven
	Weighted ranking and controlled attempt cycle

	LLM / agentic approaches
	Adaptive reasoning across multiple steps
	Non-determinism and reproducibility concerns
	Transparent, deterministic core

	Security reporting
	Documents findings and outcomes
	Decision process may be poorly captured
	Records scores, reasons, attempts and verification


2.7 Summary of the Gap
All five themes point to one common gap. Enumeration tools, knowledge bases, exploitation frameworks and reporting practice each handle part of the workflow well, but the connective layer, turning raw findings into a few justified, ranked and verified actions, is usually left to the tester or to an LLM whose reasoning is not fully inspectable. APEX fills that gap, making the step from enumeration to exploitation explicit, inspectable and repeatable.
This positioning shapes how the project should be judged: the relevant comparison is not APEX versus a hypothetical flawless automated pentester, but versus the status quo of a tester manually triaging PEASS-ng or LinPEAS output line by line. On that basis, even a modest improvement in the consistency of prioritisation and verification is a meaningful contribution.
2.8 Ethical and Legal Considerations in Automated Exploitation
A tool that automatically attempts privilege escalation raises ethical and legal concerns a descriptive script does not, which the literature in Section 2.3 largely treats as an operational footnote rather than a design constraint. Unauthorised access is a criminal offence in most jurisdictions, and the line between authorised testing and intrusion is not the technology used but clear, scoped authority from the system owner. APEX must therefore make it hard to run against a target the operator has not knowingly selected.
In practice this translated into concrete design decisions: the authorisation prompt in Section 4.4 requires an explicit typed acknowledgment before any exploitation attempt, the Bash bundle refuses to run silently in the background, and each Phase 5 action is written to the audit log in Section 4.3 before the command executes, so a partially completed run still leaves an accurate record.
Professional guidance such as NIST SP 800-115 treats authorisation, scoping and rules of engagement as prerequisites to any technical testing, not paperwork separate from the tool [6]. This informed building the mandatory authorisation prompt and a visible "FOR AUTHORIZED USE ONLY" banner into the Bash bundle (Section 4.4), so the requirement is enforced at the point of use rather than left as a skippable note.
A second issue unique to automated exploitation is unintended damage: some techniques, especially kernel exploits, can crash or corrupt the target even when used correctly. This is why the "--stealth" flag in Section 3.5 is a first-class option, letting an operator exclude the highest-risk categories from automatic execution while still using the enumeration, scoring and reporting layers. All testing, including the Chapter 5 case study, ran only on a disposable vulnerable VM on an isolated private network, following the ethical guidance and scope in Section 1.5.
CHAPTER 3: METHODOLOGY
3.1 Research Design
The project follows a design-and-evaluation process: APEX is implemented as an operational security-automation framework, then verified against controlled Linux scenarios with known privilege-escalation conditions. The evaluation examines whether the framework discovers legitimate paths, ranks them meaningfully, executes supported techniques correctly and checks the resulting privilege status.
The phased separation follows general penetration-testing methodology as set out in the OWASP Web Security Testing Guide; although aimed mainly at web applications, it prescribes the same discipline of information gathering, analysis and reporting as separate, auditable stages [16]. OWASP was chosen over NIST SP 800-115 for a Linux privilege-escalation tool because its guidance is more implementation-oriented and closer to the structured, step-by-step evidence gathering APEX performs, while NIST SP 800-115 provides the higher-level assessment-process framing used elsewhere in this chapter.
All tests run from an authorised low-privilege environment. The target configuration and expected escalation paths are pre-defined so APEX's output can be compared with ground truth, and the same scenarios can be analysed manually or with enumeration-only tools to give a baseline for RQ4. This design-and-evaluation structure was preferred over a purely theoretical or purely empirical approach because the research questions are only answerable once a working system exists to measure: RQ1-RQ3 in particular ask how the implementation behaves, not just how it is supposed to.
A key methodological choice was to treat the manual, enumeration-only baseline in RQ4 as a genuine comparison condition, not a formality. For every baseline run we capture the same information APEX records: which findings a competent reviewer would highlight, in what order, and how long that took. Without this discipline, comparing APEX with "manual analysis" would compare a documented system against undocumented intuition, which is not a fair test of RQ4.
3.2 Enumeration and Evidence Collection
During enumeration, the supported technique modules gather the required evidence. The framework does not collect everything a Linux host can print but focuses on information that feeds a decision rule. Categories currently include SUID/SGID files, sudo permissions, Linux capabilities, scheduled tasks, writable files and directories, PATH-related conditions, kernel information and other locally relevant configuration evidence.
The collector fails safely: if a check cannot complete, for example because a command is missing on a minimal target, it records the gap as "not checked" rather than crashing or treating the missing data as a negative result. This matters for the analysis phase in Section 3.3, because a prerequisite that could not be verified should not be treated like one verified and found false; confusing the two would produce a misleadingly confident candidate list.
Wherever possible each collector returns structured data rather than free-form terminal output. This supports RQ1 by letting the project examine whether raw operating-system evidence can be turned into machine-readable facts sufficient for candidate generation. In practice it meant implementing the collectors twice, once in Python for the main 'apex' tool and once in POSIX shell for the portable bundle, kept behaviourally consistent; this duplication is noted as a limitation in Chapter 6.
3.3 Normalisation and Analysis
The raw results are transformed into a standard internal format. Each candidate technique is characterised by its category, evidence, required conditions, confidence indicators, safety constraints and a verification procedure. The analysis engine confirms these prerequisites before a technique proceeds to ranking.
This stage avoids a common automation error: assuming anything potentially interesting must be exploitable. A finding that does not meet its criteria is kept in the report but tagged as rejected or incomplete, with the reason noted, for example an SUID binary absent from any known GTFOBins-style abuse list is logged as informational rather than promoted to a scored candidate, so the tester can still see it without diluting the ranked list.
Normalisation must also handle ambiguous evidence. A sudo rule permitting a script rather than a fixed binary is a good example: its exploitability depends on whether the script is writable by the current user, a separate check the analysis layer performs before treating the candidate's prerequisites as complete. Treating "sudo permits that script" and "that script is writable" as two independent conditions, rather than inferring the second from the first, is a deliberately conservative choice that keeps the false-positive rate low, at some cost to the number of candidates generated.
3.4 Scoring and Prioritisation
Eligible candidates receive a weighted exploitability score. The initial model uses transparent factors: prerequisite completeness, evidence confidence, expected reliability, dependency count and operational risk. The weights are adjustable so studies can compare scoring approaches. The factors and the rationale for each are summarised in Table 3.1, with an indicative default weight per factor; these are initial values, not fixed constants, and the limits of calibrating them without empirical data are discussed in Section 4.7.
	Factor
	What it captures
	Effect on score
	Illustrative default weight*

	Prerequisite completeness
	Confirmed present ratio of the necessary conditions for a technique
	More completeness improves the score Incomplete candidates are filtered before scoring
	+0.30

	Evidence confidence
	How direct the evidence was observed (e.g. a proven sudo rule versus inferred)
	Directly seen evidence is given greater weight than inferred evidence
	+0.20

	Expected reliability
	Historical reliability of the approach category (e.g. sudo/GTFOBins misuse vs. unverified kernel exploit)
	Speculative technique classes are preferred above more reliable ones
	+0.20

	Dependency count
	Number of additional conditions or tools required by the technique
	The score is penalized by more dependents, i.e. a higher probability of failure
	-0.15

	Operational risk
	Potential for the attempt to break the subject e.g. destabilizing the kernel
	Higher risk strategies are down-weighted and even be removed from the execution profile altogether
	-0.15




The scoring weights are stored separately from the rule definitions in Section 3.3, a deliberate separation of concerns: a rule defines what a technique requires and how to verify it; the weighting model defines how competing, already-valid candidates are ordered. Keeping them distinct means the weighting model in Table 3.1 can be adjusted, for example after the evaluation in Section 3.6 finds a miscalibrated factor, without touching the precondition logic.
For RQ2, the ranking order is compared with the known successful paths in the test scenarios. Useful metrics include whether a successful path appears in the top one, three or five candidates, and how many failed attempts precede success, evaluating the ranking method rather than simply checking that the tool eventually reaches root. The scoring model in Table 3.1 operates within the decision flow of Figure 3.2.
3.5 Controlled Execution and Verification
In the execution phase, only supported techniques that have passed prerequisite and scope checks are attempted. The framework suits isolated environments where highly destructive actions can be disabled or excluded from the evaluation profile (the --stealth flag disables noisy approaches such as kernel exploitation and direct '/etc/passwd' writing). Each attempt produces an execution record containing the chosen candidate, relevant evidence, and outcome and error information.
After each attempt, the verification component determines whether the effective security context has changed, usually by comparing user and group identities before and after. The attempt cycle ends once the desired privileged context is reached; if verification fails, APEX logs it and selects the next eligible candidate. This step answers RQ3 directly by distinguishing "the action ran" from "privilege escalation actually succeeded".
3.6 Evaluation
APEX is assessed on a series of controlled Linux virtual machines or containers with deliberately designed escalation paths. The test set should include positive cases where a supported path exists and negative or deceptive cases where an interesting finding is present but its prerequisites are incomplete.

· Candidate detection rate: percent of known supported escalation paths detected by APEX.
· quality of ranking: rank of the successful path in the ranked list of candidates.
· Execution success rate: % of supported pathways accurately discovered in the lab and successfully executed.
· Verification accuracy: can APEX correctly identify successful and unsuccessful attempts?
· Time to verified result: The time elapsed between enumeration and validated result.
· Attempt efficiency – amount of attempted candidates before a validated result.
· Explainability: does the report include sufficient evidence to rebuild why a path was chosen or not.
These metrics are computed per scenario and then aggregated, not pooled into one figure, because a pooled average can hide systematic weakness in one category behind strong performance in another. Reporting per-category results, as the evidence-chain table in Chapter 5 does for one scenario, makes such unevenness visible once the full scenario set has been run.
3.7 Ethical Safeguards and Test Environment Controls
In line with Section 2.8, the methodology built in tangible safeguards rather than treating ethics as a separate matter. All development and testing ran on a private, host-only or isolated network segment so neither the attacking machine nor the target could reach any system outside the lab. The target virtual machines were intentionally vulnerable, disposable training images, reset to a known snapshot between runs so no persistent state carried over between scenarios.
Three further controls were built into the framework rather than left to external process: the mandatory authorisation prompt and banner in Section 4.4, requiring explicit acknowledgment before any exploitation attempt; the '--stealth' and '--enum-only' flags, which let an operator exclude active exploitation entirely; and a scope check in the analysis layer that rejects candidates targeting paths and services beyond the trust boundaries of the eleven categories in Table 4.1. These do not prevent deliberate misuse, since the tool is general-purpose, but they make accidental or unscoped execution substantially less likely, judged the more realistic risk during development.
3.8 Methodology Pipeline
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Figure 3.1. APEX methodology pipeline: enumeration through to reporting.

The APEX methodology pipeline is a structured penetration-testing process moving through reconnaissance, vulnerability assessment, exploitation, reporting, remediation and post-assessment monitoring. It ensures vulnerabilities are not only found but also validated, recorded, remediated and re-assessed, improving overall security posture.
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Figure 3.2. Decision flow from a raw enumeration finding to a verified outcome.
[bookmark: _mn93maxlbi9c]The APEX decision flow is a guided procedure that turns raw enumeration results into validated security decisions. Findings are filtered against predefined prerequisites, translated into candidates, scored for exploitability and prioritised for testing. Nothing is tested unnecessarily: before exploitation, the engine checks that there is sufficient evidence. Successful validations are marked as verified findings with supporting evidence, and unsuccessful attempts as confirmed failures, improving consistency, traceability and evidence-based decision-making across the process.

CHAPTER 4: IMPLEMENTATION

APEX is written mostly in Python, with Bash used where a lightweight shell-based deployment is beneficial. The architecture is modular so that enumeration, analysis, scoring, execution and verification can evolve independently, which also makes it easier to test one part without running the whole procedure.
Two deployment forms co-exist. The 'apex' command-line utility runs on the tester's attacking machine (a Kali Linux workstation throughout development) and can refresh its knowledge base from public sources such as GTFOBins and the National Vulnerability Database before an engagement. The companion 'apex-bundle' packages an equivalent rule set and enumeration logic into a single self-contained Bash script, apex_bundle.sh, that can be run directly on a target lacking Python 3, Internet access or development tools. Both share the same seven-layer design and produce identical HTML and text reports.
Python was the natural primary language: its standard library for process handling, structured data and HTTP requests supports the knowledge-base update and reporting layers, and it dominates the security-tooling ecosystem of Chapter 2, simplifying integration with sources such as the National Vulnerability Database and GTFOBins. Bash was chosen for the portable bundle not for its ergonomics but because it is almost universally available on Linux, including the older, constrained training targets the project set out to support (Section 1.5).



4.1 Core Architecture
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Figure 4.1. The seven-layer APEX architecture.
· Enumeration layer: Collects system evidence required by supported privilege-escalation categories.
· Knowledge/rule layer: Stores technique prerequisites, metadata, constraints and verification requirements.
· Analysis layer: Matches findings to rules and rejects candidates with missing prerequisites.
· Scoring engine: Calculates a weighted score and produces a ranked candidate list.
· Execution layer: Runs approved technique modules in the controlled target environment.
· Verification layer: Checks the resulting privilege context after each attempt.
· Reporting layer: Records findings, decisions, scores, attempts and final outcome.
4.2 Supported Technique Categories
The current implementation covers eleven privilege-escalation techniques, classified by the type of trust boundary abused rather than as an unstructured list. Table 4.1 shows the eleven categories, the trust boundary each abuses and the evidence APEX collects for it.
	#
	Category
	Trust boundary abused
	Primary evidence collected
	Verification signal

	1
	Sudo NOPASSWD / GTFOBins abuse
	Delegated execution permissions
	sudo -l output, matched against a GTFOBins-derived rule list
	Effective UID changes to 0 (or target UID) after invocation

	2
	SUID / SGID binaries
	File permission bit that changes effective user/group
	Filesystem scan for the setuid/setgid bit
	Spawned shell's effective UID matches the binary's owner

	3
	Linux capabilities
	Fine-grained kernel privileges attached to a binary
	getcap-style capability scan
	Capability successfully exercised (e.g. file read/write as root)

	4
	Cron and scheduled tasks
	Privileged, time-triggered execution
	Crontab and systemd timer inspection, writability checks
	Planted payload executes under the higher-privileged account

	5
	Writable service/config files
	Files trusted and (re)read by privileged processes
	Writability checks against known service paths
	Service reload picks up the modified configuration

	6
	PATH and wildcard abuse
	Ambiguous or attacker-influenced command resolution
	PATH ordering and writable-directory checks
	Substituted binary executes in place of the intended one

	7
	Kernel exploit candidates
	Kernel version boundary
	Kernel version and distribution fingerprint matched to a CVE list
	Effective UID 0 obtained after exploit execution

	8
	NFS / mount misconfiguration
	Trust placed in mounted filesystems
	Export and mount option inspection
	File created via the mount is owned by root on the host

	9
	Credential exposure
	Confidentiality of stored secrets
	Readable history files, mail spools, config files and backups
	N/A -- informational; verified only once reused in category 10

	10
	Password reuse / lateral movement
	Shared secrets across accounts
	Harvested candidate credentials tried against local accounts
	Successful authentication as the target account

	11
	Docker/group-membership abuse
	Group membership implying elevated access
	Group list inspection against known dangerous groups
	Root-equivalent access confirmed via the group's known primitive



A few categories warrant brief discussion. The most heavily used is sudo/GTFOBins (category 1), because sudo misconfiguration remains one of the most common Linux escalation vectors and is responsible for the successful escalation in Chapter 5. Category 9 is deliberately informational, not exploitative: APEX does not guess or brute-force credentials, only reveal plaintext or weakly protected secrets already readable by the current account, leaving their use to the tester. The kernel-exploit category (category 7), as noted in Section 2.1, is treated with the greatest caution of the eleven, carrying the highest risk of destabilising the target and being the category most affected by the '--stealth' flag.
The crucial implementation feature is that every category shares the same lifecycle: gather evidence, validate preconditions, compute a score, attempt it if permitted, and verify the outcome. This common interface is what lets APEX function as a framework rather than a collection of independent scripts, and is how categories 9 and 10 (credential exposure and password reuse) were added mid-development without touching the scoring or reporting layers.

4.3 Explainability and Logging
Every candidate should be traceable in the final report: what evidence produced it, which conditions were met, how its score was computed, whether it was attempted, and what verification followed. This is deliberately more verbose than a simple success/failure report, because the decision trail is part of the research contribution.
In practice this is a structured, phased console log (Phase 0 through Phase 7 in the current build, covering shell and environment assessment, credential harvesting, misconfiguration auditing, CVE discovery, the exploitation engine, verification and report generation), echoed into both an HTML report and a plain-text report saved under a configurable output directory. Examples of this staged output are taken directly from a real assessment run in Chapter 5.
The phase numbers are deliberately stable between runs and between the two implementations, so a reader comparing two reports (such as the 'jim' and 'charles' runs in Chapter 5) can match "Phase 5" in one against "Phase 5" in the other without re-reading the whole log. This was treated as a usability requirement rather than a cosmetic detail, since early testing showed inconsistent phase labelling between the Python and Bash implementations made cross-referencing noticeably harder, which informed the shared-specification testing approach in Section 4.6.
4.4 Deployment Considerations
Because 'apex_bundle.sh' runs on a target host during an authorised assessment, it minimises dependencies: it falls back to a small hard-coded technique table if 'sqlite3' is absent, checks for interpreters such as Python 3, Python 2, Perl, PHP, AWK and GCC before relying on them, and requires explicit authorisation before any active attempt. The "FOR AUTHORIZED USE ONLY" banner and authorisation prompt at the start of every run were added specifically to stop the tool running unattended or unintentionally against a system the operator has not deliberately targeted.
4.5 Example Rule Structure
To make the analysis and scoring layers concrete without reproducing exploit code, it helps to understand a technique rule's structure. Each rule in the knowledge/rule layer (Section 4.1) has five fields: a category label matching one of the eleven rows in Table 4.1; prerequisite conditions that must all hold, as determined by the enumeration layer, before a candidate is generated; a base weight and scoring modifiers feeding the factors in Table 3.1; a reference to the execution module, called only if the candidate is selected and within the current profile; and a verification method, most often a before/after comparison of effective user and group identifiers.
This structure let the sudo/GTFOBins category in Section 5.5 handle an edge-case binary such as 'teehee': by expressing the rule in terms of behaviour (a binary that, invoked via sudo, can write attacker-controlled content to an arbitrary file) rather than a fixed list of names, a binary not anticipated during development could still be matched against the rule's prerequisites once its behaviour was confirmed. The same structure lets a rule be clearly rejected and explained in the report when a requirement is missing, per Section 3.3, rather than silently discarded.
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Figure 4.2. Concept view of how the five weighting factors in Table 3.1 combine into a single ranked score.
Figure 4.2 illustrates this conceptually. The three factors that raise a candidate's score (prerequisite completeness, evidence confidence and expected reliability) and the two that lower it (dependency count and operational risk) combine into the weighted exploitability score in Section 3.4, which fixes the candidate's position in the ranked list. The diagram omits the specific numeric weights, subject to the calibration in Section 4.7, so the relationship between factors and outcome is visible at a glance.
4.6 Testing and Quality Assurance
Because APEX actively attempts exploitation, correctness testing mattered more than for a descriptive enumeration script: a false positive in verification, reporting success when nothing changed, is a more serious defect than a missed finding. Testing was done at three levels. Unit tests exercised the analysis and scoring layers against synthetic enumeration data, including deliberately incomplete or contradictory evidence, to confirm prerequisite checking excluded candidates and the factors in Table 3.1 combined as intended. Integration tests ran individual technique modules against a disposable VM carrying one known scenario at a time, so execution and verification could be checked in isolation. End-to-end tests, of which the Chapter 5 case study is the fullest example, ran the whole framework against a target with multiple layered conditions to confirm the phases in Section 4.3 behaved correctly in sequence, including reporting a negative verification result partway through.
A frequent source of failures during testing, noted in Section 6.3, was divergence between the Python 'apex' implementation and the Bash bundle for the same rule. Because the two do not share code, it was important to test them against the same target with the same intended outcome, rather than independently, to catch cases where a rule had been changed in one but not the other. From roughly mid-project this was part of the standard testing checklist for any rule-base change.
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Figure 4.3. APEX Installation
· The screenshot illustrates the access to the APEX directory on Kali Linux. A Python HTTP server is created on port 8000, so that the files in the APEX directory can be accessed via a web browser at http://0.0.0.0:8000/ .
4.7 Limitations of the Current Implementation
Several implementation constraints are worth stating plainly. First, the rule base covers eleven categories judged most prevalent from the Chapter 2 literature and typical training-platform content; it is not exhaustive, and a target relying on a technique outside these categories would be invisible to APEX's scoring and execution layers, though it might still appear as raw, unscored evidence.
Second, the score weights in Table 3.1 were chosen by engineering judgment guided by the literature, not fitted statistically against outcome data, because the multi-scenario dataset such fitting requires is exactly what Section 5.9 identifies as missing. The weights should therefore be seen as a reasonable initial configuration rather than an experimentally proven model, and recalibrating them once a systematic dataset is available is noted as future work in Chapter 7.
Third, the dependency-light Bash bundle in Section 4.4 trades capability for portability: several checks that are straightforward in Python, such as robustly parsing 'sudo -l' output across sudo versions, are far harder to implement correctly in POSIX shell, and the bundle's text-processing logic for these is more fragile than its Python equivalent. This is the practical penalty of the two-implementation strategy in Sections 6.2 and 6.3.
A further issue is explainability at scale. The verbose phased output and reports of Section 4.3 let a tester trace exactly why a candidate is ranked where it is, which works well for the single-host case study in Chapter 5 but would become hard to read across the dozens of hosts a real engagement might involve; condensing the explanation into a compact per-host summary without losing the underlying justification is left for future work.
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Figure 4.4 APEX HTTP Server

The screenshot shows the installation process of APEX on Kali Linux. The required Python dependencies were already installed, and the APEX package was successfully built and installed. However, during the final make install step, an error occurred because the apex.1 manual page file could not be found.




4.8 Representative Implementation Code
To ground the architecture in the actual codebase, this section reproduces four representative excerpts from the Python implementation of apex, covering the authorisation gate and command-line interface, the Phase 0 environment-assessment module, and the database access layer behind the knowledge/rule layer in Section 4.1.
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Figure 4.5. main.py: the authorisation gate, phase logging setup and output-prefix helper.
Figure 4.5 shows the _auth_gate() function from Section 4.4: before any active phase runs, the tool warns that it performs active privilege-escalation attempts and exits unless the operator types "yes" to confirm authorisation. The helpers _setup_logging() and _make_output_prefix() set the verbosity of the phased console log in Section 4.3 and generate a timestamped, host-qualified report filename.
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Figure 4.6. main.py: end of the verification/reporting output and the argparse-based command-line interface.
Figure 4.6 continues the run() function, showing how a discovered root shell or harvested credential pair is surfaced to the operator once verification succeeds, and the main() entry point, which defines the --stealth, --enum-only, --report-dir and --verbose flags discussed in Sections 3.5 and 4.4 before calling _auth_gate() and run().
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Figure 4.7. phases/p0_environment.py: Phase 0 shell and environment assessment.
Figure 4.7 shows the opening of the Phase 0 module, which runs before any other phase to detect restricted shells and inventory available commands, as summarised in Section 4.3. The REQUIRED_COMMANDS and USEFUL_COMMANDS lists define, respectively, the baseline utilities APEX depends on and the wider set of interpreters and tools whose presence indicates a richer target.
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Figure 4.8. db/__init__.py: database connection and GTFOBins-style technique lookup helpers.
Figure 4.8 shows the connection helper and get_gtfobin() query behind the knowledge/rule layer in Section 4.1: connect() opens the pre-built SQLite technique database and raises a clear error if it has not been generated, while get_gtfobin() retrieves candidate techniques for a given binary and technique type, ordered by the success_probability field that feeds the scoring engine in Section 4.2.





CHAPTER 5: RESULTS AND EVALUATION
Scope of this chapter and status of the planned evaluation.
The methodology in Section 3.6 set out a systematic, multi-scenario evaluation measuring detection rate, ranking quality, execution success, verification accuracy, time-to-root and attempt efficiency across several targets. That evaluation was not completed within the timeline. This chapter instead presents a single, fully documented end-to-end case study against one authorised laboratory target. The consequence for the research questions is explicit: the case study gives direct evidence for RQ1, converting raw enumeration data into valid, prerequisite-checked candidates, and for RQ3, controlled execution and independent verification of a complete escalation chain. It does not answer RQ2, whether weighted ranking measurably raises success rate and reduces wasted attempts, or RQ4, how the workflow compares with manual, enumeration-only analysis, since both need the comparative, multi-scenario measurement not carried out. These gaps, and how they would be closed, are examined in Sections 5.9 and 5.10 and revisited in Chapter 6.
At the time of writing, the broader multi-scenario run planned in Chapter 3 to answer RQ2 and RQ4 in full was not yet complete. This chapter therefore reports something narrower but concrete: a detailed, evidence-backed case study of APEX running end-to-end against a single controlled target. It is used to answer RQ1 and RQ3 directly and to demonstrate qualitatively the ranking and reporting behaviour that the full evaluation will later measure quantitatively.
5.1 Test Environment
The attacking machine was a Kali Linux workstation running the Python tool 'apex' and a small Python HTTP server to transfer the generated Bash bundle to the target. The target was an intentionally vulnerable Linux virtual machine on the same private network (192.168.1.0/24), first accessed over SSH with a low-privilege account. Its kernel identified itself as a 32-bit Debian build (4.9.0-3-686), consistent with an older, purpose-built training host rather than a production system, and exactly the environment the project's ethics and scope statement limited APEX to.
The assessment used two accounts: a low-privilege account reachable over SSH, and a second account reached by recovering credentials during the evaluation, as described in Section 5.3. This is a genuine lateral-movement scenario rather than a single flat privilege check, and it exercised both the credential-exposure and the sudo/GTFOBins categories from Table 4.1 in a single run.
APEX's default rule base and scoring weights were left unchanged for this target; the run used the default execution profile, not '--stealth' or '--enum-only', so the behaviour documented here reflects the framework as built rather than a version tuned in advance for this scenario.
5.2 Deployment and Initial Access
The Bash bundle was generated on the attacker's workstation, served from a temporary Python web server, and pulled over the low-privilege SSH session to the target, as shown in Figure 5.1: the 'apex_tool' working directory, the bundle served over HTTP, and the initial SSH connection into the target as user 'jim'. The first run used the wrong filename ('apex.bundle.sh' instead of 'apex_bundle.sh'), producing a "No such file or directory" error before the correct name was used, left visible as a realistic part of manual deployment rather than something to hide.
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Figure 5.1. Bundle hosting on the attacking machine and initial SSH access to the target as user jim.
5.3 Automated Enumeration and the Exploitation Engine
The bundle was moved, made executable and run ('apex_bundle.sh') directly on the target as 'jim'. Figure 5.2 shows the start-up banner, version string and timestamp, the mandatory authorisation prompt from Section 4.4, and the start of Phase 0 (Shell and Environment Assessment), which identifies the running shell, checks whether /tmp is writable and executable, and lists the available interpreters. The banner also notes that the optional 'sqlite3' dependency was not found on this minimal target and that the bundle fell back to its hard-coded technique table, the graceful-degradation behaviour specified in Section 4.4.
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Figure 5.2. APEX bundle start-up banner, authorisation prompt and Phase 0 shell assessment on the target.
The bundle then proceeded automatically through its later phases. At the end of Phase 4 it reported the audit complete with 62 findings, and Phase 5 (the Exploitation Engine) automatically attempted the three fully automatable categories available to the low-privilege 'jim' account: sudo NOPASSWD, SUID and kernel CVE exploitation. This stage is shown in Figure 5.3, including the tool's own finding "All automated techniques exhausted, manual review required", followed by Phase 6 (Verification) correctly reporting that root had not been obtained automatically, and Phase 7 (Report Generation) writing an HTML and a text report to '/tmp'. This directly illustrates the verification design in Section 3.5: the tool did not claim success merely because commands had executed, and clearly separated "techniques were attempted" from "privilege escalation succeeded".
This moved the evaluation out of automated technique execution and into the credential-exposure and manual-review path flagged by the tool's own report. Figure 5.3 also shows the start of this follow-up: reading the local mail spool, one of the locations the credential-exposure category (Table 4.1, category 9) is meant to flag. An initial attempt on 'var/mail/jim' and 'mail' failed; the correct absolute path '/var/mail/jim' held an email from a user "charles" about planned leave, mentioning a password left "just in case".
[image: ]
Figure 5.3. Phase 5 exploitation attempts, Phase 6 verification (root not obtained automatically), Phase 7 report generation, and discovery of a mail-spool credential hint.
5.4 Credential Reuse and Escalation to a Second Account
Figure 5.4 continues the mail message: a plaintext password left by "charles" for use in his absence. It was used with 'su charles' to pivot to the second account. The listing of '/home/jim' still showed the transferred 'apex_bundle.sh' and other files ('backups', 'mbox', and a highlighted 'test.sh'). Logged in as 'charles', the bundle was re-run under the new account, restarting the same phased workflow from Phase 0.
This step illustrates why credential exposure is a separate technique class rather than part of a generic "interesting file" bucket: the mail spool is not a permission misconfiguration in the SUID/sudo sense, and no automated module suited it. The tool's job was to surface the discovery plainly and unambiguously enough that the manual follow-up, testing the recovered credential against a plausible account, was obvious from the report.
This pattern, a password shared between personal mail and administrative access, is a specific instance of a broader problem in empirical studies of password reuse, where many users reuse the same or a similar password across unrelated accounts [21]. From a defender's perspective, a single leaked or overheard credential rarely stays confined to the system it was meant for. This is why APEX treats credential exposure as a first-class technique category (Section 4.2) rather than an incidental finding.
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Figure 5.5. Recovered mail-spool credential, successful su to the charles account, and a second APEX run beginning under that account.
5.5 Verified Root via Sudo/GTFOBins Abuse
Running as 'charles', the second pass of Phase 5 reached the sudo NOPASSWD module and found an uncommon binary allowed through sudo: 'teehee', which like 'tee' copies standard input to a file while passing it through. Because it was sudo-executable without a password and supported an append mode, APEX treated it as a write primitive against arbitrary files, as GTFOBins documents for 'tee' [2]. The tool used this to add a new privileged entry ('apexroot', UID/GID 0) to /etc/passwd, then confirmed the outcome by switching to that account and checking the effective identity.
The final step of the second run is shown in Figure 5.6: the write primitive is logged as successful against '/etc/passwd', Phase 6 (Verification) reports "ROOT OBTAINED via WRITE_PRIM:teehee", and the resulting shell ('su apexroot' followed by 'whoami' returning 'root') proves the effective privilege level actually changed, not merely that a command executed without error.
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Figure 5.6. Sudo/teehee write primitive used to add a root-equivalent account, followed by verified root access.
5.6 Evidence Chain Summary
Table 5.1 summarises the full evidence chain, linking each stage to the technique categories in Chapter 4 and the figure documenting it. The successful escalation rested not on a single lucky finding but on a short chain of three connected observations, a readable mail spool, a reused password and an unusually permissive sudo rule, each in a different category, which would have been missed had APEX stopped after the automated techniques available to the first account.
	Stage
	Account
	APEX category exercised
	Outcome
	Evidence

	Initial access
	jim (SSH)
	N/A – precondition
	Low-privilege shell obtained
	Fig. 5.1

	Automated audit
	jim
	Categories 1–8 (Table 4.1)
	62 findings; 3 automated exploitation attempts, none successful
	Fig. 5.2–5.3

	Credential exposure
	jim
	Category 9 (mail spool)
	Plaintext password for charles recovered
	Fig. 5.3–5.4

	Lateral movement
	charles
	Category 10 (password reuse)
	Authenticated as charles via su
	Fig. 5.4

	Privilege escalation
	charles → root
	Category 1 (sudo/GTFOBins – teehee)
	apexroot (UID/GID 0) added to /etc/passwd; verified root shell
	Fig. 5.6
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Figure 5.7. The case study evidence chain as a single timeline, from initial SSH access as 'jim' to independently verified root as 'apexroot'.
Figure 5.7 shows the same evidence chain as a single visual timeline, from the initial SSH session as 'jim' to the independently verified root shell as 'apexroot', with the acting account labelled at each stage. Read with Table 5.1, it highlights a point easily lost in the phase-by-phase output of Sections 5.2 to 5.5: the case study is a two-account chain, not a single-account escalation, and APEX's reasoning was itself split across two tool invocations, linked only by the tester's manual 'su' step, a limitation revisited in Sections 6.5 and 7.
5.7 Discussion Against the Research Questions
For RQ1, the case study shows raw enumeration evidence, including SUID listings, sudo rules, kernel version data and mail-spool contents, was converted into distinct, categorised candidates with recorded prerequisites, and that the framework distinguished categories where no automated module applied (credential exposure) from those where one did (sudo/GTFOBins abuse). The 62 findings at the end of Phase 4 (Figure 5.3) show the enumeration and normalisation stages in Sections 3.2 and 3.3 scale to a realistic volume on a single host without the prerequisite checking collapsing into an unmanageable list.
For RQ3, the run shows reliable execution and verification in both directions: APEX did not over-claim success, reporting "root not obtained" after the first three automated attempts against 'jim' failed, and reporting "ROOT obtained" only once the effective identity had truly changed via the 'teehee' write primitive. Showing both the negative and positive verification results is stronger evidence than a run that only ever succeeded.
RQ2 and RQ4 concern ranking quality and comparative performance across scenarios and cannot be answered responsibly from one case study: a single run cannot distinguish a well-calibrated model from a lucky ordering, nor give a meaningful average time-to-root against a manual baseline. Toward RQ2 the case study contributes qualitatively: the sudo/GTFOBins candidate that succeeded was scored highly in Table 3.1 for complete prerequisites, directly observed evidence and low dependency count, but confirming this on average needs the wider test set. This is why the systematic evaluation is presented as unfinished in Section 5.9.
5.8 Report Content in Detail
The explainability required in Sections 3.4 and 4.3 is the project's core contribution, so it is worth detailing what the reports in Figure 5.3 and Table B.1 contain beyond the console output. Each report opens with a run description: target id, timestamp, effective account at the start, and the execution profile used. This is followed by a findings section listing all evidence gathered during enumeration, including items not promoted to scored candidates, each marked with its category and, where relevant, why it was excluded.
The findings section is followed by a ranked candidate table showing every candidate that passed verification, its computed score and the factor values from Table 3.1, so the ranking can be audited rather than taken on trust. For each candidate attempted, an attempt log records the evidence used, the outcome and any error, then the verification result. The report closes with a plain-language summary stating whether a verified privileged context was achieved and by what technique. This is why the line "ROOT OBTAINED via WRITE_PRIM:teehee" could be read straight from the report rather than reconstructed from the console log.
5.9 Status of the Planned Systematic Evaluation
The Chapter 3 methodology required evaluation over a defined set of scenarios using the criteria in Section 3.6: detection rate, ranking quality, execution success, verification accuracy, time to verified result, attempt efficiency and explainability. At the time of writing, only the scenario above had been completed and documented in detail. The instrumentation needed to measure it, the phased logging and report generation in Figures 5.2-5.5, is already implemented and produces the raw data the Section 3.6 metrics need, so extending the case study into the full evaluation is the immediate next step rather than speculative future work.
5.10 Threats to Validity
Three threats to validity apply to the data in this chapter. The first is a single-scenario threat: with only one target fully documented, this report alone cannot show whether the DC-4-style scenario is representative of Linux escalation targets in general or happens to be unusually favourable to APEX's current rule set. The comprehensive evaluation in Section 5.9 is the direct response.
Second is an experimenter-effect threat: the same person built the rule base, ran the case study and wrote up the results, risking unconscious bias, for example in which console output was featured. This was mitigated by showing the full, unedited run progression, including the failed automated attempts in Figure 5.3, rather than curating only successful steps. Even so, independent replication would be stronger evidence.
Third is a scope threat: the target was an old, intentionally vulnerable training host running a 32-bit 2017 kernel. Its findings may not generalise cleanly to modern, hardened distributions, where several categories in Table 4.1 are less routinely misconfigured by default. This follows from the scope decision in Section 1.5 to test against training-oriented hosts, and is one reason the systematic evaluation describes a set of scenarios rather than a single target.
A fourth, less serious threat is tooling drift: APEX's technique rules were written for current, common versions of sudo, systemd and coreutils, and some GTFOBins-derived checks depend on command output formats that have changed between distribution releases. The case study relied on no version-specific peculiarity, so this is a maintenance risk rather than a threat to validity; keeping the rule base accurate would require periodically rechecking it against newer tool versions.
5.11 Reflection on the Results Chapter
Reviewing this chapter suggests two changes before the systematic evaluation is run. First, the Section 3.6 metrics would benefit from automatic logging in a machine-readable format rather than only the human-readable reports, which aid explainability but are tedious to summarise by hand. Second, the case study shows a realistic assessment can span more than one account and category in a single run, so the per-scenario ground truth in Section 3.1 should record the full expected chain (as in Table 5.1) rather than a single technique.
CHAPTER 6: REFLECTION
This chapter reflects on planning, building, testing and documenting the project. It is written in the first person because it concerns my own judgments, mistakes and learning rather than the framework itself.
6.1 Motivation and Initial Direction
The project grew from a frustration while practising Linux privilege escalation on training platforms: running an enumeration script was fast, but working out which highlighted lines mattered was slow, and deciding what to try first rarely felt systematic. The literature review showed enumeration was already well served by mature tools such as PEASS-ng, and that the less well-covered problem was the decision layer between enumeration and exploitation. Reframing the project around that layer was the single most important design decision.
That reframing also changed what success would mean. Had the goal remained "build a better enumeration script", success would have meant coverage; once it became "make the decision layer explicit", success had to mean what Chapter 3 sets out: whether the tool's ranking and verification can be trusted, not just whether it finds things. This is why the Chapter 5 case study rests on a single, well-documented run rather than a list of shallower demonstrations.
6.2 Design Trade-offs
Choosing a deterministic, rule-based engine over an LLM-driven agent was not obvious from the agentic work in Chapter 2, since LLM-based techniques seemed able to cope with situations my rule base could not foresee. I set that aside for three reasons: reproducibility mattered for an academic evaluation; cost and availability mattered for a tool meant to run against isolated targets lacking outbound Internet; and a deterministic system was more tractable in the time available. I see the LLM-assisted direction as a natural extension, discussed in Chapter 7.
The second trade-off was maintaining both a Python utility and a portable Bash bundle with the same logic, nearly doubling the effort per category: every rule was built and tested twice, once against Python's standard library and once against a POSIX shell with far weaker string and data handling. Keeping the two behaviourally identical was among the harder parts of the implementation, but I judged it worthwhile because the Chapter 5 case study depended on running the tool on a target with no Python 3.
A third, smaller trade-off was between a purely quantitative score and the verbose, explanation-heavy report structure in Section 4.3. A single number would have been easier to implement and compare, but I chose the verbose style because the research questions in Section 1.3 are explicitly about explainability, and a bare number cannot answer "why was this candidate ranked here" the way the factor breakdown in Section 5.8 can. I would make the same choice again.
6.3 Challenges Encountered
The hardest technical problem was trusting that the verification layer validated the right thing. In testing, pre-release modules treated a technique as successful whenever the initial command exited without error, which was unreliable: several sudo-based techniques "succeeded" while leaving effective privilege unchanged. I rebuilt verification around an explicit before/after comparison of effective user and group context, and the negative verification result in Figure 5.3 is the evidence this now works.
The second challenge was more project management than code. I spent longer than planned on the scoring engine's weighting scheme, iterating on Table 3.1 before reaching a version I would defend, at the expense of time for the systematic evaluation. This is the direct reason Chapter 5 presents a single case study, a trade-off I would handle next time by fixing a simpler first version of the weights early.
Because the framework attempted active exploitation, working safely was a constant concern. All testing ran on a segregated network segment with a deliberately vulnerable, throwaway target, and I built the authorisation prompt and "FOR AUTHORIZED USE ONLY" banner from Section 4.4 into the bundle so the tool could not be run inadvertently against the wrong host.
Documentation discipline was a modest but recurring difficulty. The Python and Bash implementations must stay behaviourally consistent, and comments explaining a rule's rationale easily drifted out of sync when a rule changed in one but not the other. Keeping a single shared specification as the source of truth, with both codebases derived from it, would have reduced this friction, and is a process change I would make earliest.
6.4 Skills Developed
· The project developed several skills. Codifying each technique as a clear, testable rule gave me a deeper grasp of Linux privilege-escalation strategies than training-platform walkthroughs had. It also built software-engineering discipline in maintaining two related code bases (Python and POSIX shell) against a common specification with tests for both; more rigorous academic writing that distinguishes what a system is claimed to do from what has been shown, informing the framing of Chapter 5 and Section 5.9; and evidence presentation, designing the Section 4.3 reports so a third party could reconstruct each decision without re-running the tool.
· 
· 
· 
6.5 What I Would Do Differently
· Other changes I would make: create a simpler first-pass version of the scoring weights earlier and treat refining Table 3.1 as a later iteration; develop the systematic evaluation harness (Section 3.6) in parallel with the first exploitation modules, so each category was measured as soon as it was implemented; log outcomes from the start in a structured, machine-readable format to generate the Table 5.1 summary automatically; and begin shared-specification testing between the Python and Bash implementations earlier, when behavioural drift was easier to fix.
· 
· 
· More generally, I would separate scoring-weight calibration from core-pipeline implementation earlier, since the two became entangled: every change to Table 3.1 required re-running the case study to check the ranking, a slow feedback loop for a numerical tuning problem. A small synthetic set of labelled candidates exercising the scoring function in isolation would have let me iterate far faster.
· 
6.6 Time Management and Project Planning
Comparing my plan with what happened, the implementation phase took roughly the time allowed, but the balance shifted more than expected toward the scoring engine and keeping the Python and Bash implementations consistent, leaving less time for the evaluation. Running a few more scenarios earlier, in parallel with implementation, would have surfaced the issues in Section 6.3 sooner and left the evaluation more complete.
I also underestimated the time to write this report, especially the Chapter 5 case study, which required cross-referencing console output, generated reports and screen recordings so every claim was traceable to specific evidence. I would allow more calendar time for this rather than treating report-writing as a final step.
6.7 Ethical Reflection
Building a tool that performs active, automated exploitation made me more aware than expected of the gap between "the technique is well known and publicly documented" and "it is acceptable to automate an attempt at it", which also needs authorisation, scope and a safe environment (Section 2.8). Early on I treated the authorisation prompt as a formality; after reading the NIST guidance more closely, I built it early, on the grounds that a research tool capable of real harm should make misuse harder by construction, not just by instruction.
Writing the sudo/GTFOBins discussion in Section 5.5 and the appendix, I was conscious of the difference between documenting what a screenshot from my own authorised run shows, which I consider reasonable academic reporting, and publishing a generalised how-to guide, which I avoided: the report describes what APEX did on a specific, disposable training target rather than a tutorial. This is a judgment call, and I would welcome supervisory feedback on where that line should sit.
6.8 Statement on the Use of AI-Assisted Tools
Consistent with accepted academic practice on declaring AI-assisted work, I confirm that all system design, rule logic, code, testing and the underlying case-study evidence are my own work produced during this research. Generative AI tools were used in a supporting role: editing and reorganising my own notes into prose, suggesting clearer presentation of tables and diagrams, and proofreading. The figures, table entries and cited tool outputs in Chapters 4 and 5 and the appendices come from my own implementation, test runs and recordings, not manufactured results.
6.9 Overall Reflection
Overall, the project achieved what Chapter 1 set out: the reasoning between enumeration and exploitation can be made explicit, inspectable and, in the Chapter 5 case study, verifiably correct in both its negative and positive results. Where it fell short was the scope and time management of the systematic evaluation, stated openly in Section 5.9 rather than presenting the case study as more than it is. The main lesson is to separate "build it well" from "prove it works at scale" earlier.


CHAPTER 7: CONCLUSION
APEX addresses a practical niche between Linux privilege-escalation enumeration and exploitation. Current tools indicate what would interest a tester, but interpreting and prioritising those findings still takes considerable judgment; this project aims to capture some of that judgment in a transparent, rule-based decision engine.
The contribution is the whole decision pipeline, structured enumeration, prerequisite analysis, weighted ranking, controlled execution, privilege verification and explainable reporting, implemented twice (a Python tool and a portable Bash bundle) so the same reasoning runs on the attacking machine or directly on a constrained target. It is documented in the Chapter 5 case study, run end-to-end against a real, controlled target, where failed automated attempts are distinguished from a subsequent, independently verified escalation via credential exposure and sudo/GTFOBins abuse, giving direct evidence for RQ1 and RQ3.
Chapter 3 designs the evaluation to measure each part of the pipeline against explicit research questions rather than treating "obtained root" as the sole success criterion, and the case study was presented in that spirit: what it shows and, in Section 5.9, what it does not yet show. The most immediate next step is the systematic multi-scenario evaluation needed to answer RQ2 and RQ4.
Future work could extend the rule base with more categories, improve score calibration using data from the completed evaluation, add learning-based ranking on the current deterministic weights, or compare the deterministic engine directly with an LLM-assisted planner. These should follow a thorough measurement of the deterministic baseline, so it is clear whether added complexity genuinely improves the system.
Beyond these extensions, the broader direction is to close the Section 2.7 gap more completely: reasoning about escalation chains spanning multiple accounts and hosts, as the Chapter 5 case study did manually across the 'jim' and 'charles' accounts, so a multi-step chain is represented as a single ranked candidate rather than two separate ones linked only by a human reading both reports.
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Appendix A: APEX CLI Practical Demonstration
This appendix records a separate screen recording made on the attacking machine, showing the 'apex' Python command-line tool itself, rather than the target-side Bash bundle documented in Chapter 5: its help output, its self-updating knowledge base, and the generation and hosting of the portable bundle before deployment. The stills below appear in the order they occurred, each with a short note on what is shown.
This recording complements the Chapter 5 case study. Chapter 5 documents the target-side bundle but only briefly shows the attacking-machine side (Figure 5.1); this appendix fills that gap with the earlier steps, updating the knowledge base and generating the bundle, that precede Figure 5.1. As in Section 5.10, stills are taken from a full, unedited recording rather than curated screenshots, because an unedited record is stronger evidence.
A.1 Command-Line Help and Database Update
[image: ]
Figure A.1. The apex --help usage summary, followed by the start of apex-update.
· In the 'apex --help' output, the main flags are '--stealth' (skip high-noise approaches such as kernel exploits and /etc/passwd writes), '--enum-only' (enumerate and score without exploiting), '--report-dir' (where reports are stored) and '--verbose'.
· This is confirmation from the running tool itself, not from source code, that the stealth and enumeration-only modes specified in Sections 3.5 and 4.4 are genuine, user-facing options rather than just a design goal.
· The 'apex-update' command is then run to update the local knowledge base (the knowledge/rule layer in Section 4.1) from public sources before an engagement.
A.2 Refreshing the Knowledge Base
[image: ]
Figure A.2. apex-update fetching GTFOBins data and CVE records from the National Vulnerability Database.
· The update process first tries to fetch the current GTFOBins data; in this recording the retrieval failed with HTTP 404 against the particular raw URL used, left visible here as an honest record of a real run rather than edited out.
· The utility then proceeds to fetch kernel and software CVE records from the National Vulnerability Database identifying each CVE number as it is retrieved (e.g. CVE-2022-0847, CVE-2021-4034 and CVE-2021-3156, all well known Linux privilege-escalation CVEs).
· This is the mechanism described in Section 4.4 for keeping the kernel-exploit category (Table 4.1, category 7) current: rather than shipping a static CVE list, the tool is meant to update it before each engagement.

A.3 Generating and Hosting the Bundle
[image: ]
Figure A.3. Contents of the apex working directory after a bundle build, and the bundle being hosted for transfer.
· A directory listing shows the output of the bundle-generation step, 'apex_bundle.sh' (the portable script used in Chapter 5), the HTML report from an earlier run, and the Python package files that make up the 'apex' tool. 'python3 -m http.server' is then run in that directory, the same mechanism shown from the target side in Figure 5.1 to pull the bundle across the network with 'wget'.
· The second terminal tab in the background, labelled 'jim@dc-4', shows that the SSH session onto the target used in Chapter 5 was opened alongside this phase, consistent with the deployment procedure in Section 5.2.





A.4 Automated Credential Harvesting
[image: ]
Figure A.4. Phase 2 (CVE Discovery) and Phase 2b (Credential Harvesting) output from a bundle run.
· Phase 2 prints local account UIDs, the installed sudo version, and CVE-2021-3156 ("Baron Samedit") as a version match worth investigating against the reported sudo 1.8.19p1, illustrating the version-matched candidate generation described in Section 2.2, kept separate from confirmed, prerequisite-checked candidates.
· CVE-2021-3156 was first reported by the Qualys Research Team as a heap-based buffer overflow in sudo's command-line parsing, exploitable by any local user regardless of the sudoers configuration [15], and the Qualys advisory remains the primary technical reference for the root cause and affected versions [15]. APEX flags it not as a confirmed candidate but as a version-matched one, consistent with the caution in Sections 2.1 and 2.2: the target's specific sudo build, patch level and available exploit tooling would all need confirming before treating it as more than a lead worth manual investigation. Its severity, a local user gaining root without special configuration, is part of why it remains a standard inclusion in fingerprinting-based escalation tooling years after disclosure, and why APEX's kernel/package CVE category in Section 4.2 tracks it explicitly rather than relying only on generic version-range matching.
· Phase 2b (Credential Harvesting) is the automated equivalent of the manual mail-spool read in Figure 5.3: it independently finds the same password pattern in /var/mail/jim and flags a suspicious 'su charles' entry in the shell history, showing the tool can recover in an automated pass part of what was done manually in Chapter 5.
· Phase 2c (Lateral Movement) shows how many harvested candidate passwords are available to try, the credential-reuse category from Table 4.1 (category 10) working automatically rather than by hand.
A.5 Re-running the Bundle Under a Second Account
[image: ]
Figure A.5. The charles account attempting to remove and then re-running apex_bundle.sh, with the authorisation prompt shown again.
· The shell denies an attempt to delete 'apex_bundle.sh' as 'charles' ("Permission denied"), because the script had been transferred as a write-protected file, an incidental but useful confirmation that the bundle's files were not left world-writable on the target.
· Instead the bundle is launched again directly, printing its version banner and timestamp, as in the second run in Section 5.4.
· For this second run the mandatory "FOR AUTHORIZED USE ONLY" authorisation prompt from Section 4.4 is answered again, confirming that authorisation is required each time the bundle runs, not just on first use.
A.6 Confirmed Root Shell
[image: ]
Figure A.6. Final shell prompt confirming a root-level session on the target.
· The final frame of the recording indicates that the terminal prompt itself has changed to 'root@dc-4:/home/jim#'. This is the operating system's own confirmation of the effective user context, regardless of what APEX itself says.
· This is an external, tool-independent check on the verification result APEX already reported in Figure 5.5 ("ROOT OBTAINED via WRITE_PRIM:teehee"); the two agree.
Appendix B: Case Study Evidence Chain (Detail)
For readers who want to trace a Chapter 5 claim back to specific evidence without re-reading the figures, Table B.1 expands the evidence-chain summary in Table 5.1 by listing the individual artefacts recorded at each stage. It is an index into Chapter 5, not fresh evidence in its own right; each row corresponds to a figure already shown and discussed in the main report.
	Stage
	Artefact recorded
	Where reported

	Initial access
	SSH session log; target kernel string (Linux dc-4 4.9.0-3-686)
	Console output, Fig. 5.1

	Automated audit
	62 findings; HTML report at /tmp/dc-4_apex_20260731_020826.html
	Phase 4/7 console output, Fig. 5.3

	Credential exposure
	Full mail body from /var/mail/jim, including plaintext password
	Fig. 5.3–5.4

	Lateral movement
	su charles session; directory listing of /home/jim as charles
	Fig. 5.4

	Privilege escalation
	sudo -l entry for teehee; /etc/passwd append; su apexroot; whoami=root
	Fig. 5.6


Appendix C: Glossary of Terms
Table C.1 defines the specialist and project-specific terms used throughout this report, for readers less familiar with Linux privilege-escalation terminology.
	Term
	Definition

	Privilege escalation
	The process of gaining a higher level of access on a system than an account was originally granted, typically moving from a standard user to root.

	Candidate
	A privilege-escalation technique that APEX has matched to available evidence and whose prerequisites have been confirmed, making it eligible for scoring.

	GTFOBins
	A public, curated reference documenting legitimate Unix binaries whose built-in functionality can be abused to bypass restrictions when combined with unsafe permissions [2].

	SUID / SGID
	Special file permission bits that cause a program to run with the privileges of the file's owner or group, rather than the invoking user, when executed.

	Sudo NOPASSWD
	A sudoers configuration that allows a specified command, or set of commands, to be run with elevated privileges without the invoking user re-entering a password.

	Linux capability
	A fine-grained kernel privilege (for example, the ability to bind to low-numbered network ports) that can be granted to a binary independently of full root access.

	Boot2root / CTF machine
	A deliberately vulnerable virtual machine, typically distributed for training purposes, with the explicit goal of reaching a root shell through one or more intended vulnerabilities.

	GTFOBins-style write primitive
	A technique in which a permitted binary is used, via sudo or a SUID bit, to write attacker-chosen content to a file the invoking user would not normally be able to modify.

	Verification (in APEX)
	The step in which APEX confirms that an attempted technique actually changed the effective user or group context, rather than merely completing without a shell error.

	Execution profile
	A named configuration (default, stealth, or enumeration-only) that determines which technique categories APEX is permitted to attempt automatically during a run.
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57
58
59  def run(stealth=False, enum only=False, report dir="reports", verbose=False):
60 _setup_logging(verbose)
61
62 from apex.db import connect
63 from apex.phases import (
64 pe_environment, pl enumerate, p2 cve, p3 audit,
65 || p4 score, p5 exploit, p6 verifv, p7 report,
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def

def

run(stealth=False, enun only=False, report dir="reports", verbose=False):

T 71 soun beu e e Ly st pai T

print(f*  [+] Text report : {txt path}")

if verification.get("suid shell"):

print(f*\n [$] ROOT SHELL AVAILABLE: {verification['shell path']}")
elif verification.get("credentials"):

¢ = verification["credentials"]

print(f*\n [$] CREDENTIALS: {c['user']} / {c['password']}")

con.close()

main(
parser = argparse.ArgumentParser (
description="APEX — Autonomous Privilege Escalation eXecutor",
formatter_class=argparse.RawDescriptionHelpFormatter,
epilog="Example: apex --report-dir /tmp/apex out"

)

parser.add argument("--stealth", action="store true",

help="skip high-noise techniques (kernel exploits, /etc/passwd write)")

parser.add_argument ("--enun-only”, action="store true",

help="Enunerate and score only — no exploitation attempts")
parser.add_argument ("--report-dir”, default="reports",

help="Directory to save reports (default: reports/)"
parser.add_argument ("-v","--verbose", action="store true",

help="Verbose logging")
parser.add_argument ("--version”, action="version’, version="apex 1.0.0")
args = parser.parse args()

_auth_gate()
run(
| stealth=args. stealth,
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Phase @ — Shell & Environment Assessment

Runs before everything else. Detects restricted shells, inventories
available commands, attempts automated bypass, and reports what's
available for manual bypass if automation fails.

import os
import sys

import subprocess

import shutil

from typing import Dict, List, Optional, Tuple

# — Constants

# Commands APEX needs to function fully

REQUIRED COMMANDS = [
“find s", "cat”, "id", "whoami", "uname", "ps",
“sudo etcap”, "ss*, "ip", "dpkg", "dpkg-query",
"crontab”, "systemctl", "mount", "env",

1

# Commands that indicate richness of the environment
USEFUL_COMMANDS = [
“python3*, "python", "python2", "perl”, "ruby", "php",
“awk", "sed”, "bash h", “dash®, "zsh", "ksh",
“nc”, *ncat”, “netcat, "wget”, "curl", "fetch",
“gec”, "cc*, "make",
“tar", "zip", "unzip", "gzip",
“vim*, "vi", "nano", "ed", "less", "more",
“git", "svn",
“strace", "ltrace", "gdb",
“ssh*, "scp”, "sftp",
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[*] Phase 6 — Verification
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[*] Phase 7 - Report Generation

[+] HTML report
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[+] Write primitive — added apexroot to /etc/passwd
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[*] Phase 6 — Verification
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[+] Phase 7 - Report Generation
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Case Study Evidence Chain: jim - charles - root on dc-4
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Full artefact-level detail is given in Table 5.1 and Table B.1.
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n rootgkali: /home/kamiaizen/Downloads/apex

L' apex --help
usage: apex [-h] [--stealth] [--enum-only] [--report-dir REPORT_DIR] [-v] [--version]

APEX — Autonomous Privilege Escalation eXecutor

options:

-h, --help show this help message and exit
stealth Skip high-noise techniques (kernel exploits, /etc/passwd write)
enum-only Enumerate and score only — no exploitation attempts
report-dir REPORT_DIR

Directory to save reports (default: reports/)

-v, --verbose Verbose logging
--version show program's version number and exit

Example: apex --report-dir /tmp/apex_out

¢ )-[/home/kamiaizen/Downloads/apex]
L' apex-update

APEX Database Update
GTFOBins + NVD CVEs + Exploits

[*] [apex-update] Fetching GTFOBins data...
[!] GTFOBins fetch failed: 404 Client Error: Not Found for url: https://raw.githubusercor
FOBins/GTFOBins.github.io/master/_data/gtfobins.json
[*] [apex-update] Fetching CVE data from NVD...

[$] CVE-2022-0847

[$] CVE-2021-4034
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(-] Sudo version : Sudo version 1.8.19p1
[=] Polkit

[+] Phase 2 - CVE Discovery
[-] Kernel: 4.9.0-3-686
CVE-2021-3156 (Baron Samedit) - sudo 1.8.19p1 may be vulnerable

[+] Phase 2b - Credential Harvesting
[1] Password pattern in mail /var/mail/jim:
] I'm heading off on holidays at the end of today, so the boss asked me to give you my password just in case anything goes wrong
1 password is: [EHAGhvinoy
] Interesting history entries in /home/jim/.bash_history:
] su charles
] Interesting history entries in /home/jim/.bash_history:
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[*] Phase 2c - Lateral Movement
[=] 8 candidate password(s) to try

[*] Phase 3 — Misconfiguration Audit

[P3] SUID/SGID Binaries

(-1 sU1D: /bin/mount

[-] SUID: /bin/ping

[-] SUID: /bin/su

(-] SUID: /bin/umount

[-] SUID: /home/jin/test.sh
[-] suIl /run/log/journal
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(-]
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SUID: /usr/bin/bsd-write
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rm: remove write-protected regular file 'apex_bundle.sh'? yes
rm: cannot remove 'apex_bundle.sh': Permission denied
charles@dc-4:/home/jim$ 1s

apex_bundle.sh backups mbox

charlesadc-4:/home/jin$ ./apex_bundle.sh

APEX v1.0.0 - Autonomous Privilege Escalation eXecutor
Bash Bundle = Tue 21 Jul 22:00:53 AEST 2026
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