Nmap localhost
Port 22,23,631
Replace the above command with your IP Address and other hosts (if connected/ else ignore) in your network to check the outcomes.
Type the command you used to find out your host IP Address: ifconfig
Type the command you used to scan after finding your host IP Address: nmap 10.0.2.15
Record the outcomes of the above command here: port 22,23 open
Analyse the outputs/outcomes from Step 1 and 2 and record your reflections. (Hint: Analyse what is the difference between local host and ip address of the host, If ports displayed are different, Why is it different? Etc
When scanning the local host there are three open ports: ports 22, 23 and 631. Ports 22 and 23 are ssh and telnet ports. Port 631 is ipp which is internet printing protocol. When scanning the ip address of the VM only ports 22 and 23 are available.
Why is the nmap scan only scans the first 1000 ports? What will be the command to scan all the ports?
The first 1000 ports are reserved for common applications. In order to scan all ports you need to use the –p option in the form -p1-65535.

sudo nmap –sU localhost

port 68	dhcpc
port 631	ipp
port 5353	zeroconf

sudo nmap –p137 localhost
nmap –p68 localhost

the port is closed.

Detecting the version is a very important part of information gathering. Try to find out the version

Nmap –sV localhost
 Result: 
Port 22 – openssh
Port 23 – linux telnetd
Port 631 – CUPS 2.1

Command to identify the Operating System version
sudo nmap –O localhost
running linux kernel 3.x

Command to identify the Service Version
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