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[bookmark: _Toc24974102]Introduction
Within the report, it will go over the main principles of what the CryptoWall Trojan is and what it can do to a business. At the start we will be going over the basics on what Trojans and Viruses are, what they do and how they can be a threat. Below that it will then go on and start to specialise into Ransomware and what’s so special about it. And finally, the report will start to go over what exactly what CrytoWall Trojan is and how we can protect ourselves from it.
[bookmark: _Toc24974103]Types of Viruses
[bookmark: _Toc24974104]Worms
A worm virus is a piece of software that tries to spread around a network and tries to affect as many devices as possible. These types of viruses normally cause damage to a device like similar devices but they try to exploit every possible security flaw that is known as well as try to attach itself to everything to find. It can even use the internet to spread to different networks around the world. As well as trying to destroy and corrupt files. Worms can produce backdoors to a device to allow hackers to control the device and even steal sensitive information.
[bookmark: _Toc24974105]Trojans
Trojans are specialised viruses that try to hide itself inside software to conceal the true identity to Anti-Viruses or the user of the computer. Like the old tail of Troy and the Trojan Horse. The attacker tries to hide themselves as something sweet and nice, only to pounce out and attack the user. Trojans can be used for different reasons. Some just produce a backdoor allowing the attacker to download more malware onto your computer. Some try to steal personal information like bank/card details. Lastly, trojans can be used to add your device to a network of infected devices that are being controlled to preform Distributed Denial of Service attacks, or even be used to mine crypto currency for the hacker.
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Ransomware is like a trojan virus but demands money off a user by either producing a false report on the computer that the machine is infected and to purchase a false anti-virus. Or even encrypt personal files that the user has stored on the computer to hold their personal files for money.
[bookmark: _Toc24974107]Ransomware 
Within this report we have gone over what exactly are the different types of viruses and what they do. Also within the report it has briefly mentioned what exactly Ransomware is. To go into more details, the report will go over how exactly ransomware works, and different ways to protect yourself from it.
[bookmark: _Toc24974108]How to get infected?
Within a report made by Josh Fruhlinger [1]. He goes over different ways ransomware can infect the user. One quote from him  that goes over one of the most common ways to infect a computer is 
“One of the most common delivery systems is phishing spam — attachments that come to the victim in an email, masquerading as a file they should trust. Once they're downloaded and opened, they can take over the victim's computer, especially if they have built-in social engineering tools that trick users into allowing administrative access.”
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[bookmark: _Toc24974110]Good Practice

1. Think about and recall what information was given to you about ransomware in the initial lecture.
2. Then read in detail the two links given above to obtain more detailed information.
3. Then think about what needs to go into the report. What information the MD should have. How will you present that in a logical structure. So produce an initial table of contents RIGHT AT THE START BEFORE YOU START WRITING the actual report text. When the TOC is complete - look at it with fresh eyes, does it cover all the areas and does it flow in a sensible format? Also - does it conform to a typical report layout?
4. THEN you can start to write the various sections detailed in the TOC, one by one. Paraphrasing the information you already know, but also, you can do some web searching for more information and reference material as you go along.

https://www.varonis.com/blog/cryptowall/
https://www.bleepingcomputer.com/virus-removal/cryptowall-ransomware-information
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https://www.csoonline.com/article/3236183/what-is-ransomware-how-it-works-and-how-to-remove-it.html
Get infected by ransomware
