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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Report:
This report is going to contain information regarding the features of IPv6. Some of the features that will be discussed are the address types, the structure, the advanced functionalities, and the security of IPv6. There will also be some comparisons to IPv4.
The first feature that will be discussed is the address types. There are three address types in IPv6 [1]. These are Unicast, Anycast, and Multicast. The first address type is Unicast. It is a network address that is used when sending information to a single destination [2]. An example of when unicast should be used, is when a user sends a document to a single person. A unicast frame has a MAC address for the destination [3].
The second address type is Anycast. This is a network address that is used when sending information from one sender to many destinations with the same destination address [4]. An example of when anycast may be used, is when a user sends a document to multiple destinations that have the same destination address [5].  Anycast addresses are the same as unicast addresses because anycast addresses are given from the unicast address space [6].
The final address type is Multicast. This address type is used when sending information from a sender to multiple destinations at the same time [7]. An example of when multicast would be used, is when a user sends a document to multiple destinations at the same time. Multicast addresses can range from 224.0.0.0 to 239.255.255.255 [8].
The second feature that will be discussed is the structure of IPv6. IPv6 addresses are made up of 128 bits that are separated into eight blocks that are each made up of 16-bits [9]. The eight blocks are then turned into hexadecimal numbers that are 4-digits each [9]. You can shorten the IPv6 addresses by discarding any zeros at the start of the block [9]. For example, if you have a block that contains ‘0032’, you can get rid of the zeros to make it ‘32’. If there are two or more blocks that have consecutive zeros, you can replace them with a double colon [9]. This is the structure of an IPv6 address.
Another feature that will be discussed is advanced functionalities. IPv6 has many advanced functionalities. The first one is mobility. This allows the hosts to stay connected to the same IP address even if they are in a different geographical area [10]. Another functionality is extensibility. This allows the IPv6 header to add more information to the option part [10]. The third functionality is a simplified header. This means that all of the unnecessary information is moved to the end of the IPv6 header [10]. This makes it easier for routers to make their routing decisions as all of the information they need is at the start of the header. An additional functionality is IPSec. This is an optional feature that makes IPv6 more secure than IPv4 [10]. Another functionality is Anycast support. This means that multiple interfaces are given the same Anycast IP address. The routers then send the packets to the nearest destination [10]. No broadcast is another additional functionality. This is because IPv6 does not support broadcast. Instead, it uses multicast [10]. IPv6 also allows end-to-end connectivity. This is because each host can now connect directly to other hosts [10]. The final functionality that will be talked about is large address space. This is because IPv6 has four times more bits than IPv4. This allows IPv6 to provide much more combinations of addresses [10]. These are just some of the advanced functionalities of IPv6.
An additional feature that will be discussed is the security of IPv6. IPv6 has much better security than IPv4. One reason why the security is better is because of the IP address space. IPv4 was able to be scanned by attackers in approximately 10 hours due to the 32 bit addresses. IPv6 has addresses which are 128 bits which means that it takes much longer for attackers to scan the ports [11].
However, despite having better security than IPv4, IPv6 is still prone to the same attacks as IPv4. They are both prone to social networking attacks [11]. An example of one of these attacks would be a fake email that is disguised as a real one. The email can contain a virus that spreads to your computer once opened. The viruses can also spread to other computers that are on the same network which makes them very dangerous. This is one attack that can occur on IPv4 and IPv6.
They are prone to application layer attacks. Application layer attacks are attacks that occur in the ‘Application Layer’ of the OSI model [12]. An example of an application layer attack would be a HTTP flood. This is where hackers attack websites that use the GET or POST request [13]. These attacks are dangerous as they use standard URL requests which makes them almost identical to valid traffic. They can also go undetected as they have a lower bandwidth than brute force attacks [13]. This is another attack that can occur on IPv4 and IPv6.
They are also both prone to denial-of-service attacks [11]. A denial-of-service attack is an attack that is designed to make a system or network unusable [14]. These attacks occur when the system or network is sent a lot of traffic or information which can result in a crash. These are the types of attacks that can occur on IPv6 and IPv4 despite its good security.
In conclusion, this report has discussed the many features of IPv6. It has talked about the three address types that IPv6 uses, the structure of IPv6, some of the advanced functionalities, and the security of IPv6 vs IPv4. IPv6 has larger IP addresses than IPv4. Ipv6 also allows an unlimited amount of IP addresses to be stored, whereas IPv4 only allows five different classes to be stored [15]. IPv6 has better security than IPv4. However, they are both prone to the same types of attacks. IPv4 and IPv6 both have pros and cons, so it is up to the user to decide which one they prefer.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	
255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	
255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	
255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	
255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	
255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	
255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	
	
	
	
	
	

	R1-R2
	172.16.13.104/30
	
255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2-R3
	172.16.13.108/30
	
255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111 
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