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[bookmark: _Toc102125022]Task 1 – Managing and Maintaining Network Resources using Network Policy and Security Practices
[bookmark: _Toc102125023]Implementation of NTFS and Share Permissions
The first requirement was that a new folder had to be created within the C drive of Client 1 called “Share_Files_NOSS”. A text document within that folder also had to be created, this was called “Important_Files”.
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Different access rights were afforded to users depending on their status on the network. As seen below, domain admin “Ethan Needham” was given full control over the folder and everything contained within. Whereas regular user “Rob Banks” was only given read access. 
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These access rights are demonstrated in the below screenshot, it is shown that when user Rob Banks is logged in, they are able to read the file, but not make any changes.
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[bookmark: _Toc102125024]Creation of new SMB Share
The next requirement was that Server 1 needed to become a file server using the File and Storage Services Role in Server Manager.
A new share called “Share_Files_NOSS$” was needed to be created, the $ represents that the share won’t be automatically visible when it’s been created. SMB Share was selected because it’s the most interoperable option. 
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Access Based Enumeration was selected to ensure that only the files and folders that the user has access rights to, will be displayed.
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Similarly to before, domain admin accounts are given full control over the share, while domain users are only given read and execute permissions.
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3 shares visible, NETLOGON and SYSVOL are hidden shares that are used for active directory. “Share_Files_NOSS$” is the most recent created SMB share which allows users to get access to files over the network.
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[bookmark: _Toc102125025]Accessing the SMB Share over the Network
When network shares have a $ at the end of the name, for it to become visible, they need to be found on the users account. This is done by mapping network folders.
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The share location shown in the previous screenshot was entered. Therefore, the share is now visible and accessible to the user.
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[bookmark: _Toc102125026]Group Policy Implementation
[bookmark: _Toc102125027]Creation of Non-Admin Users OU
New user “Sophie Wilkinson” was created for testing group policies within a newly created OU called “Non-Admin Users”.
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[bookmark: _Toc102125028]Moderating Access to the Control Panel
Both user and computer environment network group policy objects were required at OU level. This is to protect the domain and connected devices’ settings/applications from being tampered with by Non-Admin Users.
The first policy applied is prohibiting access to the control panel and certain system settings.
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The screenshot below shows the result of when user “Sophie Wilkinson” tries to access the control panel.
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[bookmark: _Toc102125029]Removing Access to the Command Prompt
The second policy that was applied was preventing access to the command prompt.
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The screenshot below shows the result of when non-admin users try to access the Command Prompt.
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[bookmark: _Toc102125030]Restricting Access to Removable Media Drives
The next policy that was applied was preventing access to any removable storage devices.
This policy was unable to be shown because the virtual machine could not access the removable storage.
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[bookmark: _Toc102125031]Restricting Software Installs
The next policy applied was for the computer environment. It prohibits non-admin users from installing software if they do not have admin log in credentials.
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In the screenshot below, a non-admin user account attempted to install 7zip, which prompted a tab which stopped the user, unless they had access to admin credentials. This way, it doesn’t fully disable users from installing software, but they will require permission from domain admins.
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[bookmark: _Toc102125032]Password Policy Implementation
The final policies applied were password policies. Password history was set to 6, max password age was set to 10 days and minimum password length was set to 8 characters.
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Password 12345678 was used when creating a new user. This meets both the password length and history requirements, but not the complexity requirement. Thus, a different password had to be used that meets all requirements, so that the user could be created.
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[bookmark: _Toc102125033]Task 2: Routing and Packet Filtering within Core TCP/IP Services and Critical Failover/Redundancy Practices
Web Server (IIS) was installed as a role.
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A local test user was created called “ftpuser22” which had authorisation to FTP to the server.
[image: Graphical user interface, text, application, email

Description automatically generated]

 










[bookmark: _Toc102125034]Creation of FTP Site
The screenshot below shows that an FTP site has been created called “EthNeeFTPSite”. The site had to be bound to an exact destination port, in this case 21. This is because if the domain is expanded, there will be many users all trying to connect to the FTP service. Therefore, it has to be readily available and consistent. Ftpuser22 was given read and write permissions to the site.
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A banner, welcome message and exit message were created for when users connect/disconnect to the FTP site.
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[bookmark: _Toc102125035]Uploading a File using FTP
On Server 2, a folder was created to house any FTP uploads, this folder was called “Ethan’sFTPUploads”.
On Client 2, a folder was created called “FTPFiles”. This file will be used to upload files to the FTP server. Within that folder a text document was created called “myftpfile2upload”. 
This text document was then uploaded to the FTP server.[image: Text
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Here the text document is shown within the FTP uploads folder on Server 2 (the FTP server). This means that the document has been uploaded successfully.
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[bookmark: _Toc102125036]Installation and Configuration of Routing and Remote Access Services
The routing and remote access feature was installed on Server 1.
A new routing protocol was set up, this being RIPv2. This gives Server 1 the ability to route. Routing information such as the different interfaces and their IP addresses was then added.
The same was then done for Server 2, RIPv2 was set up and routing information was added.
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After setting up RIPv2 on both Servers 1 and 2, both Client 1 and 2 can ping each other, even though they are on different networks. 
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[bookmark: _Toc102125037]IP Packet Filtering
Inbound filters were set up on Server 1 for PrivateNet1. This filter stops any device on PrivateNet1 from being able to ping Server 1 on both its PrivateNet1 and PublicNet interfaces.
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The Screenshot below shows proof of filters working. The filters specified that all clients on the PrivateNet1 network cannot ping any interface on Server 1. 
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Two outbound filters were created on Server 1 to stop any client on PrivateNet1 from being able to access the FTP service on Server 2. The two rules block both interfaces that are active on Server 2, this being the PrivateNet2 and PublicNet interfaces. This means that users can only access the FTP service from Client 2. This will not block pings from Client 1 to Server 2 because it was specified that only TCP would be blocked, not ICMP (the protocol ping uses).
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The screenshot below shows that Client 1 cannot access the FTP service on Server 2 and that ping have not been blocked.
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The final IP packet filter requirement for this task was to update the previous filter to only allow a specific Client from PrivateNet1 onto the FTP service. This was done by removing the previous two filters from Server 2 and adding two new filters to Server 1. These filters specify that only 192.168.1.2 (Client 1) can access the FTP service on both interfaces, all other packets will be dropped.
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The below screenshot shows Client 1 being able to access the FTP service on both interfaces of Server 2 (192.168.11.1 and 192.168.10.201). At this stage, there is no way of proving that this is the only client able to access the FTP service. This is due to the fact that Client 1 (192.168.1.2) is the only client within the PrivateNet1 LAN.
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There are many different types of digital authentication including but not limited to biometrics, smartcards, etc. However, the most common authentication method is passwords. Passwords are not meant to be disclosed with others and should aim to be complex and unique to make them hard to guess while staying simple and straightforward so that they are easy to remember. [1]It is stated in the Journal of Cybersecurity that password users tend to opt for longer, more complex passwords for sites and applications that are more important. Whereas for lesser sites/applications, shorter, less complex passwords are typically used. [2] This is why passphrases are commonly used as passwords by more threat-aware users. An example of a passphrase could be: MyDogLikesToBarkAtTheNeighbors! – MDL2B4TN! – This is a 9-character password that would meet length and complexity requirements of most websites, as well as being easy to remember. Another way of having secure passwords is to have them randomly generated. This is best done by software such as password managers. Password managers offer these types of services and hold the randomly generated passwords/user created passwords within a secure, encrypted database, while helping to spot fake websites, warn about already used passwords and give notifications when the users passwords have appeared in a data leak. [3] Its easy to forget how important secure passwords are. If a password is compromised, personal/confidential data such as bank balances, home address, identity, personal messages, card details/payment information, recent purchases and more could be released/stolen. [4] In 2011, approximately 77 million users personal details were put at risk when the PlayStation Network was hacked. Sony had to shut down their services for multiple days while they upgraded their security measures. It was estimated that the hack cost Sony at least £105 million although it was noted that the company announced that the impact was not as financially damaging as first feared. When the PlayStation Networks servers came back online, they made all users request a password reset via email, which proceeded to crash Sony’s email server. Ever since Sony has taken much larger steps in order to guarantee the security of its users personal information. Most notable of this being the introduction of Multifactor Authentication in 2016. [5] MFA (Multifactor Authentication) is the requirement of two or more ways of authenticating before gaining access. This can include passwords, randomly generated security tokens, phone calls, phone texts and more. Using multiple authentication factors are sometimes thought of as tedious but they are completely necessary. If one of the authentication factors are compromised by a hacker or unauthorized user, the chances that another factor also being compromised is extremely low. Thus providing a much high level of security and assurance to users. [6] [7] More information about different password attacking methods used, see Appendix A.

Some systems / services are required to be readily available for use 24/7, this is known as high availability (HA). HA is systems or services that operate continuously without failing or downtime for extended periods of time. [8] It’s impossible for systems to be available for 100% of the time. Therefore, “five nines” is the widely accepted, but hard to achieve, standard of operational performance. This means that the system/service is available for 99.999% of the time. [9] [8] In order to ensure continuous  system uptime, certain principles are adhered to when designing HA systems. Mitigation of single points of failure and use of failover clusters are two of these principles. [8] A single point of failure (SPOF) within a network is a single object or component that causes the failure of the entire system, meaning that downtime occurs when the failure happens and also more significant downtime for fixing the issue. [10] SPOF is mitigated significantly with the implementation of failover clusters. Failover clusters is when a system fails or is requiring maintenance, a backup system is available to take its place to keep the service running. [8] [9] Failover clusters are kept up-to-date and tested on a regular basis to ensure that nodes are always available in the case a failover is required. Some modern network enterprise services that require HA are as follows; Email Services, Internet Services, Active Directory, DHCP servers, etc. If for example, a networks email services failed, communication between users on the network could be halted, disrupting ongoing work, lost revenue, unhappy customers, etc. [11] When creating a failover cluster, there are certain prerequisites that need to be achieved before starting:
· All cluster nodes need to be running the same OS version [12]
· Certain hardware requirements must be met for configuration to be supported [12]
· All cluster nodes must be joined to the same domain in active directory [12]
· As a best practice, within active directory domain services, a new organisational unit should be created to house the failover clusters. This will give admins more control over which group policies and security template settings affect the cluster nodes. [12]
· The account which is creating the cluster needs to have the correct permissions and administrator rights.
Creating a failover cluster is a relatively short process, but the more nodes that get added to the cluster, makes creating it more time consuming. In order to create the failover cluster, first the failover clustering feature must be installed from Server Manager. This feature is needed on all nodes that are going to be added to the cluster. Within failover cluster manager, all nodes within the cluster need to be specified. Next, tests need to be run to validate the configuration to ensure hardware settings are compatible with failover clustering. This is because Microsoft will only support a cluster solution if the complete configuration passes all validation tests. [12] Ideally, at least 3 nodes will be used when creating a cluster; 1 primary node, 1 node for failover and 1 for data storage, so that no data is lost if a the primary node fails. Another node for data storage could be used, with the data from the first storage node being replicated to it. This would mean that if the storage node fails, then little to no data is lost, because the backup storage node has its storage synchronised with the primary storage node. These storage nodes need to be specified, this is done by adding the disks in failover cluster manager from within the storage nodes. [12] An example of a small failover cluster can be found in Appendix B.

Modern companies and organizations of different sizes and operations use specific rules that keep the behaviour of network devices in check, these groups of rules are called network policies. [13] These policies are created in order to achieve specific business objectives and come with many benefits such as:
· Easier and faster automation
· Provide users with consistent and readily available services
· Makes performance dependable and verifiable
· Significant security gains [13]
Network policies govern multiple objects within the network, such as: users, IoT devices, applications, data types and location. IoT devices and users of different job roles have different access requirements and permissions on the network. Policies can be put in place to stop users and devices from accessing data that they don’t need. Admin users can be afforded full control and be able to perform a variety of tasks on the network, whereas guest users should not. Security guards will not need to access financial data and be able to change certain settings. This can be beneficial to stop users from tampering with settings on the network or interfering with data they do not require access to. If data is required to be analysed but not altered in any way, read only permissions can be granted. All applications on the network do not require the same bandwidth and traffic for important business critical applications should be prioritized over less important applications such as social media. Data types are sometimes required to be largely restricted on networks. Financial information and personal data require more restrictive policies. While, image, video and audio files may be required to meet a certain standard of quality to ensure high performance levels within the organisation. Due to telecommuting becoming more widely adopted, the security of the data on the network can be put at risk from users accessing the data on an unsecure connection or in public places. Users access to certain data on the network can be prohibited dependant on their location and connection stability. [13] [14]
All of these would be included in the policy document, alongside details such as how policies will be enforced and methods to investigate policy breaches. Below is a list of things that should also be discussed within a network policy document:
· Policy Scope
· Purpose of policy – Protect the network, continuous and reliable systems for users to access, conform with data and security standards such as the Data Protection Act 2018, etc.
· Design of network – Topology showing layout of the network, such as interface IP addresses, roles and features of servers, how traffic is expected to flow through the network, etc. (Example of a network topology can be found in Appendix C)
· Policies implemented onto network – password complexity, length and history requirements, access and permissions, etc.
When new technology or changes in network function occur, the policy document should be evaluated, and new guidelines should be implemented. These evaluations should also take place on a regular basis. [15] 
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