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[bookmark: _Toc237451405]1. Introduction 
This report evaluates the cybersecurity risks facing SteelForm Manufacturing Ltd and critically analyses appropriate governance frameworks, security controls and risk management strategies to strengthen organisational resilience. As manufacturing organisations increasingly adopt Industry 4.0 technologies, SteelForm's production environment now combines conventional IT systems with operational technology, connected industrial devices and cloud-based services [], [].
SteelForm Manufacturing Ltd relies on interconnected production systems, programmable logic controllers (PLCs), cloud-based applications and engineering workstations to support manufacturing operations. A serious security incident could stop manufacturing activities, expose sensitive engineering information, weaken customer trust and create substantial financial consequences. Unlike traditional office environments, attacks targeting OT systems may directly affect manufacturing processes, making cybersecurity a strategic business priority rather than simply a technical requirement [].
This report examines the key cybersecurity threats affecting SteelForm Manufacturing Ltd, evaluates governance policies and security controls, and recommends practical measures to improve organisational resilience. The proposed approach draws on ISO/IEC 27001:2022 and NIST CSF 2.0 to provide recognised guidance for managing cybersecurity risk across the organisation [1],[2].
[image: The diagram illustrates a comprehensive cloud-based production management system, integrating various components such as corporate and supplier networks, firewalls, VPN gateways, employee PCs, IT systems, and automated production lines, with secure connections, remote monitoring, and data flow among them.
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Figure 1. High-Level Cybersecurity Architecture of SteelForm Manufacturing Ltd
Source: Author's illustration developed for SteelForm Manufacturing Ltd based on the NIST Cybersecurity Framework (CSF) 2.0 [1], ISO/IEC 27001:2022 [2], and IEC 62443 [4].
Figure Discussion:
Figure 1 illustrates the high-level cybersecurity architecture of SteelForm Manufacturing Ltd by showing the relationship between Information Technology (IT), Operational Technology (OT), cloud services and industrial production systems. The architecture demonstrates that cybersecurity controls must protect both business information and manufacturing operations. This integrated approach supports defence in depth by combining governance, technical controls and continuous monitoring throughout the organisation [1], [2].
The figure also demonstrates that linking business IT with manufacturing systems introduces a potential route through which an attacker could progress from one environment into another. This justifies the recommendation for network segmentation, industrial firewalls and continuous monitoring throughout the report. Consequently, Figure 1 supports the adoption of a defence-in-depth security strategy rather than relying upon a single security control.
[bookmark: _Toc237451406]2. Organisational Context and Security Objectives

[bookmark: _Toc237451407]2.1 Organisational Overview
SteelForm Manufacturing Ltd is a medium-sized manufacturer supplying precision-engineered components to the automotive and aerospace sectors. To improve efficiency and product quality, the organisation has adopted Industry 4.0 technologies including Industrial Control Systems (ICS), programmable logic controllers (PLCs), Industrial Internet of Things (IIoT) devices and cloud-based manufacturing platforms [2].
Although these technologies increase productivity, they also expand the organisation's attack surface by connecting production systems with corporate networks. Unlike traditional business environments, cyberattacks targeting manufacturing systems may disrupt production, damage equipment and delay customer deliveries. Consequently, cybersecurity must protect both information assets and operational processes to maintain business continuity [1].
SteelForm therefore requires a structured cybersecurity strategy combining governance, technical controls and continuous monitoring. Using ISO/IEC 27001 alongside the NIST CSF gives SteelForm a structured way to identify, assess and manage cyber risk while supporting compliance and longer-term operational resilience [1], [2].
[image: The diagram illustrates an organizational structure for cybersecurity, detailing various roles and responsibilities within the company, including the Board of Directors, managers, cybersecurity team, and external partners, emphasizing compliance, security, and incident response.
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Figure 2. Organisational Security Governance Structure of SteelForm Manufacturing Ltd
Source: Author's illustration developed for SteelForm Manufacturing Ltd based on ISO/IEC 27001:2022 [2] and the NIST Cybersecurity Framework (CSF) 2.0 [1].

Figure Discussion:
Figure 2 demonstrates the organisational governance structure supporting cybersecurity management within SteelForm Manufacturing Ltd. Clearly defined responsibilities ensure that management, IT personnel and employees contribute to protecting information assets and maintaining operational resilience. This governance approach supports accountability and continual improvement in accordance with ISO/IEC 27001 [2].
The governance structure also demonstrates that cybersecurity is not solely an IT responsibility. Senior management, operational managers and production personnel all contribute to organisational security. This collaborative governance approach strengthens accountability, improves decision-making and supports compliance with ISO/IEC 27001 through clearly defined responsibilities.

[bookmark: _Toc237451408]2.2 Critical Information Assets
SteelForm Manufacturing Ltd relies on several critical information assets including engineering drawings, customer contracts, Industrial Control Systems (ICS), cloud-based production systems, employee records and supplier information. Protecting these assets is essential because they support manufacturing operations, regulatory compliance and business continuity [2].
Not all assets require identical protection. Engineering designs and customer information depend primarily on confidentiality to prevent intellectual property theft, whereas production systems require high availability and integrity to ensure uninterrupted manufacturing. If operational systems become unavailable or are modified without authorisation, production may stop completely, resulting in financial loss and reputational damage. Prioritising security according to business impact enables SteelForm to allocate resources more effectively while reducing operational risk [1].
Table 1. Critical Information Assets
	Information Asset
	Business Importance
	Primary Security Requirement

	Engineering drawings and CAD files
	Intellectual property supporting product development
	Confidentiality and Integrity

	Customer contracts and production specifications
	Commercial agreements and manufacturing requirements
	Confidentiality

	Cloud production management platform
	Production planning and operational control
	Availability and Integrity

	Industrial Control Systems (ICS) and PLCs
	Automated manufacturing operations
	Availability

	IoT sensors
	Real-time equipment monitoring
	Integrity

	Employee and HR records
	Personal and payroll information
	Confidentiality

	Supplier database
	Procurement and supply chain management
	Confidentiality and Availability

	Financial systems
	Purchasing, invoicing and budgeting
	Integrity



Evaluation:
Table 1 demonstrates that cybersecurity priorities should reflect business impact rather than applying identical protection to every organisational asset. Production systems require the highest level of availability, while engineering and customer information require stronger confidentiality controls.

[bookmark: _Toc237451409]2.3 Security Objectives  
SteelForm Manufacturing Ltd's cybersecurity strategy is based on the Confidentiality, Integrity and Availability (CIA) Triad, which provides a structured approach for protecting both information assets and manufacturing operations [1].
For SteelForm, confidentiality means restricting access to commercially sensitive designs, contractual information and employee data. Integrity is necessary to ensure that production information and control-system configurations remain accurate and cannot be altered without authorisation. Availability is particularly important because production systems operate continuously, and cyber incidents affecting operational technology could interrupt manufacturing and delay customer deliveries.
Rather than treating all three principles equally, SteelForm should prioritise security according to operational requirements. Availability and integrity are particularly important for production environments, while confidentiality remains essential for protecting intellectual property and commercially sensitive information. This balanced approach strengthens business resilience while supporting regulatory compliance [2].

[bookmark: _Toc237451410]2.4 Governance Objectives
Effective cybersecurity governance enables SteelForm Manufacturing Ltd to manage cyber risks through structured policies, management oversight and continual improvement. Technical safeguards alone are insufficient; SteelForm also needs clear ownership, accountability and decision-making responsibilities for cybersecurity [2].
SteelForm should establish an ISMS using ISO/IEC 27001:2022 as its principal governance framework. ISO/IEC 27001 provides a systematic approach for identifying and managing information security risks, while the NIST CSF supports practical implementation through the functions Govern, Identify, Protect, Detect, Respond and Recover [1].
Although implementing these frameworks requires investment in staff training, policy development and regular auditing, the long-term benefits include stronger governance, improved compliance and greater organisational resilience. A phased implementation supported by senior management would minimise disruption while encouraging employee engagement and continual improvement.
While alternative governance frameworks such as COBIT primarily focus on IT governance and business processes, ISO/IEC 27001 provides a more comprehensive framework for managing information security risks across both IT and Operational Technology (OT) environments. Combining ISO/IEC 27001 with the NIST Cybersecurity Framework enables SteelForm to benefit from structured governance alongside practical cybersecurity guidance. This integrated approach is more suitable than relying on a single framework because it supports regulatory compliance, operational resilience and continual improvement.
[bookmark: _Toc237451411]3. Identification and Assessment of Cybersecurity Threats  
Manufacturing organisations face growing cyber risks as Industry 4.0 increasingly connects business systems, industrial equipment, IIoT devices and cloud services. Although this connectivity supports productivity, each additional connection can create another route through which systems may be attacked. Unlike traditional office networks, attacks on industrial systems may interrupt production, damage equipment and affect health and safety. Consequently, SteelForm Manufacturing Ltd must evaluate cybersecurity threats based on both their likelihood and operational impact rather than considering only technical vulnerabilities [5], [6].
SteelForm's interconnected infrastructure includes programmable logic controllers (PLCs), engineering workstations, production servers, cloud applications and IIoT devices. As these systems exchange information continuously, a compromise affecting one component may spread throughout the manufacturing environment. Regular risk assessment therefore enables the organisation to identify vulnerabilities, prioritise security investment and reduce the likelihood of business disruption.

[bookmark: _Toc237451412]3.1 Internal Threat  
Insider risk arises when employees, contractors or other authorised users accidentally or deliberately create a security problem through their existing access. Such incidents may involve deliberate misuse, including data theft or sabotage, but they can also result from mistakes such as poor credential handling or responding to phishing attempts [7], [8].
For SteelForm, accidental insider threats remain particularly significant because employees routinely access production systems, engineering documentation and cloud-based applications. Opening malicious email attachments or using weak authentication practices may allow attackers to compromise privileged accounts and gain access to both IT and OT environments.
Malicious insiders also present operational risks because authorised users may intentionally manipulate production settings, steal confidential engineering information or disrupt manufacturing processes. SteelForm can reduce this exposure by limiting privileges according to job responsibilities, reviewing elevated access regularly, requiring Multi-Factor Authentication (MFA) and using SIEM monitoring to identify unusual account activity. Unlike perimeter security controls, effective identity management limits the opportunities for authorised users to misuse privileged access while improving accountability across the organisation.

[bookmark: _Toc237451413]3.2 External Threats
External threats are generated by cybercriminals, organised ransomware groups, hacktivists and state-sponsored attackers seeking financial gain, disruption or theft of intellectual property. Manufacturing organisations remain attractive targets because operational downtime often results in substantial financial losses and supply chain disruption.
Ransomware represents SteelForm's highest cyber risk because encrypted production systems could halt manufacturing operations, delay customer deliveries and generate significant recovery costs. Phishing attacks remain a common attack vector, frequently leading to credential theft and malware infection. Supply chain attacks also present increasing concern because compromised third-party software or maintenance providers may provide attackers with indirect access to organisational systems. In addition, vulnerabilities affecting IIoT devices and engineering workstations may allow attackers to move laterally across interconnected networks if security controls are insufficient [3], [7], [8].
SteelForm should therefore separate business and production networks, strengthen endpoint protection, control remote connections, address known vulnerabilities and monitor both environments for suspicious activity.
[bookmark: _Toc237451414]3.3 Risk Assessment
SteelForm adopted a qualitative risk assessment methodology based on the ISO/IEC 27005 risk management approach [9]. Each identified cyber threat was assessed using two criteria: Likelihood (Very Low to Very High) and Business Impact (Very Low to Very High). The overall risk level was determined by combining these two values within a risk matrix. Threats affecting Industrial Control Systems (ICS), cloud production services and critical manufacturing operations were assigned higher impact ratings because they could interrupt production, compromise employee safety and damage customer confidence. This structured methodology enables management to justify security investment according to business risk rather than relying on subjective judgement.
For SteelForm, likelihood ratings consider factors such as exposure to external networks, known attack patterns and the level of existing security controls. Impact ratings consider production downtime, financial loss, safety consequences, regulatory exposure and reputational damage. For example, ransomware is rated High likelihood and Very High impact because it is a realistic threat to interconnected manufacturing environments and could stop critical production systems. ICS exploitation is rated medium likelihood but Very High impact because successful compromise may directly affect equipment operation, production continuity and employee safety. 
[image: ]Table 2. Cybersecurity Risk Assessment













Evaluation:
Table 2 demonstrates that ransomware and attacks targeting Industrial Control Systems present the greatest organisational risk because both combine severe operational consequences with a realistic likelihood of occurrence. Phishing and insider threats also require high priority because they frequently provide the initial point of compromise. This risk-based approach enables SteelForm to allocate cybersecurity resources more effectively while strengthening business continuity and operational resilience.

[bookmark: _Toc237451415]3.4 Risk Matrix
[image: ]The risk matrix provides management with a structured method for prioritising cybersecurity threats according to their potential effect on manufacturing operations. Rather than allocating equal resources to every risk, SteelForm should focus investment on threats capable of causing prolonged production disruption, financial loss and reputational damage. Lower-priority risks should remain subject to continuous monitoring and periodic review to ensure that changes in the threat landscape are reflected within future risk assessments. Periodic reassessment would allow SteelForm to adjust its controls as threats and business conditions change while remaining consistent with ISO/IEC 27001 and NIST CSF guidance [1], [2].









Figure 4. Risk Matrix for SteelForm Manufacturing Ltd

Evaluation:
The risk matrix demonstrates that cybersecurity priorities should be determined by both operational impact and threat likelihood rather than technical severity alone. For SteelForm Manufacturing Ltd, protecting production systems and Industrial Control Systems (ICS) represents the highest organisational priority because operational disruption would have immediate consequences for manufacturing output, customer commitments and financial performance. This analysis supports a risk-based cybersecurity strategy in which resources are directed towards the threats capable of causing the greatest business disruption rather than applying identical protection measures across all systems [1], [2].
[bookmark: _Toc237451416]4. Cybersecurity and Data Governance Policies  
Effective cybersecurity governance provides the foundation for protecting SteelForm Manufacturing Ltd's information assets, production systems and business operations. Governance policies translate SteelForm's security objectives into defined responsibilities and consistent working practices across the organisation. For organisations operating integrated IT and OT environments, effective governance supports consistent decision-making, reduces organisational risk and improves business resilience [2].
[bookmark: _Toc237451417]4.1 Information Security Policy  
An Information Security Policy defines how information assets should be protected throughout the organisation. For SteelForm, the policy should establish responsibilities for employees, contractors and management while ensuring engineering drawings, production data and customer information are handled securely. It should also require regular risk assessments, incident reporting and business continuity planning. Although implementing organisational policies requires management commitment and periodic review, they provide a consistent framework that supports regulatory compliance and strengthens overall cybersecurity governance [2], [5].

[bookmark: _Toc237451418]4.2 Access Control and Authentication Policy  
SteelForm should use Role-Based Access Control (RBAC) to limit permissions according to job responsibilities, while Multi-Factor Authentication (MFA) provides an additional identity check before access to sensitive systems is granted. Restricting privileged access reduces the likelihood of insider misuse and limits attacker movement following credential compromise. While stronger authentication may require additional user training and administrative effort, the reduction in operational risk significantly outweighs these implementation challenges [10].

[bookmark: _Toc237451419]4.3 Data Protection and Incident Response Policy   
Protecting sensitive information requires data classification, encryption, secure backups and clearly defined incident response procedures. SteelForm should maintain offline backups, regularly test recovery processes and establish formal incident reporting procedures to minimise operational disruption following a cyber incident. Integrating incident response with business continuity planning enables production systems to recover more rapidly while reducing financial and reputational damage [1].

[bookmark: _Toc237451420]4.4 Governance and Continuous Improvement
Effective cybersecurity governance requires active support from senior management together with clearly defined responsibilities across the organisation. A suitable approach for SteelForm would be to use an ISO/IEC 27001:2022-aligned Information Security Management System (ISMS) for formal governance, supported by NIST CSF 2.0 for broader cyber-risk management [1], [2]. Regular security audits, policy reviews and employee training should be conducted to identify improvement opportunities and help the organisation continue meeting applicable standards and regulatory requirements. Continuous improvement ensures that security controls remain effective as technologies and cyber threats evolve. By combining the governance requirements of ISO/IEC 27001 with the operational guidance provided by the NIST Cybersecurity Framework, SteelForm can establish a proactive cybersecurity programme that supports both regulatory compliance and long-term business resilience [1], [2], [5].
[image: ]Table 3. Summary of Recommended Cybersecurity Policies














Evaluation:
Table 3 demonstrates that cybersecurity governance depends on integrating policies with practical implementation rather than relying solely on written documentation. Regular policy reviews, employee awareness and management commitment ensure governance remains effective as business operations and cyber threats continue to evolve.
[bookmark: _Toc237451421]5. Threat Mitigation and Security Controls
[bookmark: _Toc237451422]5.1 Network and Access Security
SteelForm should implement layered security controls to protect its IT and Operational Technology (OT) environments. Corporate IT and Industrial Control System (ICS) networks should be separated so that compromise of one environment does not automatically provide access to the other. Firewalls, Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) should monitor and filter network traffic to identify malicious activity. Users should receive only the permissions required for their duties, with RBAC and MFA providing additional protection for accounts that can access critical production systems [1], [2], [10].
These controls are particularly suitable for SteelForm because the organisation operates both IT and Operational Technology (OT) environments that require different security priorities. Network segmentation prevents ransomware from spreading from office systems into Industrial Control Systems, reducing the likelihood of production shutdowns. Although implementing segmentation and Multi-Factor Authentication may require upgrading legacy equipment and temporarily interrupt maintenance activities, these challenges are outweighed by the reduction in operational risk and improved business resilience.
[bookmark: _Toc237451423]5.2 Data and Endpoint Protection  
Sensitive business information, including engineering drawings, customer records and production data, should be protected using encryption during storage and transmission. Endpoint protection software should be deployed across servers, workstations and mobile devices to detect malware and ransomware before they affect business operations. Regular software updates, vulnerability assessments and timely security patching should be performed to reduce exploitable weaknesses within both IT and OT systems. Secure backup procedures should also be implemented to ensure critical data can be restored quickly following a cyber incident, supporting business continuity and reducing operational downtime [2], [12], [13].
While encryption, endpoint protection and secure backups significantly reduce cyber risk, their effectiveness depends upon regular maintenance and monitoring. For example, outdated endpoint protection software or untested backup procedures may provide a false sense of security. SteelForm should therefore schedule regular backup recovery testing, vulnerability scanning and patch verification to ensure that these controls remain effective against evolving ransomware attacks.
[bookmark: _Toc237451424]5.3 Continuous Monitoring and Security Awareness
Ongoing monitoring gives SteelForm a better opportunity to recognise abnormal activity before it develops into a major operational incident. Security Information and Event Management (SIEM) solutions should collect and analyse logs from servers, network devices and industrial systems to detect suspicious behaviour in real time. Automated alerts enable security teams to respond quickly to potential threats and minimise business impact [12]. However, technical controls alone cannot eliminate cyber risks. Staff training should focus on behaviours relevant to SteelForm, particularly recognising phishing attempts, protecting credentials, handling sensitive information and reporting suspicious activity promptly. Combining technical controls with informed employee behaviour creates a stronger security culture and significantly improves the organisation's resilience against evolving cyber threats [5], [8].
[bookmark: _Toc237451425]5.4 Operational Technology (OT) Security Recommendations
As SteelForm relies heavily on Industrial Control Systems (ICS), programmable logic controllers (PLCs) and Industrial Internet of Things (IIoT) devices, additional Operational Technology security controls should be implemented. An industrial demilitarised zone (Industrial DMZ) should separate corporate IT systems from manufacturing networks to prevent attackers moving laterally into production environments. Engineering workstations should use application whitelisting to prevent unauthorised software execution, while vendor remote access should be restricted through Virtual Private Networks protected by Multi-Factor Authentication.
Furthermore, passive network monitoring should be used within OT environments because active vulnerability scanning may interrupt production equipment. SteelForm should also adopt the IEC 62443 standard alongside NIST SP 800-82 Rev. 3 guidance to strengthen network segmentation, secure communications, access control and monitoring across industrial systems [3], [4]. Although implementing these recommendations requires additional investment and specialist expertise, they provide stronger protection for manufacturing operations where system availability is critical.
Unlike traditional Information Technology environments, where confidentiality is often the highest security priority, Operational Technology environments place greater emphasis on system availability and operational safety. Any interruption to manufacturing systems may halt production, damage equipment or create health and safety risks. Consequently, SteelForm should prioritise security controls that maintain continuous operations while protecting critical industrial assets.
However, security controls used in conventional IT environments cannot always be transferred directly to OT systems. Frequent patching or active vulnerability scanning, for example, may interrupt legacy PLCs or production equipment. SteelForm should therefore test OT security changes in a controlled environment and schedule updates during planned maintenance periods. This balances cybersecurity improvement with the operational requirement to maintain safe and continuous production.

[image: ]Table 4. Recommended Security Controls










Evaluation:
No single safeguard is sufficient for SteelForm; the proposed design therefore uses several security layers so that failure of one control does not leave critical systems unprotected. Implementing multiple layers of security reduces the likelihood that a single vulnerability will compromise critical manufacturing systems or sensitive business information.
However, SteelForm should not implement every control with equal priority. Network segmentation, secure privileged access and tested backups should be addressed first because they directly reduce the impact of the Critical risks identified in the risk assessment. SIEM monitoring and staff awareness should then strengthen detection and prevention capabilities. This prioritised approach links security investment directly to the organisation's assessed risk exposure.
[bookmark: _Toc237451426]6. Monitoring, Incident Response and Business Continuity
[bookmark: _Toc237451427]6.1 Continuous Security Monitoring
Continuous monitoring enables SteelForm Manufacturing Ltd to detect cybersecurity threats before they significantly affect business operations. SteelForm should centralise security logs from its business, cloud and production environments so that suspicious events can be correlated and investigated more efficiently through a SIEM system. Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) should complement SIEM by identifying and blocking malicious network traffic. Continuous monitoring improves threat visibility, supports faster decision-making and reduces the likelihood of prolonged cyber incidents [1], [10], [12].

[bookmark: _Toc237451428]6.2 Incident Response
SteelForm requires a documented incident response process based on NIST SP 800-61 Rev. 2, defining what staff should do from initial detection through containment, recovery and post-incident review [12]. The plan should define procedures for identifying, reporting, containing, eradicating and recovering from cybersecurity incidents while clearly assigning responsibilities to relevant personnel. Following a structured response process helps minimise production downtime, protect critical information assets and ensure evidence is preserved for investigation. After each incident, lessons learned should be reviewed to improve existing security controls and reduce the likelihood of similar attacks occurring in the future [1], [12]. 

[bookmark: _Toc237451429]6.3 Business Continuity and Disaster Recovery
Cyber disruption should not leave SteelForm without a method for maintaining or restoring its most important manufacturing activities. Regular backups of production data, engineering designs and business systems should be stored securely and tested periodically to confirm successful recovery. Disaster recovery procedures should define recovery priorities, system restoration processes and communication plans to minimise operational disruption. Combining effective business continuity planning with proactive monitoring and incident response strengthens organisational resilience and enables SteelForm to recover more quickly from cybersecurity incidents [2], [13]. 
Recovery priorities should also be supported by defined Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs). Production-control systems should receive shorter recovery targets than less critical administrative services because extended manufacturing downtime would have a greater financial and operational impact. Establishing different recovery priorities according to business criticality would allow SteelForm to use recovery resources more effectively.
Table 5. Monitoring and Response Measures
	Measure
	Purpose

	SIEM
	Monitors and analyses security events

	IDS/IPS
	Detects and blocks malicious activity

	Incident Response Plan
	Provides structured response procedures

	Secure Backups
	Enables rapid data recovery

	Disaster Recovery Plan
	Restores critical business operations



Evaluation:
Continuous monitoring and an effective incident response capability reduce the time required to detect, contain and recover from cybersecurity incidents. This minimises production downtime and supports business continuity within SteelForm's manufacturing environment.
[bookmark: _Toc237451430]7. Staff Awareness and Continuous Improvement
[bookmark: _Toc237451431]7.1 Security Awareness and Training
SteelForm's technical safeguards can still be undermined by everyday staff decisions, making employee behaviour an important part of its security strategy. Regular cybersecurity awareness training should educate staff on recognising phishing emails, creating strong passwords, using Multi-Factor Authentication (MFA), handling sensitive information securely and reporting suspicious activities promptly. Mistakes by users can contribute to security incidents; therefore, regular training should help staff recognise risky situations and respond appropriately to social-engineering attempts. Training programmes should be updated regularly to address emerging cyber threats and ensure employees understand their responsibilities for protecting organisational assets [8], [10].
[bookmark: _Toc237451432]7.2 Continuous Improvement
SteelForm's security programme requires regular review because technologies, vulnerabilities and attacker methods continue to change. SteelForm should regularly review security policies, conduct internal audits, perform vulnerability assessments and test incident response procedures to identify areas for improvement. Lessons learned from security incidents should be incorporated into future risk management activities, ensuring that controls remain effective against evolving threats. Aligning continuous improvement with the NIST Cybersecurity Framework (CSF) 2.0 and ISO/IEC 27001:2022 enables the organisation to strengthen its security posture, maintain regulatory compliance and improve long-term organisational resilience [1], [2], [5].

Table 6. Staff Awareness Activities
	Activity
	Purpose

	Phishing Awareness Training
	Reduces social engineering attacks

	Password and MFA Training
	Strengthens account security

	Incident Reporting
	Encourages early threat detection

	Regular Security Audits
	Supports continuous improvement



Evaluation:
Although technical controls provide essential protection, employee awareness remains equally important because many cyber incidents originate from phishing attacks and human error. Developing a strong security culture complements technical safeguards and improves the organisation's overall resilience.

[bookmark: _Toc237451433]8. Conclusion
SteelForm Manufacturing Ltd operates within an increasingly connected manufacturing environment where the integration of Information Technology (IT) and Operational Technology (OT) creates both business opportunities and cybersecurity challenges. This report has identified the principal cyber threats affecting the organisation and recommended appropriate governance arrangements, security policies and technical controls to reduce organisational risk. Implementing an Information Security Management System (ISMS), supported by the NIST Cybersecurity Framework (CSF) 2.0 and ISO/IEC 27001:2022, will strengthen risk management, improve regulatory compliance and enhance operational resilience [1], [2]. Furthermore, continuous monitoring, effective incident response planning and regular employee awareness training will enable SteelForm to detect, respond to and recover from cyber incidents more efficiently. By integrating effective governance, technical security controls and continuous staff awareness, SteelForm can strengthen its cybersecurity posture, protect critical manufacturing operations and improve long-term resilience against emerging cyber threats. The recommendations presented within this report have been prioritised according to organisational risk rather than implementation cost alone. Although introducing advanced OT security controls, continuous monitoring and governance frameworks requires financial investment and staff training, these measures significantly reduce the likelihood of operational disruption and improve long-term organisational resilience. Therefore, adopting a risk-based cybersecurity strategy represents the most appropriate approach for SteelForm Manufacturing Ltd.
Looking ahead, SteelForm should regularly review its cybersecurity strategy through continuous risk assessments, security audits and governance reviews to ensure that security controls remain effective against emerging cyber threats and future technological developments. Adopting a culture of continual improvement will help the organisation remain resilient within an increasingly complex cyber threat landscape.
For SteelForm, cybersecurity is therefore directly connected to production reliability, protection of engineering information, customer confidence and the organisation's ability to continue operating after an incident [1], [2], [5], [8].
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Organisation Overview

SteelForm Manufacturing Ltd

>

Medium-sized manufacturing company
Automotive and aerospace supplier
Adopts Industry 4.0 technologies
Cloud-based production management
Uses ICS, PLCs and IoT devices

Increasing exposure to cyber threats

Key Point:

SteelForm has adopted Industry 4.0 technologies to
improve productivity and operational efficiency.
However, integrating IT and Operational Technology
(OT) expands the organisation's attack surface,
making cybersecurity governance and layered security
controls essential for maintaining secure and resilient
manufacturing operations [1], [3].

= vantectringosta
Sh Solniness feports

Figure 1. High-Level Cybersecurity Architecture of SteelForm Manufacturing Ltd

Sources: NIST Cybersecurity Framework (CSF) 2.0 [1]; ISO/IEC 27001:2022 [2]; NIST SP 800-82
Rev. 3[3].
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Critical Assets and Security Objectives

Critical Information
Assets:

Engineering drawings
Customer contracts
Cloud production platform
ICS and PLCs

Employee records

Supplier database

Asset

Security Requirement

Engineering drawings

Confidentiality & Integrity

Customer contracts

Confidentiality

Cloud platform

Availability & Integrity

ICS & PLCs

Availability

Employee records

Confidentiality

Table 1. Critical Assets and Security Requirements

Key Point:

SteelForm's critical information assets support manufacturing operations and must be protected through the
CIA Triad. Applying confidentiality, integrity and availability safeguards intellectual property, reduces
operational risks and supports regulatory compliance, ensuring resilient business operations [1], [2].
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Cybersecurity Threats

Internal Threats:
> Insider misuse
> Human error

» Weak passwords

e

J

External Threats:

<+ Ransomware

% Phishing

* Malware

% Supply chain attacks

< ICS attacks

Threat Risk Level
Ransomware Critical
ICS Exploitation Critical
Phishing High
Malware High
Insider Threat High

Table 2. Cybersecurity Threat Risk Assessment

(Author's analysis)
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Risk Assessment

Highest-Priority Risks:
- Ransomware — Critical
- ICS Exploitation — Critical
-> Phishing — High

> Insider Threat — High

Threat Likelihood| Impact
Ransomware High Eery High
ICS Exploitation Medium Yery High
Phishing High High
Malware High High
Insider Threat Medium High
Weak Passwords High Medium
Human Error High Medium
Supply Chain Attack Medium High

Table 3. Risk Assessment Summary
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Cybersecurity Policies

Policy Primary Objective Main Standard
Information Security Policy |Overall governance ISO/IEC 27001 [2]
A Control Poli Prevent unauthorised ois Gontrols 107
. ccess Control Policy ntrols
Recommended Policies: access
@ (e SEsyFaly Password Policy 'Secure authentication CIS Controls [10]
Data Governance Policy |Protect organisational data |UK GDPR [11]
Q Access Control Policy
Network Security Policy Protect IT and OT networks |IEC 62443 [4]
Q Password Policy N - Manage cybersecurity NIST SP 800-61
Incident Response Policy ||
incidents 21
Q Data Governance Policy
Backup and Disaster Recovery NIST SP 800-61
: " " Ensure business continuity
Q Incident Response Policy Policy n2)
Pr te
0O Backup & Disaster Recovery Acceptable Use Policy b:"w @ secure user ISO/EC 27001 2]
aviour

Table 4. Recommended Cybersecurity Policies

Key Point:

The recommended cybersecurity policies provide a structured governance framework for SteelForm. They support
information protection, secure access control, incident response and regulatory compliance, helping to strengthen
organisational resilience against cyber threats [1], [2], [4], [5], [10], [11], [12].
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Security Controls

Recommended Security Controls:

Firewall & Network Segmentation
IDS /1IPS

SIEM Monitoring

Multi-Factor Authentication (MFA)
Role-Based Access Control (RBAC)
Encryption
Secure Backups

N
3
3
=
>
>
>

01 -~~~ @ Secure coding,

Application authentcation
</> Y
SpmnyCs L ~----# Encryption backup,

PLCs, loT devices ; GOPR complaance

DEFENCE
INDEPTH

Firewall, VLAN, @~ --+® SIEM, moritoring,
1DS/PS incident response

Figure 2. Layered Cybersecurity Defence Strategy

Key Point:

SteelForm applies a defence-in-depth strategy by combining network protection, endpoint security, secure applications, data protection
and continuous monitoring. Together, these layered controls reduce cyber risks, protect critical manufacturing systems and strengthen
organisational resilience. If one control is compromised, the remaining layers continue to safeguard business operations, support business
continuity and help maintain compliance with recognised cybersecurity standards [1], [2], [3], [4], [10], [12].
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Cybersecurity Awareness and Training

Security Culture:

O Phishing Awareness

O Password Security & Multi-Factor Authentication
(MFA)

Secure Email and Internet Use
Incident Reporting Procedures

Regular Security Awareness Training

C 0o o

Continuous Improvement and Phishing
Simulations

Security Awareness Cycle

Okeepnet

Reinforcement

Providing engaging, role- Ensuring long-term

specific cybersecurity behavioral change

training. through testing and
recognition.

Measurement and
"f@ Optimization
Analyzing training
effectiveness and
adapting to new risks.

Figure 4. Cybersecurity Awareness Training Cycle
Source: Adapted from Keepnet, Security Awareness Cycle. Available at: https://keepnetiabs.com
(Accessed: 4 June 2026).

Education

Assessment

Identifying
vulnerabilities and
baseline knowledge to
tailor training.

Key Point:

SteelForm should implement a continuous cybersecurity awareness programme that begins with assessing employee knowledge, followed by role-
based training, reinforcement through phishing simulations and security reminders, and regular evaluation of training effectiveness. This ongoing
cycle helps reduce human error, strengthen security culture and improve organisational resilience against cyber threats [2], [8], [10].
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Conclusion

Key Recommendations:

v Implement an ISO/IEC 27001 Information Security Management System (ISMS)
v Adopt the NIST Cybersecurity Framework (CSF) 2.0

v Strengthen cybersecurity governance and risk management

v Deploy layered defence-in-depth security controls

v Enhance continuous monitoring and incident response

v Promote a strong cybersecurity awareness culture

Cybersecurity should be treated as a strategic business priority rather than solely an IT
responsibility. By implementing recognised security frameworks, layered security controls,
continuous monitoring and staff awareness, SteelForm Manufacturing Ltd can reduce cyber risk,
improve operational resilience and support long-term business success.

Key References: [1], [2], [3], [5], [8] [12]
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