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[bookmark: _Toc92977589]Task 1: Building A Virtual LAN Using Type 2 Hypervisor Management Software

[bookmark: _Toc92977590]1. VM Creation and operating system installations

In this section, the report will inform the reader on how it set up a virtual machine on its local PC.

The Report created server 1 and allocated 4096MB memory to it.
[bookmark: _GoBack][image: Graphical user interface, text, application

Description automatically generated]

It also allocated 25GB of storage space to the VM.
[image: Graphical user interface, application

Description automatically generated]



Like the 2 servers, the report created the client 1 VM and allocated 4096MB of memory to it.
[image: ]

The report allocated 25GB storage to client 1. And repeated for client 2.
[image: ]






On server 1 the report went into the settings to begin downloading the server iso.

[image: ]


It selected the CD icon and chose the disk file and selected the iso and placed it into the VM’s storage. 

[image: Graphical user interface, text, application

Description automatically generated]





The report then went into settings on client 1 and began downloading the windows 10 iso.

[image: Graphical user interface, text, application, email

Description automatically generated]

It selected the CD icon and chose the disk file and selected the iso and placed it into the VM’s storage.

[image: ]


Running 4 VM’s at the same time can put pressure on a machine so the report optimised the type 2 hypervisor

[image: Graphical user interface, text, application, email
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[bookmark: _Toc92290101][bookmark: _Toc92290237]The report ensured that at least 128MB was available for video memory and the enabled PAE/NX.
[bookmark: _Toc92290102][bookmark: _Toc92290238][image: ]
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The report ran the server VM by booting up through the iso.

[image: Graphical user interface, application
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The report followed the steps like a standard windows setup.

[image: A screenshot of a computer
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	[image: A screenshot of a computer

Description automatically generated][image: A picture containing text, screenshot, monitor, indoor
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The report selected “I don’t have a product key.”
[image: A computer screen capture

Description automatically generated with medium confidence]

[image: A screenshot of a computer

Description automatically generated]	m
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Once completed, it entered a safe and compliant password.
[image: Graphical user interface, application

Description automatically generated]
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The report then exited VM as it normally would shut down a physical PC. 
[image: A screenshot of a computer

Description automatically generated]
The report ran the client VM by booting up through the iso.
[image: ]
It followed the steps like a standard windows setup.
[image: A screenshot of a computer

Description automatically generated]
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It selected window 10 PRO N edition.

[image: A picture containing text, screenshot, monitor, computer

Description automatically generated][image: A computer screen capture

Description automatically generated with medium confidence]
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Once set up and windows 10 was running the report exited the VM as it normally would shut down a physical PC. 
[image: ]


[bookmark: _Toc92977591]2. Virtual Network configurations

For this section, the report set up the settings for running a virtual network on all 4 VM’s.

On server 1 the report went into settings on the VM manager- network and changed adapter 1 from NAT to the internal network.

[image: Graphical user interface

Description automatically generated]

The report then changed the name to PublicNet.
[image: ]

Starting up server 1 and opened control panel and navigated to network and internet and view network status and tasks.
[image: Graphical user interface, text, application

Description automatically generated]

Changed adapter settings.
[image: Graphical user interface, text, application

Description automatically generated]


It renamed the adapter to PublicNet to reflect the VM’s settings. [image: Graphical user interface, text, application, email

Description automatically generated]
The report went into adapter properties and clicked on internet protocol version 4.

[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]

Then entered the IP address 192.168.1.100 and tabbed out the subnet auto filled.
	
[image: ]



The report then closed the VM down and enabled adapter 2 in VM and renamed PrivateNet1. 

[image: Graphical user interface, text

Description automatically generated]
Starting up VM and editing the details of adapter 2 to reflect the VM’s changes.

[image: Graphical user interface, text, application

Description automatically generated]
Edited IP address to 192.168.100.1. repeated for server 2 except entering PrivateNet2 instead of PrivateNet1. The report inputted the IP address 192.168.1.101 for PublicNet and IP 192.168.101.1 for PrivateNet2.

[image: Graphical user interface, application

Description automatically generated]
The report changed the adapter settings for the client VM’s,  adapter 1 was titled PrivateNet1 and changed to internal network like the other adapters changed previously.
[image: Graphical user interface, text, application

Description automatically generated]
In the VM’s settings, the report navigated through the control panel to network and internet and change adapter settings.

[image: Graphical user interface, text, application

Description automatically generated]
The report changed the adapter name to PrivateNet1.
[image: Graphical user interface, text, application, email

Description automatically generated]

And then it changed the IP through adapter properties and changed to 192.168.100.2. The report repeated for client 2 except renamed adapter to PrivateNet2 and the IP to 192.168.101.2.
[image: ]

To test that the VM’s were all correctly set up the report disabled the firewall. Navigated to the control panel once more and located the windows defender firewall.

[image: A screenshot of a computer

Description automatically generated]
Once found the report navigated to the left menu and selected turn windows firewall on or off and checked the radio buttons to off on both public and private networks. [image: ]
[image: ]



The report did the same for server 2 and client 1 and 2 VM.
[image: ].
The report opened the command prompt and typed in ping 192.168.100.2 and got a reply from 192.168.100.2 showing as working correctly. The report then repeated this on server 2 except instead of 192.168.100.2 ping 192.168.101.1.
[image: ]

[bookmark: _Toc92977592]Task 2: Deploying a network directory service and creating and understanding active directory network objects

[bookmark: _Toc92977593]1. Pre-requisite

In this next part of the assignment, the report deployed the Microsoft Active Directory Network Directory Service and demonstrated an understanding of the essential network directory objects.

The report checked that the Servers IP was statically defined, it did this by opening a command prompt and entering IPCONFIG which outputted all the network information for the PC. DHCP ENABLED was checked as no meaning the IP was statically defined.

[image: Text

Description automatically generated]










The preferred DNS server section was blank.
[image: ]

The report checked that the firewall was still disabled.


[image: Graphical user interface, text, application
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Changed the name of the server 1 PC. The report did this by typing in This PC in the start menu and then right-clicking to properties. 

[image: Graphical user interface, text, application

Description automatically generated]

It then clicked on the computer name tab and changed the name to DC1-NWT. [image: Graphical user interface, application

Description automatically generated]
[image: ][image: A screenshot of a computer

Description automatically generated]                                                                                  PC then prompted to restart, the report accepted and noted that upon restart the machine name changed. [image: A screenshot of a computer screen

Description automatically generated]
[image: ]
[bookmark: _Toc92977594]2. Deploying Active Directory as a role or feature-based installation

The report typed in server manager in the start and clicked the program, once started up it selected Add roles and features.

[image: Graphical user interface, website

Description automatically generated]

The report was presented with a pop up like below, it selected next.
[image: Graphical user interface, text, application

Description automatically generated]

Selected the role-based or feature-based installation.
[image: Graphical user interface, text, application

Description automatically generated]

The report ensured that DC1-NWT was selected. 
[image: Graphical user interface, text, application, email

Description automatically generated]



It selected the active directory domain services button. [image: Graphical user interface, text, application

Description automatically generated]

And then confirmed that it wants to install the AD DS
[image: Graphical user interface, text, application

Description automatically generated]
Once the report confirmed the install AD DS started to install. [image: Graphical user interface, text, application

Description automatically generated]
The report clicked the notification tab in the top right-hand corner of the server manager window, it saw a notification telling it to promote the server to a domain controller.
[image: ]
When the report clicked this, it selected add a new forest and then specified the root domain as nosstask. MSFT and then selected next.

[image: Graphical user interface, text, application, email

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]
The report then ensured that both forest function level and domain function level was on windows server 2016 and that domain name system server and global catalogue were checked on. The report entered a password that was secure and compliant.[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]

The report was met with a warning message, it ignored this, and selected next.
[image: ]

Again, the report ignored this window and selected next. 
[image: Graphical user interface, text, application

Description automatically generated]



The report took note of the file paths for the database, log file and SYSLOG folders
[image: ]

Once it was selected next it reviewed the options summary page and selected next. [image: Graphical user interface, text

Description automatically generated]
Checked the pre-requisites and installed any that needed attention, Once the install went through successfully windows automatically performed a restart. [image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated]
[image: ]

Once the server restarted the report noted that the PC was now on the domain as an admin account.
[image: ]

[bookmark: _Toc92977595]3. Creating user account objects using Active Directory Users and Computers snap-in console.

The report first typed in administrative tools into the start and selected the program as shown below.

[image: Graphical user interface, application

Description automatically generated]
Then the report double-clicked active directory users and computers.
[image: Graphical user interface, application

Description automatically generated]
Then selected the arrow left of nosstask.msft. [image: Graphical user interface, text, application

Description automatically generated]
The report then saw a drop-down. It clicked on domain controllers and then it took note that DC1-NWT was on there.

[image: Graphical user interface

Description automatically generated]

The report selected users on the left-hand tabs and then navigated to domain admins, Once found the report double-clicked the group. 
[image: A computer screen capture

Description automatically generated with medium confidence]

The report navigated to the member’s tab where it could see all the members added to this specific user group, the report added a secondary account as a failsafe account. 
[image: Graphical user interface, application

Description automatically generated]
	
To add a new user, the report navigated to users, then right clicked, select new and then user. [image: A screenshot of a computer

Description automatically generated with medium confidence]

The report then entered the first and last name as well as the initials for the login.
[image: ]
The report selected next then inputted a compliant password for the user and set the options to never expire and unchecked the user must change password at next logon. 

[image: A picture containing text, computer, screenshot, indoor

Description automatically generated]

Here was a summary of what the report had set up.
[image: Graphical user interface, text, application

Description automatically generated]

The report now added it to the group. [image: A picture containing text, screenshot, indoor

Description automatically generated]

The report then went back to the member’s tab and saw that the new user had been added.
[image: ]
[bookmark: _Toc92977596]4. Object attributes of interest.

In this section, the report created another user but this time a general low privilege account. The report replicated the process it carried out to add the admin account. 
[image: Graphical user interface, application
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Description automatically generated]

The report then went to the global group and confirmed that the new user had been added. 
[image: Graphical user interface, application

Description automatically generated]

It then configured the account.
[image: Graphical user interface, application

Description automatically generated]



It navigated to the account tab and then selected log on hours where the report restricted log on to 10 am till 3 pm Monday to Thursday and restricted to not allow log on from 11 am to 12 pm on Wednesday to Friday. 
[image: Graphical user interface, application

Description automatically generated][image: A picture containing text, computer, indoor, screenshot

Description automatically generated]

The report also set so that the user cannot change their password as this is normally a security measure that is implemented for network admin levels.
[image: ]






















[bookmark: _Toc92977597]5. Adjoining the domain and testing user logins.

The report went back to active directory users and computers and selected computers and took note that no PC had been set up on the domain yet. 
[image: Graphical user interface, text

Description automatically generated]

The report right clicked on the whitespace and selected new and computer.
[image: Graphical user interface, application

Description automatically generated]


It then added the computer name WS1-NWT. Where the new pc was to be added.
[image: Graphical user interface, application

Description automatically generated]
[image: ]
On the client 1 PC, the report changed the PC’s name and joined it to the DNS server. The report typed in this pc and right-clicked and selected properties and navigated to the device name and selected change and changed it to WS1-NWT. Once complete the report restarted the PC.

[image: Graphical user interface, text, application
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Description automatically generated]

Once restarted the report checked that the name was changed successfully. 
[image: ]

The report could now move to the next step which was setting up the DNS IP address. The report inputted the IP address 192.168.1.100 in the DNS server section in the adapter settings.
[image: Graphical user interface, text, application
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[image: Graphical user interface, text, application

Description automatically generated]The report then navigated back to the window where it changed the machine name and below the machine name, the report selected the domain and entered nosstask.msft into the box, it was prompted to enter the administrator username and the secure password. Which was entered and the PC rebooted. [image: Graphical user interface, text, application

Description automatically generated]


Once the client PC rebooted, the report saw that it had been connected to the domain so it could log in with the general user’s details ie, john doe.
[image: ]
When logged in, the report took note that the account had been signed in successfully. The report then selected the start menu and then selected the user tab where it showed the user.

[image: ]

Once the client PC had been joined to the domain the report tried to log in with the general user credentials on the server 1 machine, it got an error message not allowing the report to sign in with that account, this was because only Domain Admin level accounts are permitted to logon to Systems with the Domain Controller role. 
[image: A screenshot of a video game

Description automatically generated with medium confidence]











[bookmark: _Toc92977598]Task 3: Observational Tasks

[bookmark: _Toc92977599]Main Differences Between Type 1 And Type 2 Hypervisors.
Before the report starts talking about the differences between type 1 and 2 hypervisors the report must first explain what a hypervisor is. A hypervisor or a virtual machine monitor (VMM) is software that constructs and processes virtual machines. A hypervisor lets a host computer sustain several guest VMs by essentially distributing its resources, like its memory and processing power. 

So now that the report has covered what the hypervisor is the report can now explain that the key difference between Type 1 and Type 2 Hypervisor is that Type 1 Hypervisor runs straight on the host’s hardware while Type 2 Hypervisor runs on an operating system like any other computer program.

[bookmark: _Toc92977600]Benefits and drawbacks of both Type 1 and Type 2 Hypervisors and some example Vendors.
Below are the different advantages and drawbacks to using both type 1 and type 2 hypervisors. 

Type 1 
One of the pros is that type 1 doesn't need to load an underlying OS as it is referred to as a bare-metal hypervisor which is why they are viewed as the most efficient and best-performing hypervisors available for enterprise computing these hypervisors are very secure as virtualization alleviates the risk of attacks spreading to the other VM running on the same hardware. As well as the advantages, type 1 hypervisors also have their drawbacks which is that because of all the numerous features it provides it must come with a much higher initial cost and a greater support contract requirement. 
 
Type 2 
Just like type 1, type 2 also has its advantages such as being ideal for testing as they are generally less complex than type one resulting in it also being a lot cheaper. But unfortunately, that is all the benefits type 2 provides, the drawbacks however are that any security flaws or vulnerabilities in the host OS could potentially compromise all the VMs running above it as well as the VM’s would run with unavoidable latency as it relies on the host OS.

Type 1 hypervisors: 
· VMware vSphere 
· Microsoft Hyper-V 
· KVM 
· Xen hypervisor 
· Oracle VM 
· Citrix Hypervisor 

Type 2 hypervisors: 
· Oracle VM VirtualBox 
· VMware Workstation Pro and VMware Fusion 
· QEMU 
· Parallels Desktop 

Use Of Cloud Computing Including Its Benefits and Drawbacks
Through cloud computing, different services are delivered over the Internet, including data storage, servers, databases, networking, and software. Cloud-based storage allows users to save files to a remote database and retrieve them on when needed. 

The Advantages of this are that it is easy to implement, it requires no additional hardware, the cost for use is tailored to how much storage you need is very low, has great flexibility for growth, it is extremely accessible no matter what you use or where you are and can be efficient as a recovery method.

However, the downsides are that if you have bandwidth issues you may run into problems accessing your files, you may also not get all features, also as the cloud is run by a third party and not yourself you have no control of the underlying features and potential security risks as data can be leaked if the cloud service is compromised.

Below are some examples of Cloud vendors [1].
· Amazon 
· Google 
· HP 
· IBM 
· Microsoft 
· JoyentCloud 
· Rackspace 
· Salesforce.com 
· VMware 

[bookmark: _Toc92977601]What Is DNS And How It Works
A DNS is an ordered and distributed naming system for computers, services, and or other resources linked to the Internet or a private network. It connects various information with domain names given to each of the participating entities. The DNS does this much like a phone book by managing the mapping between names and numbers. DNS servers convert requests for names into IP addresses, controlling which server an end-user will reach when they enter a domain name into their web browser. These requests are called queries. DNS provides name resolution services for Active Directory, resolving hostnames, URLs, and Fully Qualified Domain Names (FQDN) into IP addresses.[2] 

[image: Graphical user interface, application
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[bookmark: _Toc92977602]Critical Roles in An Enterprise Network
One of the roles is DHCP which is short for Dynamic Host Configuration Protocol it is a network management protocol used to automate the process of arranging devices on IP networks, therefore letting them use network services for example DNS, NTP, and any communication protocol based on UDP or TCP. DHCP is an enhancement of an older protocol called BOOTP.
Another role is Network Policy Access Services which is a client health policy creation, enforcement, and remediation technology. With NPAS, system administrators can establish and automatically enforce health policies, which can include software requirements, security update requirements, and other settings.[3] 

[bookmark: _Toc92977603]Different Terminologies and Its Purposes and Comparison of Terminologies with Other Network Operating Systems.

A. Ping
A Ping is a signal that is sent to a host machine to get a response. Its main purpose is to check whether the host machine is online and available and measure the response time of the host. In windows, this can be performed in the command prompt program and is as simple as inputting “ping” followed by the hosts IP address this report performed a ping on the server VM’s to get a response out of the client VM. 
To ping on a different operating system, it isn’t much different from how a windows-based system does it, for example on a MAC OS you would ping a host by opening terminal which is MACs equivalent to command prompt and then type in "ping” followed by the number of times you want to ping and then the hosts IP address. If you don’t specify the number of pings the system will continuously ping the IP till you manually stop it by pressing in command + C.

B. Firewall
A firewall is a network security device that supervises network traffic coming in and out and allows or stops data packets centred on a group of security restrictions. Its primary purpose is to build a barrier between an internal network and incoming traffic from the internet to stop malicious traffic such as viruses and hackers.[4]

Many operating systems have some sort of security measure like a firewall, for example, Linux based OS’s have iptables which is a command-line based firewall and is Linux's first-line defence of the OS It also filters the packets in the network stack within the kernel itself [5]

C. Server Management 
Server management is the practice of observing and upholding the condition of the servers to function at their highest capability. Server management additionally includes the administration of hardware, software, security, and backups. The main purpose of an efficient server management strategy is to hopefully eliminate the server’s downtime, form a secure server environment and guarantee servers resume to meet the requirements of an organization as it progresses.

This report has used windows server manager for this assignment and is familiar with its features and capabilities however Linux has many similar versions to this program such as “phpMyAdmin”, “cPanel” and “Cockpit”. 


[bookmark: _Toc92977604]Worksheet Reflection

Throughout the practical section of this assignment, the report was able to accurately follow the worksheets provided to build the virtual LAN and deploy the active directory service as well as create the Active Directory Network Objects. 

The report found some sections more difficult than others, for instance, the report struggled to get the IP address to ping accurately during the command prompt test however the report was able to resolve this by re-entering the IP address into the change adapter setting which once done sorted the issue. 

The next issue the report faced was that the server manager would not show the “promote server” prompt because of this the report had to undo the changes it had made to the server manager and perform the steps again which seemed to rectify the issue. 

Overall, the report feels that the practical side of this assignment went very well and as a result has helped the report understand the steps that must be undertaken when setting up a server. 
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Ping statistics for 192.168.160.2
Packets: Sent = 4, Received = @, Lost

4 (106% loss),
C:\Users\Administrator>ping 192.168.160.2

Pinging 192.168.100.2 with 32 bytes of data:
Reply from 192.168.160.2: bytes-32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time=ims
Reply from 192.168.100.2: bytes=32 time<ims

Ping statistics for 192.168.100.2:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administratorsg
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DHCPV6 Client DUID. : @0-01-00-01-20-41-41-BE-08-00-27-6E-F3-E3
DNS Servers .

NetBIOS over Tcpip.
Ethernet adapter PrivateNeti:

Connection-specific DNS Suffix

Description . : Intel(R) PRO/1606 MT Desktop Adapter #2
Physical Address. 08-06-27-61-33-59
DHCP Enabled.

Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask

10d: d8oe: d443%s (Preferred)
192.168.160.1(Preferred)
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@ Home

Find a setting

System

Focus assist
() Power &sleep

= Storage

&

Tablet mode

I

Multitasking
' Remote Desktop

@  About

About

© App & browser control

© Device security

See details in Windows Security

Device specifications

Devicename  (BIo{HN]

Processor AMD Ryzen 3 3200G with Radeon Vega Graphics
3.59 GHz

Installed RAM ~ 4.00 GB

Device ID 2054CDE1-7191-4B88-ATF1-SBEF3BFDAFIA
Product ID 00433-00000-00001-AA544
Systemtype  64-bit operating system, x64-based processor

Penandtouch  No pen or touch input is available for this display

Rename this PC
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Select installation type ocra

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation T

® Role-based or feature-based install
Server Selection
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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